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iITZBEI: AN INTEGRAL SECURITY METRIC FOR SDN ARCHITECTURES
INTEGRATING ZERO TRUST AND BLOCKCHAIN

The subject matter of the article is the iTZBEI (Integrated Trust—ZTA—Blockchain SDN Efficiency Index) — a
novel composite metric for quantitative security assessment of software-defined networks (SDN) integrating Zero
Trust Architecture (ZTA) and Blockchain technologies. The relevance of the research is determined by the fact
that the centralized SDN control model generates critical vulnerabilities, including DDoS attacks, unauthorized
routing manipulation, and insider threats — for which no unified quantitative evaluation framework currently
exists. The study introduced a formalized aggregated security metric that enables continuous monitoring and
comparative assessment across all components of the SDN-ZTA—Blockchain architecture. The tasks to be solved
include: (1) identification of principal SDN attack vectors; (2) formalization of a transaction-processing
algorithm covering the full access lifecycle; (3) definition of nine local security indicators, and (4) construction
of the iTZBEI index with justified weighting coefficients. The methods used combine mathematical formalization
of access control processes, cryptographic transaction verification, and experimental emulation of attack
scenarios in a Mininet—OpenDaylight—Hyperledger Fabric environment. Conclusions. The obtained results of
the article consist in the development of a functional algorithm that performs dynamic verification of user
requests, makes adaptive authorization decisions according to the principles of least privilege, and records these
decisions in an immutable distributed ledger. A metrics system is proposed, including local indicators such as
the Continuous Authorisation Integrity Score (CAIS), the Blockchain Audit Integrity Score (BAIS), and the Local
Policy Integrity (LPI). On this basis, the generalized Integrated Trust and Zero-Trust Blockchain Evaluation
Index (iTZBEI) is described as an aggregated metric for comparative evaluation and continuous monitoring of
the network’s security state. Scientific novelty. This study introduces a unified SDN + ZTA + Blockchain
framework for network security, formalizes a transaction-level algorithm that directly links access decisions with
distributed audit procedures, and proposes the iTZBEI metric as the first integral indicator for evaluating the
integration’s effectiveness in dynamic network environments.

Keywords: SDN security, Zero Trust, Blockchain, security metrics, authorisation integrity, iTZBEI, audit
systems.

categories confirmed through experimental simulation.
DDoS attacks targeting the SDN controller cause
complete loss of network availability through controller

1. Introduction

Modern telecommunications infrastructures

increasingly rely on Software-Defined Networking
(SDN) as a foundational architecture for centralized
traffic management, flexible routing, and separation of
control and data planes. While these properties simplify
policy enforcement and network programmability, the
centralized control model simultaneously introduces
critical vulnerabilities. A compromised SDN controller,
a denial-of-service attack targeting the control plane, or
unauthorized manipulation of routing rules can affect the
entire network infrastructure simultaneously - a risk
profile fundamentally different from traditional
distributed architectures [1].

In this study, the threat landscape for SDN
environments encompasses four principal attack

overload. Control plane attacks enable the unauthorized
modification of routing rules, redirecting traffic through
malicious nodes. Data plane attacks allow the
interception and manipulation of network traffic. Finally,
insider threats originating from compromised authorized
nodes are particularly difficult to detect under
conventional perimeter-based security models. Each
category was modeled under controlled conditions to
assess the wvulnerability of unprotected SDN
infrastructure and the effectiveness of the proposed
countermeasures.

To address these risks, Zero Trust Architecture
(ZTA) enforces continuous verification of every access
request regardless of origin, while Blockchain provides a
cryptographically secured, immutable audit ledger that
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eliminates single points of failure in logging and policy
enforcement [2, 3]. Their combination with SDN -
referred to as the SZB architecture - creates a layered
security framework in which centralized network
management, dynamic access control, and tamper-proof

auditing operate as a coordinated system.

1.1. Motivation

Despite growing research interest in SZB-type
architectures, a fundamental gap remains: no existing
work proposes a unified quantitative metric for
evaluating the overall security effectiveness of SDN—
ZTA-Blockchain integration. Existing metrics are either
local in scope - reflecting only a single component, such
as authorization latency or transaction throughput — or
lack the formal structure necessary for continuous
monitoring and cross-configuration comparison.

This makes it impossible to assess whether an SZB
system is operating effectively as an integrated whole, or
to identify which specific component is degrading overall
security performance. This paper addresses that gap by
introducing iTZBEI (Integrated Trust-ZTA—Blockchain
SDN Efficiency Index) - a composite, dimensionless
security metric that aggregates nine local indicators
across both the ZTA and Blockchain layers into a single
weighted index.

1.2. State of the art

Prior works have addressed individual components
of SZB-type integration. A risk-based access control
engine for IoT environments was proposed in [4],
enabling adaptive authorization decisions, but without
addressing SDN-specific challenges such as controller
latency or policy scalability. A Blockchain-based Zero
Trust mechanism for 6G networks [5] achieves fine-
grained security through inner-product encryption, yet
lacks integration with programmable SDN controllers.
Decentralized access control for smart grids [6]
demonstrates improved enforcement efficiency, but
omits flow-level monitoring and SDN coordination.
Blockchain-enabled ZT for underwater sensor networks
[7] emphasizes energy efficiency but does not address
SDN orchestration or integral evaluation metrics.

Broader state-of-the-art reviews confirm this
fragmentation, showing that most efforts to augment
Zero Trust with Blockchain remain endpoint- or
component-centric and stop short of SDN-level
orchestration [8].

At the SDN layer, previous studies [9, 10] have
highlighted the potential of SDN for adaptive network
management and its inherent vulnerabilities. Previous
studies [13, 14, 15] have demonstrated that combining
blockchain with ZTA principles enables dynamic policy
management and immutable access logging, while smart
contracts further automate policy verification and reduce
human-factor risk [16]. Complementary studies have

formalized SDN control-plane decision logic and
developed mathematical models of controller behavior
that underpin the transaction-level formalization adopted
in this study [11, 12]. At the consensus layer, dedicated
Blockchain consensus schemes for SDN controllers have
been proposed to reduce coordination overhead [17],
while energy-aware consensus protocols address the
resource constraints typical of IoT and edge deployments
[18].

The analysis confirms that while significant
progress has been made in individual domains, no
existing work formalizes a transaction-level algorithm or
introduces a comprehensive integral metric for
continuous security evaluation of unified SDN-ZTA—
Blockchain systems. The present work directly addresses
this limitation.

An carlier overview by the authors [19]
qualitatively surveyed these threats and mitigation
approaches; the present paper substantially extends this
analysis by formalizing the transaction-level algorithm
and introducing the quantitative iTZBEI index.

1.3. Objectives and tasks

This study aims to design a formalized security
assessment framework for the SZB architecture and
introduce iTZBEI as its integral evaluation metric. The
SZB architectural solution presents the integrated
framework’s three-layer structure. The SDN layer
encompasses the application, control, and data planes:
SDN applications and the ZTA Policy Management
Module operate at the application plane, while the SDN
controller, which acts as the central decision point,
manages traffic through the Northbound and Southbound
interfaces, coordinating OpenFlow-based switches at the
data plane level. The ZT layer implements continuous
access verification through the Policy Enforcement Point
(PEP), which includes a policy-processing module, trust-
score evaluation, and authorization-status tracking.
Context-aware decisions are supported by external Policy
Inputs, including SIEM, PKI/IAM, Threat Intelligence,
and ML analytics, collected via the Context Collector and
end-node agents. The Blockchain layer serves as the
logical level of auditing and verification, maintaining an
immutable register of policies and decisions through the
Verification and Logging module. The interaction
between layers follows three types of flows: data traffic,
traffic control signals, and safety/audit signals, ensuring
full traceability of every access decision from initiation
to distributed logging.

To achieve this, the following tasks are addressed:
(1) identification of principal attack vectors and security
limitations of conventional SDN mechanisms; (2)
development of a formalized transaction-processing
algorithm covering the full access lifecycle; (3) definition
of nine local security indicators, each mapped to a
specific phase of the algorithm; and (4) construction of
the iTZBEI aggregated index with justified weighting
coefficients enabling quantitative, comparative, and
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continuous security monitoring. The SZB architectural
solution (Fig.1.) shown below:

[ Software-defined network |

[ Application plane |

IZTA Policy Management!|
Module

‘ Audit/logging client l

I

| SDN applications H

g

Northbound Interface

Blockchain:

- rchitectu | s & =
Zerotstachitectine : |The logical level of auditing

and verification

Policy administration
point Policy
Policy repository Verification and logging
module
N

Control plane
[ v
Riles for 1 — Register of policies and
[I]] processing the g et
Query processor stream ' Policy Enforcement Point (PEP)
i Folicy thorisation
SDN Topology Manager | [  Policy
processin,
» poin
Policy - T 1
Enforoement authorisation
v {(Flow Rules} I revaluation, Policy inputs:
Packet-in ﬁ ﬁ Southbound interface ﬁ F v 1 SIEM
| - ; y ; Ly 1 PKI /1AM
e : - ' Context Threat
Data plane H s . collector i
oMo Towny,, H Intelligence <% D =
) D T K A Compliance / - ata traffic
P a——c ' agents atend
Switch/s ,vuv* ------------------ ‘WSW"‘:“ 2 ' Logs / ML s Traffic control
L . z»l. N R B N : analytics ——>  Safety signals
R TR - S Ry . Iy LGl SR O . \ Audit / Inspection /
/ s ; k20
jrallim| m ||} S ——
= —==>Secure site ]

Figure 1. Architectural overview of the SZB framework: interaction between SDN control and data planes, Zero Trust
policy enforcement components, and Blockchain-based auditing and verification layer.

The remainder of this paper is structured as follows.
Section 2 presents the formalized transaction-processing
algorithm for the SZB architecture, covering the full
access lifecycle from initial SDN request through Zero
Trust authorization to Blockchain audit logging. Section
3 describes the experimental setup, including the
Mininet-based SDN emulation, OpenDaylight controller,
and Hyperledger Fabric deployment. Section 4
introduces the nine local security indicators and derives
the iTZBEI aggregated index with its weighting
methodology. Section 5 presents and discusses the
experimental results. Section 6 concludes the paper and
outlines directions for future research.

2. Materials and methods of research

2.1. Functional algorithm for processing transactions
in an SDN network using ZTA-+Blockchain
technologies

The integration of SDN, Zero Trust, and Blockchain
has enabled the development of a multi-phase access
request processing algorithm that covers all stages, from
initial traffic classification to dynamic security policy
enforcement and logging in a distributed registry.

When building an architectural solution, defining
the request processing algorithm and laying the
foundation for further evaluation of its effectiveness are
important. The task is to classify the incoming network
traffic as normal or abnormal, which
is the basic scenario for the functioning of Zero Trust and

Blockchain audit mechanisms. At the same time, each
step of the algorithm must be formalized so that the
appropriate evaluation indicators can be applied.

The set of input parameters for the test environment
included bandwidth, controller response time, number of
sessions and authorization requests, access sources and
security policies, and the performance and delays of the
Blockchain component. Table 1 describes the input
parameters].

Table 1
Input parameters of the SZB architectural solution

Ne Parameter name Parameter description
Maximum number of
1 Controller throughput um ber o
authorisation requests
) Maximum controller | Time limit for processing a
response time single request
3 Maximum number of Total number of sessions
sessions for potential re-evaluation
4 Number of Total number of requests
authorisation requests sent to PDP
Maximum number of
Number of access .
5 sources undergoing
sources . .
verification
L mplete set of rit
Number of policies in Co picte set of seculity
6 policies in the Policy
the system .
Repository
7 Number of sessions in Total number of initiated
the test sessions
3 Number of re- All cases of Reeval
evaluation requests procedure initiation
9 Maximum re- Maximum delay for
evaluation time context re-evaluation
10 Blockchain Maximum number of
performance (TPS)) transactions per second
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Maximum transaction
11 processing time in
Blockchain

Maximum number of
transactions per second

Based on the input data, it is necessary to determine
whether each request belongs to normal or abnormal
traffic. In addition, it is necessary to describe the
indicators as a functional system on which the
quantitative assessment of SDN network efficiency using
ZTA and Blockchain technologies can be based [20].

The proposed algorithm provides comprehensive
processing of access requests in SDN, considering the
principles of Zero Trust and Blockchain capabilities. Its
task is to convert a regular network request into a
formalized decision (Permit/Deny) that is transparent,
immutable, and subject to quantitative assessment.

At the input, the algorithm receives ‘raw’ network
requests with user attributes and context. The output
includes: traffic classification (normal/abnormal),
transaction recording in Blockchain, policy adaptation in
case of context change, and calculation of performance
indicators (CARI, PDPI, BAIS, CAIS), which are

aggregated into a generalized iTZBEI indicator. Thus,
the proposed algorithm solves both the functional task of
dynamic access control and the analytical task of
quantitatively assessing the SDN network security level.
This task is solved according to the algorithm shown in
Fig. 2. Fig. 2 shows the architectural and algorithmic
diagram of the SDN architectural solution, reflecting the
interaction cycle between the SDN controller, Zero Trust
modules, and the Blockchain subsystem. The diagram
shows five phases of request processing (SDN initiation,
ZTA, Blockchain, solution deployment, re-
authorisation), as well as their connection with
dimensionless indicators (CARI, PDPI, PSC, STEI,
CAIS, BPEI, LPI, RPC, BAIS) that are part of the
generalized iTZBEI indicator. Each approved or rejected
operation is recorded as a transaction with a digital
signature, timestamp, and policy identifiers, forming a
reliable audit trail. A step-by-step request processing
algorithm was developed to formalize the functioning of
the proposed architectural solution, covering five
logically complete phases (Fig. 2).

Phase 1:
SDN
initiation

Phaze 2:
ZTA

-
<

Phaze 3:
Blockchain

____/
Phase 4:

Deploying
solutions on
the network

iTZBEI

Phase 5:
Reevaluate and
Permanent

Authorization

Figure 2. Architectural and algorithmic diagram of the functioning of the SDN + Zero Trust + Blockchain
architectural solution with integration of the metrics system

Each phase is responsible for implementing a

separate level of security - from initial request processing
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at the transport infrastructure level to making access
decisions and subsequent audit support for transactions
in a distributed ledger.

Table 2 shows the step-by-step processing of a

network request in the SDN + Zero Trust + Blockchain
architectural solution, reflecting the correspondence
between phases, performance indicators, and algorithm
blocks (C1-C30).

Table 2
Compliance of SDN + ZTA + Blockchain algorithm steps and performance indicators
. Compliance with the
Compliance functional block of the
Phase Step number with the . . List of actions
. SZB architecture (Fig.
Indicator 2)
1 - Cl User initiates request
) 2 C2 Packet-In to controller - switch response
illizs;i(l);lSDN 3 CARI C3 SDN controller performs initial processing
Controller forwards request to Policy
4 C4 .
Engine
Controller forwards request to Policy
5 - (05} .
Engine
6 PDPI C6 PDP receives policy-based request
7 C7 PDP refers to Policy Inputs
8 C8 PDP makes a decision
Phase 2: ZTA PDP sends a signal to PE or controller to
9 - Cc9
block access.
10 - C10 PE receives the decision
11 PSC Cl1 PE initiates policy updates (if necessary)
12 Cl12 PAP updates the Policy Repository
13 STEI Cl13 Formation of session-based flow rules
14 LPI Cl4 Request hash is formed
15 C15 Digital signature is created
16 BPEI Cl6 Transaction is formed
Phase 3: 17 C17 Transaction is transferred to Blockchain
ase 5 18 LPI CI18 Digital signature is verified
Blockchain — - -
19 BAIS C19 Policies are compared in Blockchain
20 C20 Smart Contract decision is made
21 BPEI C21 Return result to controller
22 LPI C22 Log result in Blockchain
Phase 4: 23 RPC C23 Set access rules (TTL/session)
Deployment 24 - C24 Block on Deny
of solutions
across the 25 - C25 Grant access on Allow
network
26 C26 Monitor anomalies
Phase 5: 27 C27 Reevaluate on context change
Reevalua‘Fe 8 CAIS 28 B
and ongoing Repeated PDP decision
authorisation 29 LPI C29 Generate repeat transaction
30 C30 Blockchain records repeat event
Its ideology is based on combining the logic of block are specified.
architectural components with a system of metrics, which Let's consider the phases of solving the following
allows the traffic classification process  problem:

(normal/abnormal) to be formalized and ensures the
possibility of quantitative assessment of each step. The
step-by-step processing of a request in the SDN + Zero
Trust + Blockchain architectural solution and its
connection to the metrics system are shown. Each phase
of the algorithm is presented as a set of steps, where the
corresponding performance indicator and functional

Phase 1. Initiation and initial analysis of the request
(SDN level). A network request arrives at the edge SDN
switch, which generates a Packet-In message and
forwards it to the SDN controller for centralized
verification in accordance with Zero Trust principles.
The controller identifies key traffic attributes (IP
addresses, ports, protocols) and constructs the request's
semantic structure via the Feature Extractor module.
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Steps C1-C4 are evaluated using the CARI indicator,
which characterizes the response adaptability of the SDN
controller.

Phase 2. Contextual authorization based on policies
(Zero Trust Engine). The collected data are transferred to
the PDP, which assesses request compliance with active
security policies using external sources, such as SIEM,
PKI, and behavioral profiles. If required, the Policy
Administration Point (PAP) updates the policy
repository, and the resulting decision is translated into
Flow Rules for SDN enforcement. Steps C5-C13 are
evaluated using the PDPI, PSC, and STEI indicators.

Phase 3. Cryptographic verification and logging
(Blockchain layer). Each authorization transaction is
recorded in the Blockchain system. The controller
generates a request hash and digital signature; a smart
contract verifies policy compliance and returns the result,
which is simultaneously stored in a distributed audit log.
Steps C14—C22 are evaluated using LPI, BPEI, and BAIS
indicators.

Phase 4. Deployment of solutions in the
infrastructure. Based on the PDP decision, the controller
installs Flow Rules with a limited lifetime on the
switches, in line with the Zero Trust principle of minimal
trust. Access is granted or blocked at the Policy
Enforcement Point (PEP). Steps C23—C25 are evaluated
using the RPC indicator.

Phase 5. Periodic verification and reauthorization of
the study. A continuous monitoring mechanism analyzes
user behavior and traffic patterns during active sessions.
Context changes trigger a Reevaluation procedure with a
new PDP request; the updated decision is recorded as a
separate transaction in the Blockchain. Steps C26—C30
are evaluated using the CAIS indicator.

All stages of the model’s operation are interrelated
and implemented within a closed request processing
cycle. The algorithm is presented as a sequence of
operations grouped into phases, with the responsible
subsystems (SDN, ZTA, Blockchain) specified to
increase the structure's transparency. The comparison of
phases, components, and corresponding actions is
presented in the table below. To further formalize the
mechanism of the integrated architecture, the steps
described at the phase analysis level were transformed
into a corresponding algorithmic structure. The presented
algorithm reflects the step-by-step processing of a
network request, considering the functional roles of all
key elements of the proposed model, particularly the
SDN controller, the Zero Trust subsystem, and the
Blockchain registry [21].

This approach ensures model transparency and
provides a basis for the formal definition of security
measurement points to which the corresponding
indicators will be applied. These positions will be aligned
with the metrics system and the corresponding integral in
the following sections.

2.2. Formalized description of decision-making
when processing an application in SZB

The use of a formalized description is a necessary
prerequisite for building an architectural solution. This
approach enables a clear definition of the sequence of
steps for processing a network request, establishes logical
dependencies between system components, and ensures
transparency in the decision-making process.
Formalization reduces ambiguity in interpretation,
creates a basis for algorithmic implementation, and
enables the further use of metrics to quantitatively assess
the effectiveness of an architectural solution.

In addition, the formalized description integrates
the processing stages with the metrics system, allowing
each step of the algorithm to be compared with the
corresponding performance indicators. This not only
increases the reproducibility and scalability of solutions
but also enables the localization of vulnerabilities and
further optimization of the SZB model.

Classic access systems based on static rules lose
their effectiveness in dynamic network environments
because they cannot respond to changing contexts and
emerging threats. The proposed architectural solution,
which combines SDN, Zero Trust principles, and
Blockchain functions, implements adaptive access
control focused on the context and the actual state of the
network [22].

The key functionalities of the algorithm include:

* automated access decision-making based on the
current context;

* dynamic policy adaptation based on monitoring
data;

e response to anomalies and threats, with
subsequent recording of events in an immutable
Blockchain ledger [23].

Thus, the model supports both proactive and
reactive modes of operation, ensuring transparency of
decisions, evidence-based reasoning, and full traceability
of all actions.

The decision-making algorithm is structured in
three logically connected stages:

* Request evaluation: The SDN controller
analyses the incoming access parameters, and the Policy
Decision Point (PDP) analyses the user's behavioural and
contextual profile.

* Policy adaptation: When changes or anomalies are
detected, the PDP initiates rule updates through the
Policy Administration Point (PAP). These changes are
applied in real time.

» System response: The Policy Enforcement Point
(PEP) implements the accepted measures, and the event
is recorded as a transaction in the Blockchain, verified by
a smart contract.

In this process, all components - SDN controller,
PDP, PAP, smart contracts, event log, monitoring agents
- act as a coordinated system, providing context-
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sensitive, evidence-based and adaptive access control.
Let us denote actions in the system as follows:

R = {U, Res, Act, T, C } - access request (set of
parameters),
where U - unique user identifier;

Res - resource to which access is requested;

Act - type of operation (e.g., read, write);

Ts - request initiation timestamp;

Cix - set of contextual attributes.

P, = {P,,P,, ..., P,} = (Cond,, Dec;) -
access policies,
where P - universal space of system access policies;

set of

P, - a separate access policy from the P set; Cond; -
access predicate, i.e. a logical condition that
determines under which user or environment
parameters the request can be executed;

Dec; - policy decision made based on the results
of the condition check, where:

[Dec; € {Permit, Deny} - policy decision

where, (Permit - allow access, Deny - deny access).

Auth(R) = fppp(R,P) =
Permit, if 3P;: Cond;(R) = True A Dec; = Permit
{ Deny, otherwise
authorization function,

TX = (R, o, Decision) -
authorisation result,
where R - access request;
o, - digital signature of user u;
Decision - decision.

transaction  with

S = {s1,S2, --.,SK} - security input signals,
where S - is a formalized representation of all triggers
that initiate verification and authorization processes in
the integrated model.

ACtx - detected context change.

Reeval(R, Ctx + ACtx) - Auth’(R) —»
— NewDecision - re-evaluation procedure,

where Reeval() - re-evaluation procedure activated
when security conditions or user behavior change;

Ctx - current access context;

ACtx - context change;

Ctx + ACtx - updated context that takes into
account both the previous state and the new conditions;

Auth’(R) - re-authorisation of the R request
based on the new context NewDecision - updated access
decision: approval, restriction or block.

TX' = (TX_ID, u, res, op, T', ctx, P/ DEC’, opgp) -
revaluation transaction,
where TX_ID - unique identifier of the revaluation
transaction (links it to the initial request or creates a new
entry in the log),

u - identifier of the user or agent that initiated
access;

res - resource being accessed (e.g., service, virtual
machine, network segment);

op - type of operation (read, write, modify, transfer
data, etc.);

T’ - new timestamp reflecting the moment of re-
evaluation of access;

ctx - updated request context (current role, location,
device status, behavioral parameters);

P/- access policy that was applied at the time of
reassessment (may differ from the initial one due to
changed conditions);

DEC’ - the result of the decision made after
reassessment (Permit or Deny);

opgp - digital signature of the Policy Enforcement
Point (PEP) module, which certifies the fact of
reassessment and records it in the Blockchain.

The proposed architectural solution’s coordinated
interaction among SDN, Zero Trust, and Blockchain
components ensures continuous security verification,
flexible responses to context changes, and the recording
of all decisions in a distributed registry. Formalizing both
initial and repeated decisions as transactions allows them
to remain unchanged and facilitates further auditing [28].

Smart contracts play an active role in this
architecture, going beyond simple logging [28]. They:

 automatically verify decisions generated by PDP;

* block the application of incorrect or outdated
policies;

* initiate reassessment when repeated anomalies are
detected;

* record all actions with timestamps and digital
signatures in Blockchain.

Thus, the smart contract acts as an independent
arbitrator in the access control process, ensuring the
reliability and immutability of all system actions.

2.3. Algorithmic representation of the decision-
making process and policy adaptation

Figure 3 illustrates the complete decision-making
logic of the proposed SZB architecture, which presents a
formalized block diagram of the transaction processing
algorithm. Unlike conventional flowcharts, the diagram
directly integrates mathematical expressions within each
processing block, establishing an explicit and rigorous
link between the architectural components and the formal
descriptions introduced in Section 2.2.
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The algorithm operates in the SDN control plane
and covers ten logically connected steps. The process
begins with request generation R = {U, Res, Act, T, C}

and initial PDP authorization D(t) =
{Dec_i | Cond_i(R(t)) = True,P_i € P}(steps 1-2).
The authorization function Auth(t) =
f_PDP(R(t),P,0_ZTA)  determines the initial

Permit/Deny decision (step 2.1), subject to response time
monitoring T_resp(t) > T"max_resp (step 2.2). A
positive decision triggers SDN rule formation FR(t) =
(MatchFields(R(t)), Actions(u(t)), TTL(t))  with
TTL calculated as TTL(t) = min{TTL_max,a X
T_session} (steps 5.1-5.4), followed by Blockchain
audit logging tx_FR(t) = Verify/Log(E_FR(t))

(step 5.5). A negative decision results in access blocking
with a corresponding audit transaction tx_D(t) =
Verify/Log(E_D(t)) (steps 3.1-3.4).

For active sessions, the continuous re-evaluation
trigger  ReevalTrigger(t) = {d(C_tx(t),C_tx(t +
At)) > &} monitors contextual deviations (step 7).
When  triggered,  re-authentication  Auth'(t) =
f_PDP(R(t),P,0_ZTA) and rule updating FR'(t) =
(MatchFields, Actions, TTL) are initiated (steps 8.1—
8.2), followed by re-authorization and Blockchain
recording of the updated decision (steps 9-9.6). The
cycle concludes with a final Blockchain audit
tx_end(t_end) = Verify/Log(E_end(t_end)) upon
session termination (step 10.1).

1. Initiating the query and generating 2. Initial PDP authorisation

R(t)
R(t) = {U,Res, Act, T, Cp(t)} " b = {Dec, | Cond/(R(2)) = True,P, € P}

5.2. The lifetime of the enabling rule is calculated |__,|
TTL(t) = min{TTLpay, @ X Tgession), 0 <@ <1

5.3. An SDN rule is created
FR(t) = (MatchFields(R(t)), Actions(u(t)), TTL(t))

3.1.Auth(t) € {Deny}

3.4. BC audit decision: E;(z), Verify/block

5.1. The SDN controller translates
decisions into control actions
u(t) = y(Auth(t), R(t), Cr (D),

15.4. FlowRule (enforcement) is being installed in the
data plane via the SDN controller

u(t) €U

txp(t) = Verify/Log(Ep(t))

5.5. BC audit rules: £z (0)EFR(t),

4. Converting the decision to SDN

5. Converting the decision to SDN
enforcement (Auth(t) € {Permit})

event=install
txgr(t) = Verify/Log(Ega(t))

enforcement (Auth(t) € {Deny})
FR(t) = FRytock (TTLspore)

v

I 6. Monitoring active sessions

Tyesp() > Auth(t) = Deny

5.6. BC audit rules: Z5(c), event=block
o time management

txgg(t) = Verify/Log(Egs(t))

3.3. BC audit decision: £,(2), Verify/Log
txp(t) = Verify/Log(Ep(t))

no (ReevalTrigger(t)=0)

3.2.Auth(t) € {Permit)

e :
_—»

10.1. BC audit

10. Completion or cycle
Is the session/thread
active?

7. Checking
e continuous authorisation trigge
ReevalTrigger(t) = (d(Cex(0), Cex(t + AD) > £)
Alarm(t) = 1
(€= tiaee) = AU

yes
(ReevalTrigger(t)=1)

8. Re-evaluation and re-authorisation
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Figure 3. Formalized transaction processing algorithm of the SZB architecture with integrated performance
indicators.

Thus, the diagram serves a dual purpose: it
demonstrates the operational logic of the integrated
architecture and establishes formal measurement points
for each processing step, to which the security indicators
introduced in Section 4 are directly mapped. The
experimental environment used to validate the proposed
model under realistic network conditions and attack

scenarios is presented in the following section.
3. Experimental setup

Simulation testing was performed in a virtualized
environment using Mininet for SDN network modeling
and Hyperledger Fabric for Blockchain implementation
to validate the proposed security model. We recreated

interaction scenarios and system responses to potential
threats using conditionally generated input data
corresponding to realistic network requests and typical
attack characteristics. Although the results do not claim
exhaustive empirical validation, they provide a
quantitative basis for assessing the model’s stability,
adaptability, and scalability before deployment in more
complex environments.

The test network included six hosts, two OpenFlow
switches, and one SDN controller. OpenDaylight,
configured according to Zero Trust principles, performed
centralized flow management and implemented
microsegmentation — each host was isolated and could
initiate communication only after passing authentication
and authorization procedures. Hyperledger Fabric served
as a decentralized event log, storing access requests, PDP
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decisions, authorization results, and digital signatures,
with transaction validation and record immutability being
ensured by smart contract emulation [25]. All
components were deployed on a physical server with an
Intel Core i7 processor, 32 GB RAM, and 1 TB SSD
running Ubuntu 22.04.

3.1. Input parameters and testing environment
to obtain metrics

Fig. 4 shows a structural diagram of the integration
of Zero Trust principles and Blockchain technology in an

SDN environment. It illustrates the interaction of hosts
through switches under the centralized control of a
controller that implements access policies according to
the Zero Trust model.

Each request for a connection between nodes is
checked according to defined rules, after which the
authorization result is recorded in the Blockchain registry
to ensure immutability and traceability of events. Thus,
the diagram demonstrates the full access cycle: from the
initiation of the request by the host to the update of the
distributed event log.

ZERO
Blockchain SDN TRUST
Controller
LLLL]
r \ =1 FFF &
>3 et -

e )

~

Trust. Host
module

Figure 4. Scheme of the experimental installation of the SZB architectural solution

To recreate the experimental environment and
ensure reproducibility of the results, a set of input
parameters was defined that characterizes the controller
constraints, the behavior of the authorization system, and
the performance of the Blockchain component.

Each testing stage covered the interaction of SDN,
Zero Trust, and Blockchain components within the full
access cycle: from submitting a request to its
authorization, recording in the Blockchain, and
responding to changes in behavioral parameters. In the
test cycle, requests from the host to protected resources
were artificially initiated. The OpenDaylight controller
performed the initial check, activated microsegmentation
rules, and forwarded requests to the PDP module for
decision-making in accordance with Zero Trust policies.

If necessary, the system launched reevaluation
procedures, including  context  updates  and
reauthorization.

Traditional metrics, such as latency or throughput,
are insufficient for evaluating the multi-layered SZB
architecture, which includes access control, trust
verification, policy management, and blockchain
Logging components. To address this, a system of
dimensionless indicators that enables quantitative

assessment of both individual functional blocks and the
system as a whole is proposed.

Table 3 shows the key parameters used during the
integrated model simulation.

Table 3
Test environment input parameters
Ne | Parameter name Value
1 Controller throughput 500 pcs
2 Maximum controller response time 15 ms
3 Maximum number of sessions 500 pcs
4 Number of authorization requests 190 pcs
5 Number of access sources 4 pcs
6 Number of policies in the system 85 pcs
7 | Number of sessions in the test 160 pcs
8 Number of re-evaluation requests 60 pcs
9 Maximum re-evaluation time 120 ms
10 | Blockchain throughput (TPS) 13.3 tx/s
11 | Maximum transaction processing time | 150 ms
in the Blockchain

The indicators are grouped into three levels: the
SDN+ZTA level, reflecting PDP decision accuracy,
controller adaptability, policy stability, and continuous
reauthorization quality; the SDN+Blockchain level,
characterizing transaction processing performance, log
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integrity, and audit reliability; and the universal iTZBEI
indicator, which aggregates all local indicators into a
single weighted value for holistic security assessment.
The proposed metric system provides a scalable and
adaptive evaluation framework suitable for comparing
alternative configurations and supporting real-time
security monitoring.

4. Complex of security indicators for the SZB
architecture

4.1. SDN + Zero Trust Metrics

CARI (Controller Adaptive Response Index). The
CARI metric evaluates the effectiveness of an SDN
controller in handling access requests under Zero Trust
conditions, taking into account the response speed and
the frequency of re-evaluates. It is defined as a weighted
combination of three metrics: successfully processed
Packet-Ins, relative authorization latency, and re-
evaluation rate. Units of measurement: dimensionless
value (from 0 to 1)

Purpose: shows how quickly and efficiently an SDN
controller handles Packet-In requests, taking into account
delays and re-evaluates.

handled T N
CARI=gyx| DKL |y | _dvouh +w3x[1-7mvalJ )
Np(;caketiin Tmaxiauth Nﬂows
where Ngj?ﬁéei - number of Packet-In requests processed
by the controller successfully (pcs.);
total :
Npacket;, - total number of received Packet-In

requests (pcs.);
Tavg_auth - average authorization time (ms);

Tiax_auth - maximum allowable authorization time
(ms) defined by the SLA policy;

Nieeval - number of re-checks of authorization;

Nfows - total number of installed flows (flow rules);

Wy, Wy, w3 [0;1] - weight coefficients that
determine the importance of each indicator in the model
(for example: w;=0.4, 0,=0.3, w3=0.3).

The CARI indicator is a dimensionless quantity
within the interval [0;1], where values close to 1 indicate
high efficiency of the SDN controller in the context of
processing authorization requests. An increase in the
indicator value indicates a decrease in the average
response time of the system, a decrease in the load on the
decision-making mechanism (PDP), as well as a decrease
in the number of repeated authorizations during an active
session. The interpretation of the indicator values is given
in Table 4:

Table 4
SDN controller performance evaluation using the CARI
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CARI | Efficiency Interpretation
value | level
range
0.0 — | Low The controller is overloaded, high
0.3 efficiency latency, many reevaluates.
0.3 — | Satisfactory | The system works stably, but with
0.7 performance | noticeable delays or checks.
0.7 — | High The controller responds quickly,
0.9 efficiency most requests are processed with

minimal delay.
0.9 — | High Almost perfect system response.
1.0 efficiency No or insignificant rechecks.

Thus, the CARI indicator allows for a
comprehensive assessment of the performance and
stability of the SDN controller's response as a key
executive component in the Zero Trust architecture.

PDPI (Policy Decision Precision Index). The
PDPI evaluates the accuracy of PDP decisions, taking
into account how fully the context is used during
authorization. It reflects the proportion of decisions made
based on extended data. Units: dimensionless value (from
Oto 1)

Purpose: determines how much the system's policy
decisions (authorizations) are based on the full context
(for example, data from SIEM, behavioral models, PKI,
etc.).

Ncontextual S

_ Nauth input
= X
PDPI Ntotal S (2)
auth max
where, NEontextual _ the pumber of authorizations

performed with full context checking (pcs.);

Nl _ the total number of authorizations
performed by PDP (pcs.);

Sinput - the number of Policy Inputs sources actually
used when making a decision (pcs.);

Smax - the maximum possible number of context

sources available in the system (pcs).

Table 5
PDPI Policy Decision Accuracy Rating Scale
Value | Accuracy Interpretation
range | Level
0.0 — | Low PDP makes decisions without taking
0.3 Context into account important sources of
Policy Inputs;
0.3 — | Limited Some contextual sources are used,
0.6 Context decisions are partially justified.
0.6 — | Full PDP takes into account most relevant
0.85 Context sources, which ensures reliability.
0.85 — | Maximum | PDP uses all available contexts -
1.0 Accuracy | decisions have the highest level of
trust and accuracy.

The PDPI indicator, like other indicators, is a
dimensionless quantity in the range [0;1], which allows
you to assess the level of contextuality of decisions made.
The more context is used, the higher the accuracy and
validity of political decisions.

The PDPI indicator is key to determining the level
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of "intelligence" of authorization in the system

PSC (Policy Stability Coefficient). The PSC
measures the stability of access policies in a Zero Trust
system by assessing change frequency relative to the
current load. Its purpose is to detect excessive dynamism,
which may indicate poor administration or external
influence. Units of measurement: Dimensionless value
(fromOto 1)

Purpose: Determines the stability of policy settings
in the system. It measures how often policies are updated
(via PAP) relative to the total pool of valid rules.
PSC—1. Npasgggdates XL 3)

Npolicies 1+
where, Npap updates- the number of changes initiated by
PAP per unit of time (pcs);

Ngg}}g‘ies - the number of active (valid) policies in

the repository (pcs);
N
)\ = —2uthreauest 0 oad factor (for example, the
Tinterval

average number of authorizations per minute or the level
of current requests).

Table 6
PSC Policy Decision Accuracy Rating Scale
Value | Policy Interpretation
Range | stability
0.0 — | Unstable Policies are constantly updated;
0.3 policy false authorization, PAP
confusion.
0.3 — | Moderate Policies change frequently, but it
0.6 instability is a controlled process; the system
responds  to environmental
dynamics.
0.6 — | Stable Most policies are long-term,
0.85 policy changes are implemented in a
reasoned manner through PAP.
0.85 — | High Policies change rarely-the system
1.0 stability is mature, predictable, and
reliable.

The PSC indicator is also a dimensionless quantity
in the range [0;1], which indicates the degree of stability
of political rules in the system. Values close to 1 indicate
a mature system, where policies are updated only when
necessary. Conversely, low values may signal excessive
dynamism or failures in governance. The interpretation
of the indicator values is given in the table 6:

Overall, PSC is an important factor in determining
the maturity of political governance in the Zero Trust
model.

STEI (Session Trust Efficiency Index). The STEI
evaluates the effectiveness of maintaining trust within an
active session without excessive re-authentication. This
is a key parameter for assessing the balance between
security and performance in Zero Trust. Units:
dimensionless value (from 0 to 1).

Purpose: shows how effectively the system
maintains trust within a single session without
unnecessary re-verifications.

session N

STEI= flows | 1__"“reeval 4)
Ntotal Nsession
flows flows

session

where, Ngjg,s" is the number of flows created using

session-based flow rules (pcs);

Nl s the total number of flow rules installed in
the system (pcs);

Nieevar 1S the number of re-verifications
(Reevaluate) that were initiated for these flows (pcs).

The STEI is also a dimensionless quantity in the
range [0;1]. It indicates how effectively the system
maintains the level of trust across sessions without
unnecessary intervention or checks. The interpretation of
the indicator values is given in the table 7:

Table 7
STEI Political Decision Accuracy Rating Scale

Value | Performance Interpretation

Range | Level

0.0 — | Sessions are | Flow rules are frequently re-

0.3 unstable  or | evaluated,  system  cannot

ineffective maintain trust for the duration of

the session.

0.3 — | Partially Sessions are allowed, but often

0.6 effective require re-evaluating; system is
unstable.

0.6 — | Highly Most sessions do not require re-

0.85 effective authorization; flow rules work
according to TTL.

0.85 — | Maximum Session-based access is

1.0 session trust implemented effectively, checks
are performed only when
necessary.

This metric is important for balancing authorization
automation and responding to changing user or device
behavior.

CAIS (Continuous Authorization Integrity
Score). CAIS characterizes the quality of the continuous
authorization mechanism in a Zero Trust environment
[26], taking into account the accuracy of detecting
deviations and the timeliness of the response.

Units of measurement: dimensionless value (from 0 to 1)

Purpose: assesses the accuracy, relevance and
timeliness of re-checks (Reevaluate), which is the main
principle of Zero Trust.

lid
CAIS= N;,eaei/al x| 1- Treeval 5
Ntotal T ( )
reeval session

where, NY3lid s the number of re-authorizations that

detected valid threats or deviations (pcs.);
Nfotal s the total number of Reevaluates initiated;
Treeval 1S the average re-check execution time (ms);

Tsession 18 the average session duration (ms).
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The CAIS indicator is evaluated within the range
[0;1]. It determines how accurately and timely the system
performs re-authorizations in response to a change in
context. The interpretation of the indicator values is
given in the table 8:

Table 8
CALIS Political Decision Accuracy Rating Scale
Value Quality level Interpretation
Range
0.0-0.3 | Low The system either over-
revalidation verifies or does so too late;
efficiency trust is lost or abused.
0.3-0.6 | Moderate Re-verifications are
efficiency sometimes accurate.
0.6 - | High Most re-verifications are
0.85 authorization justified and timely;
accuracy
0.85 — | Maximum trust | Re-authorization is fast,
1.0 in  continuous | accurate, and contextually
authorization informed.

This Indicator is critical to ensuring the flexibility
and sustainability of the Zero Trust model.

4.2. SDN + Blockchain Metrics Complex

Integrating Blockchain technology into an SDN
environment significantly increases the level of trust in
the infrastructure due to the immutability of records,
decentralized logging and the ability to independently
audit events and policies. This approach enables
preserving the history of network solutions, control the
integrity of logs and ensure transparency of access to
critical resources.

However, the effectiveness of this integration is
determined not only by reliability, but also by technical
parameters: transaction processing time, failure rate,
level of preservation of access rules and the ability to
thoroughly verify changes.

BPEI (Blockchain Processing Efficiency Index).
The BPEI evaluates the efficiency of transaction
processing in the Blockchain component, taking into
account the system throughput and the average latency
when writing to the registry. It enables quantitative
determination of stable the Blockchain infrastructure
works in the conditions of integration with SDN. Units of
measurement: dimensionless value (from 0 to 1).

Purpose: characterizes how efficiently transactions
are processed in a system integrated with Blockchain.

BPEI= L real x[l- Davg ] (©6)
TPS
where TPS,.s - actual number of transactions per
second;
TPSmax - maximum
transactions per second;

max max

possible number  of

D,vg - average transaction confirmation latency;

Dpax - maximum allowable confirmation latency.

A BPEI value close to 1 indicates that the system is
operating stably, with high throughput and minimal
latency. A value below 0.5 indicates network congestion,
processing  delays, or inefficient Blockchain
infrastructure configuration. The interpretation of the
indicator values is given in the table 9:

Table 9
Evaluating the efficiency of transaction processing
Value | Efficiency Interpretation
Range | Level
0.0 - | Low Blockchain system is not coping
0.4 Efficiency with the load: transactions are
processed slowly,
0.4 — | Satisfactory | The system is functioning, but
0.7 Performance | with periodic delays in transaction
confirmation, partially slowed
performance.
0.7 - | High Blockchain processes transactions
0.9 Efficiency quickly, most confirmations are
completed with minimal delays,
the system scales well.
0.9 — | Optimal The system demonstrates almost
1.0 Performance | perfect processing speed even
under heavy load, delays are
absent or minimal.

Thus, the BPEI provides a quantitative assessment
of the transaction processing performance of the
Blockchain component of the integrated model. Its
enables identification of potential bottlenecks in
processing requests under high load and serves as a
reliable benchmark for comparing the efficiency of
different Blockchain infrastructure configurations.

LPI (Log Provenance Integrity). LPI
characterizes the integrity of the origin of logs in the
Blockchain system, determining how reliably and
unchangeably the source of each record is recorded. The
indicator allows you to assess the transparency of log
generation and detects potential attempts at falsification
or changes after storage.

LPI= Nvalidiorigin % 1
N total_logs 1+ w (7)
N total_logs

where Nyaiig_origin 18 the number of logs with a reliably
confirmed origin (authenticated source);

Niotal logs 18 the total number of logs in the system;

Nyiolations 18 the number of invalid logs;

Niotallogs 18 the total number of logs that were
created or transmitted by the system in the selected time
period.

The more reliably confirmed logs and the fewer
anomalies, the higher the level of trust in the logging
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system. An LPI value close to 1.0 indicates that the the table 11:
Blockchain reliably records provenance, protects Table 11
integrity, and maintains transparency. A decrease in LPI Evaluating the stability of rules using the RPC
indicates potential vulnerabilities in logging or an Value | Strength | Interpretation
imperfect verification mechanism. Range | Level
The interpretation of the indicator values is givenin | 0.0 — | Low Frequent rule changes, short lifetime,
the table 10: 0.4 possible instability or attack.
Table 10 0.4 — | Moderate | Some rules persist, others are
Assessment of the immutability of log provenance 0.7 fggiﬁ?;ly updated;  system is
Value | Integrity Interpretation 0.7 - | High Most rules work stably for a given
Range | Level .
00 L A sienificant oorti Floash 0.9 interval.
DA B sigrticant portionl ol ogs Have o 0.9 — | Maximum | Policies remain active for expected
0.4 confirmed origin, possible threats of . ..
1.0 Strength time; minimal updates.
forgery
0.4 — | Moderate | Some logs have authentic origin, but
07 there are anomalies. Thus, the RPC Index allows you to assess how
07 — | High The vast majority of logs are consistently the rules are implemented in the system and
0.9 reliable, rare cases of interference. whether the logic of the long-term effect of approved
0.9 — | Maximum | All logs have authentic origin, the policies is observed. A high RPC value demonstrates the
1.0 Trust integrity of the logging system is orderliness, validity and stability of network control,
preserved. while a low one may signal instability or the need for

Thus, the LPI is a critical indicator of trust in event
logs in systems with an integrated Blockchain. It allows
you to assess the extent to which the system guarantees
the immutability of logs and the authenticity of their
sources, which is especially important for conducting
secure audits, responding to incidents, and verifying past
actions. A high LPI value indicates a reliable architecture
with a transparent and secure logging mechanism, while
a decrease in the Indicator signals potential threats of
forgery, unauthorized changes, or insufficient
verification of sources.

RPC (Rule Persistence Coefficient). RPC reflects
the stability of access rules recorded in the Blockchain
and allows you to estimate the duration of their validity
until they are changed or revoked. This indicator is
important for determining the life cycle of policies in a
dynamic SDN environment and detecting excessive
variability of rules, which may indicate failures or
external influences.

RPC= Tavgirule % 1
Tideal |, Nupdates (®)
N

rules
where Tayg rule 18 the average lifetime of an established
rule (in seconds);

Tigear 1s the theoretically acceptable average
duration of the policies;

Nypdates 18 the total number
reinstallations, or overwrites of rules (flow rules) in the
system during a specified time interval,

N, ules 18 the number of unique established rules in
the same time window.

The interpretation of the indicator values is given in

of updates,

additional system security verification.

BAIS (Blockchain Auditability Integrity Score).
BAIS is designed to quantify the quality of auditing in
security systems using Blockchain. Despite the
immutable nature of Blockchain, the effectiveness of
auditing depends on the integrity of the block chain, the
accuracy of timestamps, and the availability of records
for verification.

The score takes these aspects into account, allowing
to determine how suitable the system is for transparent
and reliable verification.

BATS=0XA thin B> Toyne 77 Vaccess ©)

where Acpain [0,1] is the degree of chain integrity:
reflects the absence of lost blocks, failures, forks, or
conflicts;

Tsync [0,1] is the accuracy of synchronization of
timestamps in blocks;

Vaccess [0,1] 1is the availability of data for
verification;

a,B,y-weight coefficients that are set depending on
the priority (for example: a=0.4,$=0.3,y=0.3).

The interpretation of the indicator values is given in
the table 12:

Table 12

Audit assessment according to the BAIS Indicator
Value | Audit Interpretation
Range | Transparency

Level
0.0 — | Low The chain is unstable, timestamps
0.4 are unreliable, auditability is not
possible.

0.4 — | Moderate Access to some blocks is limited
0.7 or there are delays/inconsistencies
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in synchronization. 0.7—- High The architecture is working
0.7 — | High Almost all blocks are available, 0.9 Efficiency smoothly, most indicators meet the
0.9 there are minimal discrepancies in standards
time or structure. 0.9— | Optimal Full integration and consistency of
0.9 — | Full The system is fully auditable: 1.0 Performance | components, rapid response and
1.0 Transparency | integrity, availability, protection

synchronicity are preserved.

The BAIS metric acts as an integral indicator of the
transparency and integrity of a Blockchain log, allowing
for a quantitative determination of whether a system is
suitable for full audit. This is especially important for
high-liability environments where falsification or loss of
logs is unacceptable.

iTZBEI aggregated indicator. The iTZBEI
indicator is formed based on the aggregation of nine
predefined dimensionless indicators, grouped into two
main levels - the ZTA component and the Blockchain
component. It reflects the degree of consistency between
policy decisions, session stability, network performance
and data integrity. The indicator is calculated using the
formula using weighting factors:

9
iTZBEI=Y | o;I; =0 XCAR T+ XPDPI+@3 XPSC+ay X

= (10)

*STEI+0s X CAIS+wg X BPEF 7 XLPI+0g XRPC+mg X BAIS

where I; is the normalized value of the corresponding
indicator;

Wy, Wy, ..., Wg [0;1] - weighting factors that
determine the importance of each indicator in the model.

The iTZBEI aggregated index is a key tool for
quantifying the effectiveness of a unified security model
based on the interaction of SDN, Zero Trust, and
Blockchain. It allows not only to compare different
architecture configurations, but also to continuously
monitor the security status of the system in real time.

Since the iTZBEI aggregated index (Integrated
Trust-ZTA-Blockchain SDN Efficiency Index) is
formed as an aggregate value based on local indicators, it
is necessary to establish reasonable weighting factors that
determine the contribution of each indicator to the final
value. This approach allows you to adapt the assessment
to the specifics of the environment and ensures control
over security priorities at each level. The interpretation
of the indicator values is given in the table 13:

Table 13
Interpretation of the meaning of iTZBEI
Value | System Interpretation
Rating
0.0— Low Components are working

0.4 Efficiency inconsistently, there is a delay or

errors in the decision

0.4— Moderate
0.7 Efficiency

The system is working, but there
are significant shortcomings in
authorization or event storage

The weighting coefficients w; — wq are determined
through a structured expert assessment procedure based
on three evaluation criteria: functional significance of
each component within the SZB architecture, frequency
of its involvement in the operational cycle, and
vulnerability criticality - the sensitivity of the component
to attacks or failures affecting overall system resilience.
For each indicator w;, expert scores ssi(l),si(z),si(3)are
assigned on a scale of 1-5, after which an integrated
importance score is computed as:

2 3
Gi = Bis;” + Bys{” + Pas;” (11)
where 1 + f, + B3 = 1.

The normalized weight for each indicator is then
derived as:

qi

w; = e
Zk:l qk

(12)

where w_i € [0,1] and Yj_,qx, ensuring a
normalized aggregated index within the range [0;1].

The baseline weight distribution used for
reproducible comparisons is presented in Table 14.
Table 14
Example of weighting factors
Indicator | Index | Value | Explanation
w1 CARI | 0.15 Packet-In processing speed is
critical
Wy PDPI | 0.10 Accuracy of PDP policy
decisions
w3 PSC 0.10 Stability of PAP policies
Wy STEI | 0.10 Reliability of  session
authorization
ws CAIS | 0.10 Quality  of  continuous
authorization review
We BPEI | 0.15 Blockchain process
performance
w7 LPI 0.10 Log integrity
wg RPC 0.10 Network rule life cycle
Wy BAIS | 0.10 System auditability

CARI and BPEI are assigned the highest weights (o
= 0.15) reflecting the eclevated importance of SDN
controller responsiveness and Blockchain transaction
efficiency, while the remaining indicators maintain a
balanced contribution (o = 0.10). Where required, the
weights may be adapted to the target deployment domain
- corporate networks, IoT segments, or critical
infrastructure - provided the normalization constraint
Yw_i = 1ispreserved across all configuration variants.
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The proposed indicator system is designed not
merely as a performance measurement tool, but as a
security-oriented evaluation framework in which each
metric directly reflects a specific vulnerability or threat
vector identified in Section 1. The mapping between
security properties and indicators operates at two levels.

At the ZTA layer, five indicators address the core
security challenges of dynamic access control. CARI
quantifies the resilience of the SDN controller to request
overload, serving as a direct measure of resistance to
DDoS attacks on the control plane — a degraded CARI
value signals that the controller is approaching a state
exploitable by volumetric attacks. PDPI measures the
contextual completeness of PDP decisions, reflecting the
system's ability to prevent unauthorized access through
policy bypass or credential misuse, low PDPI indicates
decisions made  without sufficient contextual
verification, increasing the risk of false authorization.
PSC detects excessive instability in the policy repository,
which may indicate external manipulation of access rules
or insider interference with the PAP, abnormal PSC
fluctuations serve as an early warning signal for policy-
level attacks. STEI evaluates the effectiveness of session-
level trust maintenance, directly limiting the attack
surface within active connections by ensuring that
compromised sessions are identified and re-evaluated
promptly. CAIS assesses the timeliness and accuracy of
the Reevaluation mechanism, the primary defense
against insider threats and behavioral anomalies, where a
low CALIS value indicates that the system is either over-
verifying legitimate users or failing to detect genuine
deviations in time.

At the Blockchain layer, four indicators address the
integrity and auditability of security decisions. BPEI
ensures that audit transactions are processed without
delay, maintaining the continuity of the security audit
chain under high load — degraded BPEI may indicate a
Blockchain bottleneck that creates gaps in the audit trail.

LPI directly measures the immutability and authenticity
of log records, providing a quantitative detection signal
for log forgery attempts or unauthorized post-storage
modifications. RPC reflects the stability of access rules
against unauthorized modification or premature
revocation, detecting attempts to manipulate routing
rules recorded in the distributed ledger. BAIS quantifies
the overall auditability of the system, ensuring that all
security events remain independently verifiable — a
critical property for forensic investigation and
compliance verification.

The iTZBEI index aggregates these nine security-
oriented indicators into a single weighted value,
providing a holistic and continuous measure of how
effectively the integrated SZB architecture protects
against the four principal attack categories identified in
Section 1: DDoS attacks, control plane compromise, data
plane interception, and insider threats.

5. Results and Discussion

A test environment based on Mininet with an
OpenDaylight controller and a private Hyperledger
Fabric Blockchain network was deployed to verify the
effectiveness of the proposed model. The testing covered
normal operating conditions and scenarios with
simulated attacks (particularly DDoS, interference with
access policies, and attempts to bypass authorization).
During the experiment, key input parameters were
recorded, and the corresponding Performance

Indicators covering the performance of SDN
components, correct authorizations, logging reliability,
and resilience to failures in the Blockchain subsystem
were calculated.

The performance of the SZB provided in table 15:

Table 15
Data for calculating the integral indicator iTZBEI

Index | Valuel; | Coef. w; Initial data Normalized value
CARI 0.697 0.15 460/500 processes, 12ms out of 15, 15 re-evaluates out of 500 0.1380
PDPI 0.80 0.10 152/190 authorizations, 4/4 sources 0.0800

PSC 0.750 0.10 6 changes out of 85 policies, A = 0.8 0.0750
STEI 0.850 0.10 Session flows: 136 out of 160, Reeval: 12 0.850
CAIS 0.600 0.10 36/60 successful re-evaluates, 18ms out of 120ms 0.0600
BPEI 0.880 0.15 11.76 TPS out of 13.3, 85ms out of 150ms 0.0900

LPI 0.900 0.10 Successful hashes: 97 out of 107, Violations: 5 0.0900
RPC 0.950 0.10 Average TTL: 90 sec, Failures: 2 out of 180 0.0950
BAIS 0.700 0.10 Successfully verified: 125 out of 178, a=0.5,=0.3,y=0.2 0.0700

The calculation:

iTZBEI = 0.1380 + 0.0800 + 0.0750 + 0.0850 + 0.0600 + 0.1320 + 0.0900 + 0.0950 + 0.0700 = 0.835

Figure 6 shows a diagram that displays the actual
contribution of each local indicator to the overall integral
iTZBEI indicator through the product of its normalized
value and the corresponding weight coefficient. The two

least effective Indicators (CAIS and BAIS) are

highlighted in red as potential areas for improvement.
The final value of the iTZBEI indicator = 0.835

corresponds to a high level of efficiency according to the
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interpretation scale, which indicates the coordinated
operation of the model components in conditions close to

the real environment.

Combined Chart: Contribution of Indexes to iTZBEI (weakest highlighted)

0.138

Impact on iTZBEI (a0 x 1)

STEI

CAIS
Indexes

BPEI

Figure 4. Combo chart: contribution of indicators to iTZBEI

The greatest contribution to iTZBEI was provided
by:

* CARI (0.138) - the efficiency of SDN controller
adaptation;

BPEI (0.132) - the performance of transaction
processing in Blockchain.

In contrast, the CAIS (0.060) and BAIS (0.070)
indicators revealed relatively low efficiency. This
indicates the need for further improvement of re-
authorization mechanisms in the ZTA environment and
increased audit transparency in the Blockchain
component.

The integral indicator calculation allows not only
for quantitative assessment of the overall level of security
but also for identification of critical areas of the system.
The proposed iTZBEI model can serve as a tool for
dynamic  monitoring and  decision-making in
environments with heightened security requirements,
owing to its clear metric structure and consistent
weighting factors.

6. Conclusion and future work

This paper introduces iTZBEI - a composite,
dimensionless metric for quantitative security assessment
of integrated SDN-ZTA-Blockchain architectures. The
proposed system of nine local indicators covers key
aspects of each architectural layer, including controller
adaptability, authorization policy accuracy, continuous
re-verification efficiency, access rule stability, and event
log integrity. Experimental validation on a Mininet—
OpenDaylight-Hyperledger Fabric environment yielded
iTZBEI = 0.835, confirming high overall effectiveness of
the integrated architecture while identifying continuous

authorization (CAIS) and audit transparency (BAIS) as
primary areas for improvement.

The iTZBEI metric provides a scalable and adaptive
evaluation framework that enables comparative
assessment of alternative configurations, real-time
security monitoring, and informed decision-making
regarding system configuration in dynamic network
environments.

In further research, it is planned to conduct in-depth
testing of the proposed model under active cyberattack
scenarios — including DDoS attacks on the SDN
controller, control and data plane compromises, smart
contract vulnerabilities, and insider threats - with the aim
of refining the iTZBEI weighting coefficients for
deployment in real-world high-threat environments.
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iTZBEIL: IHTEI'PAJIbHA METPUKA BE3INEKU JJI51 SDN-APXITEKTYP 3 IHTETPALIE€IO ZERO
TRUST TA BLOCKCHAIN
O.1L Ilionanui, O.1. Pomanos, JI1.C.I'nooa, M.O.Pomanosa, M.M. Hecmepenko

Ilpeomemom eusuenns ¢ cmammi € iTZBEI (Integrated Trust—ZTA—Blockchain SDN Efficiency Index) - nosuii
KOMNJIEKCHULL NOKA3HUK OJIsl KITbKICHOT OYinKU be3nexu npocpamuo-kongicyposanux mepec (SDN) 3 inmeepayieto
xonyenyii Zero Trust Architecture (ZTA) ma mexnonoziui Blockchain. Akmyansnicms 0ocniodcennsa 3ymoeénenda
mum, wo yeHnmpanizosana mooenv kepysawus SDN cenepye xpumuuni epasiusocmi - 30kpema DDoS-amaxu,
HeCaHKYIOHOBAHe MAHINYIIO8AHHA MAPWPYMU3AYIEI0 MAa HYMPIWHI 3a2po3u - 01 AKUX HAPA3i He ICHYE E€OUHOT
cucmemu KinbKicHo20 oyinroeanna. Memow cmammi € po3pobKa Hopmanizo8aH020 azpe208aH020 NOKA3HUKA
besnexu, wo 3abezneuye besnepepenull MOHIMOPUHZ MA NOPIGHAIbHE OYIHIOBAHHS 6CIX KOMNOHEHMI6 apXimeKkmypu
SDN-ZTA-Blockchain. 3asdannsn: (1) ioenmugixayis ocrosnux eexmopie amax na SDN; (2) gopmanizayis
aneopummy 06pOOKU MPAH3AKYIU, WO OXONTOE NOSHUU JICUMMESUL YUKl oocmyny; (3) eusHaueHHs Oes'smu
JIOKANIbHUX NOKA3HUKi6 Oesnexu; (4) nobyoosa indexcy iTZBEI 3 obrpynmosanumu 6azosumu Koe@iyicHmamu.
Memoou 00cnidxceHHA NOCOHYIOMb MAMEMAMUYHY POPMANIZAYiI0 NPOYeCié KOHMPOIO 00CHYNY, KPUNMOSPAPDIuHy
sepuixayio mpan3akyil ma eKkCnepuMeHmalbHy emyaayito cyenapiie amax y cepedosuwi Mininet—OpenDaylight—
Hyperledger Fabric. Ompumani pezynomamu cmammi. Pos3pobneno ¢hynkyionanvuuii aneopumm, KUl 6UKOHYE
OuHamiuHy eepuiKayiro 3anumie KOpucmyeayis, yXeairoe a0anmueni piuenHs uwooo asmopuzayii i0nogioHo 0o
NPUHYUNY MIHIMATbHUX npusineie ma Qikcye yi piulenHs 8 He3MIHHOMY PO3NOOLIeHOMY peccmpi. 3anponoHo8aHoO
cucmemy Mempux, wo exnroyae noxkanvhi noxkasnuku: Continuous Authorisation Integrity Score (CAILS), Blockchain
Audit Integrity Score (BAIS) ma Local Policy Integrity (LPI). Ha yiti ocrhosi cpopmynvosaro inmespanvHuil iHOexc
iTZBEI sx acpecosanuii nOKA3HUK 05t NOPIGHLIbHO20 OYIHIOBAHHS Ma De3nepepeHO20 MOHIMOPUHSY CIAaHy be3nexu
mepedxci. Haykoea nHosusna. Y cmammi 3anpononosano eouny apximexkmypny ocnosy SDN+ZTA+Blockchain ona
3abe3neuents mepedcesoi besnexu, Gopmanizosano anreopumm oopoodKU Mmpauzakyii, wo 6e3nocepedHbo nos'sasyc
piwennss npo 0ocmyn i3 npoyedypamu po3nodiieHo2o ayoumy, a maxodc esedeno mempuxy i1ZBEI ax nepuwuil
iHmezpanbHull NOKA3HUK OJIs1 OYIHIOBAHHSA edheKmUBHOCII MaKoi inmezpayii 8 OUHAMIYHUX MepedtcesUux cepedosunlax.

Kuarouosi caoBa: desnexa SDN, Zero Trust, Blockchain, mempuku 6e3nexu, yinicmicmev aemopu3auii,
iTZBEI, cucmemu ayoumy
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