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A BLOCKCHAIN-BASED ELECTRONIC VOTING SYSTEM WITH AUTOMATED
LEADERLESS BFT CONSENSUS

The article discusses a decentralized electronic voting system based on blockchain technology. This study aims
to improve the performance and fault tolerance of blockchain-based electronic voting systems by introducing
the Automated Leaderless Byzantine Fault Tolerance (AL-BF'T) consensus protocol. This study aims to develop
and evaluate an electronic voting system model that applies the proposed AL-BFT consensus mechanism in a
permissioned peer-to-peer network. The methods used include computer modeling of a peer-to-peer (P2P) net-
work, implementation of a decentralized ledger, and experimental load testing of the consensus protocol. System
performance is evaluated using key metrics, such as transaction latency, throughput (requests per second), fault
tolerance threshold, and scalability. The study results include the development of a conceptual architecture for
the electronic voting system, the identification of its core components, and the analysis of their interactions to
ensure data integrity and the reliability of voting results. At each stage of the electoral process, data security is
considered, and additional protection mechanisms are analyzed to enhance system robustness. Eliminating the
leader election phase from the consensus process is a key feature of the proposed approach, thereby reducing
coordination overhead and enabling more efficient agreement among nodes. The proposed AL-BFT protocol
reduces transaction latency and improves throughput while maintaining the fault tolerance level of traditional
Byzantine Fault Tolerance-based approaches. The results confirm improved efficiency compared to classical
leader-based consensus mechanisms, particularly in small permissioned blockchain networks. Conclusions. A
practical implementation of the system has been developed and tested under real simulated load conditions. The
proposed solution ensures stable system operation and reliable consensus formation. The system can be effec-
tively applied to university elections, organizational voting, and other scenarios that require transparency, se-
curity, and manipulation resistance
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examining how decentralized technologies, such as
blockchain, can transform election organizations. The
paper [3] surveys recent trends in e-voting systems,
focusing on the potential of blockchain technology to

1. Introduction

1.1. Motivation

In the digital age, electronic elections are becoming
increasingly important in democratic processes.
However, modern voting systems face significant
challenges, including ensuring voter privacy,
transparency in the electoral process, and cyberattack
protection. Traditional centralized solutions are
vulnerable to manipulation, whereas decentralized
approaches have not yet achieved sufficient efficiency
for large-scale implementation.

Electronic voting systems are classified based on
several key criteria, including voting location,
technology used, and security and privacy levels. The
article [1] is a systematic cartographic study of current
trends in securing electronic voting systems using
modern cryptography and blockchain technologies. This
study focuses on how these technologies contribute to
increasing the security, transparency, and reliability of
electoral processes. The study [2] focuses on the impact
of decentralization on electronic voting systems,

enhance security, transparency, auditability, and voting
integrity. This survey addresses a gap in the existing
literature by examining the latest advancements in
blockchain-based e-voting, including architectural
considerations, global trends, and ongoing development
challenges. The significance and requirements of
blockchain-based electronic voting systems are discussed
in [4], highlighting the potential advantages and
challenges of this technology. The article [5] explores the
security challenges of IoT, including cloud and
blockchain technologies, post-quantum cryptography,
and evolutionary methods, considering how these
technologies can be used to protect electronic voting
systems. The study [6] focuses on a financial
management system for cryptocurrencies that facilitates
better collaboration and may have applications in
financing and managing decentralized voting systems.
The study [7] investigated how citizens perceive
blockchain-based e-voting within the context of smart
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cities. The findings reveal that citizens’ perceptions of its
ease of use and usefulness strongly determine their
intentions to use this voting method.

Each approach has advantages and limitations that
affect its application in real-world conditions. An
analysis of the different types of electronic voting
systems is presented in the State-of-the-Art subsection.

Blockchain, a technology characterized by high
transparency and strong data protection, is becoming a
promising tool for overcoming the challenges posed by
centralized systems. The central principle of blockchain
is decentralization, which distinguishes it from
traditional centralized systems. In traditional systems,
data are stored on a central server controlled by a single
organization. On the other hand, the blockchain does not
require a centralized authority. Each network participant
(node) has equal access to information, and copies of the
blockchain are simultaneously stored on many
computers.

Notably, transparency in the blockchain is ensured
because all participants have access to the transaction
data stored on it. In public blockchains, anyone can view
the data, ensuring complete openness. However, the
blockchain maintains confidentiality even with this
transparency, as users’ personal data is replaced with
cryptographic addresses. This allows for a balance
between the system’s openness and the protection of
personal data.

The consensus protocol is a key component of a
blockchain system. Consensus mechanisms ensure that
participants agree on the only true version of the
blockchain’s data. In particular, the Byzantine Fault
Tolerance (BFT) consensus protocol enables the system
to maintain stability despite malicious actions by some
network nodes.

Blockchain-based electronic voting systems can
address several pressing issues, including ensuring voter
privacy, preventing voter fraud, reducing election costs,
and enhancing access to the electoral process for
individuals with disabilities or those residing abroad. In
addition, such systems can help increase public trust in
election results, as participants can verify and attest each
step of the process, and the data will be available to all
stakeholders.

The implementation of this model will not only
showcase the capabilities of technology in the electoral
process but also highlight the electoral process's
capabilities. It will also serve as a basis for further
research and development in this area.

This will open new horizons for the development of
democracy and for improving social processes.
Additionally, the research and development of an
efficient, secure, and transparent blockchain-based
system is an important step toward creating a new
generation of electoral platforms that ensure equal access

to voting and minimize fraud risk.
1.2. State of the art

In many countries, centralized voting systems are
traditional and involve storing and processing data on a
single server.

They are characterized by a single control center
that ensures that all information is stored and processed
on centralized servers under the control of a single organ-
ization. This enables you to respond to technical mal-
functions and control the process quickly.

Such systems provide a high level of data security
through encryption and multi-factor authentication; how-
ever, they also create a single point of failure, which can
put the entire process at risk in the event of an attack.

Centralization simplifies management and reduces
the resources needed to maintain the system, making it
easy to implement. Additionally, such systems ensure
fast vote counting, enabling the prompt announcement of
election results.

The Estonian i-voting system is one of the most fa-
mous centralized e-voting systems [8]. Since 2005, this
system has allowed citizens to vote online during national
elections. Reliable user identification through digital ID
cards ensures the integrity of the voting process, allowing
every citizen to participate in elections from anywhere in
the world.

Centralized solutions ensure high-speed, efficient
data processing by automating all voter registration and
counting processes. However, in a centralized model,
there is always a risk of compromising the central server,
leading to manipulated results. In addition, centralization
creates a “single point of failure” — technical problems or
attacks on the central server can paralyze the electoral
process [9].

Moreover, trust issues may raise concerns among
voters about the objectivity and confidentiality of the
vote, as the central body has access to all information,
potentially undermining confidence in the system.

Decentralized electronic voting systems based on
blockchain technology represent an innovative approach
to the electoral process. They eliminate the need for trust
in a central authority and instead rely on a network of
nodes that ensure data integrity and high security. This
approach reduces the risk of fraud and cyberattacks while
ensuring voter privacy through cryptographic methods.

One of the main advantages is resistance to attacks,
as distributed data storage makes it impossible for a sin-
gle node to compromise the system. Transparency in vot-
ing also increases voter confidence by allowing the veri-
fication of results without the need for external observers.
Simultaneously, the disadvantages include technical
complexity (perhaps the key drawback), energy-inten-
sive processes, and limited scalability, which can pose
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problems for large-scale elections [10].

Successful implementations include Voatz [11],
FollowMyVote [12], and Horizon State [13]. In the
United States, Voatz has been used for military voting,
providing security and transparency [11]. FollowMyVote
allows voters to verify their votes, and Horizon State en-
sures data security through a decentralized registry.
These projects demonstrate the potential of decentraliza-
tion to create a secure and fair electoral process.

An innovative online voting system leveraging
cloud-based hybrid blockchain technology is introduced
in [14]. This approach is designed to be reliable, flexible,
transparent, secure, and cost-effective, and aims to elim-
inate the persistent flaws in current voting systems.

In [15], a decentralized voting system that leverages
the Ethereum blockchain and smart contracts is devel-
oped to maintain the integrity of the voting process. The
system is tested using simulated voting data to mirror
real-world scenarios, with particular emphasis on secu-
rity, scalability, and user-friendliness.

Despite these challenges, decentralized voting sys-
tems have significant potential to change democratic pro-
cesses. Their implementation requires overcoming tech-
nical and infrastructural barriers; however, they have al-
ready demonstrated efficiency and reliability in real-
world settings.

In recent years, numerous studies have focused on
improving the security, scalability, and efficiency of
blockchain-based electronic voting systems. Modern
research mainly concentrates on three directions:

— optimization of consensus mechanisms;

— improvement of scalability of permissioned
blockchain networks;

— increasing voter anonymity and data protection.

In a systematic literature review [16], Zimba et al.
provided a comprehensive analysis of the state of the art
in blockchain consensus, highlighting BFT as a critical
mechanism for high-speed, low-energy networks. The
review underscores that BFT mechanisms are prioritized
for their deterministic safety and high-speed finality.
However, designers must manage the trade-off between
decentralization and energy, as many improved BFT
variants achieve higher throughput by reducing the
validator pool or wusing hierarchical structures.
Ultimately, the study advocates the development of
standardized energy metrics and modular architectures to
better evaluate these improved BFT protocols in real-
world scenarios.

The survey [17] classified state-of-the-art BFT al-
gorithms into three major categories based on their pri-
mary design goals: more efficient, more robust, and more
available BFT. Unlike broader surveys that examine en-
tire blockchain platforms, this paper isolates the consen-
sus mechanisms themselves, describing “replication con-

sensus” (how transactions are committed) and “leader-
ship consensus” (how leaders are elected or rotated). The
authors conclude by highlighting critical gaps in BFT
protocols, including scalability, fairness of ordering,
post-quantum security, and interoperability.

The paper [18] provides a systematic analysis of
more than 200 publications to evaluate how consensus
mechanisms have evolved from Proof-of-Work toward
more efficient alternatives. The authors establish a
structured framework that categorizes consensus
mechanisms into four primary groups based on their
central design goals: high throughput, strong security,
low energy, and flexible scaling. To compare these
mechanisms, the review uses specific standard
indicators: throughput, block finality, fault tolerance, en-
ergy consumption, and communication complexity. A
central conclusion of this study is that no single
consensus mechanism optimally satisfies all performance
requirements; every design involves an explicit trade-off
within the “blockchain trilemma” of decentralization,
security, and scalability.

Li et al. [19] presented the results of an improved
consensus algorithm, BR-PBFT, that integrates PBFT
with a bubble-sort algorithm and a reputation mecha-
nism. The architectural innovations proposed in Li et al.
paper, such as reputation-based selection, are identified
as critical pathways to reducing the computational and
communication costs that otherwise hinder large-scale
BFT deployments.

Nguyen and Costa [20] analyzed the practical use of
BFT mechanisms in digital voting systems and identified
a critical security-usability trade-off:

— BFT ensures the immutability and integrity of
votes, preventing tampering once they are
recorded on the distributed ledger;

— advanced BFT protocols often require complex
cryptographic key management; if a system is
made too secure through  advanced
cryptography, it may become too difficult for
the average voter to use;

— the authors highlight platforms like Agora
(tested in Sierra Leone) and Follow My Vote as
examples of systems attempting to balance these
BFT-driven security features with public
accessibility.

However, existing studies mainly rely on classical
PBFT-type consensus protocols that require leader
election or multi-phase communication. This limitation
motivates the development of leaderless consensus
mechanisms that can improve distributed voting system
efficiency and robustness.

Many studies have demonstrated that traditional
PBFT-based  approaches  suffer  from  high
communication complexity and scalability limitations.
Therefore, many researchers have proposed optimized or
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modified consensus protocols to reduce latency and
improve throughput. However, the problem of achieving
fast consensus in small private blockchain networks used
for internal elections remains poorly studied.

This study focuses on improving the efficiency of
consensus in such systems by introducing an automated
leaderless approach.

1.3. Objectives and Approach
This study aims to improve the performance and

fault tolerance of blockchain-based electronic voting
systems by introducing the Automated Leaderless

Byzantine Fault Tolerance (AL-BFT) consensus
protocol.
The improvements are evaluated using the

following metrics:
— transaction latency;
— throughput (requests per second);
— fault tolerance threshold;
— scalability.

The proposed solution’s effectiveness is confirmed
through experimental load testing and comparison with
traditional BFT-based approaches.

The article presents an integrated approach to
creating an electronic voting system that combines
blockchain technology with the proposed Automated
Leaderless Byzantine Fault Tolerance consensus
protocol. The following are the main contributions of this
paper:

1. A modified consensus mechanism (AL-BFT)
that eliminates the leader election phase and
reduces consensus delay.

2. A blockchain-based voting architecture
optimized for small permissioned networks
(500-1000 users).

3. Experimental evaluation of the system using
load testing metrics such as response time,
throughput, and system stability.

4. Demonstration that the proposed approach
improves system efficiency compared to
classical leader-based BFT approaches.

Structure of the article. Section 1 provides an
overview of existing electronic voting systems. The main
problems and shortcomings of current solutions are out-
lined, underscoring the need for new technologies to en-
hance security and transparency. The protection of voter
data and the possibility of electoral interference are con-
sidered. Traditional electronic systems have several vul-
nerabilities that can be mitigated using blockchain.

Section 2 analyzes blockchain technology and its
application to electoral systems. The basic principles of
blockchain functioning and its capabilities for ensuring

trust in electronic voting are highlighted. Additionally,
the issue of decentralization and its role in enhancing the
system’s reliability is considered. This study analyzes
how blockchain can guarantee the transparency of the
voting process without the need for a central trusted
party.

Section 3 focuses on developing an electronic vot-
ing model. A conceptual diagram of the system is pre-
sented, and the main components are identified along
with their interactions to ensure the integrity and reliabil-
ity of voting results. Data security issues at each stage of
the electoral process are considered separately. Attention
is also focused on the possibility of integrating additional
protection mechanisms to enhance the system's stability.

Section 4 presents the practical implementation re-
sults of the system using the selected technologies. Key
technical solutions that ensure the system's stable opera-
tion under real load conditions are described, and the re-
sults of system testing are presented.

Section 5 discusses the obtained results. Section 6
presents the conclusions.

2. Application of blockchain technology in elec-
tronic voting systems

This section presents the theoretical basis of the
proposed method and describes the blockchain compo-
nents used to develop the proposed electronic voting
model.

Cryptographic methods ensure security in block-
chain systems. Each block and transaction is protected by
digital signatures that prevent tampering with the data.
Additionally, consensus mechanisms ensure that new
transactions are added to the blockchain only after they
are verified by most network participants. This process
prevents double-spending and other forms of fraud. Each
block in the blockchain comprises three main compo-
nents:

1. data is information recorded in a block, which
can be transactions, contracts, or other forms of data de-
pending on the purpose of the blockchain;

2. ablock hash is aunique cryptographic signature
of each block that is created based on its content, and it
is worth emphasizing that it is used to identify the block
and confirm its integrity;

3. the hash of the previous block is an element that
links each new block to the previous one, creating an un-
broken chain of blocks. Therefore, this structure ensures
the security and immutability of the blockchain: any
change to a previous block is propagated to all subse-
quent blocks.

The blockchain records transactions organized in a
block sequence (Fig. 1). Consequently, it creates a digital
history of events that cannot be falsified [21, 22].
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Fig. 1. The chain of blocks

The main components of the blockchain are also
worth noting.

Nodes are the key elements of any blockchain sys-
tem, performing the functions of storing, processing, and
transmitting data. Computers, servers, or mobile devices
that interact with each other via a communication proto-
col. There are different types of nodes; each has its own
features and tasks. Full nodes store a complete copy of
the blockchain, ensuring maximum security and decen-
tralization. Lightweight nodes are optimized for devices
with limited resources because they store only a subset of
data and refer to full nodes for additional information.
Mining nodes create new blocks through mining, and val-
idation nodes confirm transactions in systems with alter-
native consensus mechanisms [23].

Nodes play an important role in blockchain-based
e-voting systems. All votes are stored in a distributed
ledger, enabling independent parties to verify the vote re-
sults. No single node can influence the data due to the
blockchain's decentralized nature, ensuring its integrity
and protection against tampering. Cryptographic meth-
ods ensure voter anonymity while allowing votes to be
verified for authenticity. Lightweight nodes, in turn,
make the system more accessible by allowing voters to
cast their ballots on their own devices.

Nodes can participate in the voting process in an
electronic voting system, ensuring the transparency and
reliability of vote processing [24].

Another component is cryptography. It is the foun-
dation of blockchain security, ensuring data protection,
authentication, and transaction integrity. Asymmetric
cryptography, which uses a pair of public and private
keys, guarantees information confidentiality and reliabil-
ity [25]. The public key creates a unique user address, and
the private key signs transactions, confirming their au-
thenticity.

Cryptography ensures anonymity: addresses hide
user identities, and digital signatures protect data from
tampering. In e-voting systems, ensure that votes are kept
intact, authenticity is verified, and results remain trans-
parent and reliable. Therefore, cryptography is a key ele-
ment of blockchain security.

Consensus mechanisms ensure that participants
agree on a single true version of the blockchain’s data.

or malicious) participants. In the context of electoral sys-
tems, BFT can be adapted to ensure fast and secure con-
sensus among nodes that process votes. We propose the
Automated Leaderless Byzantine Fault Tolerance con-
sensus, which reduces the complexity of the algorithm
and optimizes it for the specific requirements of the elec-
toral process [14].

The advantages of using the AL-BFT are as fol-
lows:

1. Resistance to malicious actions and individual
node errors;

2. The optimized algorithm allows for faster con-
sensus, which is critical for timely vote counting.

3. Suitable for systems with a limited number of
participants, which is typical for election commissions.

Restrictions:

1. Despite the simplifications, BFT implementa-
tion can still be technically challenging.

2. Requires certain computing resources to ensure
efficient operation.

3. Electoral systems should ensure a high level of
trust among participants, which may require additional
authentication mechanisms.

3. Model of an electronic voting system us-
ing the AL-BFT

3.1. General system architecture

An electronic voting system consists of several key
components that interact with each other via the Internet
and the blockchain network. The architecture has a multi-
layered structure, including the following:

1. a client layer: the user interface through which
voters and administrators interact with the system;

2. a server layer: an application server that pro-
cesses client requests and interacts with the blockchain
network;

3. a blockchain layer: a decentralized network of
nodes that stores and validates voting transactions.

One of the system’s main characteristics is its mod-
ular architecture. Modularity enables the system to be di-
vided into separate functional components, each respon-
sible for a specific task. This approach simplifies the de-
velopment and subsequent support and further develop-
ment of the system. If necessary, changing or updating a
module will not affect the operation of other components.
This is especially important for electronic voting sys-
tems, where any failure can jeopardize the process’s in-
tegrity and reliability.

The main components of an electronic voting sys-
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tem are users, a blockchain network, a consensus algo-
rithm, an authentication service, a peer-to-peer network
of nodes, and a user interface.

Users play a central role in the electoral process by
performing functions related to interacting with the sys-
tem. The user categories include voters, administrators,
and candidates. Each of these groups interacts with the
system through specialized web interfaces or mobile ap-
plications. Voters have unique credentials and private
keys used to cryptographically authenticate and sign
transactions (votes). Administrators manage the electoral
process, ensuring that the system operates smoothly and
complies with procedural requirements. Candidates can
apply to participate in the election and view the results.
This process can be formalized as a precedent diagram

(Fig. 2).

The electronic
voting system

e |
Voter View the
voting result:
Add a
candidate
Delete a
candidate

Fig. 2. The interaction precedents between voters, ad-
ministrators, and candidates

X

Candidate

Administrator

The blockchain network, which serves as the main
repository of electoral data and ensures its integrity and
security, is a key element of the system. A blockchain is
a decentralized database structured as a chain of blocks,
each containing transaction information. The hash of the
previous block is incorporated into each new block,
forming an unchanging chain that makes changing data
without detection impossible. The system guarantees the
confidentiality and immutability of information thanks to
cryptographic methods.

The AL-BFT algorithm is used to reach consensus
among network nodes. This algorithm ensures the sys-
tem's stability and reliability even in the presence of un-
scrupulous or faulty nodes. Such a mechanism is critical
for decentralized systems that are susceptible to failures
or malicious actions. It ensures decision consistency by
allowing only reliable data to be added to the blockchain.

Another important component of the system that
provides secure access to its functions is the authentica-
tion service. For this purpose, public-private key pairs are
used to ensure each voter's identification is unique. Dur-
ing voting, the private key is used to verify the voter’s

identity, thereby eliminating the possibility of fraud or
vote tampering.

The system is supported by a peer-to-peer network
of nodes, each an independent entity that interacts with
other nodes. This architecture eliminates the need for
centralized management, increasing the system’s resili-
ence to attacks or failures of individual nodes. Each node
stores a full copy of the blockchain and validates new
blocks, ensuring high fault tolerance and system reliabil-

ity (Fig. 3).

- e
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Fig. 3. The architecture of the electronic voting system

3.1.1. Interaction of system components

The first step in the voting process is voter authen-
tication. When using the system, a voter must authenti-
cate their identity by entering the login and password pro-
vided during registration. In the future, this can be
achieved through various methods, such as digital signa-
tures, biometric data, or multi-factor authentication (e.g.,
SMS or additional codes). Authentication is necessary to
ensure that the voter is eligible and that no unauthorized
user can access the system.

After successful authentication, the voter can
choose among the candidates presented in the system.
The voter can view the list of candidates and make a
choice by clicking on the appropriate button or interface
element.

Once the voter has made their choice, the system
generates an encrypted transaction representing it. This
transaction is signed with the voter’s private key to verify
the vote’s authenticity. Cryptographic signatures ensure
that only the voter can alter or falsify their vote.

The signed voting transaction is sent to a blockchain
node for validation. The node receiving the transaction
verifies the voter’s signature and ensures that the vote is
valid and that the voter has not already voted. Once the
transaction has been verified, it is included in a new block
created by the receiving node. This block is transmitted
to other nodes in the network for validation along with
other new transactions.

This process is shown in Fig. 4.

All nodes that receive the block are validated. In the
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BFT algorithm, nodes must reach consensus that the
block is correct and contains no malicious or incorrect
transactions. BFT ensures that the network can reach the
correct decision even if some nodes behave maliciously
or fail. Once enough nodes confirm the block’s validity,
it is added to the blockchain. Election transactions are
now considered officially registered, and the voter’s

choice cannot be changed or deleted. The blockchain net-
work consists of many nodes that constantly synchronize
their copies. Each node keeps a complete history of the
blockchain, and all nodes regularly exchange information
about their own blockchain states to ensure consistency.
If one node detects that another node has a longer or more
valid chain of blocks, it will download the new blocks to
update its copy.

[Actor| VotingService| |VotingSystem|

castVote

castVote.
hasVoted

N

isValidCandidate

generateSignature

verifySignature

|
reachConsensus |

[Transaction|ConsensusProtocol] - [Blockchain

getPreviousBlock

BFTConsensusProtocol| PeerNetworkingService|

alt [ConsensusProtocol.reachConsensus(blockchain)]

addBlock

updateCandidateVotes

validateBlockWithBFT
loop [i < peerUrls.size()]

sendBlockToPeerForValidation

Fig. 4. Diagram of the sequence of creating a voter’s vote [24]

3.2. The blockchain model and the use of a
consensus mechanism

Blocks in the blockchain are organized in chrono-
logical order, forming a chain in which each block de-
pends on the previous one. The connection between
blocks is ensured by hashes, which guarantee data immu-
tability: any attempt to modify it results in changes to the
entire chain, making such interventions obvious.

The key components of a block are an index that
determines its place in the chain, a hash of the previous
block to ensure connectivity, transactions that contain
voting data, and digital signatures for authentication. The
timestamp allows you to track the chronology of events,
which is important for voting transparency.

The process of creating a block is shown in Fig. 5.

Voting transactions include a voter ID, candidate
selection, and a digital signature that protects the data
from tampering. Hashing guarantees the integrity of in-
formation by creating a unique digital fingerprint for each

block.

The genesis block, the initial element of the chain
that contains the basic system settings, is of particular im-
portance. The manual setting ensures the stability and
functionality of the entire blockchain network.

Actor  Blockchain| 'BFTConsensusProtocol [PeerNetworkingService
‘addBlock

validateBlockWithBFT

loop [i< p erUrls.size()]
i

'sendBlockToPeerForValidation

Fig. 5. Diagram of the block creation sequence

The proposed electronic voting model uses the AL-
BFT consensus mechanism. The BFT algorithm ensures
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consensus among nodes despite malicious or faulty par-
ticipants. This is extremely important for voting systems,
as it protects the process from sabotage by individual
nodes or third-party attacks. The AL-BFT mechanism
works as follows:

1. Each node in the network has a copy of the
blockchain and participates in the validation process of
new blocks.

2. When a new block is created, it is sent for veri-
fication to all nodes on the network. Each node inde-
pendently validates the block by checking its hash and
transactions.

3. After the block, each node votes for or against
adding it to the chain.

4. The block is added to the blockchain only if
more than 2/3 of the nodes agree on its validity. This en-
sures that the system can operate even in the presence of
multiple malicious or faulty nodes.

The advantages of this AL-BFT implementation for
a voting system include high resistance to malicious ac-
tions, independence from central control (i.e., consensus
is achieved through node voting rather than centralized
verification), data security, and fast validation.

The key feature of AL-BFT implementation in the
voting system is automated consensus building without a
leader to vote or a preliminary (pre) phase. This enables
faster and more continuous agreement among nodes,
thereby increasing network efficiency. This implementa-
tion minimizes the risk of delay in leader selection. This
makes the validation process more reliable and faster,
which is an important factor in ensuring the smooth func-
tioning of the electronic voting system.

The security threshold of the AL-BFT consensus is
defined by the classical BFT requirement /< n/3, where
n is the total number of nodes and f is the number of
Byzantine (faulty) nodes.

Because 7 nodes participate and each node sends a
message to all other nodes, the total number of messages
exchanged in the voting phase is proportional to n?.
Therefore, the communication complexity per decision
(block) is typically O(n?).

4. A software implementation of the model
and the results

4.1. A rationale for choosing technologies and
tools

The development of an electronic voting system
based on blockchain technology requires careful selec-
tion of technologies and tools that will ensure security,
scalability, efficiency, and usability.

The Java programming language [26] was chosen
for server-side development for the following reasons:

1. Java enables the creation of applications that can
run on different operating systems without changing the
code.

2. Thanks to JIT compilation and optimization,
Java provides high application performance.

3. Several libraries and frameworks that simplify
the development of complex systems;

4. Built-in security and memory management
mechanisms reduce the vulnerability risk.

The Spring Boot framework [27, 28] was chosen to
create RESTful [27] web services because of the follow-
ing:

1. Auto-configuration and built-in server allow
you to quickly launch the application;

2. Support for dependencies and modules simpli-
fies scaling and code maintenance;

3. Easy integration with other security Spring
modules, such as Spring Security [28].

Blockchain is used as the basis of the voting system
due to its decentralized nature, which ensures independ-
ence and resistance to censorship. As mentioned earlier,
records on the blockchain cannot be changed without the
network's consent, ensuring the integrity of votes. Addi-
tionally, all transactions can be verified, which increases
system trust.

The AL-BFT consensus is characterized by its re-
sistance to malicious actions, ensuring that the system
can function correctly even in the presence of malicious
or faulty nodes. Additionally, it ensures compliance with
voting requirements, providing a high level of trust and
accuracy in distributed systems.

RSA [29] and SHA-256 [30] cryptographic algo-
rithms are used to ensure security and authenticity.
Asymmetric encryption for generating key pairs, signing
transactions, and verifying signatures, and data hashing
to create unique block and transaction identifiers, ensur-
ing information immutability.

The Vue.js framework [31] was chosen for the cli-
ent-side development because of the following:

1. Reactivity: Provides a fast and dynamic user ex-
perience;

2. Ease of learning: low entry threshold and clear
component structure;

3. Flexibility: It easily integrates with other librar-
ies and projects.

One of the most effective and widespread ap-
proaches is to use a RESTful API (Application Program-
ming Interface) based on the REST (Representational
State Transfer) architecture. This approach not only fa-
cilitates development but also opens up opportunities for
scaling and integration in complex and distributed envi-
ronments.

One of the key advantages of using the RESTful
API is its standardization. By using the HTTP protocol
for communication between the client and server, the
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RESTful architecture adheres to well-established devel-
oper principles. All data operations are performed using
standard HTTP methods, such as GET, POST, PUT, and
DELETE, which greatly simplify the development and
interaction among the system components. By adhering
strictly to these standards, developers can easily integrate
their applications with other services or systems using
RESTful architecture.

Another important advantage of RESTful architec-
ture is its scalability. When modern systems can process
several simultaneous requests from thousands or even
millions of users, an architectural approach that easily
distributes load across servers or services is necessary.
The RESTful API supports this distributed architecture
by providing an efficient mechanism for horizontal scal-
ing. This is especially true in microservice architectures,
where each service can operate independently, providing
flexibility and fault tolerance to the entire system.

Other tools and technologies were used:

1. Spring Security: implements user authentication
and authorization mechanisms;

2. Lombok: reduces the amount of template code,
thereby increasing readability and ease of support;

3. Axios: for making HTTP requests from the cli-
ent side;

4. Vue Router and Vuex: Manage routing and ap-
plication health.

4.2. Description of the P2P network for syn-
chronizing blockchains between different nodes

A peer-to-peer (P2P) network is a key component
of any decentralized blockchain-based system. A P2P
network in a blockchain-based e-voting system enables
nodes (system participants) to synchronize by exchang-
ing information about new blocks, transactions, and the
blockchain’s status. This ensures data consistency be-
tween nodes and maintains consensus.

The basic idea behind a P2P network is that each
node in the system acts as both a client and a server. This
allows nodes to avoid relying on a centralized server to
receive or exchange data. In our system, nodes constantly
synchronize their blockchain copies to ensure that all net-
work participants have the same, consistent blockchain
history.

Block exchange and transactions between net-
work nodes. The system uses HTTP requests between
nodes to implement synchronization (Fig. 6), which is
handled by the PeerNetworkingService. This service
sends and receives requests to other nodes to obtain the
current blockchain version and transfers new blocks for
validation.

@Scheduled(fixedDelay = 15000) // 15000 15 seconds

public void synchronizeBlockchain() {
List<String> peerUrls = Arrays.asList(
"http://localhost:8080",
"http://localhost:8081",
"http://localhost:8082");

ExecutorService executorService =

Executors.newFixedThreadPool(peerUrls.size());

for (String peerUrl : peerUrls) {
executorService.submit(() -> {
try {

CompletableFuture<Blockchain> blockchainFuture =

peerNetworkingService.getBlockchainFromPeerAsync(peerUrl);
Blockchain peerBlockchain = blockchainFuture.get();
if (peerBlockchain != null &% peerBlockchain.isValid() &&
peerBlockchain.getChain().size() > votingSystem.getChain().size()) {
peerService.setBlockchain(peerBlockchain);
votingSystem.setBlockchain(peerBlockchain);

Fig. 6. A snippet of node synchronization

Each node in the network can request and verify its
neighbors’ blockchains.

Synchronization is based on the following algo-
rithm:

1. Regular updates: Each node sends requests to
other nodes every 15 s to obtain their blockchains. If an-
other node has a longer or more up-to-date chain, the
node is synchronized with the local blockchain.

2. Chain comparison: After receiving a chain of
blocks from another node, the local node checks the re-
ceived chain’s validity and compares it with its own. If

the received chain is longer and passes all the checks, the
local chain is replaced.

3. Sharing new blocks: If a node creates a new
block, it can send it to its neighbors for validation. The
neighbors check a new block for compliance with the
consensus criteria (in our case, AL-BFT) and add it to
their chain if it is successful.

Fig. 7 shows the implementation of sending a block
to a P2P network.
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public boolean sendBlockToPeerForValidation(String peerUrl, Block block) {

try {

String blockJson = objectMapper.writeValueAsString(block);
HttpHeaders headers = new HttpHeaders();
headers.setContentType(MediaType.APPLICATION_JSON) ;
HttpEntity<String> request = new HttpEntity<>(blockJson, headers);

ResponseEntity<Boolean> response =
restTemplate.postForEntity(

url: peerUrl + "/api/vote/validateBlock", request, Boolean.class);

return response.getBody() != null && response.getBody();

} catch (JsonProcessingException e) {
e.printStackTrace();
return false;

} catch (RestClientException e) {
e.printStackTrace();
return false;

Fig. 7. Method of sending a block to P2P for validation

4.3. Test results

Load testing was performed using JMater, a widely
used tool for evaluating the performance of web applica-
tions, APIs, databases, and other systems. The results are
presented in Table 1. Based on this, we can draw the fol-
lowing conclusions:

1. 800 test iterations were conducted.

2. Requests are processed in 4.12 s on average;

3. The fastest request was processed in 0 s, the
slowest was processed in 26343 s, and such a large time
difference indicates insignificant fluctuations in system
performance;

4. The high standard deviation value confirms that
the test results have a small dispersion, i.e., the response
time differs slightly from one request to another;

5. The average throughput is 29.1 requests per s;

6. On average, 4.86 KB of data is transferred per
request.

In general, the system demonstrates the ability to
withstand the load. Despite significant differences in pro-
cessing time across request types, it efficiently handles

tasks and can handle a given number of requests. This
indicates the system's reliability and endurance under
load. Note the stable operation of GET requests, which
showed relatively consistent response times. This indi-
cates efficient processing of simpler requests and the sta-
bility of certain system components, which positively im-
pact its overall performance.

Additionally, the bar chart (Fig. 8) effectively illus-
trates the differences in the average response times across
the request types.

The load testing confirmed the reliability and ability
of the AL-BFT system to provide transaction finality.
However, given the scope of the current study, the system
was designed and tested to operate in small networks
(permissioned  blockchain) serving ~ 500-1000
simultaneous voters. These limitations apply to the
current software implementation and test environment.
Further performance increases and system scaling to
accommodate more extensive elections are possible by
optimizing network settings, which are beyond the scope
of this study.

Table 1
Load testing
POST
Label . GET . GET /api/vote/add- PQST TOTAL
/api/vote/results | /api/vote/results . /api/vote
candidate
# Samples 200 200 200 200 800
Average 11 1 2 16465 4120
Min 1 0 0 532 0
Max 130 53 22 26343 26343
Std. Dev. 20,66 4,23 3,18 5526,73 7644,34
Error % 0.00% 0.00% 0.00% 0.00% 0.00%
Throughput 39.8/sec 39.8/sec 39.9/sec 7.3/sec 29.1/sec
Received KB/sec 11,31 35,16 10,92 1,96 12,44
Sent KB/sec 5,13 5,41 7,95 1,48 4,86
Avg. Bytes 291 903,5 280 276 437,6
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Fig. 8. A bar chart of the average request response time

5. Discussion

The development of a blockchain-based electronic
voting model represents a modern approach to ensuring
the security, transparency, and reliability of the electoral
process. Key requirements for the system were identified
during the work, which are critical for protecting voters’
rights and ensuring trust in the voting results. The system
must meet the highest standards, ensuring voter authenti-
cation, single-vote voting, choice privacy, vote validity,
results transparency, and the possibility of distributed
counting. Non-functional requirements focused on secu-
rity, resistance to technical failures, scalability, accessi-
bility, and user-friendliness, which make the system reli-
able and convenient for various voters. The system archi-
tecture is built on three layers: client, server, and block-
chain layers, which ensure the system’s modularity,
scalability, and reliability. The modular architecture ena-
bles system improvements without compromising its
basic functions and ensures resistance to high loads dur-
ing mass elections. Cryptographic methods, such as
asymmetric encryption and hashing, play a special role in
ensuring security and anonymity. Additionally, the Byz-
antine Fault Tolerance algorithm used in the consensus
process between nodes ensures that the system is resistant
to malicious actions and technical failures.

The key element of the developed model is the
blockchain, which guarantees voting data immutability,
protects voter transactions, and ensures voting process
transparency. The structure of blocks, including indexes,
hashes, transactions, and timestamps, creates a reliable
mechanism for storing information and preventing ma-
nipulation. The BFT consensus mechanism is crucial in
ensuring data consistency across nodes and protecting the
system against sabotage or failures of individual ele-
ments.

The practical implementation of a blockchain-based
electronic voting system was thoroughly examined. The
first part of the section focuses on justifying the choice of
technologies and tools used to implement the system. The

Java programming language, the Spring Boot framework
for the server-side, and Vue.js for the client-side were
chosen as the optimal solutions to ensure the system’s se-
curity, scalability, and efficiency.

The primary arguments in favor of using blockchain
are the elimination of centralized control and the guaran-
tee of data immutability, both of which are important for
a voting system. The AL-BFT protocol was proposed to
ensure resistance to malicious nodes and to guarantee the
correct functioning of the system even in the presence of
problems with some network participants. Cryptographic
mechanisms, such as RSA and SHA-256, were also con-
sidered to ensure transaction security and data integrity.

A detailed description of the project setup is pre-
sented, along with an explanation of the interaction be-
tween the client and server sides via the REST API. The
importance of a simplified approach to development is
emphasized here, particularly through the use of a micro-
services architecture, which enhances scalability and ef-
ficiency when processing large numbers of requests.

The focus was on the system’s software compo-
nents: the blockchain architecture, the transaction man-
agement module, and mechanisms for node synchroniza-
tion. The use of the AL-BFT protocol for consensus and
ensuring that all network participants agree on the addi-
tion of new blocks is of particular importance. This
mechanism is critical for maintaining the reliability and
integrity of the voting results.

Development and synchronization between system
nodes via a Peer-to-Peer network were also covered. Al-
gorithms for exchanging blocks and transactions between
network nodes that ensure data consistency across differ-
ent network participants are described. Special attention
was paid to the regular updating of the blockchain by
each node to maintain the current version.

The system demonstrates resilience under load,
maintaining functionality even with significant variations
in the processing times of different requests and handling
a substantial volume of requests. The current throughput
of the system meets existing needs, indicating significant
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potential for further scaling.

The scientific novelty of this study lies in the
development of an automated leaderless BFT consensus
mechanism specifically tailored for electronic voting
systems operating in small permissioned blockchain
networks. Unlike traditional PBFT-based approaches, the
proposed method eliminates the leader election phase and
reduces consensus delay, which improves the voting
system’s overall performance. Table 2 presents a more
detailed comparison of traditional BFT (PBFT) and AL-
BFT with respect to key characteristics.

Practical implementation of the system based on the
selected technologies is carried out. Setting up the pro-
ject, implementing software components, and ensuring
blockchain synchronization between network nodes are
considered. Another important aspect is ensuring secure
data exchange between nodes and preventing possible at-
tacks. This paper describes the key technical solutions
that enable the system to operate stably under real-world
load conditions.

Table 2
Traditional BFT vs AL-BFT
Parameter Traditional AL-BFT
BFT (PBFT)

Leader Yes No

Transaction High (multiple | Reduced (no

latency communication | leader election,

phases and optimized com-
leader coordi- munication)
nation)

Throughput Moderate Higher due to
reduced coordi-
nation overhead

Scalability Limited Improved for

small networks
(up to 1000 vot-
ers)

Up to (n—1)/3

Fault tolerance
threshold
Suitability for
university
elections

Up to (n—1)/3

Limited Suitable

This study demonstrates the practical possibility of
using innovative technologies in electoral processes to
ensure voters’ reliability, confidentiality, and trust. The
examples and implemented technical solutions can serve
as a basis for further research in this area.

6. Conclusions

This study proposes a blockchain-based electronic
voting system using the AL-BFT consensus mechanism.
The system’s conceptual scheme is presented, along with
the main components and their interactions, to ensure the

integrity and reliability of voting results. The developed
model improves system efficiency by eliminating the
leader election phase and reducing consensus delay.

The experimental load testing confirmed the stabil-
ity and reliability of the proposed system. The proposed
system is particularly suitable for small permissioned
networks, such as university elections. Future research
will focus on improving scalability and integrating ad-
vanced cryptographic protection mechanisms.

The proposed e-voting system can benefit univer-
sity internal elections and polls by enabling fair, reliable
voting with modern technology, thereby significantly re-
ducing the risk of unauthorized tampering or vote manip-
ulation.

One possible area for future improvement is the in-
troduction of advanced Zero-Knowledge Proofs (ZKP)
methods, such as zk-SNARKSs or zk-STARKS.
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CHUCTEMA EJIEKTPOHHOI'O I'OJIOCYBAHHSI HA OCHOBI BJIOKUYEWHY 3
ABTOMATHU30BAHUM KOHCEHCYCOM BE3 JIIIEPA AL-BFT
M. C. I'onikos, M. IO. Podinko, /1. 0. Y3108, A. 1. Bpounikoe

Ilpeomemom euguenns 6 cmammi € Oeyenmpanizoeana CUcmema eleKmMpOHHO20 20A0CY8AHHA HA OCHOBI MEXHONO2ii
bnokuetiny. Memoto 0ocnioxcenHs € nioguweHHa NPOOYKMUBHOCME MA IOMOBOCMIUKOCMI CUCEM eNIeKMPOHHO20 20N0CY8AHHS
Ha OCHOBI OIOKUel Y WIAXOM 8NPo8addicents npomoxony koucencycy AL-BFT (Automated Leaderless Byzantine Fault Tolerance).
3agoannsa nonseano y pospobyi ma oyinyi mooeni cucmemu eieKmpoHHO20 20N0CYBAHHS, AKA 3ACMOCOBYE 3ANPONOHOBAHUTLL
mexanizm Koucencycy AL-BFT y 0oszeoneniii 00HOpaneosiii mepedici. Buxopucmani memoou exmouanu xomn romepHe
MOOeniogants  0OHopaHeogoi (P2P) mepeoici, peanizayito  0eyeHmpanizogaHo2o peecmpy ma — eKCNepUMEHMAIbHe
HABAHMAICYBATIbHE MECTYB8ANHA NPOMOKOLY KouceHcycy. TIpodykmuenicmys cucmemu OYIHIOEMbCSA 3a 0ONOMO2OI0 KIIOYOBUX
NOKA3HUKIB, MAKUX AK 3AMPUMKA MPAH3AKYIL, NPONYCKHA 30amuicmb (3anumu 3a CeKyHOy), nopiz iomosocmitikocmi ma
Macwmabosanicms. Pezynomamu 00cnioxcenHs 6Ko4aoms po3pooKy KOHYenmyaibHoi apXimekmypu CUCmemuy e1eKmpoHHO20
20710CY8AHHS, BUSHAYEHHS i1 OCHOBHUX KOMNOHEHMI8 MA AHANI3 IXHbOT 63aEMO0il 0115 3a6e3neueHHs YinicHocmi OaHUX i HAdiuHOCmi
pe3ynvmamis 2onocysanns. besnexa 0aHux po3enadacmuvcsa HA KONCHOMY emani ubopyo2o npoyecy, d maKoxc aHaaizyrmscs
000amKo8i MexaHizmu 3axucny O0s niosuujeruss cmiukocmi cucmemu. Kmouoeow ocobausicmio 3anponoHoano2o nioxooy €
YCyHenns ¢hazu obpamnmna nidepa 6 npoyeci KOHCEHCYCy, W0 3MEeHULYE HAKIAOHI 6UMpamu Ha Koopounayilo ma 3abe3neuye
eghexmueriuLy 3200y migc gyznamu. ExcnepumeHmanvoha oyinka 0eMOHCMpPYE, wjo 3anponoroganuti npomokon AL-BFT smenuye
3AMPUMKY MPAH3AKYIT Ma NOKPAWYE NPONYCKHY 30amMHICIb, 30epiearoyu npu ybomy pIGeHb 8iOMOGOCMIUKOCHI MPAOUYIUHUX
nioxo0ie, 3aCHOBAHUX HA BI3AHMILICLKIL gioMosocmitikocmi. Pe3ynbmamu niomeeposrcyioms nioguuyeHy egpekmusHicmv NOPIGHAHO
3 KAACUYHUMU MEXAHI3MAMU KOHCEHCYCY HA OCHO8I 1i0epis, 0coOIUB0 8 HedeIuKux OIoKueliH-Mepexcax 3 0036010M. Bucnosku.
Ipaxmuuna peanizayia cucmemu 6yna po3pobreHa ma Npomecmo8aHa 6 yMo8ax MOOENO8AHHA PeanlbHO20 HABAHMANCEHH.
3anponornosane piwenns 3abesneuye cmabinbHy pobomy cucmemu ma Haodiline GopmyeanHs kouceucycy. Cucmemy MOX*CHA
ehekmuero 3acmocogysamu 00 sUOOPIE 8 YHIBEPCUMEemax, OpeaHizayiiiHo20 20A0CY8aHH MA THUWUX CYEHAPIi8, Wo 6UMA2aomb
nposopocmi, 6e3neku ma cmitikocmi 00 MaHinyIAYyitl.

Kuro4oBi cioBa: cucmema enekmpoHHo20 2010CY8anHA, OIOKYelH, NPOMOKOJ KOHceHcycy, npomokon BFT.

ToaikoB Makcum CepriiioBuu — acmipanT kadeapru KOMITIOTEPHHX CHCTEM Ta poOoToTexHiku, HapuanbHO-HAYKOBHIA
IHCTHTYT KOMIT IOTEpPHHX HayK Ta MTYyYHOTO iHTENEKTy, XapKiBChbKHI HalioHAIbHUH yHiBepcuTeT iMeHi B. H. Kapasina, Xapkis,
VYkpaiHa.

Poninko Mapisi FOpiiBHa — noktop dinocodii, moueHT kadenpu iHTENEKTyalbHUX MPOTPAMHUX CHCTEM 1 TEXHOJIOTIH,
Hap4anpHO-HAayKOBHIT IHCTUTYT KOMIT IOTEPHHX HAayK Ta ITYYHOTO iHTENEeKTy, XapKiBChbKMIl HalliOHAILHUH yHIBEPCHUTET iMeHi
B. H. Kapazsina, XapkiB, YkpaiHa.

Y3ino [Amutpo IOpiiioBuy — KaHAWAAT TEXHIYHUX HAyK, MAOLEHT, AUpeKTop HaBuyanbHO-HAYKOBOTO i1HCTUTYTY
KOMIT'IOTEPHUX HayK Ta IITYYHOTO 1HTENEeKTY, XapKiBChbKUI HalioHaubHU yHiBepcuTeT iMeHi B. H. Kapasina, XapkiB, YkpaiHa.

BponnikoB Aprem IropoBuY — KaHIUIAT TEXHIYHUX HAyK, IOLEHT Kadeapu KOMIT IOTEPHO-IHTErPOBAaHUX TEXHOJIOTIH,
aBTOMAaTH3alil Ta pOOOTOTEXHIKH, XapKiBChKHI HalllOHATBHUHN YHIBEPCUTET PalioeNeKTPOHIKH, XapKiB, YKpaiHa.
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