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A MACHINE LEARNING-BASED METHOD FOR ASSESSING
THE FUNCTIONAL STABILITY OF DISTRIBUTED INFORMATION SYSTEMS
THROUGH TOPOLOGICAL STRUCTURE

The subject of this research is the application of machine learning to detect the functional stability of distributed
information systems based on the numerical characteristics of their topology. This study aims to improve the
accuracy of verifying the condition whose fulfillment ensures the functional stability of considered distributed
information systems. The task of this research is to improve the accuracy of machine learning-based verification
of the condition whose fulfillment ensures the functional stability of a considered distributed information system.
The main result of the study is the development of an ensemble classifier based on multiple heterogeneous
machine learning models, enabling superior accuracy compared to that reported in related studies on the same
or similar tasks. Unlike other studies on applying machine learning to assess information system functional
stability, the proposed classifier architecture allows sequential use of sets of machine learning models. In other
words, the first set of models receives a group of input parameters and estimates certain additional parameters.
The obtained estimates are then passed to another set of models, which produces the final result. This approach
enables the discovery of deeper dependencies between input and output parameters, which in turn yields higher
accuracy. Such an approach differs significantly from the one commonly used in practice, where all models
receive the same input parameters, produce the same type of output, and aggregate their outputs depending on
the specific task. Conclusions. The study's outcome is a trained and tested ensemble machine learning model
that, based on several numerical characteristics, detects whether the condition is met for the considered distrib-
uted information system to be regarded as functionally stable. The ensemble machine learning model obtained
in this work can be applied at the design stage of information systems. When used as demonstrated here, the
machine learning models trained in the study can be integrated into software for the design and simulation of
information systems. The method for combining these machine learning models is of particular interest. As de-
scribed in the paper, the approach to organizing models within the ensemble opens new possibilities for building
highly accurate classifiers. The principal scientific novelty of the obtained results lies in a new approach to
constructing ensemble machine learning models. Unlike classical ensembles, such as random forests, the ensem-
ble described in this study employs a set of machine learning models to compute estimates of certain parameters,
which are then used as inputs to another set of models. This particular approach to organizing the ensemble
most likely improved the quality of solving the task, as demonstrated within the study.

Keywords: machine learning,; ensembles; functional stability; information systems, statistical analysis.

bility of a system is its complex property, which de-
scribes the possibility of this system to solve given tasks,

1. Introduction

1.1. Motivation

The active computerization of several important
fields related to human activity requires the increasingly
intensive use of different distributed information sys-
tems. However, as the use of distributed information sys-
tems expands, so do the requirements imposed on them.
As demonstrated in practice, one of the most important
requirements currently placed on distributed information
systems is their functional stability. The functional sta-

at least partially considering possible inner or outer de-
structive effects. In fact, this property may be critical in
many cases because it includes the reliability, survivabil-
ity, and redundancy of the considered system, which al-
lows for a more complex analysis of the system.

At present, a number of metrics, commonly referred
to in the literature as “functional stability indicators,” in-
dicate functional stability, as well as a set of conditions
under which an information system may be regarded as
functionally stable. One of the simplest such conditions

can be formulated as follows:
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A(G)22AK(G)22, (1)

where X(G) is a degree of edge connectivity of a graph
G, which describes the topology of the considered dis-
tributed information system, and K(G) is a vertex con-

nectivity of this graph. Condition (1) is arguably the most
intuitively clear among those developed to date, as well
as one of the most thoroughly studied. However, it also
has its drawbacks, the most significant of which is the
relatively large number of computations required for its
verification. This has led to the use of machine learning
[1]. Nevertheless, preliminary experiments with its appli-
cation [1] demonstrate that typical classification models
do not provide sufficient accuracy in determining the re-
alization of condition (1) based on a set of numerical
characteristics of the topology of the distributed infor-
mation system under consideration. Therefore, an alter-
native machine learning-based approach that would over-
come this drawback is needed.

Although many methods have been proposed for as-
sessing the functional stability of information systems,
their practical applicability remains limited. Classical an-
alytical approaches require significant computational ef-
fort; therefore, they cannot be easily integrated into mod-
ern software tools used during system design. At the
same time, machine-learning-based solutions typically
address only isolated aspects of system behavior and do
not provide a comprehensive view of system stability.
The proposed method overcomes these limitations by re-
lying solely on the numerical topological characteristics
extracted automatically from the system model. This cre-
ates a direct connection between our results and real in-
formation systems, enabling seamless integration of the
classifier into existing design and simulation environ-
ments to support automated stability assessment through-
out the system lifecycle.

1.2. State of the art

System modeling, including distributed information
systems, constitutes a logical component of their investi-
gation before direct operation. This step enables the iden-
tification of the specific features of the system under con-
sideration, including its functional stability.

Many studies devoted to functional stability estima-
tion rely on well-established mathematical apparatus. For
instance, in several works, the authors propose applying
methods inherent to the theory of dynamical systems and
related domains. For example, in [2, 3], authors describe
a usage of methods, typical for dynamical systems the-
ory, for analysis of functional stability, and in [4, 5], au-
thors purpose to use more complex methods, based on

general concepts of mathematical modeling. Some other
works describe approaches that are typical for combina-
torial analysis and discrete mathematics. For example, [6,
71 purpose ways of analysis of functional stability, simi-
lar to methods of graph theory, and [8] describes the use
of methods of combinatorial analysis and set theory.
However, such approaches have certain significant draw-
backs, such as high computational complexity. There-
fore, the transition to methods associated with artificial
intelligence appears logical.

Several studies have been dedicated to tasks related
to the functional resilience of information systems and
their resolution with ML. For example, in [9, 10], the au-
thors regard artificial intelligence as a tool for traffic
analysis, which can help gain an overall understanding of
the system’s operational resilience. In a number of works,
is applied to the detection of cybersecurity-related as-
pects that may influence functional stability. For exam-
ple, in [11], the authors describe the methodological as-
pects of the usage of Al in this field, [12] describes the
use of Al for analyzing social risks, and [13] describes
how Al may be used for the analysis of the behavior of
individual users. Some works address the use of machine
learning in assessing a range of technical aspects associ-
ated with the resilience of information systems. For ex-
ample, in [14], authors show how neural networks may
be used in energetics, [ 15] describes the usage of artificial
intelligence for modeling the architecture of information
systems, and [16] describes possible problems related to
the usage of artificial intelligence in digital hardware.
However, all such studies, including those cited above,
employ machine learning to examine only individual as-
pects of functional stability, rather than resilience as an
integral property of the system.

The authors of [1] attempted to assess functional
stability as a distinct property of an information system
through machine learning. In that study, the authors con-
ducted experiments with several machine learning mod-
els that demonstrated reasonable accuracy in detecting
whether the information system under consideration is
functionally stable. Nonetheless, the accuracy reported in
[1] remains insufficient for application, particularly in
critical infrastructure or during an information system’s
autonomous operation.

Thus, based on the analyzed state of the art, it can
be concluded that while contemporary international stud-
ies extensively employ machine learning and artificial in-
telligence to evaluate network anomalies, data reliability,
and infrastructural vulnerability, they typically treat sta-
bility parameters in isolation. Most existing frameworks
focus on specialized engineering or cybersecurity aspects
rather than addressing functional stability as an integral
property of the information system determined by its un-
derlying topological structure. Consequently, a critical
research gap remains in developing comprehensive, low-
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complexity machine learning methods capable of fully
identifying global structural stability conditions with
high accuracy, underscoring the necessity of the alterna-
tive approach proposed in this study.

1.3. Objectives and tasks

To solve the described problem within the scope of
the study, the following tasks were set:

— To select the structure of an ensemble learning
model and the numerical parameters to be used as its in-
put;

— To generate a dataset for training the chosen ma-
chine learning model and to analyze this dataset for pos-
sible relationships among the selected input parameters;

— To train the chosen machine learning model and
compare its accuracy with existing machine-learning-
based solutions to the stated problem.

Section 2 of the study is dedicated to describing the
general approach to solving the problem. Section 3 de-
scribes the main result of the fork. In particular, subsec-
tion 3.1 provides a general description of the architecture
of the machine learning model. Subsection 3.2 demon-
strates an argumentation of the reasons for the usage pa-
rameters used in the study as input of the developed ma-
chine learning model. Subsection 3.3 provides details of
the developed architecture (section 2) and compares the
accuracy of the machine learning model's architecture
with that of other machine learning models for analog
problems.

1.4. Case-study

This study considers a structural evaluation sce-
nario of a modern cloud-based distributed information
system (DIS) to demonstrate the practical relevance and
applicability of the proposed machine learning frame-
work. Such a system structurally comprises numerous
heterogeneous processing nodes (i.e., servers, database
units, and edge-gateways) interconnected via high-speed
communication lines. These components are mapped
onto an unweighted undirected graph $G$ in graph-theo-
retical modeling, where the vertex set $V$ denotes the
active computing nodes and the edge set $E$ represents
bidirectional information channels.

The DIS must maintain its functional stability under
severe operational conditions, including hardware fail-
ures, localized cyberattacks, or accidental wire breaks,
ensuring that critical data routing remains uncompro-
mised. The verification condition (1) serves as an early-
stage architectural filter during system deployment. If the

topology yields «(G)=A(G), the system guarantees

maximal structural resilience under independent node or
edge failures. This study systematically evaluates how

the developed sequential ensemble handles diverse topo-
logical configurations (ranging from sparse tree-like net-
works to dense, highly redundant cluster topologies),
demonstrating its ability to automate stability checks in
real-time network simulators without executing compu-
tationally prohibitive exhaustive search routines.

2. Materials and research methods

This study aims to use machine learning to deter-
mine the functional stability of an information system
based on its topology. Within the framework of the work,
it is assumed that, to improve the results obtained for ver-
ifying the fulfillment of condition (1), it is possible to se-
quentially employ several models trained separately, i.e.,
some models use the outputs of others as inputs. A da-
taset was generated using the Monte Carlo method, in
which preselected parameters were computed for ran-
domly selected graphs. The analysis of the dataset, model
training, and evaluation of results were performed in Py-
thon.

3. Results and Discussion

3.1. Description of an improved approach
for detecting the fulfillment of condition (1)

As demonstrated in [1], achieving the required ac-
curacy in identifying the fulfillment of condition (1) us-
ing a single machine learning model is rather challeng-
ing. Therefore, it is logical to employ not just one model
but several. Accordingly, the following approach was
adopted within the framework of this study. Let there be
1(G)
n—
n is a number of machines in a considered information
x(G)
n—
there be a third machine learning model, which uses esti-
~G) o x(G)

and , given by the first second
n-1 n-1
model, and gives 1, if condition (1) is realized, and 0 in
the opposite case. Visually, this schema may be presented
as shown in Fig. 1.

Each model depicted in Fig. 1 as a rectangle is
trained independently and may have its own architecture
and hyperparameters. Unlike common practice, every
model architecture and its hyperparameters are selected
independently to guarantee maximum output accuracy.

two ML models, one of which estimates , wWhere

system, and second estimates . In addition, let

mates of
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(G)/(n-1)

Fig. 1. Schema of modified way of estimation
of realization of condition (1)

3.2 Definition of information system parameters
that could be used as input
for machine learning models

3.2.1. Selection of numerical parameters to be
used as input for the first two machine learning
models

Condition (1), like all formulated indicators and
conditions of functional resilience, is closely related to
the topology of the information system, as observed in
several studies [1]. Therefore, it is logical to give to mod-
els M; and M, a number of numerical parameters of

topology as input. Thus, by analyzing publications such
as [1], it can be concluded that the following parameters
should be supplied as inputs to the aforementioned mod-
els:

_dmin _dmax
X1 =— X9 = >
n—1 n—1

X3 = S, (2)

where 1 is a number of machines (module, or something
like this) in the considered information system, S is a
saturation of graph G , what describes a topology of the
considered information system, d,;, and d.,.  are min

and max degrees of a node of graph G, respectively.
However, it is clear that these parameters may be insuf-
ficient. Therefore, there is a sense to additionally select
some numeric parameters of a graph G , which could po-
tentially affect the realization of condition (1), even if this
may appear counterintuitive or unjustified at first glance.
For example, to (2), one may add parameters

Cmin Cav
X4 = 9X - >
4 n-1"" n-1
n
2 3)
€max 22 detA
X6 = X7 = P
n—1 n
n2
where A is a adjacency matrix of a graph G, e;, and

emax Mmin and max eigenvalues of this matrix, e,, is a

mean of all eigenvalues of adjacency matrix and 1 is a
number of machines in the considered information sys-
tem.

3.2.2. Regression analysis to determine the in-
fluence of parameters (2)-(3) on the final result

To train the machine learning models, a dataset was
generated by randomly selecting 3999996 connected
graphs, which includes the parameters (2)—(3), parame-
ters }\(G) and K(G)

n-1 n-—
which 1 means a realization of condition (1) for the se-
lected graph and 0 in the opposite case.

Before directly training the aforementioned models,
the generated dataset should be preliminarily analyzed to

, and, in addition, a column, in

determine whether it is appropriate to use all parameters
(2)—(3) as inputs or whether only a subset of them should
be employed. For this purpose, we constructed a visuali-
zation of the correlation matrix (Fig. 2).

-1.00
x141.0m0.7 0.0 0.0 0.0 0.2 (XX
xzﬂl W% 0.0 0.0 0.0 0.1 0.4 0.4 075
307 07 1.0 LRI -0.50
4 10 1.0 10
¥ 0.25
X5 L0 1.0 10
0.00
x6 HIX 4 XN 1.0 1.0 1.0
"2 0.2 0.1 02 -0.1-0.1-0.1 025
MG)\(n-1)- 0. 0.0 0.0 0.0 0.9 050
1)-08 0.0 0.0 0.0 10 1.0 09
k(G)\(n-1) [ _0.75
condition- 0.7 -0.0 -0.0 -0.0 09 09 1.0
- -1.00

MG)\(n-1)- ¢
(G)\(n-1)
condition - &

Fig. 2. Visualization of correlation matrix

Several important patterns can be clearly observed
in Fig. 2. First, the parameters x4, X5 and X4 are poten-

tially strongly correlated with each other. Therefore, only
one of these features should be provided as input to the
machine learning model. In this way, the likelihood of
redundancy in learning models, that predict, that predict
1o) , x(6)
n-1 n—1
Fig. 1 it can be observed that these quantities also corre-
late strongly with each other, as well as with the validity
of condition (1). This may raise certain concerns regard-

values. , can be reduced. Secondly, in
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ing the appropriateness of the previously described ap-
proach. However, if the approach proves to be justified,
this observation substantially simplifies the selection and

calibration of the model that will perform
- A(G) x(G)
predictions, based on i and , realization of
n- n-—

condition (1). To verify the above considerations, we
construct two sets of scatter plots: the first one for the
parameters x4, X5 and x4 (Fig. 3) and second one for

A(G) x(S)
the parameters ——~, ——

n— n—
tion (1) (Fig. 4). Considering the mathematical aspects of
all described parameters, all scatter plots will be plotted
in unit squares. This factor is practical for two reasons.
First, it will help us to analyze the dataset used for model
training and to extrapolate the results of this analysis on
all possible cases. Second, this factor indicates that the
selected parameters range from 0 to 1, which allows the
experiment with the architectures of the model in the en-
semble, which architecture is described above.

and realization of condi-
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Fig. 3. Scatter plots for parameters x4, X5 and Xg4
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Fig. 4. Scatter plots for = and realization
n— n-
of condition (1)

As shown in Fig. 3, there is a real linear dependency
between parameters x4, X5 and X, . This implies that to

minimize the potential redundancy of the models M;
and M, as input may be used only once (for example,
X4 ). On the other hand, on the first scatter plot in Fig. 4,
x(G)

n-1

AMG
and ( ), which

n—1

we may see, that parameters

will be predicted by models M; and M, , respectively,

do not have concrete dependencies. In addition, Fig. 4
shows that the selection of the architecture of model M5

makes sense given its geometric interpretation.

3.3. Direct training of machine learning models
and analysis of the obtained results

The study suggests, that (see Fig. 1): model M; is
feed-forward neural network with three hidden layers,

every of which have 750 neurons and sinh (X) as activa-
tion function, and output neuron with o(x) as activation

function; model M, is similar to M, but first and third

hidden layers have 725 neurons, and the second has 775
neurons; model M5 is based on SVM with quadratic ker-

nel. The result of the training of the described models and
its testing on a separately generated dataset was given as
follows: if we try to predict the realization of condition
(1) using modes M;, M, and My, what will be con-

nected to each other as shown in Fig. 1, the prediction
accuracy will be 96.8%.

To comprehensively validate the efficiency of the
developed sequential framework and confirm the
achievement of the research objectives, its classification
metrics must be critically compared not only with the
baseline models originally structured in [1] but also with
alternative state-of-the-art machine learning configura-
tions and advanced ensemble techniques commonly ap-
plied to topological feature processing, such as optimized
logistic Regression Ensembles described in recent meth-
odological literature [17]. All evaluated classification
paradigms, including standalone decision trees, classical
random forests, multilayered feed-forward neural net-
works (FNN), and multi-model architectural combina-
tions, were trained, calibrated, and validated using the
same large-scale dataset generated from 3,999,996 topo-
logical graph samples, providing a mathematically rigor-
ous and fair benchmark. The comparative performance
metrics are presented in Table 1.
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Let us compare the accuracy of the way prediction
of the realization of condition (1), described in this work,
with a way of solving the same problem, but described in
[1] (Table 1).

Table 1
Comparative analysis of classification accuracy for con-
dition (1) verification across different machine learning

frameworks
Operational False | False
MOfiel Framework Accu- pf)si- pf)si-
Architec- / Source o tive tive
.. racy, %
ture Origin rate, rate,
% %
Decision Baseline 85.9 11 17
tree topology
evaluator
(1]
Random Classical 86.7 11.9 14.8
forest uniform
voting par-
adigm [1]
Feed for- Standard 86.5 11.4 15.3
ward neu- | direct fea-
ral net- ture map-
work ping [1]
Logistic Optimized 88.2 9.8 12.1
regres- invariant
sion en- | approxima-
semble tion [17]
Proposed | Developed 96.8 3.6 2.7
sequen- | multi-layer
tial en- Framework
semble

As shown in Table 1, the method developed in this
work for detecting the realization of condition (1) per-
forms significantly better than the machine learning mod-
els discussed in [1].

4. Discussion

The experimental results summarized in Table 1 re-
veal that the developed sequential machine learning ar-
chitecture provides substantial performance gains over
both the standalone baseline models investigated in [1]
and the uniform ensemble techniques described in the re-
lated literature [17]. The noticeable increase in accuracy
(96.8%) primarily stems from the unique structural de-
coupling within the ensemble framework. Instead of di-
rectly mapping highly nonlinear topological graph de-
scriptors to a binary stability condition, the first layer of
the ensemble (models M; and M,) transforms raw

spectral and structural features into intermediate normal-
k(G AMG
©)  HG)
n-1 n-1
stantially simplifies the optimization landscape for the fi-
nal SVM-based classifier (M3 ), which performs deci-

ized invariants ( ). This sequence sub-

sion boundary separation within a reduced, geometrically
bounded unit square. From an engineering perspective,
minimizing False Positive Rate (FPR) down to 3.6% and
False Negative Rate (FNR) to 2.7% holds profound prac-
tical implications for DIS synthesis. A low FNR ensures
that architectures flagged as structurally stable are not
mistakenly identified as vulnerable, preventing cata-
strophic failures in production environments. However,
certain computational trade-offs must be outlined. The
deployment and inference times of the trained ensemble
are nearly instantaneous, making it suitable for rapid au-
tomated CAD design tools. However, the offline training
phase exhibits elevated complexity. Training three inde-
pendent, distinct learning models requires a strictly cali-
brated, balanced dataset. Currently, this dataset genera-
tion heavily relies on exhaustive Monte Carlo graph sim-
ulations. Therefore, future research directives will focus
on evaluating the framework’s behavior under dynamic,
scale-free graph topologies and investigating approxima-
tion techniques [17] to alleviate the database compilation
constraints without decaying the achieved classification
precision.

5. Conclusions

As a result of this study, a new classifier was built
to predict the realization of condition (1) for an infor-
mation system. As shown in the Fig. 1, this classifier con-
sists of three machine learning models: two neural net-
k(G)

n-—

works that evaluate the values of the variables

(G)

n-1

and , where G is a graph that describes a topology

of the considered information system, X(G) is a degree

of edge connectivity of graph G, k(G) is a degree of

vertex connectivity of this graph and n is a number of
machines in the considered information system, and a
model based on SVM with quadratic kernel that makes a
direct prediction of the realization of condition (1). As
can be seen from (2)-(3), Figures 2-3, and Table 1, if the
following parameters are passed to the neural networks
as input

n
dmin dmax Cmin 22 det A
n-1"n-1""n-1" 1

n2

l
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the classifier described in the paper will provide a fairly
high accuracy.

The primary advantage of the resulting classifier is
its high accuracy. In contrast to the single-model ap-
proach proposed in [1] for this task, our method, which
employs multiple models where the output of one serves
as the input to another, achieves substantial accuracy im-
provements, as shown in Table 1. Nevertheless, this clas-
sification method has a major drawback: a significant in-
crease in computational complexity, particularly during
training. This issue highlights the need for additional re-
search to reduce computational load during the training
and operation of these machine learning models without
compromising accuracy.

A potential solution to this problem may be the us-
age of approximation methods [17] as alternatives to
models M; and M, . A potential possibility of this ap-

proach may be argued by the existence of results in the
usage of machine learning based methods in approxima-
tion [18]. However, this task and related tasks for imple-
menting the obtained results [19, 20] may be a topic for
future research, especially in the context of the research
described in previous works [21, 22].

Contributions of authors: conceptualization,
methodology — Andriy Makarchuk; formulation of
tasks, analysis — Oleh Kopiika, Oleg Barabash, Stani-
slav Dovgiy; development of model, software, verifica-
tion — Andriy Makarchuk; analysis of results, visuali-
zation — Andriy Makarchuk, Yurii Kravchenko; writ-
ing — original draft preparation, writing — review and ed-
iting — Oleg Barabash, Andriy Makarchuk.

Conflict of Interest
The authors declare that they have no conflict of in-
terest in relation to this research, whether financial, per-
sonal, authorship, or otherwise, that could affect the re-
search and its results presented in this paper.
All the authors have read and agreed to the pub-
lished version of this manuscript.

Financing
This study was conducted without financial support.

Data Availability
Data will be made available upon reasonable
request.

Use of Artificial Intelligence
The authors confirm that they did not use artificial

intelligence technologies when creating the current work.

References

1. Barabash, O., Makarchuk, A., Musienko, A., &
Maistrov, O. Prediction of fulfilling the conditions of
functional reliability of information systems using ma-
chine learning models. Proceedings of the 7th Interna-
tional Conference on Actual Problems of Unmanned
Aerial Vehicles Development (APUAVD 2024), Kyiv,
Ukraine, IEEE, 2024, pp. 179-182. DOI
10.1109/APUAVD64488.2024.10765875.

2. Narendra, K. S., & Annaswamy, A. M. Stable
Adaptive Systems. Dover Publications, 2012, 512 p.
Available at:
https://books.google.com.ua/books/about/Stable Adap-
tive_Systems.html?id=CRJhmsAHCUcCé&redir_esc=y
(accessed 12 February 2025).

3. Shmatko, O., Yevseiev, S., Milov, O.,
Sporyshev, K., Opirskyy, 1., Glukhov, S., Rudenko, Y.,
Nalyvaiko, A., Dakov, S., & Sampir, O. Development of
a model of the information and analytical system for
making decisions on detecting failures of information
transmission channels. Eastern-European Journal of En-
terprise Technologies, 2024, vol. 3, no. 9 (129), pp. 28—
36. DOI: 10.15587/1729-4061.2024.306179.

4. Mikhail, M., Ouali, M.-S., & Yacout, S. A data-
driven methodology with a nonparametric reliability
method for optimal condition-based maintenance strate-
gies. Reliability Engineering & System Safety, 2024, vol.
241, article no. 109668. DOI:
10.1016/j.ress.2023.109668.

5. Khalil, H. K. Nonlinear Systems. Prentice Hall,
2002, 750 p. Available at:
https://www.egr.msu.edu/~khalil/NonlinearSystems/in-
dex.html (accessed 12 February 2025).

6. Aalirezaei, A., Kabir, G., & Khan, S. A. Dy-
namic predictive analysis of the consequences of gas
pipeline failures using a Bayesian network. International
Journal of Critical Infrastructure Protection, 2023, vol.
43, article no. 100638. DOI:
10.1016/j.ijcip.2023.100638.

7. Orda, A., & Rom, R. Shortest-path and mini-
mum-delay algorithms in networks with time-dependent
edge-length. Journal of the ACM, 1990, vol. 37, no. 3,
pp. 607-625. DOI: 10.1145/79147.214078.

8. Fu, T., Zhang, Y., & Li, C. Two typical analytic
models for reverse bond percolation on real networks.
Physica A: Statistical Mechanics and its Applications,
2023, wvol. 625, article no. 129029. DOI:
10.1016/j.physa.2023.129029.

9. Javaid, A., Niyaz, Q., Sun, W., & Alam, M. A
Deep Learning Approach for Network Intrusion Detec-
tion. Proceedings of the 9th EAI International Confer-
ence on Bio-inspired Information and Communications
Technologies, 2016, pp. 1-6. DOI: 10.4108/eai.3-12-
2015.2262516.

10. Tavallace, M., Bagheri, E., Lu, W., & Ghorbani,
A. A. A Detailed Analysis of the KDD CUP 99 Data Set.
Proceedings of the IEEE Symposium on Computational
Intelligence for Security and Defense Applications
(CISDA), 2009, Pp- 1-6. DOI:
10.1109/CISDA.2009.5356528.



Safety and cyber security

193

11. Shone, N., Tran Nguyen, N., Vu Dinh, P., & Shi,
Q. A Deep Learning Approach to Network Intrusion De-
tection. IEEE Transactions on Emerging Topics in Com-
putational Intelligence, 2018, vol. 2, no. 1, pp. 41-50.
DOI: 10.1109/TETCI.2017.2772792.

12. Chen, H., Chen, P., Wang, B., Yu, X., Chen, X.,
Ma, D., & Zheng, Z. Graph neural network based robust
anomaly detection at service level in SDN driven micro-
service system. Computer Networks, 2024, vol. 239,
article no. 110135. DOI: 10.1016/j.comnet.2023.110135.

13.Eke, C. I., Norman, A. A., Shuib, L., & Nweke,
H. F. A Survey of User Profiling: State-of-the-Art, Chal-
lenges, and Solutions. IEEE Access, 2019, vol. 7, pp.
144907-144924. DOI:
10.1109/ACCESS.2019.2944243.

14.Ma, Z., Jiang, G., & Chen, J. Physics-informed
ensemble learning with residual modeling for enhanced
building energy prediction. SSRN Electronic Journal,
2024, pp. 1-40. DOI: 10.2139/ssrn.4885240.

15. Dovgiy, S., Kopiika, O., & Kozlov, O. Architec-
tures for the information systems, network resources, and
network services. Proceedings of the Cybersecurity
Providing in Information and Telecommunication Sys-
tems, 2021, pp. 293-301. Available at: https://ceur-
ws.org/Vol-3187/short9.pdf (accessed 12 February
2025).

17. Papchenko, O., Kuzikov, B., & Shovkoplias, O.
Enhancing functional efficiency in information-extreme
machine learning with logistic regression ensembles.
Radioelectronic and Computer Systems, 2023, no. 4
(108), pp. 65-74. DOI: 10.32620/reks.2023.4.06.

18. Caragea, A., Petersen, P., & Voigtlaender, F.
Neural network approximation and estimation of classi-
fiers with classification boundary in a Barron class.
Annals of Applied Probability, 2023, vol. 33, no. 4, pp.
3039-3079. DOL: 10.1214/22-AAP1884.

19. Diestel, R. Graph Theory. 5th ed. Springer,
2017, 428 p. DOI: 10.10007/978-3-662-53622-3.

20. Liberzon, D. Switching in Systems and Control.
Springer, 2003, 233 p. DOI: 10.10007/978-1-4612-0017-
8.

21.Kendall, A., Badrinarayanan, V., & Cipolla, R.
Bayesian SegNet: Model Uncertainty in Deep Convolu-
tional Encoder-Decoder Architectures for Scene Under-
standing. Proceedings of the British Machine Vision
Conference (BMVC), 2017, pp. 57.1-57.12. DOI:
10.5244/C.31.57.

22.Barabash, 0., Sobchuk, V., Sobchuk, A.,
Musienko, A., & Laptiev, O. Topological aspects of de-
signing functionally robust wireless sensor networks.
Advanced Information Systems, 2025, vol. 9, no. 4, pp.
28-38. DOI: 10.20998/2522-9052.2025.4.05.

16.Boche, H., Fono, A., & Kutyniok, G. Limita-
tions of deep learning for inverse problems on digital
hardware. IEEE Transactions on Information Theory,
2023, vol. 69, no. 12, pp. 7887-7908. DOI:
10.1109/T1T.2023.3326879.
Received 21.09.2025, Received in revised form 24.11.2025

Accepted date 18.07.2026, Published date 31.07.2026

METO/] BUBHAYEHHSI BAKOHAHHS YMOB ®YHKIIOHAJIBHOI CTIMKOCTI PO3INOALTEHUX
TH®OPMAIIMHUX CUCTEM 3A TONOJOITYHOIO CTPYKTYPOIO 13 3ACTOCYBAHHSM
MAINIMHHOT'O HABYAHHHA

C. O. /loszuit, O. B. Koniiika, O. B. bapataw, IO. B. Kpasuenxo, A. B. Maxapuyx

TIpeomemom 00cniodHceHHst € 3ACMOCYBAHHA MAUUHHO20 HABYANHS OISl GUABNCHHS (DYHKYIOHATbHOI CIIUKOCMI
PO3NOOLNEHUX THHOPMAYIIHUX CUCMEM HA OCHOBI YUCIOBUX XAPAKMeEPUCmuK ixuvoi mononocii. Memorw oanozo
00Ci0NCEHHS € 600CKOHANEHHS PAHile OMPUMAHUX Pe3YIbMamis w000 MmoyHOCMi 6CIMAHOBIEHHS BUKOHAHHSA YMO8U,
wo 3abesneyye QYHKYIOHANLHY CMIUKICMb PO3NOOLNEHUX IHGOpMAYIHUX cucmeM. 3a80aHHAM OO0CNIONCEeHHs €
niosuUWeHHs MOYHOCMI NepesipKu yMO8U, BUKOHAHHA AKOI 3abe3neuye hyHKYIOHAAbHY CMILKICMb pO321aHymoi
Ppo3nodinenoi inpopmayitinoi cucmemit, Ha OCHOBE MAUUHHO20 HABYAHHA. OCHOBHUM PE3YNbMAMOM 00CTIONHCEHHS €
Ppo3pobaeHull  ancambaesull KAACUDIKAMOp, 3ACHOBAHULL HA BUKOPUCAHHI KIIbKOX DISHOMUNHUX MOOeell
MAWUHHO20 HABYAHHA, WO OAN0 3MO2Y OMPUMAMU MOYHICMb, UY 3d MY, WO OMPUMAHA 8 AHANO2IYHUX POOOMAX,
npucesiuenux yi dce 3a0ayi abo cymiscnum. Ha 6iominy 6i0 inuwux pobim, nos si3anux i3 6UKOPUCIMAHHIM MAUUHHO20
HABUAHHSL 0151 OYIHKU YYHKYIOHANLHOI CMIUKOCMI IHQOPMAYIHUX CUCMEM, 3anPONOHO6AHA 8 POOOMI apXimeKmypa
Kaacughixamopa nepedbavae nOCIi006He BUKOPUCIAHHS HAOOPIE MOOeNel MAUUHHOL0 HABYAHHS: NePULd MHONCUHA
Mooenell OmpUMye Habip 6XiOHUX NApamMempie ma OYiHIOE NeGHI T NAPAMempPU, d OMPUMAHL OYIHKU NepedarombCsl
Ha 6xi0 IHwux mooenetl, AKi dce U 6UOAIOMb KiHYedull pe3yibmam. Y maxuti cnocio MoxicHa euseumu iuoui
3ANEAHCHOCIT MIJC BXIOHUMU A SUXIOHUMU NAPAMEmMpPamu, wo i 0de 3Mo2y ompumysamu suuyy mounicms. Taxuil
nioxio 3HayHO GIOPIZHAEMbCA 6i0 MO020, AKUU, 5K NPAGUNO, SUKOPUCHOBYEMbCSA HA NPAKmMuyi, oe 6ci Mmooeii
NpUUMAoms Ha 6Xi0 OOHI Ul Mi Jc napamempu, 6UOAIOMsb HA 8UXO0I 0OHe Ul me came, d ix euslio «30usaemvbcsy 8 00UH
3a1edCHO 8I0 MOo20, AKa 3a0aya supiwyemovcs. Bucnosku. Pezynomamom 0ocniodcents € po3pobiiena, HagueHa ma
sepugixosana ancambiesa Mooeib MauUHHO20 HAGYAHHS, SIKA HA OCHOGI 6eKMOPA KibKICHUX NAPAMEmpI8 NPOSHO3YE
oompumanus, Kpumepiio QyHKYionaibHoi cmitikocmi po3nodinenoi ingopmayitinoi cucmemu. Ompumana 6 pobomi
ancambieea Mooeib MAWUHHOZ0 HABYAHHS MOdce OYymu 6UKOPUCMAHA HA emani NPOEKMY6anHs IHGopmayitiHux
cucmem. Mooeni MauwuHHO20 HABUAHHA, HABYEHI 8 MeXNCAX OOCHIONCEeHHS Mda GUKOPUCMAHI MAK, AK NOKA3AHO 8
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pobomi, modcymv 6ymu inmezpo6ani 6 npocpamue 3abe3nedenis, OPICHMOBAHE HA NPOEKMYBAHHI MA CUMYIAYIIO
pobomu inghopmayiinux cucmem. He menwuti inmepec euxnuxac cnocib noe€onanHs yux mooenei MAuUHHO20
HasyauHa. Onucanuii y pobomi nioxio 0o opzauizayii mooenel ycepeouHi ancamonro 8i0KpUBAE HOBI MONCIUBOCHI
07151 CMBOPEHHSL BUCOKOMOYHUX Kaacugpikamopie. [ 01061010 HAYKOGOI0 HOGU3HOIO OMPUMAHUX Pe3YTIbMAMIE € HOGULL
nioxio 00 nodyoosu ancambresux mooenell MAwuHHO20 Haguanus. Ha eiominy 6i0 xnacuunux ancamobnis, sk-om,
HAnpuKiao, 8UnAoKo8i Jicu, amcambOib, onucawutl y yiti pobomi, nepeddbayae 3acmocy8anHs HAOOpPY Mmooleiel
MAUUHHO20 HABYAHHSL OJis OOYUCIEHHST OYIHOK NEGHUX NAPAMempIis, SIKI GUCMYNAIOMb 6X000M 05l IHWO020 HAOOpy
MoOeneli MawunHo2o HaguanuA. Hatlimosipniue, came yeil nioxio 0o opeanizayii ancamobnesoi mooeni MauuHHO20
HaguanHa U 3aOe3nequs NiOGUWJEHHS SKOCMI GUPIUEHHS NOCMABLEeHOl 3a0aui, NPOOEMOHCHMPOBAHE 6 MeNCax
00CTIOMNHCEHHSL.

Kawu4oBi cnoBa: mawunne HasuauHs, ancamOni; (QYHKYIOHAIbHA CMIUKicmb, IHQOPMAyituHi cucmemu,
CMamucmuyHul aHai3.
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