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Problem statement. The relevance of the topic is due to the critical role of the energy sector in ensur-
ing the resilience of the state in the conditions of war, global crises and transformations of energy markets.
Energy is not only an object of strategic management, but also an indicator of the effectiveness of public
authorities in the context of security, independence and sustainable development. regulation and strengthen-
ing of interagency coordination. This justifies the need for a comprehensive analysis of the relationship be-
tween energy policy, public administration system and national security strategies. The article is aimed at
studying the modernity of national security, public administration and administration through the prism of
energy and determining development prospects. Methods used in the study: economic analysis, graphic,
systematization and generalization, etc. The hypothesis of the study was the assumption of advantages and
disadvantages of critical factors in the development of energy for 2025 - 2027. Summary of the main mate-
rial: it has been established that energy as a sector of the national economy has acquired a new significance
- not only as a source of economic and social sphere, but as a strategic sphere of public administration and a
critical factor of national security. policy, and not just a tool for the implementation of political decisions.
Conceptual directions for improving the state policy in the field of energy and national security are pro-
posed. The originality and practical significance of the study lies in the modern approach to the develop-
ment of national security, public administration and administration in the context of energy development.
Conclusions. National security, public administration and administration through the prism of energy means
the relationship between the energy security of the state, the system of public administration and admin-
istration, and ensuring overall national sustainability. And the system of public administration should be
transformed from a reactive model to a strategic-preventive one, focused on strengthening the internal po-
tential of the country, preserving its sovereignty and ensuring a decent standard of living for citizens. Fur-
ther research consists in continuous monitoring of issues related to national security, public administration
and administration in the energy sector.
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HAIIOHAJIBHA BE3IEKA, ITYBJIYHE YIIPABJIIHHSA TA AJIMIHICTPYBAHHSA
KPI3b IIPU3MY EHEPTETUKHU

IHocmanosxka npobaemu. AXTYanbHICTh TEMH 3yMOBIIEHA KPUTHYHOIO POJIII0 €HEPTeTHYHOIO CEKTO-
Py B 3a0e3IedyeHHi CTIHKOCTI Iep)KaBH B yMOBaxX BiifHH, rI100alpHUX KpH3 1 TpaHC(hOpMAIliii eHepreTHIHNX
puHKiB. EHepreTnka BUCTyHae He JHIIE 00’ €KTOM CTPATEriqHOrO YIpaBIiHHS, a H IHAUKaTOpOM edeKTHB-
HOCTI MyOJIiYHOI BIaAM B KOHTEKCTI O€3MeKH, He3aJIe)KHOCTI Ta CTAlIor0 PO3BUTKY. 3arpo3U eHEepreTHYHIN
iHppacTpyKTypi, KibepaTaku, NepiUT €HeproHOCiiB Ta BHKIUKH «3€JCHOI» TpaHcdopMallii BHUMararmoTh
MIeperJIsily MoJeliel yIpaBiIiHH, HOPMAaTHBHOTO PETYJIIOBAHHS Ta 3MIIHEHHS MIKBIZIOMYO! KOOpAHMHAILIII.
Ile oOrpyHTOBYE TOTPEOy B KOMIUIEKCHOMY aHai3i B3a€EMO3B 3Ky MiXK C€HEPreTHYHOIO MOJITUKOIO Ta CH-
CTEMOIO MyOJIIYHOTO aJMIiHICTPYBaHHS. Memorw cmammi € NOCIiPKCHHSI CY4aCHOCTI HalllOHAIBHOI Oe3rie-
KW, IyOJIIYHOTO YNPaBITiHHS Ta aAMiHICTPYBaHHS Kpi3b MPU3MY €HEPTeTUKA W BU3HAYEHHS TIEPCIEKTHB PO-
3BUTKY. Memoou, sukopucmari 6 00Caiox#ceHHi: METOIN €KOHOMIYHOTO aHallizy, rpadidHnii, cucTeMaTn3a-
Lisl Ta y3arajdbHEHHs TOWO. [ inome30t0 00cniodicenHs CTajo MPUITYIICHHS epeBar, HeJOMIKiB KpUTHIHHX
(hakTopiB po3BUTKY eHepreTuku Ha 2025 — 2027 poxu. Bukiad ocrosHoz2o mamepiany. BCTAHOBIEHO, IO
SHepreTHKa SIK CEKTOp HalliOHAIFHOTO TOCHOAApCTBa HaOysla HOBOTO 3HAUCHHS - HE JIMIIE SIK DKEPEIIo 3a-
Oe3revyeHHs] EKOHOMIKH Ta COLiaIbHOI cepH, a sIK cTpareriuHa cdepa myOaiuHOro yrNpaBiiHHS Ta KPUTHY-
HUH YMHHUK HallioHAbHOI Oe3neku. BusHaueHo Harojocu (miepeBard, HeJOIiKU, KPUTUYHI (haKTOpH) Y Po-
3BUTKY eHepretuku Ha 2025 — 2027 poku. [lyOmiuHe ynpaBniHHasS y cdepi eHepreTHKu MOBHHHO CTaTH aK-
TUBHUM Cy0’€KTOM (OpPMYyBaHHS HalliOHAJIBLHOI OE3MEKOBOI MOJITHKH, a He JIUIIE THCTPYMEHTOM peaizarii
MOJITHYHHUX PillleHb. 3alpPOMOHOBAHO KOHIIETITYalbHI HANpsSMH BIOCKOHAJICHHS JEPKaBHOI TONITUKH Y
cdepi eHepreTKH Ta HaIllOHATBHOI Oe3neku. OpuciHaibHiCmb ma NPaKmuyHa 3HAYYuicms 00CAIOHCEHHS
MoJIATaE 'y CydacHOMY IMIXOAI 1O pPo30yIOBH HAIlIOHANBHOI O€3MeKu, IMyOIidHOTO YHpaBIiHHS Ta
aJIMiHICTpYBaHHS B KOHTEKCTI PO3BUTKY €HepreTHkH. Buchosxu. HanionanbHa Oesmneka, myOmiyHe ymnpas-
JIHHS Ta aaMIHICTPYBaHHS Kpi3b MPHU3MY €HEPreTHKH O3HA4Ya€ B3aEMO3B’ 30K MK €HEPreTHYHOIO Oe3re-
KOO JIepyKaBH, CHCTEMOIO IMTyOJIiYHOTO YIPABIIiHHS W aqMiHICTpyBaHHS Ta 3a0€3MIeYeHHSIM 3arajibHOl HaIlio-
HAJIBHOI CTIMKOCTI. A cHcTeMa JAep:KaBHOTO YIPaBIiHHS Ma€ TPaHCPOPMYBATUCH BiJl peaKTUBHOI MOJEINI JI0
CTpaTeriuHO-TIPEBEHTUBHOI, OPIEHTOBAHOI Ha 3MIIIHEHHsI BHYTPIIIHLOI'O MOTEHIIATy KpaiHu, 30epexeHHs i
CyBepeHiTeTy Ta 3a0e3MeueHHs TiTHOTO PIBHS XKHUTTA TpoMaasH. [lodanvuii 00cniodcenHs TIONATAIOTH B
MOCTIHHOMY MOHITOPUHIY TPOOJIEMaTHKH OB’ SI3aHOI 3 HAI[IOHAJIBHOK OE3MeKOI0, MyOJiYHUM YIpaBJliH-
HSIM Ta aJIMiHICTpYBaHHS B CHEPTETHII.

Kurovogi ciioBa:

€HepreTHKa, HalliOHAIbHA Oe31eKa, MyOJIiyHe YIIpaBIiHHS Ta aMiHICTpyBaHHSL.
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Formulation of the problem. Modern the inclusion of this direction in the national se-

global transformations caused by hybrid threats,
armed conflicts, climate change and technologi-
cal revolution actualize the issue of rethinking
the national security system, its structure, tools
and mechanisms of support. One of the key
components, which in the conditions of the XXI
century is of decisive importance for the stability
of states and the stability of societies, is energy
security — as a basic element not only of eco-
nomic self-sufficiency, but also of national secu-
rity.

In Ukraine, this problem has become espe-
cially acute due to the full-scale aggression of
the Russian Federation in 2022, which trans-
formed the energy sector from the basic sector of
the economy to the frontier of hybrid warfare.
The purposeful destruction of energy infrastruc-
ture, sabotage, cyberattacks on energy facilities,
political and economic pressure through re-
sources necessitated a rethinking of the role of
public administration in the energy sector and

curity system.

Energy has become not only an object, but
also an instrument of influence — both in do-
mestic governance and in international politics.
In this context, the coherence between state poli-
cy in the field of security, energy and public ad-
ministration is of particular importance. There is
a growing need for new management approaches
that will ensure the resilience of the energy sys-
tem, flexibility in responding to crisis events, as
well as effective interaction between central and
local authorities, the private sector and civil so-
ciety.

Currently, the national security system of
Ukraine is undergoing deep reform. The Nation-
al Security Strategy of Ukraine (2020) and relat-
ed documents (in particular, the Energy Strategy
until 2035, the Cybersecurity Strategy, the Strat-
egy for Environmental Security and Adaptation
to Climate Change) only partially took into ac-
count the scale of threats that have materialized



since February 24, 2022. Therefore, the urgent
agenda is the task of integrating the energy com-
ponent into all levels of the public administration
and national security system — from strategic
planning to the implementation of specific
mechanisms for sustainable energy supply in the
face of risks.

Crisis management in the energy sector
requires special attention. After massive shelling
of critical infrastructure facilities, Ukraine faced
challenges in ensuring energy supply, heat, wa-
ter, and communications in conditions of long-
term damage. This requires building a system of
energy resilience — that is, the ability not only
to recover quickly from strikes, but also to func-
tion during emergencies. In this context, public
administration institutions come to the fore,
which must be able to act in conditions of uncer-
tainty, make operational decisions, and coordi-
nate the actions of various branches of govern-
ment and sectors of the economy.

In addition, modern challenges require a
revision of the regulatory and legal support for
the functioning of the energy sector. We need
new mechanisms of state regulation that would
allow us to effectively coordinate the actions of
the state, business, and international partners in
the field of energy security. The problem of bal-
ance between market principles in the energy
sector and instruments of direct state interven-
tion in emergency situations is especially rele-
vant.

No less important is the international di-
mension of energy security. Ukraine not only
receives external support for the restoration of
the energy system, but also plays the role of an
"outpost” of Eastern Europe's energy independ-
ence. The issues of synchronization of energy
systems, integration into the EU market
(ENTSO-E), decentralization of energy sources,
introduction of renewable energy sources — all
this forms a new paradigm of national and ener-
gy policy, which requires a new scientific under-
standing.

Given the interconnectedness of the na-
tional security, energy, risk management and
public administration sectors, it is necessary to
develop integrated approaches that will allow:

1) to form energy policy as an element
of the national security strategy;

2) introduce mechanisms of sustainable
administration in the energy sector at all levels
of government;

3) to develop a system of multi-level
management of energy crises (from the local
level to intergovernmental coordination);

4) to ensure energy decentralization as a
form of increasing the survivability of the sys-
tem;

5) to lay the foundations for the techno-
logical transition to digital, green, adaptive ener-
ay.

The relevance of the study is also due to
the need for scientific support of the transforma-
tional policy carried out in Ukraine: reforming
the electricity market, modernizing management
systems in the field of critical infrastructure, de-
veloping institutions of public control over ener-
gy policies, introducing smart solutions into ur-
ban management and developing local energy
security.

It is worth emphasizing that public admin-
istration and administration institutions should
become not only executors of political decisions,
but proactive policy-making actors capable of
implementing strategies based on data, forecasts
and social dialogue. This is especially true in the
energy sector, where the cost of mistakes can be
critical both for national security and for the dai-
ly lives of citizens.

Thus, the combination of energy, national
security and public administration creates an in-
terdisciplinary field within which modern scien-
tific solutions should be formed that can ensure
the sustainable development of Ukraine in the
XXI century. The study of such relationships is
not only of applied but also strategic importance
for the future of the state, its subjectivity, geopo-
litical autonomy and well-being of the popula-
tion.

Analysis of recent research and publica-
tions. The peculiarities of public administration
and its impact on the security of the individual,
society and the state in the system of national
security are deeply and systematically disclosed
in the monograph "Public Administration and
National Security”, which was prepared by a
team of researchers A.M. Mykhnenko, N.M.
Hrushchynska, Y.V. Nesteryak, Y.F. Zhov-
nirchyk, I.I. Deynega, V.P. Prykhodko, M.L.
Nizhnikov, E.M. Makarenko, O.V. Polishchuk,
I. V. Chibisova [1]. Scientists investigated the
principles of interaction between society and
government, analyzed the problems of national
security of Ukraine, considered the principles of
administration in the field of public relations
through the prism of "education-economy-state".
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Pavlyutin Y. M. studied public security as
the newest object of administration in the field of
guaranteeing the national security of Ukraine.
He emphasized that the concept of "public secu-
rity" is still a novelty for national security legis-
lation. He supported the provision for the further
penetration of tasks and functions to guarantee
public security into the sphere of responsibility
of all components of the security forces, in par-
ticular the National Guard of Ukraine [2].

Gurkovskyi M. P., Sydor M. Ya. investi-
gated theoretical approaches to the definition of
the concept of "national security™ in the context
of national legislation and international obliga-
tions of Ukraine. It was noted that in the context
of the aggression of the Russian Federation
against Ukraine, scientific research of fundamen-
tal concepts in the context of national security is
of practical importance, on the basis of the anal-
ysis of legislation, the dynamics of changes in
the definition of the concept of "national securi-
ty" is shown. The definition of the concept of
"national security” in the EU member states was
analyzed, the components of national security
were defined: state, public, informational, envi-
ronmental, economic, transport, energy security,
personal security. The relationship between the
national security of the state, society and the in-
dividual was considered. The lack of a definition
of the concept of "national security” in the cur-
rent legislation is explained by the fact that, tak-
ing into account the complexity, multifaceted
and dynamism of this concept, it is necessary to
constantly update and improve the legislative
framework [3].

Semenets-Orlova |., Klochko O. studied
the modernization of Ukraine's foreign policy
and diplomatic service, which is designed to
strengthen its position in the international envi-
ronment and ensure the development of a collec-
tive security system within the Euro-Atlantic
community — the European Union and NATO.
Scholars have stated that Ukraine's foreign poli-
cy strategy, adapted to national interests, should
be one of the dominant factors in the formation
of a full-fledged civil society, which is capable
of creating an adequate system of state security
and defense and to ensure its quality level. It has
been proved that one of the priority tasks of the
state authorities is the comprehensive implemen-
tation of the National Security Strategy of
Ukraine in the context of growing asymmetric
threats and conflictogenic factors [4].

A significant contribution to the develop-
ment of scientific support of national security,

public administration and administration through
the prism of energy was made by representatives
of modern Ukrainian science, who publish their
developments in the electronic scientific publica-
tion "Public Administration and National Securi-
ty" [5]. As for energy, for example, Matviyshyn
E. G. and Luhovyi L. Y. studied the management
of the development of energy supply systems for
territories in Ukraine [6].

However, due to changes in priorities and
emphasis in ensuring national security, public
administration and administration through the
prism of energy in wartime, scientific achieve-
ments need to be updated and updated.

The article is aimed at studying the mo-
dernity of national security, public administra-
tion and administration through the prism of en-
ergy and determining development prospects.

Presentation of the main research mate-
rial. Energy plays a critical role in the national
security of each state. It is the basis for the func-
tioning of the economy, ensuring the livelihood
of the population and maintaining defense capa-
bilities. Public administration and administration
in this area require a scientific approach that
takes into account both economic and political,
social and environmental aspects.

Energy security provides for a stable and
reliable supply of energy resources to the coun-
try at affordable prices. This includes diversify-
ing energy sources, developing domestic produc-
tion, modernizing infrastructure, and improving
energy efficiency. For example, Ukraine, which
is dependent on energy imports, especially gas,
has the strategic task of reducing this depend-
ence by developing its own gas production in-
dustry, introducing energy-saving technologies
and alternative energy sources.

Energy is an important tool of foreign pol-
icy. Control over energy resources can be used
as a means of pressure on other countries. Public
administration should ensure the independence
of energy policy from external influence. For
example, Nord Stream 2 is a political project that
aims to increase Europe's dependence on Rus-
sian gas, which poses threats to the energy secu-
rity of individual countries and the region as a
whole.

The availability of energy for the popula-
tion is an important factor in social stability. A
sharp rise in energy prices could lead to social
protests and political instability. In many coun-
tries, there are programs to support vulnerable
groups of the population to pay for utilities,
which can reduce social tension.



The extraction, transportation and use of
energy resources have a significant impact on
the environment. Public administration should
contribute to the transition to cleaner energy
sources and reduce greenhouse gas emissions.
The development of renewable energy (solar,
wind, hydropower) allows you to reduce de-
pendence on fossil fuels and reduce the negative
impact on the climate.

National security in the energy sector also
includes the protection of energy infrastructure
from terrorist attacks, cyber threats and other
types of sabotage. Public administration must
ensure reliable protection of energy facilities and
cybersecurity of energy networks.

Cyber threats are becoming more and
more relevant for the energy sector. Attackers
can attack the management systems of energy
facilities, which can lead to energy supply dis-
ruptions and other negative consequences. In
particular, in 2015, a cyberattack on energy
companies took place in Ukraine, which led to
power outages in several regions.

Terrorist groups can carry out attacks on
energy infrastructure facilities in order to desta-
bilize the situation in the country. Attacks on oil
facilities in Saudi Arabia in 2019 led to a signifi-
cant reduction in oil production and an increase
in prices on the world market.

Effective management of the energy sector
requires a clear and transparent regulatory
framework. Laws and regulations should be
clear to all market participants and ensure a level
playing field.

The state plays an important role in regu-
lating the energy sector. It sets the rules of the
game in the market, controls the activities of en-
ergy companies and ensures the protection of
consumer rights. For example, the National En-
ergy and Utilities Regulatory Commission
(NEURC) is a regulator in the energy market of
Ukraine.

Transparency in the energy sector helps to
reduce corruption and increase trust in public
authorities. Disclosure of information about the
owners of energy companies and the terms of
energy supply contracts helps to increase trans-
parency.

Public administration in the energy sector
should be organized in such a way as to ensure
the effective implementation of the assigned
tasks. Clear coordination between various public
authorities and the involvement of experts and
members of the public in the decision-making
process is necessary.

In Ukraine, the Ministry of Energy, the
National Energy and Utilities Regulatory Com-
mission, the Antimonopoly Committee and other
state authorities are responsible for energy poli-
cy. Coordination between the different public
authorities is essential to ensure coherence of
actions and avoid duplication of functions.

Energy is a strategically important indus-
try for any country. Effective public administra-
tion and administration in this area is the key to
national security, economic development and
social stability. And energy security is becoming
more and more relevant in the context of global-
ization and growing geopolitical tensions. In par-
ticular, the energy crisis in Europe in 2022
showed how vulnerable the energy system can
be to external shocks.

Ukraine has significant potential for the
development of its own energy sector. The use
of this potential will reduce dependence on ener-
gy imports and increase the country's energy se-
curity. There are different views on the ways of
energy development. Some experts believe that
it is necessary to continue using fossil fuels,
while others believe that it is necessary to switch
to renewable energy sources as soon as possible.
The analysis of the energy sector has certain lim-
itations. It is impossible to accurately predict
future energy prices or technological break-
throughs.

Therefore, energy is an important compo-
nent of national security, public administration
and administration. Effective governance in this
area requires an integrated approach that takes
into account economic, political, social and envi-
ronmental aspects. The development of its own
energy, improving energy efficiency and the
transition to cleaner energy sources are im-
portant tasks for Ukraine.

Figure. 1 presents fragments (advantages,
disadvantages, critical factors) of the develop-
ment of modern energy for 2025 — 2027.
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Figure 1 — Fragments (advantages, disadvantages, critical factors) of the development of
modern energy for 2025-2027
Source: developed by the authors

Thus, national security, public administra-
tion and administration through the prism of en-
ergy means the relationship between the energy
security of the state, the system of public admin-
istration and administration and ensuring overall
national sustainability. National security in the
energy dimension lies in the ability of the state
to ensure sustainable, safe and uninterrupted ac-
cess to energy resources for all citizens, busi-
nesses and critical infrastructure, even in crisis

situations such as war or man-made disasters.
Energy security is officially defined as part of
national security in accordance with Art. 66 of
the National Security Strategy of Ukraine.

Public administration and administration
in the energy sector is a system of organizational
and legal mechanisms for the actions of authori-
ties responsible for creating strategies, legal
norms, control, monitoring, risk forecasting and
responding to threats to the energy sector.



Through the prism of energy, this process
includes: coordination of actions between vari-
ous government agencies (the Cabinet of Minis-
ters, the National Security and Defense Council,
the Ministry of Energy, the National Regulator,
etc.); developing, implementing, and evaluating
strategies (e.g., Energy Security Strategies); pro-
tection and restoration of critical infrastructure
from enemy attacks or cyberattacks; diversifica-
tion of energy sources and supply routes; protec-
tion of consumer rights and fulfillment of inter-
national obligations of Ukraine. This interaction
is the cornerstone of modern state policy, as sta-
ble energy supports the functioning of all other
sectors, military resilience and economic sover-
eignty of the state, and effective public admin-
istration allows minimizing risks and quickly
responding to any threats to national security,
especially under martial law or energy crises.

Conclusions and prospects for further
research. In the course of the study, it was es-
tablished that energy as a sector of the national
economy has acquired a new significance — not
only as a source of economic and social spheres,
but as a strategic sphere of public administration
and a critical factor of national security. The
full-scale war in Ukraine has exposed the vul-
nerability of energy infrastructure to external
threats and proved that not only the economic,
but also the social stability of the state depends
on the effectiveness of its protection, security of
citizens and defense capability of the country.

National security in the energy dimension
has a multifactorial structure. It covers energy
independence, diversification of sources and
routes of energy supply, infrastructure moderni-
zation, protection of critical facilities, cyber re-
silience, effective legal regulation and transpar-
ent administration. Each of these factors requires
integration into the public policy of the state,
taking into account interagency cooperation,
public involvement and adaptation to interna-
tional security standards.

The key conclusion is that public admin-
istration in the energy sector should become an
active subject in the formation of national securi-
ty policy, and not only a tool for the implementa-
tion of political decisions. It should be proactive,
anti-crisis, open to innovation, aimed at
strengthening the institutional capacity of au-
thorities and ensuring energy resilience even in
the most critical conditions.

The scientific study also revealed regulato-
ry and organizational gaps that make it impossi-
ble to systematically implement energy security

policy. We are talking about the lack of a com-
prehensive methodology for assessing energy
markets at the local level, imperfect coordination
between central and regional structures, weak
institutional design of mechanisms for protecting
energy infrastructure in the context of a hybrid
war.

Taking into account the above, it is advis-
able to propose the following conceptual direc-
tions for improving the state policy in the field
of energy and national security:

Institutionalization of energy security as a
separate direction in the structure of the national
security system of Ukraine, with the develop-
ment of an appropriate state target program that
would cover the issues of restoration, protection,
investment and development of the energy sec-
tor.

Introduction of the principle of energy re-
silience (sustainability) into the regulatory
framework as a mandatory component of strate-
gic planning for government agencies, regions
and communities.

Formation of an effective vertical of pub-
lic administration in the field of energy security,
which includes not only ministries and regula-
tors, but also a clear delineation of powers be-
tween authorities of all levels, taking into ac-
count the risks, vulnerabilities and opportunities
of decentralized energy supply.

Expansion of crisis response tools, in par-
ticular the creation of a multi-level response sys-
tem to cyberattacks and other technological
threats in the energy sector, with the involve-
ment of the national cybersecurity sector.

Intensification of state support for innova-
tive solutions in the field of energy, including
the development of "green" technologies, smart
grids, energy storage systems, micro- and mini-
generation sources.

Strengthening the transparency of govern-
ance in the energy sector as a condition for com-
bating corruption, strengthening consumer con-
fidence and effective partnership with interna-
tional organizations.

Institutional cooperation between energy
policy actors, the security sector and academia in
order to form evidence-based policies based on
analytics, risk assessment and sound forecasting.

Summing up, it can be argued that effec-
tive public administration in the energy sector is
a critical condition for ensuring national securi-
ty, especially in the context of hostilities and
multi-vector threats. The system of public ad-
ministration should be transformed from a reac-
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tive model to a strategic-preventive one, focused
on strengthening the internal potential of the
country, preserving its sovereignty and ensuring
a decent standard of living for citizens.
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