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MODELING OF DEFENSIVE ACTIONS FOR PROTECTING MILITARY
AND CIVILIAN FACILITIES FROM MASSIVE WAVE ATTACKS
BY ENEMY STRIKE DRONES

The conditions of modern hybrid warfare require the creation of the necessary defense potential to protect mil-
itary facilities and critical infrastructure from massive attacks by enemy strike drones. A feature of repelling
drone air attacks is the use of a diverse arsenal of defensive means (anti-drone means (ADM), electronic war-
fare (EW), anti-aircraft warfare (AAW), interceptor drones (ID), etc.). Therefore, it is relevant to conduct re-
search on modeling defensive actions and planning the protection of military and civilian facilities from at-
tacking missions of enemy strike drones. The subject of the study is a mathematical and simulation model used
for planning the protection of military and civilian facilities against swarm attacks by enemy strike drones.The
purpose of the study is to simulate the planning of defensive actions against enemy air attacks, under condi-
tions of limited capabilities, which will ensure the rational use of military resources. Tasks to be solved: ana-
lyze the sequence of defensive actions; analyze the most threatening places for the formation and launch of en-
emy strike drones; justify the creation of the defense of critical military and civilian facilities; create the neces-
sary defense potential to protect critical military and civilian facilities; model possible scenarios for the launch
and movement of enemy strike drones; demonstrate the feasibility and effectiveness of the proposed approach
using an illustrated example. Mathematical methods and models used: system analysis of defensive anti-drone
actions; qualitative assessment of defensive action options using linguistic variables; lexicographic ordering of
options to highlight relevant locations for the protection of military and civilian facilities; integer (boolean)
programming method to substantiate the defensive potential of protection, in conditions of limited capabilities;
multi-agent modeling to analyze and predict possible scenarios of an enemy attack mission using strike drones.
The following results were obtained: a systematic presentation of planning defensive actions against massive
attacks by enemy strike drones was proposed; the most threatening places for the formation and launch of
swarms of enemy strike drones were substantiated; the relevant locations of anti-drone means for protecting
military facilities and dual infrastructure facilities were identified; the necessary defense potential was created
to protect against air attacks in conditions of limited capabilities; a multi-agent simulation model was devel-
oped to analyze and predict possible scenarios for the launch and flight of enemy strike drones to the locations
of critical military and civilian facilities. Conclusions. The results of the study allow us to substantiate and
plan defensive anti-drone actions to protect military facilities and dual-purpose infrastructure facilities. The
scientific novelty of the proposed approach lies in the scientific substantiation of defensive actions to protect
military and civilian facilities from massive attacks by enemy strike drones based on the use of the developed
complex of original and new mathematical and simulation models.

Keywords: anti-drone defense; justification of threatening launch sites of enemy strike drones; protection of
military and civilian facilities; optimization of the defense potential of protection against strike drones; lin-
guistic variables for qualitative expert assessments; lexicographic ordering of options; multi-agent simulation
modeling of strike drone attacks.

attacks on the ground and in the air [2]. The success of
operational and tactical actions depends on creating
proper conditions for the military on the battlefield
[3, 4]. Currently, it is possible to create an active shield
to counter the enemy using anti-drone means (ADM),
(in the form of electromagnetic, pulsed devices, laser

1. Introduction

A new innovative tool of war, in the form of un-
manned aerial vehicles (UAVS), is widely used by the
enemy to carry out attack missions [1]. Therefore, it is
necessary to create an active air shield to protect against

massive attacks by enemy strike drones. The appearance
of drones of various purposes in combat operations re-
quires the creation of a system for countering enemy

weapons, etc.), electronic warfare (EW), anti-aircraft
defense (anti-aircraft weapons, large-caliber machine
guns, tactical missiles, etc.), interceptor drones (ID)
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[5, 6]. Their use requires planning defensive actions to
counter enemy attack missions. Therefore, a difficult
task arises in terms of planning defensive actions using
means (ADM, EW, AAW, ID) that can create an active
air defense shield for conducting successful combat
operations on the battlefield. It is necessary to form the
necessary combat potential for defense against massive
enemy attacks, when planning defensive anti-drone ac-
tions [7, 8]. The use of regular monitoring of military
situations on the battlefield, with the help of reconnais-
sance drones, makes it possible to detect the places of
formation and launch of swarms of enemy attack
drones, accumulations of military equipment, control
points of attack drone flights, etc. Thus, intelligence
provides an opportunity to assess the enemy's combat
potential and form the appropriate defensive potential of
means (ADM, EW, AAW, ID) to conduct active coun-
termeasures against enemy air attacks [9, 10]. When
forming a set (ADM, EW, AAW, ID), it is necessary to
predict the enemy’s activity and its possible preparation
for attacking actions with strike drones. Means (ADM,
EW, AAW, ID) must be concentrated in places that will
allow for the defense of critical military and civilian
facilities [11, 12]. Also, it is necessary to take into ac-
count the limited possibilities of use (ADM, EW, AAW,
ID) to form their plurality to ensure the necessary de-
fensive potential to counter the enemy in the air.

Taking into account the above, we can conclude
that it is relevant to conduct a study on planning defen-
sive anti-drone actions using means (ADM, EW, AAW,
ID) to protect military facilities and dual-purpose infra-
structure.

1.1. Motivation

Planning defensive actions against massive enemy
attacks using strike drones is a difficult task, as it is nec-
essary to take into account the dynamics of changes in
military circumstances on the battlefield, the presence of
the enemy's combat strike potential in the form of a
multitude of drones, and the creation of the necessary
defensive anti-drone potential of means (ADM, EW,
AAW, ID) [13, 14]. When creating a set of means
(ADM, EW, AAW, ID), it is necessary to take into ac-
count their diversity and quantity, depending on the
possible directions of massive enemy drone attacks
[15, 16].

Therefore, it is urgent to solve the problem of
planning the necessary means (ADM, EW, AAW, ID)
to create an active shield to counter enemy air attacks.

1.2. State of the art and problem statement

There are a number of problems that have arisen
and are related to the rational use of means (ADM, EW,

AAW, ID) to create anti-drone defense. Part of the
problem is solved, but there are new problems that need
to be investigated. Consider an analysis of studies relat-
ed to the following issues:

1. Real-time monitoring of changes in the military
situation on the battlefield.

The article [17] considers the issues of supporting
the decision-making process using the Internet of
Things network, based on information collected from
the battlefield and transmitted to command, control,
communications, computing, intelligence, and surveil-
lance systems. A context-aware environmental monitor-
ing system is presented that uses real-time battlefield
information to increase the resilience and survivability
of military networks.

The study [18] solves the problem of periodic
monitoring of the battlefield. A “reasonable” monitoring
interval is established, the discriminant of which is de-
rived according to the commanders’ requirements for
signal accuracy.

2. Formation of the necessary defense potential
(ADM, EW, AAW, ID) to provide countermeasures
against massive attacks by enemy strike drones.

This issue is solved by the authors of the paper
[19] by forecasting the possible form of the "algorith-
mized" battlefield, taking into account the use of the
land component on a technologically saturated battle-
field in conditions of high-intensity conflict.

The article [20] developed a new concept of coun-
termeasures systems capable of identifying and neutral-
izing several enemy drones classified as a threat. A mul-
ti-platform anti-UAV system based on a team of mini-
drones acting as a cooperative defense system is pro-
posed.

3. Location of means (ADM, EW, AAW, ID) for
effective protection of military and civilian facilities
from enemy drone attacks.

Incorporating individual aspects of EW into the
operational capability assessment model is an important
and complex task, which is discussed in the article [21].
An optimization model is presented for determining the
structure of the EW support modules with the desired
capabilities, which allows for the implementation of the
defined operational concepts taking into account the
operational and cost criteria. A method of modifying the
assessment of the parties' potentials as a result of the
impact of EW for the distribution of support units dur-
ing the formation of own forces in response to the po-
tential formation and actions of the enemy is presented.
The authors of the paper [22] investigate the task of
optimizing the deployment of air defense systems
against reconnaissance drone swarms. Given a set of
available AAW, the problem determines the location of
each AAW in a predefined region in such a way that the
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cost of enemy drones flying through that region is max-
imized.

4. Taking into account existing restrictions on the
use of means (ADM, EW, AAW, ID) and the successful
conduct of anti-drone operations [23, 24].

The authors of the paper [23] note that creating a
military-grade anti-drone system for every private or
public facility is unaffordable due to the costs of instal-
lation and operation.

Accordingly, the article [24] proposes the integra-
tion of EW means with reconnaissance and fire control
means in a unified information and communication
space, the creation of radio reconnaissance systems,
improvement of the signal monitoring system. This
makes it possible to better detect and block electronic
threats, increase the effectiveness of anti-EW methods,
and improve the methods of coding and encryption of
information.

5. Difficulties in assessing the required number of
means (ADM, EW, AAW, ID) for use in each separate
location for protecting military and civilian facilities,
depending on a possible enemy drone attack.

The article [25] proposes an approach to planning
the operational capabilities of the support modules of
the armed forces, including EW units.

The authors of the paper [26] proposed a method
that classifies electronic warfare systems and defines
elements for measuring the effectiveness of each sys-
tem, taking into account the characteristics of cyber-
space to assess the damage caused by cyberattacks.

6. Determination of critical and threatening places
of formation and launch of enemy attack drones, in the
conditions of conducting reconnaissance with possible
countermeasures of the enemy.

In article [27] a methodological framework for as-
sessing the risk of drone incursions into airports is pro-
posed, adapted to the specifics of the attack, the charac-
teristics of the airport and the current operation, as well
as taking into account reasons related to both safety and
security. An airport vulnerability index is calculated. A
set of event trees is defined to assess the risks of differ-
ent threat scenarios.

The authors of the paper [28] apply an agent ap-
proach to implementing joint threat intervention among
several network agents in the form of a swarm of drones
with combat and communication capabilities. This re-
search combines Al-based decision-making methods for
a swarm of companion drones capable of providing ef-
fective defensive actions in cooperative and autonomous
modes.

More attention in articles [29, 30] is paid to the
technological aspect of the production of weapons
(drones) to create a defense potential.

This is an incomplete list of problems and ways to
solve them, which continue to be replenished with new

ones in the conditions of modern hybrid warfare, which
indicates the relevance of conducting research on plan-
ning defensive actions to reflect attacks by enemy strike
drones.

An analysis of publications on these issues has
shown the complexity of the task of planning defensive
actions to support the military on the battlefield
[31, 32].

This article presents solutions to some of the speci-
fied topical problems.

1.3. Objectives and methodology

There is a contradiction between the need to create
an active anti-drone shield against attacking missions by
enemy strike drones and the imperfection of existing
methods, models and information technologies that
would allow, to the full extent, to conduct a systematic
analysis of a set of defensive actions, using means
(ADM, EW, AAW, ID) to reflect enemy attacks; to
form rational locations (ADM, EW, AAW, ID) and their
necessary number for the defense of military and civil-
ian facilities; to form the necessary defense potential to
reflect enemy air attacks.

The purpose of the research is to create a set of
models that can be used to analyze and plan actions to
create defenses for military and civilian facilities against
massive enemy air attacks.

In accordance with the stated research goal, it is
necessary to solve the following tasks:

1. To carry out a systematic analysis of defensive
actions regarding the display of enemy attacks using
strike drones.

2. Analyze possible locations and launch sites for
enemy strike drones, identifying the most threatening
ones.

3. To justify the creation of defense for critical
military and civilian facilities from massive attacks by
enemy strike drones.

4. Taking into account limited capabilities, to form
the necessary defensive potential of means of combating
drones.

5. Develop a multi-agent simulation model for the
analysis of possible scenarios of massive attacks by en-
emy strike drones.

6. Provide an illustrated example of the rational
distribution of defense means to protect critical facilities
from enemy strike drone attacks.

The article is organized as follows:

Section 2 is devoted to a systematic analysis of ac-
tions to create defense and protect military and civilian
facilities from attacks by enemy strike drones.

Section 3 is related to the justification of threaten-
ing locations and launches of enemy strike drones.
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Section 4 is devoted to the justification of the cur-
rent locations of anti-drone defense means for military
and civilian facilities.

Section 5 is devoted to the rational distribution of
defense potential, in the form of anti-drone means, to
ensure effective defense.

Section 6 is devoted to the creation of a multi-
agent model and the analysis of possible enemy attack
scenarios and the planning of anti-drone actions.

Section 7 illustrates, by example, the feasibility
and effectiveness of the proposed approach.

Section 8 contains a discussion of scientific results
and their presentation in the form of a methodology,
which allows emphasizing the significance of the re-
search for practical application.

Section 9 concludes the article by summarizing the
conclusions, providing a perspective for further research
and the creation of applied information technology for
planning defensive actions to counter enemy drone at-
tacks.

2. Systematic analysis of defensive
operations to reflect enemy attacks
using strike drones

The enemy's preparation for offensive actions is
associated with the formation of units that create and
launch swarms of attack drones to carry out massive
attacks on the locations of military facilities (MF)
(command posts, communications centers, military
equipment clusters) and civilian facilities (CF) (bridges,
railway stations, warehouses, industrial enterprises,
etc.).

For effective defense of locations (MF, CF), it is
necessary to create a defensive potential of anti-drone
means (ADM, EW, AAW, ID), taking into account the
enemy's capabilities for attacking actions, using strike
drones. Therefore, it is necessary to form a sequence of
logistical actions to create defense of locations (MF,
CF) from massive attacks by enemy strike drones. We
will form a sequence of logistical actions to protect ob-
jects (MF, CF) from massive attacks by enemy strike
drones in the form of:

1. Conducting reconnaissance activities to identify
possible locations and launch sites of enemy strike
drones (LLSESD). Reconnaissance can be both airborne
(reconnaissance drones) and on the battlefield.

The regularity of monitoring conditions on the bat-
tlefield makes it possible to obtain up-to-date infor-
mation on possible locations (LLSESD) in conditions of
dynamic changes in military circumstances. The availa-
bility of such information, with an assessment of its
reliability, allows you to create a map with the location

of a set of enemy locations (LLSESD), which may be
used to carry out attacks on objects (MF, CF).

2. Formation of possible directions of massive en-
emy drone attacks. This allows rational distribution of
resources (ADM, EW, AAW, ID) to reflect enemy
drone attacks.

3. Limited opportunities for creating a full-fledged
defense of all locations (MF, CF) lead to the need to
consider only those locations (LLSESD) of the enemy
that pose the greatest threat to objects (MF, CF). There-
fore, the task arises of substantiating the set of those
places (LLSESD) that have the highest level of threats
to objects (MF, CF).

4. It is necessary, with the help of intelligence and
military experts, to assess the combat potential (P”) of
the enemy, taking into account the locations (LLSESD),
which have a high level of threats, in order to substanti-
ate defensive actions regarding the protection of critical
objects (MF, CF).

5. Next, it is necessary to justify a set of critical
objects (MF, CF) for which, first of all, it is necessary to
create defense against massive attacks by enemy strike
drones.

6. Next, form a set of defense means to reflect
massive attacks by enemy strike drones. For this pur-
pose, anti-drone means in the form of (ADM, EW,
AAW, ID) can be used. The composition of means
(ADM, EW, AAW, ID) is formed depending on the
characteristics of the objects (MF, CF), as well as the
limited conditions for removing the necessary number
of means (ADM, EW, AAW, ID) for defense.

7. It is necessary to justify the defense potential
(P") in terms of means (software, electronic warfare, air
defense, air defense). The effectiveness and success of
defensive actions depends on the possibility of creating
conditions (P’>P”). But, due to limited possibilities, for
some objects (MF, CF), these conditions will not be
fulfilled. This leads to the search for priority locations
for objects (MF, CF), for which it is necessary, first of
all, to plan defensive actions.

8. Creation of a flight map for modeling and pre-
dicting the movement of enemy strike drones and the
locations of objects (MF, CF).

9. Formation and analysis of possible scenarios of
enemy attack actions using a swarm of strike drones.

10. Modeling and predicting the results of an at-
tack by enemy strike drones on objects (MF, CF).

11. Assessment of the effectiveness of the actions
of means (ADM, EW, AAW, ID) in repelling the attack
and destroying enemy strike drones.

The presented list of actions may be supplemented
with new actions as technological innovations emerge in
modern hybrid warfare, using swarms of strike drones.

Thus, it can be argued that there is a need to form a
complex of analytical and simulation models that will
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allow analyzing, modeling and predicting the success of
defensive actions to protect military and civilian facili-
ties from enemy air attacks using strike drones.

This section has created a sequence of logistical
actions to establish active protection of military facili-
ties and civilian critical infrastructure facilities from
massive attacks by enemy strike drones. A conclusion
was made regarding the need to create a complex of
models for the analysis and planning of defensive ac-
tions against air attacks by enemy attack drones.

3. Analysis of possible locations and launch-
es of enemy strike drones with the identifi-
cation of the most threatening

To create an air shield of defense against attack
drone attacks, it is necessary, with the help of recon-
naissance drones, to determine possible locations and
launch sites of enemy UAVs (LLSESD). For each i-th
location (LLSESD), it is necessary to assess the level of
threat to military and civilian facilities (MF, CF) using
the following indicators:

- the distance of the enemy's i-th
(LLSESD) from the front line (Lj);

- flight time of a swarm of drones from the i-th lo-
cation (LLSESD) of the enemy to the objects (MF, CF)
(T);

- combat potential of a swarm of attack drones
(depends on the type of drones and their number), which
is formed in the i-th location (LLSESD) (W;);

- assessment of the risk of an attack by enemy
strike drones from the i-th location (LLSESD) (R;).

It should be noted that a set of indicators may be
distributed, depending on the conditions of hostilities
and the creation of defensive measures.

For each i-th location (LLSESD) of the enemy,
these indicators have their own values. It is also neces-
sary to take into account the priority of indicators, de-
pending on the characteristics of the objects (MF, CF)
that can be attacked by enemy drones.

The number of enemy locations (LLSESD) identi-
fied by reconnaissance may be such that it is necessary
to select the most threatening ones from their entire set,
using the values of the indicators (Li, Ti, Wi, Ri) and
their priority. To identify threatening enemy locations
(LLSESD) from the possible sets, we will use a simpler
representation of the indicators in the form of qualitative
assessments that military experts are able to form based
on intelligence.

Let us introduce a linguistic variable yi, where the
index «i» is used for the i-th location (LLSESD) of the
opponent, and the index «k» for the value of the k-th
indicator. Let's represent qualitative assessments in the
form of letters of the Latin alphabet:

location

G — the threat level is "green",
which means it exists, but is small;
O — the threat level is "orange",
Yie = which means a large threat; @)
R —the threat level is "red",

which means a very large threat.

Thus, each possible location (LLSESD) of the en-
emy can be evaluated using the values of the indicators
(L, Ti, Wi, Ry), taking into account their priority.

Let us consider an illustrated example of using
qualitative assessments to analyze a set of enemy loca-
tions (LLSESD) that were detected by reconnaissance.
Each i-th location (LLSESD) of the enemy will be rep-
resented as a tuple of assessments (L, Ti, Wi, Ri), taking
into account the priority of indicators in each i-th
(LLSESD). For example, let's take 10 enemy locations
(LLSESD) that were evaluated by military experts:

1.GORO 6.0ROR
2.0GGR 7.ROGG
3.GOOR 8.GORG (2
4 RGOO 9.0G0G
5.0RGG 10.RO G O.

The presented set of enemy location options
(MRZUD) is ordered according to the values of the in-
dicators (Li, Ti, Wi, Ri) and the method of lexicograph-
ic ordering of options.Then we get the answer:

3.GOOR 5.0RGG
8.GORG 6.0ROR 3)
1.GORO 4 RGOO
2.0GGR 7.ROGG
9.0G0G 10.RO G O.

Note that at the beginning of the ordered list are
the enemy’s location options (LLSESD) that have the
lowest threat level, and at the end are the enemy's loca-
tion options (LLSESD) with the highest threat level. It
should be noted that option 10 has the greatest military
threat with ratings (R O G O) for facilities (MF, CF).
This affects the creation of a system for protecting facil-
ities (MF, CF) in the form of a set of means (ADM,
EW, AAW, ID), the number of which may be limited.
Therefore, it is necessary to select the required number
of enemy threat locations (LLSESD) to create a defense
against them. It is simpler to choose a limit on the num-
ber of enemy threatening locations (LLSESD). For ex-
ample, we will create a defense of objects (MF, CF)
from 4 possible enemy threatening locations (LLSESD).
Then we will get the following options:



10

Radioelectronic and Computer Systems, 2025, Ne 3(115)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

6.0ROR
4RGOO (4)
7.ROGG
10.ROGO.

However, it is possible to use a tuple of threshold
values of the indicator estimates (L, Ti, Wi, Ri) in rela-
tion to the threat level in the form, for example,

O 0 O0O0|. We order the threshold tuple among the set
of location options (LLSESD) of the enemy:

3.GOOR
8.GORG
1.GORO
2.0GGR
9.0GOG

()
5,0RGG

6.0ROR

4. RGOO

7.ROGG

10.ROGO.

As a result, we will get a set of options (5, 6, 4, 7,
10) that must be used to create a system for protecting
objects (MF, CF) from swarm attacks by strike drones.

Thus, in this section, the task was considered and a
solution was formed to justify the threatening locations
and launch of enemy strike drones, which contributes to
the creation of the necessary defense of military and
civilian facilities. Indicators have been formed to assess
enemy threats. Qualitative threat assessments were used,
using a linguistic variable. To form the necessary de-
fense, the most threatening locations and launch points
for enemy strike drones were identified using lexico-
graphical ordering of options.

4. Rationale for creating defense
for critical military and civilian facilities
from massive attacks by enemy
strike drones

Locations of defense means (ADM, EW, AAW,
ID),) against attacking actions by enemy strike drones,
related to the protection of military facilities (command
posts, communications centers, military equipment
groups, etc.), as well as dual-purpose infrastructure fa-
cilities (bridges, railway stations, warehouses, industrial
enterprises, etc.).

When creating a defense potential, it is necessary
to take into account the limited possibilities for allocat-
ing resources (ADM, EW, AAW, ID), as well as the
criticality of objects that need to be protected from en-

emy drone attacks. Thus, the solution to the task of cre-
ating defense to protect military and civilian facilities
must be formed in conditions of limited capabilities.

To solve this problem, it is necessary to use indica-
tors, the evaluation of which will allow to rationalizing
the necessary defense potential, in the form of a set of
means (ADM, EW, AAW, ID) under conditions of lim-
iting their number:

- set (ADM) that is necessary to ensure the protec-
tion of the j-th object (MF, CF) — B;;

- set (EW) that is necessary to ensure the protec-
tion of the j-th object (MF, CF) — P;;

- set (AAW) that is necessary to ensure the protec-
tion of the j-th object (MF, CF) — Q;;

- set (ID) that is necessary to ensure the protection
of the j-th object (MF, CF) —S;.

Where j=1,N, N — the number of objects (MF,
CF) to be protected. To simplify the presentation of the
values of the indicators (B;, P;, Qj, S;), we will use quali-
tative assessments formed by military experts using the
linguistic variable zj:

A —minimum value of the k-th
indicator is required to provide
the j-th object (MF, CF);

B — satisfactory value of the k-th
indicator is required to provide
the j-th object (MF, CF);

C —large value of the k-th
indicator is required to provide
the j-th object (MF, CF);

D — very large value of the k-th
indicator is required to provide
the j-th object (MF, CF).

(6

Depending on the characteristics and criticality of
a particular object (MF, CF), we will formulate the pri-
ority of indicators (B;, Pj, Q;, S;) for each location (MF,
CF), using intelligence regarding the enemy's ability to
attack the j-th object (MF, CF). For example, for the jth
object (MF, CF) we have the following priority of indi-
cators: B;j, Qj, P, Sj, which means the use of AAW — the
highest priority, and the use of ID — the lowest priority.
Taking into account the values of the linguistic variable
Zjk, the protection of the j-th object (MF, CF) can be
represented as a tuple of indicator scores, for example:
C B A B. Next, we will form a set of means (ADM,
EW, AAW, ID) for the protection of objects (MF, CF)
in the form of a set of tuples of indicator assessments
taking into account their priority.
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For example, we have 12 possible objects (MF, 3.CBBC
CF) that require defense using means (ADM, EW, 11.CBCB
AAW, ID). The tuples of defense estimates are as fol- 9.CCBB
lows: 10.DBAB (20)
6.DBCB
1.CBAB 7.BCAA 4. DCAA
2.BACB 8.BBAA 12.DCCB.
3.CBBC 9.CCBB @)
4. DCAA 10.DBAB Thus, in this section, the task of substantiating a
5.CABB 11.CBCB set of objects (MF, CF) that require protection from
6.DBCB 12.DCCB. massive attacks by enemy strike drones was set and

We organize lexicographically the tuples of esti-
mates of means (ADM, EW, AAW, ID) for creating
defense of objects (MF, CF)). Then we will get:

2.BACB 11.CBCB
8.BBAA 9.CCBB
7.BCAA 10.DBAB  (8)
5.CABB 6.DBCB
1.CBAB 4. DCAA
3.CBBC 12.DCCB.

Thus, the least relevant for the defense of facilities
(MF, CF) is the use of means (ADM, EW, AAW, ID)
for the options that are at the end of the ordered series of
means (ADM, EW, AAW, ID). The most relevant op-
tions are at the beginning of the series. Limited oppor-
tunities for creating a set of means (ADM, EW, AAW,
ID) don’t allow the military to create protection for all
objects (MF, CF). Therefore (see section 3), it is neces-
sary to reduce the number of objects (MF, CF) for de-
fense by using a restriction in the form of a threshold

value of indicators, for example: |C BB B|. Then we
get:

2.BACB
8.BBAA
7.BCAA
5.CABB
1.CBAB

3.CBBC 9)
11.CBCB
9.CCBB
10.DBAB
6.DBCB
4 DCAA
12.DCCB.

Thus, it is necessary to create defense using means
(ADM, EW, AAW, ID) for the following objects (MF,
CF):

solved. The necessary means (ADM, EW, AAW, ID)
have limitations on the creation of their plurality, for the
defense of objects (MF, CF). Indicators have been
formed that are related to the possibility of allocating
resources (ADM, EW, AAW, ID) for each location of
protection of facilities (MF, CF) from enemy attacks. To
simplify the use of indicators, a linguistic variable with
qualitative indicator scores was introduced. The set of
object locations (MF, CF) is represented by tuples of
qualitative assessments of means (ADM, EW, AAW,
ID). A lexicographic ordering of the set of object vari-
ants (MF, CF) was carried out. Using the specified
threshold values of indicators, objects relevant for de-
fense (MF, CF) that need to be protected in conditions
of limited capabilities are identified.

5. Formation of the necessary defense
potential of anti-drone means, taking
into account limited capabilities

Regular monitoring and reconnaissance of the bat-
tlefield allows us to identify the locations and launch
sites of enemy strike drones (LLSESD) to carry out of-
fensive actions against military and civilian facilities
(MF, CF). With the help of intelligence and military
experts, it is possible to assess the enemy's combat po-
tential (P’"), as well as possible directions of movement
of strike drones to locations (MF, CF). For successful
protection of objects (MF, CF), it is necessary to create
a defense potential (P’), which must (P’>P”) to ensure
the defense of objects (MF, CF). However, limited op-
portunities for creating the necessary defense potential,
in the form of a set of means (ADM, EW, AAW, ID),
do not allow fully fulfilling the conditions (P’>P”) for
all objects (MF, CF). Therefore, a difficult task arises to
ensure protection from the attacking actions of enemy
strike drones for relevant (critical) facilities (MF, CF).
Due to the limitations of defense resources (ADM, EW,
AAW, ID), the solution to the task of allocating them
for defense (MF, CF) has multiple alternative options.
The combinatorial representation of a set of alternative
options for the possible composition of defense re-
sources (ADM, EW, AAW, ID) can be combined using
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a binary counter. The number of options: (P>P;”) will not be fulfilled for all objects (MF, CF).

K=2"-1=2%-1=15, and the set of options can be repre-
sented as:

1. 0001 8. 1000
2.0010 9. 1001
3.0011 10. 1010
4.0100 11.1011 (11)
5.0101 12. 1100
6.0110 13.1101
7.0111 14.1110
15. 1111.

Where the first position is related to the use of
ADM, the second is related to the use of EW, the third
is related to the use of AAW, and the fourth is related to
the use of ID. For example, for the sixth option (0110),
the composition of the defense potential includes EW
and AAW (ADM and ID means aren’t used). The selec-
tion of the required composition of means for defense
will be carried out using the Boolean variable Xi:

1, if for the defense(MF, CF)

of j-th location the k-th
set of defense means is used

(ADM, EW, AAW, ID);
0, in the other case.

12)

We will use the following indicators to solve the
problem of the distribution of defense means:

Pi — defense potential that must be formed to pro-
tect objects (MF, CF) in the j-th location. It is formed
using means (ADM, EW, AAW, 1D, ...);

Py — the enemy’s combat potential, which is
formed to carry out an attack with strike drones on the
j-th location of objects (MF, CF). It is estimated using
intelligence and the opinions of military experts.

Taking into account the Boolean variable X, we
get:

N
Pj'Zijk'Xjk ) (13)
k=1

where n — the number of types of defense equipment
(ADM, EW, AAW, ID, ...).

pi — defense potential, which is allocated for the
protection of objects (MF, CF) in the j-th location. It is
created using the kth composition of defense means
(ADM, EW, AAW, ID, ...).

It is necessary that (P;>P;”) for all j=1,M . How-

ever, limited possibilities for creating defense for all
locations of objects (MF, CF) will lead to the fact that

Therefore, meeting the requirements (Pj>P;”) is possi-
ble only for the most important (critical) facilities
(MF, CF). This leads to the search for a rational distri-
bution of defense means (ADM, EW, AAW, ID, ...) for
the protection of a set of objects (MF, CF). We will use
the integer (Boolean) programming method to solve the
problem. It is necessary to find:

2"-1 2"-1
maXPI, P'= (Xlz p1k|X1k +OLZZ p2k 'sz +...
2"-1
oy Z Pmk XMk
k=1

where pj’'— defense potential of the k-th composition of
defense means of objects (MF, CF) for the j-th location
(assessment by military experts);

M — the number of locations of objects (MF, CF);

aj — the “weight” of the importance of the j-th ob-
ject (MFE, CF). It is necessary that: a;+oot...+am=1. The
value of the importance of objects (MF, CF) is set by
military experts.

When solving the problem, it is necessary to fulfill
the conditions regarding the restrictions on the creation
of defense potential for each e-th type of means (ADM,
EW, AAW, ID, ...).

M
P.'<P., P,'= Y pieX;e , foralle, e=I,n, (15)
=1

where P, — restrictions on the e-th type of defense

means (ADM, EW, AAW, ID, ...).

Solving the problem, using the integer (Boolean)
programming method, depends on the number of op-
tions:

- a complete search for possible options, if there
aren’t many of them;

- targeted search for options with a large number
of them, using a modified branch and bounds method;

- a random method of sorting through a very large
number of options, which does not allow finding a strict
extremum, but makes it possible to improve the value of
the indicator (for example, in percentage).

Thus, in this section, the task of substantiating the
defense potential of facilities (MF, CF) against massive
attacks by enemy strike drones was set and solved. Lim-
ited opportunities for allocating defense means, in the
form of (ADM, EW, AAW, ID, ...), led to the need for
their rational distribution, taking into account the im-
portance (criticality) of objects (MF, CF). The use of the
integer (Boolean) programming method, taking into
account the importance of the objects (MF, CF) that
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need to be defended, made it possible to find a rational
solution among possible alternative options for creating
defense against massive attacks by enemy strike drones,
in conditions of limited capabilities.

6. Multi-agent simulation model for analyz-
ing possible scenarios of massive enemy
strike drone attacks

In modern warfare, the situation on the battlefield
is changing rapidly. Therefore, it is necessary to conduct
a dynamic analysis of actions to create defenses for fa-
cilities (MF, CF) from attacking missions of enemy
strike drones. Simulation modeling allows, on a given
time scale, to analyze possible scenarios of attacking
and defensive actions, as well as to assess the possibili-
ties for creating defense of facilities (MF, CF) in condi-
tions of military threats [33]. Therefore, a simulation
model was created using the Any Logic agent platform.
The multi-agent model allows analyzing the threat of
destruction of objects (MF, CF) by enemy strike drones,
predicting possible flight routes of drones, and as-
sessing, in time, both the attacking actions of strike
drones and the formation of defense means (ADM, EW,
AAW, ID). At the same time, it is possible to change the
location and launch of the enemy's attack drones, to
form different numbers of drones and their combat po-
tential, as well as to evaluate the capabilities of different
components of defense equipment (ADM, EW, AAW,
ID) in reflecting enemy attacks. This allows for in-depth
analysis, over time, of defensive actions and their pre-
diction for various scenarios of massive attacks by ene-
my strike drones.

The set of agents consists of:

1. The "battlefield map" agent. It is used to specify
the locations (LLSESD) of the enemy, as well as the
location of objects (MF, CF). On the map, you can set
the navigation points of the flight of the enemy's attack
drones, form different trajectories and flight routes.

2. The "enemy's location" agent. It is used to fix on
the map the navigational coordinates of the location of a
number of places (LLSESD) of the enemy.

3. The "locations (MF, CF)" agent. Locations of
military facilities and dual infrastructure facilities that
can be attacked by enemy strike drones are formed.

4. The "formation of defense potential” agent.
Used to assign (in conventional units) the defense po-
tential of means (ADM, EW, AAW, ID) to protect the
locations of objects (MF, CF).

5. The "formation of enemy combat potential”
agent. The agent is used to determine the combat poten-
tial of each enemy location (LLSESD).

6. The "risk of enemy breakthrough™ agent. It is
given as the probability of enemy breakthrough to the

locations of objects (MF, CF). Its value depends on the
distance of the attack, as well as the combat potential of
enemy and defense means (ratio P’, P”).

7. The "destroying attack drones" agent. The prob-
ability of destroying enemy attack drones is given, tak-
ing into account the ratio of defensive and combat po-
tentials (P, P”).

8. The "destruction of objects (MF, CF)" agent.
The probability of destruction of objects (MF, CF) is
given taking into account the ratio of combat and de-
fense potentials (P, P”).

9. The "flight route of attack drones" agent. The
flight route of a swarm of drones is specified in the form
of a sequence of navigation points on the aerial flight
map.

10. The "characteristics of a swarm of attack
drones" agent. Speed, flight time, etc. are given.

11. The "initialization of the launch of attack
drones" agent. The launch of enemy attack drones from
each drone launch location is initiated in time.

12. The "interactive modeling control" agent. This
agent creates control, in time, of individual simulation
modeling agents.

13. The "simulation results" agent. It is used to
form the results of simulation modeling:

- flight map with a given set of enemy objects
(VO, CO) and locations (LLSESD);

- defense potential for protecting each object (MF,
CF) using means (software, electronic warfare, air de-
fense, DP);

- enemy combat potential for each
(MRZUD) of the enemy;

- number of enemy strike drones that reached the
targets;

- number of enemy strike drones that were shot
down;

- flight routes of a swarm of enemy strike drones; -
risks of hitting objects (MF, CF);

- objects that were hit (MF, CF).

Fig. 1 shows the structural diagram of the multi-
agent model.

Thus, in this section, a simulation model was cre-
ated that allows us to study the enemy's attacking ac-
tions, in time, using a swarm of strike drones. Possible
flight routes of a swarm of strike drones from their loca-
tions to the locations of objects (MF, CF) were formed.

The creation of various ratios of the defensive po-
tentials and combat potential of the enemy allows us to
assess the success of the breakthrough of enemy strike
drones, the possibility of defensive actions to protect
objects (MF, CF). The use of various scenarios of com-
bat attacks by enemy strike drones and their display on
the map allows analyzing the results of enemy attack
missions and defense actions to protect military facili-
ties and dual critical infrastructure facilities.

location
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Figure 1. The structural diagram
of the multi-agent model

7. An illustrated example of the rational
distribution of defense means to protect
critical objects from attacks
by enemy strike

In section 3, an illustrated example was provided
of analyzing possible locations and launches of enemy
strike drones (LLESD) with the identification of those
that pose a threat to military and civilian facilities that
require protection.

In section 4, an illustrated example of the justifica-
tion of the set of critical objects subject to protection
was provided.

In this section, we will consider an illustrated ex-
ample of the distribution of defense means (ADM, EW,
AAW), in conditions of their limited number in relation
to objects (MF, CF) (see section 5).

Suppose the military administration has identified
three objects that are critical and can be attacked by

enemy strike drones. The first object for which defenses
need to be created is the dual-purpose logistics center
located at location (M1). The second object, in the form
of an industrial enterprise that produces current products
(strike drones), is located in the location (M2). The third
object, in the form of a military command center (in a
protected shelter), is located at location (M3).

After analyzing current intelligence data and the
enemy's capabilities to conduct offensive actions using
strike drones, an assessment was made, on a point scale
(0+10), of the enemy's possible combat potential for
conducting a military mission, the goal of which is ob-
jects (MF, CF) located in locations (M1, M2, M3):

Pwi” = 9 points, Pma” = 4 points, Pyvs” = 8 points.

Taking into account the values of the indicators
(Pmi”, Pm2”, Pms”), a priority of places (M1, M2, M3)
was formed, in which objects (MF, CF) are located for
the creation of defense: M1, M3, M2. When creating
defense, it is necessary that (see section 5):

Pvi’ = Pmi”, Py’ 2 Pam2”, Pms” 2 Pus”.
Given the limited capabilities in terms of defense
capabilities (ADM, EW, AAW), the military was allo-

cated:

Fapm = 3 devices, Few = 2 stations,
Faaw = 3 anti-aircraft batteries.

Next, an assessment was made, on a point scale
(0+10), of the defense potential of each type of means:

ADM - 2 points,
EW - 5 points,
AAW - 3 points.

Taking into account the characteristics of each ob-
ject (MF, CF), as well as the enemy's capabilities for
attacking actions using strike drones (see section 3), the
following distribution of types of defensive means was
created for each location (M1, M2, M3):

1st place: EW, AAW.
2nd place: ADM, AAW.
3rd place: ADM, EW.

For each type of defense means, taking into ac-
count the allocated quantity, using combinatorial calcu-
lations, a complete set of options for distributing them
by location (M1, M2, M3) in which the objects (MF,
CF) are located was formed. So, for the ADM we have
the following possible distribution options by location
(M2, M3), which are presented in Table 1.
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Table 1 Table 4
Variants of ADM distribution Assessment of defense potential for (M1)
No M2 M3 Variants Calculation of Defense
11 0 3 Ne | EW | AAW | defense potential | potential
12 1 2 1] 21 3.1 0x5+0x3 0
1.3 2 1 2 | 21 | 32 0x5+1x3 3
14 3 0 3| 21 | 33 0x5+2x3 6
For EW, we have the following distribution op- | 4 | 2.1 3.4 0x5+3x3 9
tions by location (M1, M3), which is presented in Ta- | ° | 22 | 3.1 1x5+0x3 5
ble 2. 6 2.2 3.2 1x5+1x3 8
7 2.2 3.3 1x5+2x3 11
Table 2 8 2.2 3.4 1x5+3x3 14
Distribution options for EW 9 | 23 31 2x5+0x3 10
No Ml M3 10 | 23 3.2 2x5+1x3 13
2.1 0 2 11| 23 3.3 2x5+2x3 16
2.2 1 1 12 2.3 3.4 2x5+3x3 19
3.3 2 0
Table 5
For AAW, we have the following distribution op- Assessment of defense potential for (M2)
tions by location (M1, M2), which are presented in Ta- Variants Calculation of Defense
ble 3. Ne | ADM | AAW | defense potential | potential
1 1.1 3.1 0x2+3x3 9
Table 3 2 1.1 3.2 0x2+2x3 6
Variants of AAW distribution 3 | 11 3.3 0x2+1x3 3
No M1 M2 4 11 34 0x2+0x3 0
3.1 0 3 5 1.2 3.1 1x2+3x3 11
3.2 1 2 6 1.2 3.2 1x2+2x3 8
3.3 2 1 7| 12 3.3 1x2+1x3 5
3.4 3 0 8 | 1.2 | 34 1X2+0x3 2
. 9 13 3.1 2x2+3x3 13
Next, for each location (M1, M2, M3) a complete 01 13 30 70123 10
s_et of distributipn options (ADM, _EW, AAW) with es- 1 13 33 713 7
timates .of possible defensg potential was created using o 13 34 703 1
exhaustive search (see Section 5).
. . - 13 14 3.1 3x2+3x3 15
For the first location (M1), where the logistics cen-
ter is located, we have the following options with esti- 14| 14 3.2 3X2+2x3 12
mates of possible defense potential (Table 4). 15| 14 3.3 3x2+1x3 9
For the second location (M2), where the industrial L 16 | 1.4 3.4 3x2+0x3 6
enterprise is located, Table 5 was formed. Table 6
For the third location (M3), in which the military Assessment of defense potential for (M3)
control center is located, Table 6 was formed. Variants Calculation of Defense
After analyzing Tables 4, 5, 6, unnecessary options 35 TADM | EW defense potential potential
that didn’t meet the requirements were discarded: 1 11 51 3x010%5 16
2 1.1 2.2 3x2+1x5 11
Pvi’ > Pwmi” =9, Pmy’ > Pwy” = 4, Pws’ > Pws” = 8. 3 11 23 3%x2+0x5 6
Therefore, for location (M1), we produce the fol- g i; ;i ;i;ﬁi; 194
lowing reduced number of options for the distribution of : :
defense means (Table 4): 6 12 2.2 2x2+0x3 4
7 1.3 2.3 1x2+2x5 12
4.7.8,9 10,11, 12. 8 1.3 2.4 1x2+1x5 7
9 1.3 2.1 1x2+0x5 2
For the location (M2) we obtain the following re- 10| 14 22 0x2+2x5 10
duced multiple of options (Table 5): 1] 14 2.3 0x2+1x5 5
1,2,5,6,7,9,10,11, 12, 13, 14, 15, 16. 12| 14 | 24 0x2+0x5 0
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For the location (M3) we obtain the following re-
duced set of options (Table 6):

1,2,4,5,7, 10.

Next, it is necessary to take into account the allo-
cated number of defense assets for each type (Faom = 3,
FEW = 2, FAAW: 3)

Therefore, for the first, most priority for defense,
location (M1), where the logistics center is located, 7
variants were used (Table 4), in which:

EW -1, AAW - 2.

Defense potential for the 7th variant Pyv;’=11. The
condition is met: Py’ > Py (11 > 9).

For the second location (M2), where the industrial
enterprise is located, the 7th variant was used (Table 5),
for which:

ADM -1, AAW -1,

Defense potential for the 7 th variant Py’ = 5. The
condition is met: Py’ > Pm2” (5 > 4).

For the third location (M3), in which the military
control center is located, the 5 th variant was used
(Table 6), in which the following are located:

ADM -2, EW - 1.

Defense potential for the 5 th variant Pys’ = 9. The
condition is met: Py’ > Pums” (9 > 8).

Thus, this section presents an illustrated example
of the use of the proposed approach to justify the crea-
tion of a defense potential for the protection of objects:
a logistics center (dual purpose), an industrial enter-
prise, a military control center (in a protected shelter).
Due to restrictions on the allocation of defense means
(ADM, EW, AAW) to the military, it became necessary
to create and analyze a set of possible options for dis-
tributing defense means in relation to the locations of
military and civilian facilities. Possible variants were
analyzed and the optimal one was chosen, which satis-
fies the conditions of limited opportunities for creating a
defensive potential, for actively countering the attacking
missions of the enemy's attack drones.

8. Discussion

A systematic presentation of the sequence of mili-
tary logistical actions for the formation of defensive
means against massive attacks by enemy strike drones
has been created. The circumstances on the battlefield

have been analyzed to identify the most threatening lo-
cations and launch sites for enemy strike drones. The
actual, most threatening enemy locations for attacks that
can damage military and civilian facilities have been
substantiated. An analysis was conducted to assess the
enemy’s possible combat potential, in the form of a val-
ue (P). Critical military and civilian facilities that
could be primarily attacked by enemy strike drones
were analyzed. The necessary defense potential (P’) was
identified. For successful defense of military and civil-
ian facilities, it is necessary that (P’>P’"). However, due
to the limited number of defense means, difficulties
arise in creating a full-fledged defense of military and
civilian facilities. Therefore, the problem of rational
distribution of defense resources arose and was solved,
in the form of: ADM, EW, AAW, ID from attacking
enemy strike drones, in order to ensure the protection of
the most critical facilities. A simulation was conducted,
on a given time scale, of the attacking actions of enemy
strike drones using the Any Logic platform. An illus-
trated example is provided that clearly demonstrates the
effectiveness of the proposed approach for creating a
defense potential using ADM (three devices), EW (2
stations), AAW (3 anti-aircraft batteries) to protect criti-
cal facilities: a dual-purpose logistics center, an indus-
trial enterprise that produces attack drones, and a mili-
tary control center (in a protected shelter).

The following research methodology is proposed:

- systematic presentation of the sequence of defen-
sive actions to protect military and civilian facilities
from attacks by enemy strike drones;

- analysis of the locations and launches of enemy
strike drones to identify the most threatening ones, in
relation to military and civilian facilities;

- justification of the current locations of military
and civilian facilities for their protection;

- formation of the necessary defense potential for
the protection of military and civilian facilities, in con-
ditions of limited opportunities for the full use of de-
fense means;

- modeling scenarios for conducting offensive ac-
tions by enemy strike drones and defensive actions for
the protection of critical military and civilian infrastruc-
ture facilities.

When solving problems with multiple options, the
dimensionality problem is taken into account as follows:

- with a relatively small number of options, a com-
plete search or lexicographic ordering of options was
used (using both quantitative and qualitative assess-
ments) (1) — (11);

- with a large number of options, integer (Boolean)
programming or a random method (12) — (15) can be
used;

- in the example of the article, a search was con-
ducted for the distribution of defense assets (ADM, EW,
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AAW) using indicators of the enemy’'s combat potential
and the defense potential of the defense. The optimal
option was found (7, defense potential in points - 12).
This is 75% of the maximum (1 option, defense poten-
tial -16 points) and improves our defense capabilities, in
conditions of limited resources.

The developed modeling tool allows you to opti-
mize the implementation of defensive actions and min-
imize the number of resources for the defense of objects
(MF, CF).

The relevance of the proposed approach is related
to the need for scientific substantiation of the defense
potential of protection against the attacking actions of
enemy strike drones, in conditions of limited capabili-
ties.

The developed set of models is aimed at planning
defensive actions to protect military and civilian facili-
ties from massive attacks by enemy strike drones. This
allows us to conclude that the proposed approach is
timely and effective for creating effective defense
against enemy attack drone missions.

The effectiveness of the proposed approach is as-
sociated with a systematic combination of methods for
qualitative and quantitative assessment of options for
planning defensive actions against attacking waves of
enemy strike drones, in conditions of limited opportuni-
ties for allocating resources to protect critical military
and civilian facilities.

Future research will focus on improving applied
information technology for modeling defensive military
operations to protect military facilities and dual-purpose
infrastructure from massive swarm attacks by enemy
strike drones.

9. Conclusions

The conducted research allows you to model and
plan defensive actions to protect military and civilian
facilities from massive attacks by enemy strike drones,
using ADM, EW, AAW and ID, namely:

- to form a logistical sequence of defensive actions
to protect military facilities and critical infrastructure
facilities;

- to analyze the threatening locations and launches
of enemy strike drones;

- to substantiate the current defense locations of
military and civilian facilities, which, first of all, need to
be protected from swarm attacks by enemy strike
drones;

- to form a defensive potential as part of anti-drone
means to reflect attacking missions by enemy strike
drones;

- to analyze various attack scenarios and flight
routes of a swarm of strike drones to plan defensive
actions to protect critical facilities.

The scientific novelty of the proposed approach
lies in the scientific substantiation of defensive actions
to protect military and civilian facilities from massive
attacks by enemy strike drones based on the use of the
developed complex of original and new mathematical
and simulation models. Thus, we can make the main
conclusion (the main contribution) regarding the con-
ducted research:

The proposed set of models allows to substantiate
the logistical sequence of defensive actions to create an
active shield of protection, in the form of anti-drone
means, to protect military and civilian facilities from
massive attacks by enemy strike drones. This will en-
sure the effectiveness of the use of defensive means
against enemy attacking actions, in conditions of limited
capabilities, minimizing military resources and reducing
time for planning countermeasures against the enemy.

Contribution of authors: systematic analysis of
military operations to create defense against massive
attacks by enemy strike drones — Oleg Fedorovich;
analysis and justification of the defense of military and
civilian facilities from attacks by enemy strike drones —
Olga Malyeyeva; selection of critical objects for
protection — Andrii Humennyi; formation of the neces-
sary defense potential for protection — Oleksandr
Leshchenko; flight simulation of attack drones — Yuliia
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MOJIEJTIOBAHHSI OGOPOHHHUX AT IIIOI0 3AXUCTY BIIICbKOBHUX TA IMBLILHUX
OB’E€KTIB BIJl MACOBAHNX XBHJIbOBUX ATAK YIAPHUX JPOHIB IPOTUBHUKA

0. €. ®eooposuu, 0. B. Maneesa, A. M. I'vmennuii, O. b. Jleujenxo,
10. 0. Jlewenxo, I'. A. Ilnexosa

YMOBH cydacHOI TiOpuAHOI BiffHH BUMararTh CTBOPEHHS HEOOXiAHOTO 0OOPOHHOIO IMOTEHIANY UL 3aXHUCTY
BifiCEKOBHX 00’ €KTiB Ta KPUTHYHOI iHPPACTPYKTYPH BiJf MACOBAHMX aTaK yAapHHUX IPOHIB mpoTtuBHUKA. OcobnmBic-
TIO BiTOOpa)KEHHS MOBITPSHHUX aTakK APOHIB € BUKOPUCTAHHS PI3HOMAHITHOTO apCeHAIy 3aXHCHUX 3ac00iB (MIpOTU/I-
pouosi 3acodu, PEB, III1O, npoHu-mepexorumoBadi, Tomo). ToMy, aKTyaJlbHO TPOBEICHHS AOCTIIKEHHS MIOH0
MOJICITIOBaHHST OOOPOHHUX i Ta TUIAHYBaHHS 3aXHCTy BIMICPKOBHX Ta IUBIIFHUX 00 €KTIB BiJ aTaKylO4HX Micii
yIapHHUX OpOHIB MpoTuBHUKA. IIpeamMeToM mociiKeHHs, B MyOJiKallii, € MATEeMaTHYHI Ta IMiTaliiHa MOJENb, SKi
BHUKOPHCTOBYIOTHCS ISl TUTAHYBAHHS 3aXHCTY BIMICPKOBHX Ta IIMBUIFHUX 00’€KTIB BiJl pOHOBHX aTaK yOapHUX JAPO-
HiB MPOTHBHUKA. MeTO ITOCITIIKEHHS € MOJCIIOBAHHS OO0 IUIAaHYBAaHHA OOOPOHHMX MiH BiJl MOBITPSHHUX aTak
MIPOTHBHUKA, B YMOBaX OOMEKEHHX MOXIIMBOCTEH, M0 3a0€3MEUNTh pallioHaIbHE BUKOPHCTAHHS BIHCHKOBUX PeCy-
pciB. 3aBaaHHs, sSKi HEOOXiTHO BHUPIIIMTH: aHAJI3 MOCHTITOBHOCTI 0OOPOHHUX [iHi; MpOaHANi3yBaTH HAWOLIBIN 3a-
Tpo3NuBi Mics GOpMYBaHHS Ta 3aIyCKy YAApHHUX JPOHIB MPOTUBHUKA; OOTPYHTYBATH CTBOPEHHSI 00OPOHU KPUTH-
YHNUX BIHCHKOBHMX Ta IUBUIBHHX 00’€KTIB; CTBOPEHHS HEOOXiTHOTO 0OOPOHHOTO MOTEHIAy JUIs 3aXHUCTY KPHTHY-
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HUX BiMICPKOBHX Ta IUBLUIEHUX 00’ €KTiB; IMPOMOJICITIOBATH MOXKITUBI CIIEHAPIi 3aIyCKy Ta PyXy YAapHUX JPOHIB MPO-
TUBHHKA; MPOJIEMOHCTPYBATH Ha 1JIFOCTPOBAHOMY ITPUKIIAJl JTOLUUIBHICTh Ta e()eKTUBHICTH 3aIIPOIIOHOBAHOTO ITiAX0-
ny. Bukopucrani MaremMaTndHi MeTOOM Ta MOJeJi: CHCTEMHHMH aHaii3 0OOpOHHHMX ITPOTHAPOHOBUX Mil; SIKICHE
OLIIHIOBAaHHS BapiaHTiB OOOPOHHHUX il 3a JJOIIOMOTOI0 JITHTBICTHYHUX 3MiHHHX; JIEKCHKOrpagidHe BIOPSIKOBYBAaH-
HS BapiaHTIB JUTA BUIUICHHS aKTyaJIbHHAX MICIh MO0 3aXUCTy BIHCHKOBUX Ta MUBUTBHUX 00’ €KTiB; METOJ MiJIOYH-
cenpHOro (0yJIeBOro) MporpaMyBaHHs I OOTPYHTYBaHHS 0OOPOHHOTO MOTSHINANY 3aXUCTY, B YMOBaX OOMEXCHUX
MOXITUBOCTEH; MYJIbTHar€HTHE MOJIEIIOBAHHS ISl aHAIi3y Ta MPOTHO3YBaHHS MOXKJIMBUX CLEHApiiB aTaKkylodoi Mi-
cii IPOTHBHUKA 3 BUKOPUCTaHHSIM yAapHUX ApoHIB. OTPUMAaHO HACTYIHI Pe3yJabTaTH: 3alPOIIOHOBAHO CHCTEMHE
TIPE/ICTaBIICHHS 1010 TJIAaHYBaHHS OOOPOHHMX il BiJI MaCOBaHMX aTak yIapHHX JPOHIB MPOTHBHHKA; OOTPYHTOBA-
Hi HaMOIIBII 3arpo3nuBi MicIsl (JOPMYBaHHS Ta 3allyCKy POIO yJapHHX JPOHIB MPOTHBHUKA; BUIUIECHI aKTyaJbHi
MICIII pO3TalllyBaHHS NMPOTHAPOHOBUX 3ac00iB ISl OXOPOHM BIMCHKOBHX 00’€KTiB Ta 00’€KTIB IMOJBiiHOI iH(Dpa-
CTPYKTYpPH; CTBOPEHO HEOOXiTHUIT 00OPOHHUI MOTEHINIAT YT 3aXKCTY BiJl TIOBITPSHUX aTak B yMOBaX OOMEXKCHUX
MOXITUBOCTEH; po3po0iieHa MyJIbTHAreHTHa IMiTalliifHa MOJIeIb JUTS aHaJIi3y Ta IPOrHO3YBaHHS MOMKJIMBUX CLIEHAPi-
B 3aITyCcKy Ta HOJILOTY yJapHHUX JPOHIB MPOTHBHUKA JIO0 MiCI[b PO3TAIlyBaHHS KPUTHYHUX BIHCHKOBHX Ta IIMBIIBHUX
00’exTiB. BucHOBKH. Pe3ynbTaTi MpoBeIeHOro JOCTIIKEHHs JO3BOJSIOT OOIPYHTYBATH Ta IUIaHYBaTH 0OOpOHHI
MIPOTUIPOHOBI J1ii IO/10 3aXUCTy BIHCHKOBHX 00 €KTIB Ta 00 €KTIB iH(PACTPYKTYpH MoABiHHOro npusHayeHHs. Ha-
YKOBa HOBHM3HA 3aIIPOIIOHOBAHOrO MiJXOAY IOJSrac B HAYKOBOMY OOIPYHTYBaHHI OOOPOHHHX JIifl IIOAO 3aXUCTy
BIJICHKOBHMX Ta LUBUIBHHX 00 €KTIB BiJi MACOBaHMX aTak yJapHHUX JPOHIB NPOTHBHHKA HAa OCHOBI BUKOPUCTAHHS
PO3pOOIJIEHOT0 KOMIUIEKCY OPUTIHAIBHUX Ta HOBUX MAaTEMATHYHHUX T4 IMITAIiiHOI MOJCTICH.

Ki1ro4oBi cjioBa: IpoTHAPOHOBHIA 3aXUCT; OOTPYHTYBAHHS 3arPO3JIMBUX MICIb 3aITyCKY YIapHUX IPOHIB MPO-
TUBHUKA; 3aXKCT BIHCHKOBUX Ta IMBUILHUX 00’ €KTIB; ONTHMI3allisi 00OPOHHOrO MOTEHIiATy 3aXUCTY BiJ yIapHUX
JIPOHIB; JIHIBICTHYHI 3MiHHI JIJIsl SIKICHUX OLIIHOK EKCIIEPTiB; JIEKCUKOrpadiuyHe BIIOPSIKOBYBAHHS BapiaHTIB; MYJb-
THUAreHTHE IMiTalliiiHe MOJIEITIOBaHHS aTaK yIapHUX JIPOHIB.
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