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ENCRYPTION OF SENSOR DATA USING THE LORENTZ ATTRACTOR
IN EMBEDDED SYSTEMS

The increasing threat of cyber-attacks and the need to protect embedded system data require the development of
energy-efficient cryptographic methods. The subject matter of this article is the development of an energy-effi-
cient data encryption method for embedded systems using chaotic systems, specifically the Lorenz system. The
goal of this study was to create a data encryption method for embedded systems with limited computing re-
sources. The tasks included developing an algorithm based on the properties of the chaotic Lorenz system,
implementing it on microcontrollers and programmable logic circuits, and testing its performance under near-
real operational conditions. The methods used involved leveraging the high sensitivity of chaotic systems to
initial conditions, implementing the encryption algorithm in hardware, and evaluating key performance indica-
tors, such as speed, power consumption, memory usage, and resistance to cryptographic attacks. The results
showed that the proposed algorithm reduces memory and energy consumption by 37% and 10%, respectively,
compared to conventional methods, providing an encryption speed of 120 milliseconds per kilobyte of data. Tests
have confirmed that even minimal changes in the initial parameters of a chaotic system led to a change of up to
90% of the bits in the encrypted data, which increases the algorithm’s robustness. The proposed method is com-
patible with various types of data and shows versatility for information protection. The algorithm has demon-
strated efficiency in processing text arrays and sensory data, making it suitable for use in smart cities, medical
devices, and industrial networks. The key entropy value was 7.95 bits per byte, indicating high encryption reli-
ability. In conclusion, the results obtained prove that the proposed method is promising for use in conditions of
limited resources and can be integrated with modern information security technologies.
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particularly promising. Modern methods, including cryp-
tographic protection, require adaptation to the 10T, espe-

1. Introduction

Data protection has become one of the key tasks of
modern digital infrastructure with the development of the
Internet of Things (10T) technologies [1]. The number of
lIoT devices is constantly increasing, and their applica-
tions include smart cities, medical systems, industry, and
transportation. These devices generate large amounts of
data on a daily basis, which may contain confidential in-
formation such as personal data, medical indicators, or
equipment operation parameters. However, loT data is
subject to numerous threats: leaks, attacks on devices,
and substitution of transmitted information. According to
the research by Goworko and Wytrebowicz [2], about
60% of all 10T devices are vulnerable to attacks due to
the lack of built-in protection mechanisms. Additionally,
Ali et al. [3] emphasized the importance of real-time data
protection for 10T devices, which makes chaotic systems

cially in the context of new threats, such as post-quantum
attacks [4]. Similarly, research by Clemente-Lopez et al.
[5] emphasized the need to develop security solutions
that consider the limitations of embedded systems, such
as loT sensors.

1.1. Motivation

The limited resources available for 10T devices pose
a challenge. Sensors, controllers, and other embedded de-
vices often have low computing power, limited memory,
and limited energy, making conventional encryption
methods, such as the Advanced Encryption Standard
(AES) or Rivest-Shamir-Adleman (RSA) encryption, of
little use [6-8]. For example, the AES algorithm requires
significant resources to generate keys, and RSA cannot
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provide the required encryption speed for real-time [9].
This is especially critical for medical sensors, where any
delay can negatively affect the system’s operation. The
AES algorithms may not be optimal for embedded loT
platforms due to energy demands and high memory [10].
The study by Gonzalez and Nepomuceno [11] focused on
the adaptation of chaotic systems for energy-dependent
loT devices, making such algorithms suitable for auton-
omous sensor networks. Peng et al. [12] developed ap-
proaches to selective encryption based on chaotic sys-
tems that show their applicability to embedded devices.
Zhang et al. [13] applied selective encryption to H.264
video streams based on chaotic dynamics. Their results
confirm the feasibility and reliability of the proposed cha-
otic encryption schemes.

In such circumstances, alternative approaches that
provide a high level of security with minimal resource
expenditure are needed. The use of chaotic systems such
as the Lorentz attractor is one of the most promising ar-
eas. Chaotic systems have unique properties, including a
high degree of sensitivity to the initial state, unpredicta-
bility, and deterministic chaos, which makes them ideal
for cryptography [14, 15]. Moreover, they have proven
their effectiveness in protecting sensor data and embed-
ded systems. Hassan and Kadhim [16] demonstrated that
chaotic systems can successfully integrate with existing
cryptographic algorithms, increasing their stability.
Anandkumar and Kaplana [14] showed that chaotic algo-
rithms are not only superior to conventional methods in
terms of attack resistance but also provide a higher oper-
ation speed. The research by Alahmadi [17] highlighted
promising directions for integrating advanced chaotic
synchronization techniques into lightweight crypto-
graphic solutions for embedded devices. Zou et al. [18]
proved that the Lorentz attractor can be adapted for em-
bedded systems because its algorithms require a mini-
mum amount of memory.

1.2. Work related analysis

Despite this, most of the existing research focuses
on the theoretical aspects of chaotic systems, and only a
few papers consider their implementation in real condi-
tions. For example, Nesa et al. [19] noted the need to op-
timize chaotic algorithms for sensor networks, and Rah-
man et al. [20] emphasized the importance of integrating
chaotic systems with conventional methods to increase
their resistance to modern attacks. Similar hybrid ap-
proaches, as noted by Vishwakarma et al. [21], can com-
bine the best properties of both methods, providing a high
level of security. These studies show that to fully unlock
the potential of chaotic systems, their algorithms must be
adapted to the limitations of embedded devices and their
operation must be tested in real conditions.

The basis of chaotic systems is their mathematical

model. The Lorentz attractor is described by a nonlinear
equation system that is highly sensitive to the initial state
and capable of generating keys with a high degree of en-
tropy. This property makes the Lorentz attractor particu-
larly suitable for cryptography, as it can be used to create
keys that are virtually impossible to recover [22]. In ad-
dition, chaotic algorithms are characterized by low com-
putational costs, making them ideal for devices with lim-
ited resources, such as 10T sensors.

1.3. Objectives and tasks

This study aims to address the existing gaps in the
study of chaotic systems by proposing data encryption
based on the Lorentz attractor. As part of the research,
conventional and alternative cryptography methods were
analyzed, and an algorithm adapted to the limitations of
embedded systems was developed and tested on real
hardware, including STM32 microcontrollers and Field-
Programmable Gate Array (FPGA). This study aimed to
show that chaotic systems can provide a high level of se-
curity with minimal computing costs, making them a
promising solution for sensor networks and 10T devices.

To achieve the goal, within the framework of this
publication, the following tasks must be solved:

1. To analyze conventional and alternative crypto-
graphic methaods in the context of 10T and embedded sys-
tems.

2. To develop a data encryption algorithm that ac-
counts for the limitations of embedded devices based on
the Lorentz attractor.

3. To implement the proposed algorithm on real
hardware platforms, including STM32 microcontrollers
and FPGA.

4. To test and validate the proposed algorithm un-
der real operating conditions to assess its practicality and
efficiency.

Section 2 (Materials and research methods) ex-
plains the development and implementation of the pro-
posed encryption method based on the Lorentz attractor.
The mathematical background of the Lorentz system, the
numerical techniques used, such as Runge-Kutta, the pre-
processing of sensor data, and the hardware and software
platforms for testing, which include STM32 microcon-
trollers and Xilinx FPGA are shown in this section.

Section 3 (Case study) presents the results of the
Lorentz-based encryption algorithm testing. This section
covers key generation, entropy analysis, encryption ef-
fectiveness, and a comparison with the AES standard.
This section discusses performance metrics, such as
speed, memory usage, and energy consumption, sup-
ported by figures and a summary table. This section con-
firms the algorithm’s robustness, low resource usage, and
suitability for real-time applications in embedded sys-
tems.
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Section 4 (Discussion) interprets the results. The
practical advantages of using chaotic systems, such as the
Lorentz attractor, in modern cryptography, as well as re-
sistance to cryptographic attacks, performance in limited
environments, and application scenarios, such as smart
cities, medical devices, and industrial 10T, are high-
lighted.

Section 5 (Conclusions) summarizes the study’s
main contributions and reaffirms the potential of the Lo-
rentz algorithm as a strong encryption solution for low-
resource embedded systems. The benefits of the proposed
algorithm are highlighted. The section also outlines pos-
sible improvements, such as the integration of post-quan-
tum security and scaling for high-volume data.

2. Materials and methods of the research

The choice of the Lorentz attractor as the basis of
the cryptographic algorithm was conditioned by its
unique properties, such as high initial state sensitivity and
various chaotic behavior. This makes it suitable for gen-
erating keys with a high degree of entropy. The research
was conducted in two stages: the development of a math-
ematical model and an encryption algorithm and the test-
ing and evaluation of performance in software and hard-
ware environments. The algorithm was based on the sys-
tem of Lorentz differential equations (1-3):

T =o(y-x), )
Y =x(p-2)-v, 0)
S=xy -z, 3)

where: X, y, z — variables of the system state (rate of con-

vection, temperature difference and deviation from sym-
dx dy dz

metry); Pl derivatives of the variables x, y, z, in
time t, describing the rate of their change; t — time used
as an independent variable; dt — infinitesimal time inter-
val used to study the changes in the dynamics of the sys-
tem; o — Prandtl parameter, which characterizes the ratio
of the rate of thermal conductivity to viscosity; p — Ray-
leigh parameter responsible for the intensity of external
thermal action; B — geometric parameter of the system.

The triplet (x(t), y(t), z(t)) obtained by solving the
Lorenz system is used to generate a cryptographic key-
stream. The continuous values of x(t), y(t), z(t) are
mapped into an 8-bit key by normalizing and scaling
them as follows:

k; = uint8(mod|x;| x 10°, 256, 4

where k; represents the i-th byte of the keystream, and x;
is the i-th value of the Lorenz system’s x(t). These values

are then used in the encryption function as follows:

¢ =pi Dk 5)

where p; is the i-th byte of plaintext, and @ denotes the
XOR (exclusive OR) operation, which is a fundamental
bitwise cryptography operation.

To implement the algorithm, the Runge-Kutta
method of the 4th order was used, which allowed accu-
rate solving of differential equations. The software im-
plementation was performed in Python using the NumPy
and SciPy libraries. Multiple calculations with different
initial conditions were used to increase the accuracy of
key generation, which confirmed the stability of the al-
gorithm. This study adapted the approaches proposed by
Raj et al. [23], where the developed lightweight encryp-
tion technique for 10T platforms included data diffusion
operation optimization to improve performance. This
served as the basis for improving data processing and re-
ducing computational costs when implementing a cryp-
tographic algorithm.

The data from the sensors were normalized and pre-
processed using Fourier transform to eliminate system
noise. This improved data compatibility with the crypto-
graphic algorithm and reduced the likelihood of errors in
the encryption process. The approach used in the study
by Magara and Zhou [24] has shown its effectiveness in
preparing data for 10T systems, which was considered
when developing the data preprocessing stage.

The hardware was implemented using STM32F407
microcontrollers and Xilinx Artix-7 FPGA. The STM32
was used to test the execution speed of the algorithm in
resource-limited conditions, and the FPGA was used to
test the real-time operation. The implementation ap-
proach proposed by Yener [25] confirmed that the use of
STM32 platforms ensures the accuracy of reproducing
chaotic trajectories, which is critical for Lorentz attrac-
tor-based algorithms. This combination of equipment en-
ables the high-fidelity reproduction of chaotic trajectories
and the adaptation of the algorithm for 10T devices.

Testing was conducted on text data of 128 and 256
characters in length and on numerical arrays simulating
sensor data (for example, temperature and pressure). The
text strings included a mix of uppercase and lowercase
letters, digits, and special characters, reflecting a variety
of real-world data types that might be encrypted in prac-
tical applications. The numerical arrays contained 128
and 256 values representing typical sensor inputs, respec-
tively. The performance of the algorithm in terms of en-
cryption speed, memory utilization, and handling various
data formats was assessed using both datasets. The sensor
data included properties such as continuous numerical
values, variable ranges, and typical noise levels found in
real-world measurements. For instance, the temperature
and pressure data ranged from -40°C to 100°C and 0 to
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5000 psi, respectively. The encryption method used in
this study was applied to pre-processed sensor data,
which had been normalized and filtered to eliminate
noise, mimicking real sensor outputs. The communica-
tion channel used in this study is a wireless 10T network
characterized by a typical 2.4 GHz frequency band. The
channel width is 20 MHz, which offers sufficient band-
width for real-time sensor data transmission. The esti-
mated 250 kbps transmission speed is appropriate for the
low bandwidth needs of embedded systems and guaran-
tees effective data exchange while consuming minimal
energy, both of which are essential for 10T applications.

Deviations of the initial conditions (x,) by 0.001
caused changes of up to 90% of the bits in the encrypted
data, confirming the algorithm’s stability. This metric
was calculated by numerically integrating the system us-
ing the Runge-Kutta method after perturbing the initial
values of the Lorenz system. Hamming distance was used
to bitwise compare the keystreams produced from the
original and perturbed beginning circumstances. To de-
termine the percentage of changed bits, the number of
different bits was divided by the total number of bits in
the keystream. This investigation showed the method’s
sensitivity to even small changes in the initial conditions,
guaranteeing that even small adjustments result in nota-
ble changes to the encrypted output.

The Student’s t-test was used to verify the statistical
significance of the results, which showed the absence of
significant deviations during repeated tests.

A computer with an Intel Core i7 processor and 16
GB of RAM was used to model and analyze the algo-
rithm. The microcontrollers were programmed in the Keil
uVision environment, and Vivado was used to configure
and test the FPGAs. These tools were selected for their
performance and compatibility with cryptography tasks.
Notably, the FPGA functions independently of the pro-
cessor, which is controlled by an operating system. Con-
sequently, the execution of the encryption algorithm is
subject to different conditions. To assess the effective-
ness of the proposed algorithm in terms of encryption
speed, memory usage, and energy consumption, it was
contrasted with the AES encryption standard, which is
frequently used in embedded systems. Text data and nu-
merical arrays that mimicked sensor data were used for
testing. Before encryption, the sensor data were prepro-
cessed to remove noise and normalize values. The algo-
rithm worked directly on the processed sensor data, guar-
anteeing the accuracy and integrity of the encrypted out-
put, rather than relying on digitizing the prediction errors
of past and present values.

The performance of the algorithm was evaluated us-
ing RAM, computing resources, and operation execution
time. The use of optimized methods for solving differen-
tial equations minimized the load on the processor cores.

Student’s t-test was used to verify the statistical signifi-
cance of the results, which confirmed the algorithm’s re-
producibility when the initial conditions changed.

Analyzing the effects of slight variations in initial
conditions or numerical precision on the generated cryp-
tographic keys is essential for evaluating the solution’s
stability and the spread of numerical mistakes in the Lo-
renz system. A stability analysis includes assessing key
collisions, testing how the system reacts to different time-
step sizes, and ensuring that error propagation does not
produce recurring or predictable key patterns that could
jeopardize cryptographic security. In the real world,
where computing constraints may generate such errors,
this analysis is crucial for ensuring the security of the al-
gorithm.

3. Case study

Experiments were conducted in several successive
stages to evaluate the effectiveness and stability of the
Lorentz algorithm. Cryptographic keys were generated in
the first stage. According to the system of Lorentz equa-
tions (1-3), key generation was carried out by numerical
solution under given initial conditions (x,, y,, Z,), which
varied within the chaotic domain, and the parameters of
the Lorentz system (c=10, p=28, f=8/3). Solving the
equations allowed the development of x(t), y(t), z(t) se-
guences, which were used as the base sequences for key
generation. Due to the sensitivity of the Lorentz system
to the initial state, this process provided a high level of
unpredictability, and the system parameters ensured sta-
bility in the chaotic region. This makes it very unlikely
that the encrypted data can be successfully predicted
from previously received messages, even if the messages
are intercepted over a long period of time, such as a year.
This is because of the chaotic nature of the system, which
makes it nearly impossible to recognize patterns or make
predictions because even small changes in the initial con-
ditions can have a big impact on the output.

The 4-order Runge-Kutta method guarantees high
computational accuracy. This avoids collisions during
multiple iterations and ensures reproducibility of the re-
sults.

The key testing results demonstrated the algo-
rithm’s high efficiency. During 10,000 iterations, not a
single sequence match was recorded, confirming their
uniqueness. National Institute of Standards and Technol-
ogy (NIST) statistical tests, such as frequency tests, block
sequences, serial distribution, and entropy test, con-
firmed the high degree of randomness of the generated
keys, and their entropy was 7.95 bits/byte, which corre-
sponds to modern standards of cryptographic strength.
These tests” p-values were all below the 0.05 threshold,
further supporting the algorithm’s cryptographic strength
by showing that the null hypothesis for NIST tests (that
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the keys are random) cannot be disproved. Additionally,
an analysis of the sequences for collision resistance was
performed, which confirmed the absence of coincidences
even with small changes in the initial conditions.

In the next stage, the encryption algorithm was
tested on various data types. According to the system of
Lorentz equations (1-3), small changes in the initial con-
ditions (x,by 0.001) caused significant changes in the tra-
jectories of the variables x(t), y(t), z(t), which led to a
change of more than 90% of the bits in the ciphertext.
This confirms the chaotic nature of the system and its
ability to generate strong cryptographic keys. Figure 1
shows a graph illustrating this chaotic behavior, with
time on the x-axis (measured in seconds) and the state
variables (x, y, and z) on the y- and z-axes, respectively.
The figure highlights how minor variations in initial con-
ditions result in drastically different trajectories, demon-
strating the system’s sensitivity to such changes.
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The algorithm successfully encrypts text strings of
128 and 256 characters long, providing high data pro-
cessing speed (120 ms/KB) and randomness of the output
ciphertext. Additionally, numerical arrays simulating
sensor data (for example, temperature and pressure read-
ings) were tested. After decryption, the original data
structure was preserved without distortion, confirming
the accuracy of the algorithm. Figure 2 shows the de-
pendence of the encryption time of the Lorentz algorithm
on the amount of data. The system’s sensitivity to the in-
itial state also allowed recovering keys using a complete
search, which confirms the algorithm’s resistance to var-
ious types of cryptographic attacks. Figure 2 shows how
the encryption time changes as the data volume increases.
As the data volume increases from 10 to 1,000 KB, the
encryption time increases from 120 to 180 ms. This indi-
cates the linear growth of the Lorentz algorithm’s com-
putational costs, which confirms its suitability for work-
ing with large amounts of real-time data.
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180 |

170}

Encryption time (ms)
— =
w (<)}
o o

=
B
o

130

10 50 100 200

1000

Data volume (KB)

Fig. 2. Dependence of the Lorentz algorithm’s encryption time on the amount of data
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The graph highlights that the algorithm maintains
stable performance even with large amounts of data,
demonstrating its suitability for real-world applications
such as sensor networks and loT devices.

Next, the Lorentz algorithm was compared with
conventional AES, which is one of the most widely used
symmetric encryption standards. NIST recommends its
use, which makes AES a benchmark solution for testing
the performance and robustness of cryptographic meth-
ods. Both algorithms were tested on identical data, in-
cluding text strings and numeric arrays. We measured the
time spent on operations, memory usage, power con-
sumption, and resistance to cryptographic attacks. The
performance of the Lorentz algorithm is comparable, es-
pecially in conditions of limited computing resources.

The Lorentz algorithm’s hardware testing on the
STM32F407 and Xilinx Artix-7 platforms has confirmed
its effectiveness in conditions of limited resources, spe-
cifically the constrained memory, processing power, and
energy supply typical of embedded systems. The results
showed that the power consumption of the algorithm was
15% of the maximum processor power, which is 40%
lower than that of the AES algorithm implemented on the
same platforms, which is 25%. These percentages are
based on direct measurements of power consumption
during hardware testing under identical operational con-
ditions for the Lorentz and AES encryption algorithms.
The AES algorithm considered in this study is the stand-
ard AES-128 encryption, which is commonly used in em-
bedded systems for comparison. The amount of memory
required for the algorithm to work was 50 KB, which is
37% less than that of AES. The encryption speed reached
120 ms/KB, which although inferior to AES (110
ms/KB), remains sufficient for real-time operation.

Additionally, the Lorentz algorithm demonstrated
high resistance to attacks aimed at key recovery. This
property is explained by the high sensitivity of the Lo-
rentz system to initial conditions, making it almost im-
possible to predict or recover keys. Unlike the AES algo-
rithm, which requires additional protective mechanisms
to prevent such attacks, Lorentz provides durability with-
out additional computational costs.

Table 1 presents the data to provide visibility and a
clear structure. It applies to both microcontrollers and
FPGAs, as it compares the performance of the Lorentz
algorithm across different platforms, including STM32
microcontrollers and Xilinx Artix-7 FPGAs.

To further validate the performance differences be-
tween the Lorentz algorithm and AES, Student’s t-test
was conducted for each parameter. The findings demon-
strated that the null hypothesis, which holds that there is
no discernible difference between the two algorithms, is
rejected at the 95% confidence level for every investi-
gated parameter. The t-values and p-values for each pa-
rameter are as follows: encryption speed (t-value=6.37,

p-value=3.36x10"%), memory usage (t-value=-28.18, p-
value=0.00), and energy consumption (t-value=-15.19, p-
value=0.00). These results verify that notable perfor-
mance differences exist between the Lorentz algorithm
and AES throughout the evaluation criteria.

Table 1
Evaluation of the effectiveness of the Lorentz algorithm
and AES for embedded systems

Parameter Lorentz algorithm AES
Encryption speed 120 ms/KB 110 ms/KB
Memory usage 50 KB 80 KB

Energy consump- 15% 25%
tion
Resistance to at- High High
tacks
Applicability in | Full compatibility Limited
loT

Note: Lorentz: standard deviation (SD) — 3.33, confi-
dence interval (Cl) — 61.67; AES: SD -5, Cl - 71.67.

Source: compiled by the authors based on [14].

Testing has demonstrated the high resilience of the
algorithm to changes in initial conditions, confirming its
reliability in generating cryptographically strong keys.
The algorithm also maintains high performance when
processing large amounts of data, such as sensor readings
or structured arrays. Even with significant amounts of
data, the encryption speed remains stable, making the al-
gorithm suitable for use in sensor networks and 10T de-
vices. These results indicate that the Lorentz algorithm is
suitable for use in loT devices, sensor networks, and
other embedded systems where low power consumption
and computing resource savings are important.

One of the key advantages of the Lorentz algorithm
is its low power consumption. The flexibility of the Lo-
rentz system allows the algorithm to work with different
types of data. This is achieved by changing the initial
conditions and adjusting the parameters o, p, and P,
which makes it suitable for both text data, images, and
sensor arrays. With 15% power consumption compared
to the maximum available processor power, it is signifi-
cantly superior to AES, which requires 25%. This is es-
pecially important for autonomous IoT devices, where a
limited energy supply requires minimizing costs. Due to
this advantage, the Lorentz algorithm can be used in de-
vices with a long battery life.

The Lorentz algorithm is fully compatible with 10T
devices and sensor networks. The algorithm can be used
in smart cities to protect data transmitted between traffic
and lighting control systems, preventing attacks on criti-
cal infrastructure [26-28]. As shown by Emin and Mu-
saev [29], chaotic systems, such as Lorentz-Ressler
maps, demonstrate reduced computing costs and power
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consumption when encrypting images for embedded sys-
tems while maintaining a high level of security. In addi-
tion, Damaj et al. [30] noted that optimizing the imple-
mentation of the Lorentz system on an FPGA can signif-
icantly reduce power consumption and increase compu-
tational accuracy, which is consistent with the results of
this study. It can provide secure data transmission from
blood pressure or blood sugar monitoring devices in med-
ical systems, which is especially important for the long-
term use of battery-powered sensors. Its low computing
costs and adaptability to limited resources make it ideal
for real-time applications.

Unlike AES, which places higher demands on
memory and computing power, the Lorentz algorithm
provides efficient data encryption, allowing for extended
periods of autonomous operation without significantly
increasing hardware costs. To test the stability of the Lo-
rentz algorithm, we performed sensitivity tests to changes
in initial conditions and calculated the entropy of the
keys. The algorithm showed a key entropy of 7.95
bits/byte, which indicates a high degree of randomness
and makes it difficult to crack keys using analysis meth-
ods. The key entropy obtained is consistent with the
standards validated by other researchers, who employed
NIST tests to evaluate their chaotic stream cipher for
real-time loT applications [31]. Conducting a detailed
analysis of the algorithm’s resistance to modern types of
attacks is also necessary. Particular attention should be
paid to analysis involving the use of machine learning
methods, which are becoming increasingly popular in
cryptanalysis. When the value was changed x,to 0.001, a
complete change of 90% of the encrypted data bits was
recorded, confirming the high sensitivity of the Lorentz
system to changes in initial conditions. This property
adds durability to the algorithm against key recovery-
based attacks. In addition, the chaotic nature of the sys-
tem provides resistance to brute-force attacks.

In summary, the Lorentz algorithm demonstrates
competitive performance. Low energy consumption and
minimal memory usage make it suitable for 10T devices
and sensor networks. The algorithm can be considered a
promising solution for real-time operation due to its high
security and efficiency. The use of FPGA for the Lorentz
attractor implementation can significantly improve the
performance of such systems, minimizing delays and
power consumption [32]. This makes the Lorentz algo-
rithm particularly useful for applications with limited
computing resources.

The effectiveness of the Lorentz algorithm has been
demonstrated in various scenarios, including medical de-
vices, industrial 10T networks, and smart city systems. In
the field of medical devices, the algorithm has proved
particularly useful due to its low power consumption.
This makes it suitable for sensors such as blood pressure
or blood sugar monitoring devices. These devices often

operate independently and have a limited battery life,
which requires minimizing energy consumption. Accord-
ing to Samiullah et al. [33], chaotic systems such as the
Lorentz algorithm provide reliable protection of medical
data in loT systems, maintaining high performance even
in limited memory and energy conditions. The Lorentz
algorithm ensures the security of transmitted data without
significantly increasing the battery load, which is critical
for long-term use in medical applications.

In industrial 10T networks, where sensors are used
to monitor temperature, humidity, pressure, and other pa-
rameters, the Lorentz algorithm has also proved to be a
positive factor. Its low computing costs allow data en-
cryption to be performed without increasing the load on
processors, which contributes to the long-term operation
of sensors even in conditions of increased reliability re-
quirements. This makes the algorithm ideal for use in
production processes where data protection is crucial;
however, while the algorithm secures the data, it does not
directly contribute to overall system reliability. If an at-
tacker bypasses the data protection measures, the system
may still become vulnerable and unreliable. Hwang et al.
[34] emphasized that chaotic algorithms, such as Lorentz,
can be integrated with machine learning methods to fur-
ther enhance their efficiency and adaptability in indus-
trial use.

In smart city systems, the Lorentz algorithm has
found applications in tasks such as traffic management,
lighting, and energy consumption. In these systems, data
is transferred between different devices, and their secu-
rity plays an important role. The Lorentz algorithm can
be used on devices with limited resources while ensuring
a high level of data security due to the minimal computa-
tional costs. This helps optimize the operation of smart
city systems, thereby increasing their efficiency and reli-
ability. Chaotic systems have unique properties that make
them promising for use in cryptography [35, 36].

High sensitivity to initial conditions is one of the
key characteristics. Even minimal changes to the initial
parameters, such as x,, ¥, Z,, lead to significant changes
in the output data. This significantly complicates the task
of hacking the algorithm, especially by brute force meth-
ods, because a huge number of possible initial conditions
must be considered. As noted by Alibraheemi et al. [37],
the use of the Lorentz system in a stream cipher demon-
strates that this high sensitivity makes it possible to create
unique cryptographic keys for each new data entry, min-
imizing the possibility of their prediction and recovery.

Unpredictability is another important feature of
chaotic systems. When generating cryptographic keys
based on such systems, sequences with high entropy are
created, making it almost impossible to predict them.
This property provides a high level of security and re-
sistance to attacks based on the analysis of encrypted
data. Research shows that chaotic encryption methods
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provide a high degree of sensitivity to changes in initial
conditions and are effective for working with images and
other types of data, making them a universal tool for a
variety of applications [38]. The efficiency of chaotic al-
gorithms renders them particularly suitable for IoT de-
vices. The use of the Lorentz system in data encryption
demonstrates high sensitivity to initial conditions and un-
predictability, which was confirmed by Al-Maadeed et
al. [39]. Compared to conventional methods, such as
AES, chaotic systems consume significantly less
memory and energy. These qualities make them ideal for
use in devices with limited resources, such as sensors and
microcontrollers, which must operate with minimal
power consumption. An additional advantage of chaotic
systems is their adaptability. For example, Lorentz sys-
tems can be configured to work with various types of
data, including text strings, images, and numeric arrays.
Therefore, they are a universal tool for solving infor-
mation security problems in various applications, from
sensor networks to smart city management systems.

With the development of security technologies, the
number of threats associated with post-quantum attacks
is increasing, which can make many conventional cryp-
tographic methods vulnerable [40-42]. The Lorentz algo-
rithm can serve as a basis for developing cryptographic
solutions that are resistant to the threats of quantum
cryptanalysis due to its chaotic nature and high key en-
tropy. Enhancing security, such as using semantic trans-
formation, can also be adapted to increase the resilience
of the Lorentz system to modern threats [43]. In addition,
chaotic systems open up possibilities for creating hybrid
algorithms that combine their advantages with post-quan-
tum methods such as lattice-based cryptography. This ap-
proach can increase the level of security and expand the
range of tasks that can be performed using the Lorentz
algorithm.

In addition, the possibilities of applying the algo-
rithm in various fields should be considered. For exam-
ple, it is used for data protection in medical devices, in-
dustrial systems, and smart city management systems.
The Lorentz algorithm can be effectively used to protect
data in medical devices, where security plays a critical
role. For example, the algorithm can encrypt ECG data
transmitted from portable heart monitors to centralized
storage systems. This is especially important in environ-
ments where minimal energy consumption and high pro-
cessing speed are required, for example, when monitor-
ing patients with chronic diseases.

In industrial networks, the algorithm can be used to
protect sensor data measuring equipment temperature,
pressure, and vibration levels. This not only increases
data security but also prevents potential cyber-attacks
aimed at sabotaging production processes. In smart cities,
the algorithm can be used to protect data from traffic,
lighting, or water management systems, thereby reducing

the risk of attacks on critical infrastructure. For example,
the algorithm can encrypt ECG data transmitted from
portable heart monitors to centralized storage systems. In
industrial networks, it can be used to protect sensor data
measuring key equipment parameters, and in smart cities,
it can be used to protect critical infrastructure-related in-
formation. Testing in such conditions will demonstrate
the algorithm’s real effectiveness and confirm its versa-
tility. Medical devices can benefit from the low power
consumption of the algorithm, while industrial systems
and smart cities can benefit from its ability to process
data in a computing resource—constrained environment.

The exploration of these areas may expand the po-
tential applications of the Lorentz algorithm, solidifying
its role as a practical solution for data protection in mod-
ern embedded systems. The results highlighted the rele-
vance of the proposed encryption approach. The Lorentz
algorithm outperforms conventional methods, especially
in conditions of limited computing resources. One of the
current challenges in applying the Lorentz algorithm is
the need for precise synchronization of the initial condi-
tions between the sender and the recipient. This requires
the development of more reliable methods for allocating
initial parameters, especially in real-time networks,
where devices often have limited computing resources
and operate with unstable connections. Another problem
may be an increase in data processing time when scaling
the algorithm to work with large amounts of information,
which requires additional research in the field of compu-
tational optimization. Its advantages, such as high secu-
rity, minimal power consumption, and adaptability, make
it a promising solution for 10T devices and sensor net-
works. This research opens up new perspectives for the
development of chaotic systems in cryptography and may
form the basis for further research in this area.

4. Discussion

Modern challenges in the field of information secu-
rity, especially in the context of the 10T and sensor net-
works, require the development of effective crypto-
graphic solutions that are capable of operating in condi-
tions of limited computing resources. The results demon-
strate that the Lorentz algorithm is a promising tool for
ensuring data security in these systems due to its chaotic
nature and high sensitivity to initial conditions. The in-
creasing threats associated with quantum attacks, which
can make conventional algorithms, such as AES, vulner-
able, condition the importance of the research. The pre-
sent study confirms that chaotic systems, particularly the
Lorentz attractor, offer unique advantages, including a
high level of safety, low power consumption, and flexi-
bility of application in a variety of tasks.

The results show that the Lorentz algorithm demon-
strates competitive characteristics compared with
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conventional methods, such as AES, in conditions of lim-
ited computing resources. The generation of crypto-
graphic keys based on the Lorentz system helped to
achieve an entropy of 7.95 bits/byte, which meets modern
cryptographic strength standards. The sequences were
tested using standard NIST techniques, including fre-
quency tests, block sequences, serial distribution, and en-
tropy tests. All tests confirmed the sequences’ high ran-
domness, demonstrating deviations that meet safety re-
quirements. The entropy test results showed a value of
7.95 bits/byte, which exceeds the minimum requirements
for strong cryptographic keys.

In addition, collision resistance testing revealed no
overlap in 10,000 iterations. This confirms the unique-
ness of the sequences generated by the proposed algo-
rithm and its resistance to attacks based on selection or
repetition analysis. These results show that the Lorentz
algorithm can serve as a reliable source of cryptographic
key generation, especially for 10T devices and sensor net-
works, where minimal power consumption and high se-
curity are important.

The test results show that the slightest changes in
the initial conditions (for example, a change x,by 0.001)
lead to a change of more than 90% of the bits in the en-
crypted data. This confirms the chaotic nature of the Lo-
rentz system and its ability to generate strong crypto-
graphic keys. This property also makes the algorithm re-
sistant to attacks based on key recovery. The algorithm’s
characteristics, including low power consumption and
minimal memory requirements, confirm its suitability for
embedded systems. For example, wearable devices can
use an algorithm to protect real-time medical data, such
as heart rate or blood oxygen levels.

The Lorentz algorithm showed an encryption speed
of 120 ms/KB, which is slightly lower than that of AES
(110 ms/KB). However, the memory usage of Lorentz
was 50 KB, which is 37% less than that of AES (80 KB).
This makes it the preferred choice for embedded systems
where memory constraints are critical. Additionally, the
power consumption of the Lorentz algorithm was only
15% of the maximum processor power, which is 40%
lower than that of AES, which consumes about 25%.

Hardware testing on the Xilinx Artix-7 FPGA plat-
form showed a similar performance: the encryption speed
was 120 ms/KB using 50 KB of memory and low power
consumption. The algorithm also demonstrated stable
performance indicators on the STM32 microcontroller,
maintaining the accuracy of reproducing chaotic trajecto-
ries with increasing data volume. This confirms its suita-
bility for embedded systems such as sensor networks and
IoT devices. For comparison, the AES algorithm requires
significantly more memory and energy, although it
demonstrates a higher encryption speed (110 ms/KB).
This limits its use in devices with tight resource con-
straints, where minimizing energy consumption and

memory footprint is critical.

Further research may focus on integrating the Lo-
rentz algorithm with conventional encryption methods,
such as AES. Hybrid solutions will combine the ad-
vantages of both approaches, increasing cryptanalysis re-
sistance, especially in the context of the post-quantum
threat. This combination can be used in IoT networks,
where data processing speed and security are important
while energy consumption and memory requirements re-
main minimal.

The analysis results showed that the Lorentz algo-
rithm is attacks-resistant based on key recovery and en-
crypted data analysis. In particular, the chaotic nature of
the algorithm provides a high level of unpredictability,
making it difficult to crack using conventional cryptanal-
ysis methods. This means that the Lorentz algorithm is
not only efficient but also practical for various applica-
tions, including data protection in medical devices, in-
dustrial networks, and smart cities.

The results of the study confirm the high efficiency
of the Lorentz algorithm for use in conditions of limited
computing resources. The use of chaotic systems, such as
the Lorentz algorithm, has significant advantages over
conventional encryption methods. According to research,
chaotic systems are highly resistant to cryptographic at-
tacks and have minimal memory and power consumption
requirements, making them particularly relevant for loT
devices and embedded systems [44]. Additionally, cha-
otic systems can provide a high level of security while
minimizing computing costs. For example, an approach
based on chaotic attractors allows the algorithm to work
in real time while maintaining encryption stability and re-
liability. Such results are confirmed by studies analyzing
the use of chaotic attractors in sensor networks to protect
data and minimize its leaks [45].

The resilience of chaotic systems to key recovery
attacks is an important aspect. Modern research has
shown that chaotic algorithms, including Lorentz system
modifications, demonstrate excellent data protection per-
formance. For example, the study by El Hanouti et al.
[46] confirmed that chaotic systems can effectively en-
crypt multimedia information, including images and vid-
eos, providing a high level of security with minimal
power consumption. Similar to the results of the study,
Kiran et al. [47] demonstrated a chaotic encryption sys-
tem designed for real-time robotic 10T environments.
They pointed out that chaos-based methods are practical
and effective on embedded hardware. This confirms their
versatility and applicability in various tasks, such as pro-
tecting medical data, managing smart cities, and securing
industrial systems.

In addition, the effectiveness of chaotic systems has
been confirmed in the context of productivity improve-
ments. For example, when using chaotic methods, the
data processing time is reduced while maintaining a high
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degree of key entropy. Energy efficiency can be achieved
by tailoring microcontrollers to a lighter size [48]. Such
results highlight the prospects for integrating chaotic sys-
tems with conventional encryption methods, such as
AES, to create hybrid solutions capable of increasing
data protection [49].

Chaotic systems, such as the Lorentz algorithm,
open up a wide range of possibilities for use in modern
conditions where high security, minimal energy con-
sumption, and optimal resource use are important. The
integration of such algorithms into 10T devices, where
memory and computing power constraints require the use
of lightweight cryptographic solutions, is one of the
promising areas. The Lorentz algorithm can provide reli-
able data protection in 10T devices such as medical sen-
sors, smart home systems, and industrial sensors due to
its ability to generate keys with high entropy and re-
sistance to cryptographic attacks.

Another area is related to the development of post-
quantum cryptographic solutions. Chaotic systems, such
as lattice cryptography, can become the basis for hybrid
encryption methods that combine chaotic properties with
methods resistant to quantum attacks [50-52]. This ap-
proach is especially relevant in the context of the growing
threat of quantum cryptanalysis. In addition, the use of
chaotic systems for encrypting multimedia data, includ-
ing images and videos, seems promising, especially in
digital medicine and video surveillance systems, where
minimizing computing resources and a high level of se-
curity are required. Thus, chaotic algorithms, such as the
Lorentz system, have significant potential for further de-
velopment of cryptography.

Despite the advantages of the Lorentz algorithm,
limitations and challenges must be considered when ap-
plying it. One of the key problems is the difficulty in ac-
curately synchronizing the initial conditions between the
sender and the recipient. The slightest deviation of the
initial parameters can lead to a mismatch between en-
crypted and decrypted data, requiring the development of
reliable methods for transmitting initial conditions, espe-
cially in real-time networks.

The relative complexity of implementing chaotic al-
gorithms on the hardware level is another challenge. De-
spite its advantages, the Lorentz algorithm may encoun-
ter problems when processing large amounts of data. This
requires additional research in the field of algorithm op-
timization to ensure higher encryption speeds, which will
be especially important for multimedia applications. Alt-
hough the Lorentz algorithm demonstrates low power
consumption and memory savings, its implementation in
devices with limited computing resources, such as micro-
controllers and FPGASs, may require additional optimiza-
tion. This becomes especially relevant when processing
large amounts of data, where the processor’s load in-
creases.

In addition, the Lorentz algorithm, like other cha-
otic systems, is vulnerable to attacks based on ciphertext
analysis if its parameters are insufficiently protected.
This highlights the need to develop more secure mecha-
nisms for parameter management and synchronization.
Although the Lorentz algorithm has significant potential,
solving these challenges is an important step in ensuring
its reliability and effectiveness in real-world conditions.

The results of the study confirm the importance of
the Lorentz algorithm as a promising solution for modern
cryptographic tasks, especially in limited computing re-
sources. The Lorentz algorithm can process complex data
structures, such as images and videos, and can find appli-
cations in digital medicine and multimedia systems. This
opens up new horizons for the use of chaotic systems in
cryptography, especially under limited computing re-
sources. The algorithm is an effective tool for protecting
information in loT devices, sensor networks, and smart
cities because of its high sensitivity to initial conditions,
low power consumption, and adaptability to various
types of data. The limitations associated with synchroni-
zation of initial conditions and big data processing re-
quire further research aimed at improving performance
and sustainability parameters. The Lorentz algorithm has
significant potential as a component of hybrid and post-
quantum cryptographic systems.

5. Conclusions

This study has confirmed the effectiveness of the
Lorentz algorithm as a cryptographic solution for sys-
tems with limited resources. The main purpose of this
study was to evaluate the performance, stability, and
practical applicability of the proposed algorithm in con-
ditions of limited computing resources. The possibility of
generating cryptographic keys with a high degree of ran-
domness was demonstrated, which was confirmed by an
entropy value of 7.95 bits/byte. The algorithm also
demonstrated resistance to brute-force attacks due to the
chaotic nature of the Lorentz system and its sensitivity to
changes in initial conditions.

The efficiency of the algorithm was confirmed by
its low resource requirements: memory consumption is
37% less, and energy consumption is 40% lower than that
of AES, while maintaining a high encryption speed of
120 ms/KB. In addition, the algorithm has shown re-
sistance to attacks based on key recovery due to its cha-
otic nature. Minimal changes in the initial conditions lead
to a change of more than 90% of the bits in the encrypted
data, making it almost impossible to hack the algorithm
using brute force methods. These results highlight the
promise of the Lorentz algorithm for data protection in
conditions of limited computing resources, such as loT
devices, sensor networks, and other embedded systems.
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Despite its advantages, the Lorentz algorithm has
limitations. For example, the current study did not cover
tests for resistance to post-quantum threats, which neces-
sitates further experiments using modern approaches,
such as vulnerability analysis using machine learning
methods. In addition, the algorithm requires optimization
for processing multimedia data (for example, images and
videos), where not only security but also high processing
speed is important.

The algorithm’s scalability remains a challenge, es-
pecially in high-load environments such as network in-
frastructures with multiple connected devices. For such
cases, the use of distributed computing or hardware ac-
celerators such as FPGASs is necessary.

Future research should focus on pilot deployments
using real-world sensor data, such as from smart cities or
medical devices, to evaluate scalability and performance.
For safe data exchange, the technique should also be
combined with 10T communication protocols such as
Message Queuing Telemetry Transport or Constrained
Application Protocol. Additional testing should be per-
formed to evaluate performance in scenarios with packet
loss, erratic connectivity, and restricted bandwidth. To
determine whether the approach is appropriate for low-
power applications, the power consumption profiles of
the hardware platforms, including current consumption
and battery life, must be documented. Additionally, it is
promising to test the algorithm on more complex types of
data, such as multimedia files, including images, and
video streams. This will allow the evaluation of its ap-
plicability in the field of digital medicine, where data pro-
tection is of critical importance, and ensuring the security
of video streams in video surveillance systems and smart
cities.

An in-depth analysis of the algorithm’s vulnerabili-
ties, including its resistance to attacks using machine
learning methods, should be given special attention. Such
an analysis will help identify potential points of improve-
ment and improve the reliability of the system. The im-
plementation of these research areas will open up new
horizons for its application in healthcare, industry, and
smart city management.
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MNP PYBAHHA CEHCOPHUX JAHUX 3A JOITIOMOI'OIO
ATPAKTOPA JIOPEHIIA Y BBYJTOBAHUX CUCTEMAX

A. Kynvorcanosa, 1. ZKomapmosa, T. Mazakog

3pocratoua 3arposa KibepaTak Ta HeOOXiJHICTh 3aXHCTY JaHUX BOY/IOBAaHMX CUCTEM BHUMAraloTh pO3pOOKH eHe-
proedexTuBHUX Kpunrorpadiunux mMeronis. IlpeaMerom cratTi € po3podka eHeproe()eKTHBHOIO METOAY MU(pY-
BaHHS JaHUX /11 BOYZOBAaHUX CUCTEM, 1110 BUKOPHUCTOBYIOTh XaOTHYHI CHCTEMH, 30KpeMa cucteMy Jlopenna. MeTtoro
JOCITiKEHHsI OyJIo CTBOPEHHsI MeToly MM(PYBaHHS TaHUX 11l BOYJOBAaHUX CUCTEM 3 OOMEKEHUMH O0UHCITIOBAIIb-
HUMH pecypcaMu. 3aBJaHHsI BKITIOUAIH PO3POOKY AITOPUTMY Ha OCHOBI BIIACTUBOCTEH Xa0THYHOI crcTemu Jloperiia,
fioro peasizailito Ha MiIKpOKOHTpOJIEpaxX Ta MPOrpaMoOBaHKX JIOTTYHHUX CXeMaX, a TAKOXK TECTYBaHHS HOTo MPOJYKTH-
BHOCTI B yMOBaX, OJIM3bKUX /10 peabHIX. BUKOPHCTaHI METOAM BKIIOYAIH BUKOPUCTAHHS BUCOKOI UYTJIIMBOCTI Xa0-
TUYHHUX CHCTEM JI0 [IOYAaTKOBUX YMOB, peajli3allilo aropuT™My mudpyBaHHs B anapaTHOMY 3a0e3MeUeHHI Ta OLIHKY
KJIFOUOBUX MMOKa3HHUKIB ITPOJYKTUBHOCTI, TAKHX SIK HIBUIKICTh, €HEPTOCIIOKUBAHHSI, BUKOPUCTAHHS MaM'sITi Ta CTild-
KICTb 10 KpunTorpagiuaux atak. Pe3yJbTaTn mokasany, 0 3apolIOHOBAHUI aJTrOPUTM 3MEHIIYE CIIOKUBAHHS T1a-
M'aTi Ha 37% Ta 3MEHIIye cIOKUBaHHA eHepril Ha 10% MOpiBHAHO 3 TPAIMLIHHUMH METOaMH, 3a0€31e4y04H LIBU-
axicts mmppysans 120 MiicekyHa Ha KinoOaiT fannx. BunpoOyBaHHs MmiATBEpANIIH, IO HABITH MiHIMaJIbHI 3MiHU
MOYaTKOBHX MApaMeTPiB XaOTHYHOI CHCTEMH HNPHU3BOIATH 10 3MiHH 10 90% OiTiB y 3ammppoBaHUX AaHHX, IO MiJ-
BHUIIYE CTIHKICTh anroputMy. Meroji BUSBUBCSI CYMICHUM 3 PI3HMMH TUIIAMH JJAHUX Ta IMOKa3aB YHIBEPCAIbHICTh JUIs
3axucTy iHpopMarii. AJrOpUTM NPOJEMOHCTPYBAB e(peKTUBHICTH 0OPOOKH TEKCTOBUX MACHBIB Ta CEHCOPHHX JaHUX,
0 pOOHUTH HOro MPUAATHUAM ISl BUKOPUCTaHHS B PO3YMHHUX MiCTaX, MEANYHHX MPUCTPOSX Ta MPOMHCIOBHX Mepe-
ax. 3HAUSHHS SHTPOIIIi KIIF04a CTaHOBMWIIO 7,95 Oita Ha 0aifT, 1110 CBITYMTH MPO BUCOKY HAMIMHICTh MIHM(PYBaHHS.
SIK BUCHOBOK, OTPHMaHi pe3ysIbTaT! JOBOIATH, III0 3aPOIIOHOBAHUI METOA € MEPCIIEKTUBHUM IS BUKOPHCTAHHS B
YMOBax 0OMEXEHUX PECypCiB Ta MOXKe OyTH IHTErPOBAHMUH 13 Cy4aCHHUMH TEXHOJIOTISIMH 1H(POpMAIIHHOT Oe3neKu.

Karou4oBi ci1oBa: XaoTH4HI CTPYKTYPU; METO/IU 3aXHCTY 1H(OpMAIlii; TUHAMIYHI MOJIENi; HeMiHIHA KpUITOrpa-
¢bis; MaTeMaTU4HI OCHOBH O€3MEKH; alrOpUTMU 0OPOOKU CUTHAIIB.
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