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MODELING THE SERIES OF MILITARY ACTIONS TO PLAN AN ATTACK 

MISSION OF A SWARM DRONES 
 

The use of unmanned aerial vehicles (UAVs) has become an innovative technological tool in modern hybrid 
warfare. The effectiveness of UAVs has increased dramatically when combat drones are deployed in swarms to 

attack enemy targets. The creation of an active shield in the air to help the military on the ground allows for 

the integration of air and ground combat operations, which gives a new synergistic effect to the use of attack 

drones. Therefore, it is relevant to conduct a study on the planning of attack missions using attack UAVs. The 

subjects of this research are models used to plan attacking military operations using attack drones. The 

purpose of this study is to create a set of models that enable planning massive attacks by attack drones. Tasks 

to be solved: to form a sequence of military actions for an attack mission; to justify the choice of local military 

zones for an attack; to form the combat potential of a swarm of drones; to justify the use of simulator drones to 

deplete enemy resources; to form waves of a swarm of attack drones; to model the movement of the swarm to 

the targets. The mathematical methods and models used are: system analysis to form an attack mission of 

attack drones; method of virtual experiment to select important indicators of enemy activity; method of 
qualitative assessment of enemy actions; method of lexicographic ordering of options to select relevant 

military local zones for attack; integer (Boolean) optimization to create the necessary combat potential to 

defeat enemy targets; simulation multi-agent modeling of the flight of a swarm of attack drones. The following 

results were obtained: a systematic representation of the sequence of military actions for conducting an attack 

by attack drones was obtained; indicators of enemy activity were substantiated; a set of actual military local 

zones with enemy targets was formed; a swarm of simulator drones was created to distract the enemy; the 

necessary combat potential of the attack drone swarm was formed; waves of attack drones were substantiated 

to defeat enemy targets; and a simulation, multi-agent model of swarm movement was created. Conclusions. 

The results of the study make it possible to substantiate a plan of combat operations using a swarm of attack 

drones, which contributes to the effectiveness of operational and tactical actions on battlefields. The novelty of 

the proposed approach lies in the scientific substantiation of the sequence of military actions for planning the 

attack mission of attack drones, using the developed set of original and new mathematical and simulation 
models. 

 

Keywords: swarm of strike drones; wave attack by drones; multiple local military zones with actual targets; 

indicators of enemy activity assessment; optimization of the combat potential of a swarm of strike drones; 

simulation and agent-based modeling of military operations; wave attack by strike drones. 

 

 

1. Introduction 
 

The emergence of a new technological tool for 

war, in the form of UAVs, changed the tactics of 

warfare on the battlefield [1, 2]. The integration of 

military operations, both in the air and on the ground, 

has increased defense capabilities by creating an active 

air shield that forms a Kill Zone on the ground to resist 

enemy attacks [3, 4]. However, the enemy's availability 

of anti-drone capabilities complicates the use of combat 

UAVs [5, 6]. Therefore, the deployment of UAVs in a 

swarm provides a new synergistic effect that affects the 

effectiveness of combat operations and the conduct of a 

massive attack on enemy targets. The realization of 

enemy military threats may lead to a partial loss of 

drones in the swarm, but still, most drones reach their 

targets [7, 8].The realization of enemy anti-drone 

actions leads to the need to form waves of attack drones 

that can be launched in the amount necessary to 

completely defeat enemy targets [9, 10]. Therefore, 

there is a difficult task of planning UAV military 

missions using waves of swarms of attack drones. It is 

necessary to form a systematic sequence of military 

actions to conduct an attack mission using a swarm of 

attack drones [11, 12].While planning an attack, it is 

necessary to analyze the results of monitoring the 

military situation on the battlefield using reconnaissance 

drones; launch imitator drones to distract the enemy and 

deplete its military resources; analyze the results of the 

attack, assessing the level of damage to targets, which 

allows to calculate the number of wave attacks and plan 

their sequence. All these activities are necessary in the 
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face of active enemy anti-drone operations, which 

complicates the planning and conduct of an attack 

mission using a swarm of attack drones. Taking into 

account the above, we conclude that it is relevant to 

conduct a study on the planning of wave air attacks 

using a swarm of attack drones. 
 

1.1. Motivation  
 

Planning an attack mission using a swarm of attack 

drones is a complex task, as it is necessary to take into 

account the dynamic changes in military circumstances 

on the battlefield, the availability of enemy anti-drone 

capabilities, the creation of the necessary combat 

capability of the drone swarm to defeat enemy targets, 

etc. While planning an attack mission using attack 

drones, it is necessary to form a set of enemy targets and 

select the actual targets to be attacked, taking into 

account the limited capabilities of UAVs (flight time, 

flight range, flight altitude, payload, etc.).For the 

effective use of combat drones, it is necessary to launch 

imitator drones before the attack to distract the enemy 

and deplete its military resources. Next, it is necessary 

to organize the movement of drones to enemy targets. 

After defeating the enemy's targets, it is necessary to 

analyze the results of the attack and, if necessary, form a 

new wave of attack drone swarms. 

Therefore, the task of planning wave attacks by a 

swarm of attack drones to support military operations on 

the battlefield is urgently needed. 
 

1.2. State of the art and problem statement 
 

There are several problems connected with the use 

of UAVs for attack missions. Some  problems are being 

solved, but there are also new problems that require 

research: 

1. Formation of a strategy for planning a multi-

stage sequence of military operations to conduct an 

attack mission using a swarm of attack drones. For 

example, study [13] mathematically describes 

interaction options, but does not provide for multi-stage 

use to achieve the goal, and study [14] proposes the idea 

of using a swarm of drones to create artificial 

precipitation, taking into account repeated and multi-

stage use, but does not provide for interaction between 

them and the direction of each to obtain one specific 

result by performing various tasks. 

2. Monitoring of changes in military circumstances 

on the battlefield using reconnaissance drones to make 

decisions about conducting a massive attack with strike 

drones. Such an issue is, on the one hand, being studied, 

namely the use of drones for monitoring and 

reconnaissance activities [15, 16], but only as a separate 

task, i.e., other studies only show the ability to perform 

such a task without specific algorithms for interaction 

between reconnaissance drones and all other agents in 

order to decide on further actions. 

3. The use of imitator drones to distract the enemy 

and deplete its combat resources. This means that it is 

necessary to create intelligent drones that are capable of 

performing such a mission, as described in [17, 18], but 

simply using smart drones that can work in a swarm is 

not enough, since these agents need to work on solving 

the task of distracting and exhausting the enemy, and 

this requires special algorithms for interaction between 

drones in a swarm and the behavior of the mission in 

general. 

4. Formation of a swarm of drones, considering the 

limited capabilities of individual UAVs, to develop the 

necessary combat capability to defeat enemy targets. 

Today, this is best described in works on drone 

interaction during shows or interaction in an urban city 

[19, 20], but the problem is that the limitations in such 

works do not coincide with the limitations of interaction 

between drones during military missions. 

5. Planning flight routes for a swarm of attack 

drones despite enemy anti-drone actions. To perform 

this task, it is possible to use modern approaches based 

on neural networks; for example, deep neural networks 

can be used to obtain more effective solutions. For 

example, in [21], the authors used a neural network to 

compare leaves, with the main idea being to use the leaf 

skeleton; thus, leaf skeletons can be interpreted into a 

set of possible trajectories, which will add 

unpredictability to the swarm. Some publications 

already describe the experience gained during combat 

operations [22]; however, they do not provide 

algorithms for swarm actions under such conditions. 

6. Real-time analysis of the results of attack 

operations by attack drones, changes in military 

circumstances. The works [23, 24] described the 

possibilities of using a swarm of drones in combat 

conditions to obtain visual information and how it is 

possible to plan movement routes in such conditions, 

but did not take into account that this information is 

relevant in real time and not after a long period of time. 

7. Creation of a new UAV control functionality 

that allows drones to be collapsed into a swarm and to 

distribute combat drones into groups aimed at enemy 

targets. In modern works [25, 26], attention is paid to 

the formation of a formation and further movement in 

this formation without considering the possibility of 

constant change of formations to increase the efficiency 

of the task. 

This is not a complete list of the problems that 

keep growing in the context of modern hybrid warfare, 

which indicates the relevance of conducting research on 

planning an attack mission using waves of swarms of 

attack drones. The analysis of publications on the above 

problems showed the complexity of the task of using a 
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swarm of drones to support the military on the 

battlefield [27, 28]. The large number of sensors 

required on board complicates the drone's design, and 

processing large amounts of data places additional 

demands on hardware and software. This paper presents 

solutions to some of these urgent problems. 
 

1.3. Objectives and methodology 
 

There is a contradiction between the need to use a 

new innovative tool of war, in the form of a swarm of 

drones, to further integrate combat operations in the air 

and on the ground, and the imperfection of existing 

methods, models and information technologies that will 

allow for a full systematic analysis of UAV attack 

missions, and the formation of a sequence of military 

actions to be taken to effectively use attack drones on 

the battlefield [29]. 

The research methodology is based on a systematic 

representation of military actions to prepare an attack 

mission using a swarm of attack drones. The 

methodology includes the following steps: 

- analysis of the combat situation on the battlefield, 

which allows the military leadership to form a set of 

military local zones (MLZs) in which enemy targets are 

located or active military operations are conducted; 

- assessment of enemy activity using indicators 

that reflect combat operations, the movement of military 

equipment and preparation for combat; 

- formation of a set of relevant VLZs for a massive 

attack, in conditions of limited opportunities for the 

formation of a swarm of attack drones; 

- analysis of possible actions of imitator drones to 

distract the enemy. Formation of the required number of 

simulator drones to simulate an attack at the locations of 

anti-drone assets; 

- justification of the combat potential of the drone 

swarm and its rational distribution by direction of 

movement to enemy targets; 

- forming the required number of waves of a 

swarm of attack drones to maximize the damage to 

enemy targets; 

- modeling the movement of attack drones to 

enemy targets with an assessment of their possible 

defeat. 

The purpose of this study was to create a set of 

mathematical and simulation models that can be used to 

plan the sequence of military actions to conduct wave 

attacks with strike drones. Following the research 

objective, the following tasks must be solved: 

1. Propose a strategy for planning military 

operations to conduct an attack mission with strike 

drones. 

2. Form indicators of enemy activity. 

3. Select the current enemy targets. 

4. Form a swarm of imitator drones. 

5. Create an attack drone combat capability. 

6. Form waves of swarms of attack drones. 

7. Develop a multi-agent simulation model of the 

movement of an attack drone swarm. 

8. An example of modeling an attack by attack 

drones is provided. 

The article is structured as follows: 

Section 2 is devoted to the formation of a multi-

stage military action plan for conducting an attack 

mission with strike drones.  

Section 3 describes the formation of indicators for 

assessing the military situation on the battlefield, the 

values of which affect decision-making regarding a 

massive attack by attack drones. 

Section 4 discusses the assessment and selection of 

local military zones to defeat actual enemy targets using 

attack drones. 

Section 5 discusses the use of a swarm of 

simulator drones to deplete enemy resources before 

conducting a massive attack with attack drones. 

Section 6 discusses the formation of the combat 

potential of strike drones in conditions of limited 

capabilities. 

Section 7 is devoted to the justification of the 

number of waves of an attack drone swarm that inflicts 

tangible losses on the enemy. 

Section 8 discusses the creation of a simulation 

model in a multi-agent representation for planning the 

routes of attack drones to enemy targets. 

Section 9 illustrates, by way of example, the 

effectiveness of the proposed approach for planning an 

air attack using a swarm of attack drones. 

Section 10 contains a discussion of the scientific 

results and their presentation in the form of a 

methodology that emphasizes the significance of the 

research for practical application. 

Section 11 concludes the article by summarizing 

the conclusions and providing prospects for further 

research and development of applied information 

technology for planning wave air attacks using a swarm 

of attack drones. 

 

2. A strategy for planning military 

operations during an attack mission  

with strike drones 
 

The analysis of combat operations using attack 

drones has revealed the need to improve air operations 

to help the military on the ground by creating an active 

air shield for infantry on battlefields. However, this 

requires the formation of a strategy to create a sequence 

of military actions that must be planned for effective use 

by attack drones. We present the strategy of these 

planned activities in the form of stages necessary for the 
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use of attack drones for the successful implementation 

of operational and tactical actions on the battlefield: 

1. Monitoring the military situation on battlefields 

with the help of reconnaissance drones. This makes it 

possible to form a set of military local zones (MLZs) 

where enemy activity can be observed. 

2. Formation of a set of actual enemy targets to be 

destroyed in the first place. This task can be 

accomplished given the limited capabilities of UAVs 

and the risks associated with enemy anti-drone 

operations. 

3. Simulate an attack with the help of simulator 

drones. This helps distract the enemy and deplete its 

resources, as well as helps to clarify the location of anti-

drone assets. 

4. Formation of the combat potential of attack 

drones during an attack mission. To achieve this, it is 

necessary to analyze the enemy's current targets to 

assess the combat potential required to defeat the 

enemy. 

5. An attack can be conducted using a swarm of 

attack drones. After a massive attack, assess the level of 

damage to enemy targets using reconnaissance drones. 

In conclusion, we consider the use of a new wave of 

attack drone swarms. 

6. A wave attack is conducted with attack drones. 

Decision-making regarding a new wave attack and the 

required number of swarm waves for attack drones, 

considering the level of damage to enemy targets and 

limited capabilities to create swarm waves. 

This list of stages is not final. It can be extended to 

consider new air innovations that arise in the context of 

modern hybrid warfare. 

The complexity of planning and implementing 

these stages led to the use of a set of different 

mathematical models in the study, which are necessary 

for modeling possible scenarios of combat operations in 

the air using a swarm of attack drones. Therefore, for 

the analysis of each stage of the formed strategy, the 

study used the following: 

- systematic analysis of the sequence of military 

operations using an attack drone swarm; 

- method of virtual experiment using the opinions 

of military experts to identify the priority of indicators 

of enemy activity in the area of military conflict; 

- method of analyzing a set of local military zones 

to select the most relevant ones for conducting attacks 

on enemy targets, using lexicographic ordering of 

options and qualitative assessments of experts; 

- method of forming the combat potential of a 

swarm of attack drones necessary to defeat actual 

enemy targets, considering the limited capabilities of 

UAVs, using integer (Boolean) programming; 

- method of simulation, agent-based modeling of 

the flight movement of a swarm of drones in the 

conditions of enemy anti-drone operations. Simulation 

modeling was used to simulate the flights of 

reconnaissance drones, simulator drones and attack 

drones. 

Therefore, in this section, a systematic analysis of 

the sequence of military actions was carried out to plan 

an attack mission using attack drones; the main stages 

of planning a massive wave attack by a swarm of attack 

drones were presented; a set of methods and models 

used in the study was formed. This allows us to 

scientifically substantiate the research methodology for 

planning an attack mission of combat drones in the 

context of modern hybrid warfare.  
 

3. Indicators of enemy activity 
 

In order to make decisions about conducting a 

massive attack on enemy targets using a swarm of 

attack drones, it is necessary to present, based on the 

results of intelligence, a set of military local zones 

(MLZs) in which active enemy actions are observed. 

Fig. 1 shows a graphic diagram of combat operations on 

the battlefield using a swarm of attack drones.  

After the drones are launched, a swarm is formed, 

which moves to a set of enemy targets. Next, the swarm 

is divided into groups, each of which moves to the 

selected AOE to conduct an attack on enemy targets. 

The enemy, with the help of anti-drone means (ASW, 

EW, air defense), forms a defense that affects the 

possibility of a successful attack. 

Constant monitoring of airspace with the help of 

reconnaissance drones allows assessment of changes in 

military circumstances and identification of airspace 

where the enemy is active. To assess changes in the 

military situation in a particular air defense area, it is 

necessary to form indicators whose value affects 

decision-making regarding the conduct of an attack 

mission using a swarm of attack drones. An analysis of 

modern military operations on battlefields has shown 

that enemy activity can be assessed using the following 

indicators: 

1. Accumulation of military equipment (F). 

2. Formation of military groups (Р). 

3. Active actions to move military equipment and 

other equipment (Q). 

4. Engineering works to create military facilities 

(V). 

This is not a complete list of indicators that can be 

supplemented with new ones in the context of modern 

hybrid warfare. The use and evaluation of the indicators 

(F, P, Q, V) to analyze the military situation on the 

battlefield will help make the final decision on 

conducting an attack mission with the help of attack 

drones. We will evaluate the impact of the indicators on 

decision-making regarding attacks with the help of 

military experts. 
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Fig. 1. Graphic diagram of the battlefield 

 

For example, on a point scale (0÷10). We will conduct a 

virtual experiment with military expert assessments 

based on the full factorial experiment (FFE) method. 

The FFE method allows the assessment of the 

importance (influence) of indicators (F, P, Q, V) for 

assessing the situation in a particular air defense area 

and for making decisions on conducting a massive 

attack with strike drones. Here is an illustrated example 

of the use of FFE by military experts to assess the 

importance (influence) of indicators (F, P, Q, V). 

Table 1 presents the FFE plan with four factors, each of 

which corresponds to a separate indicator (F, P, Q, V).  

 

Table 1  

Plan for a virtual experiment, using expert opinions 

№ X1 (F) X2 (P) X3 (Q) X4 (V) 

Y response 

(expert 

assessment)  

of experts) 

1 -1 -1 -1 -1 0 

2 -1 -1 -1 +1 1 

3 -1 -1 +1 -1 3 

4 -1 -1 +1 +1 4 

5 -1 +1 -1 -1 2 

6 -1 +1 -1 +1 3 

7 -1 +1 +1 -1 5 

8 -1 +1 +1 +1 6 

9 +1 -1 -1 -1 4 

10 +1 -1 -1 +1 5 

11 +1 -1 +1 -1 7 

12 +1 -1 +1 +1 8 

13 +1 +1 -1 -1 6 

14 +1 +1 -1 +1 7 

15 +1 +1 +1 -1 9 

16 +1 +1 +1 +1 10 

 

The values of the factors (indicators) are presented in 

the form of the variable xij («i» stands for the FFE term 

associated with the i-th experiment, and “j” stands for 

the factor (indicator). The FFE plan uses a full range of 

combinations of factors (N=2n=24=16). 

 

ij

if the value of the j-th indicator 

   is not used to make a decision 

   on attack actions in the i-th combination 

   of factor (indicator) values;
х

+1, if the value of the j-th indicator 

   

-1

u

, 

is 



sed to make a decision 

   on attacking actions in the i-th combination 

   of factor (indicator) values















 (1) 

 

Therefore, by conducting virtual experiments, with 

the help of military experts, it is possible to assess the 

possible impact of the i-th combination of indicators on 

the decision to attack with the help of attack drones. The 

“response” value (y) represents the impact of the values 

of the indicators on the decision to conduct an attack. It 

is presented in the rightmost column of the FFE. 

Based on the results of the virtual experiment and 

using the FFE and military experts' estimates, an 

incomplete quadratic regression dependence can be 

formed as follows: 

 

0 1 1 2 2 3 3 4 4

12 1 2 13 1 3 14 1 4

23 2 3 24 2 4 34 3 4

123 1 2 3 124 1 2 4

234 2 3 4 134 1 3 4

1234 1 2 3 4

y b b x b x b x b x

b x x b x x b x x

b x x b x x b x x

b x x x b x x x

b x x x b x x x

b x x x x .

     

   

   

  

  



     (2) 

 

Here, the coefficient bj (j=1,...,4) indicates the 

influence of the j-th factor (indicator) on the “response” 

y, and the coefficient, for example, b234 indicates the 

influence of the combination of factors (indicators) x2, 

x3, x4 on y. Suppose we are interested only in the values 

of the influence of factors (indicators) on the assessment 

of enemy activity in a particular air defense zone. 

Therefore, we select the linear part of the regression. 
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After performing the calculations related to the use of 

FFE, we obtain the following 

 

1 2 3 4y 5 3,5x 3x 3,25x 2,75x          (3) 

 

Based on the results of the above example, using a 

virtual experiment and military experts’ assessments, 

the following conclusion can be drawn. The greatest 

influence on the decision to conduct an attack mission 

against enemy targets with attack drones in a particular 

FFE is exerted by the F indicator (accumulation of 

military equipment), followed by the Q indicator (active 

enemy movement), and then the P indicator (formation 

of a military group). Indicator V (engineering works) 

has the least influence on attack decision-making. 

Further, after assessing the impact of the indicators on 

the decision to conduct an attack mission using attack 

drones, we present the set of indicators in the form of a 

priority series. For our example, these are: F, Q, P, and 

V. This series will be used to assess each local military 

zone in a military conflict where enemy activity is 

observed. 

Therefore, in this section, a set of indicators of 

enemy activity has been formed that can be used to 

make decisions on conducting an attack mission by 

strike drones against enemy targets on the battlefield. A 

virtual experiment with military expert assessments was 

conducted to evaluate the impact of the indicators on the 

decision-making process for an attack mission. This 

allows us to assess the importance of the indicators and 

form a priority series that will be used to select relevant 

military local zones on the battlefield, which will be 

attacked by a swarm of attack drones in the first place. 

 

4.Selection of actual enemy targets 
 

Continuous monitoring of military conditions on 

the battlefield with the help of reconnaissance drones 

allows responding to changes in the situation related to 

enemy actions and preparing a possible attack mission 

with a swarm of attack drones. To plan a massive attack, 

it is necessary to form a set of military local zones 

(MLZs) in which enemy activity is observed and 

increased. The number of MLZs containing enemy 

targets affects the size of the combat potential of the 

drone swarm and the number of swarm groups directed 

at enemy targets. The generated indicators (F, Q, P, V) 

of enemy activity allow us to assess the level of military 

threat for each i-th MLZs ( i 1, M ). Let us present the 

values of the indicators (F, Q, P, V) in the form of 

qualitative assessments by military experts, which 

simplifies the analysis of the level of threats for each 

LOC in the conflict zone. Let's introduce a linguistic 

variable yik, where “i” refers to the i-th MLZ, and “k” 

refers to the k-th indicator (k=1,...,4). The value of yik is 

represented using the letters of the Latin alphabet as 

follows: 

ik

military threat index 

   threat index is "green"

   which means not a very high

    military threat

military threat index

y     threat index is "orange"

    which means a high

    

G –  

;

mili

О –  і  

tar

 

r

 

y th



eat

military threat index

red which means

very high military threa

;

R –   

    « »,  

    .t



















 (4) 

 

Using the value of the linguistic variable yik and 

the importance of the indicators (F, Q, P, V) in the form 

of a priority series, for each i-th MLZ, it is possible to 

represent the i-th MLZ, considering the enemy's threats, 

in the form of a “word”. For example: O, R, O, G. Then, 

the entire set of MLZ on the battlefield, taking into 

account the level of enemy threats, can be represented 

as a list of “words”. For example, the results of 

monitoring the military situation on the battlefield, 

using reconnaissance drones, as well as assessments by 

military experts, made it possible to form a set of ten 

zones of the MLZ. We create a list of “words” to 

represent the MLZs, considering their threats in the 

form of: 

 

1. O, R, O, G  6. R, G, O, G  

2. R, O, G, G 7. G, G, O, R 

3. G, R, O, R 8. O, R, R, G  (5) 

4. G, O, O, R 9. G, O, R, O 

5. O, G, R, R 10. R, G, G, R. 

 

Next, we organize the presented list of MLZs, con-

sidering the values of the linguistic variable yik and the 

priority of indicators (F, Q, P, V) for each individual i-

th MLZ (i=1, 2,...,10). Organizing the set of MLZs will 

allow us to identify those that need to be considered 

when planning an attack mission by strike drones. We 

will use lexicographic ordering (as in a dictionary). 

After ordering, we obtain the following list of “words” 

for the set of weapons of mass destruction: 

 

7. G, G, O, R 

4. G, O, O, R 

9. G, O, R, O 

3. G, R, O, R 

5. O, G, R, R   (6) 

1. O, R, O, G 

8. O, R, R, G 
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10. R, G, G, R 

6. R, G, O, G 

2. R, O, G, G. 
 

At the beginning of the resulting list of “words” 

are the MLZs whose targets should be attacked last, and 

at the end are the actual MLZs whose targets will be 

attacked first. The most relevant variant of the MLZ for 

attacking actions is the second variant, in which the 

values of the indicators (F, Q, P, V): R, O, G, G. The 

number of MLZs to be used for planning a massive 

attack by strike drones depends on the ability to create a 

swarm of drones with the necessary combat capability 

to defeat enemy targets in the selected MLZs. 

Therefore, in order to simplify the selection of a set of 

relevant MLZs for planning an attack mission, it is 

possible, with the help of military experts, to create a 

“control word” that takes into account the limited 

capabilities of creating a swarm of attack drones. For 

example, military experts set the following “control 

word”: О,  О,  О,  О . Let's place the “control word” in 

the resulting ordered list of MLZ “words”. We get: 
 

7. G, G, O, R 

4. G, O, O, R 

9. G, O, R, O 

3. G, R, O, R 

5. O, G, R, R  (7) 

О,  О,  О,  О  

1. O, R, O, G 

8. O, R, R, G 

10. R, G, G, R 

6. R, G, O, G 

2. R, O, G, G. 

 

It can be seen that the “control word” was located 

between 5 and 1 MLZ “words”. This means that the set 

of MLZs (7, 4, 9, 3, 5) will not be used in planning an 

attack mission of attack drones, taking into account the 

assessments of military experts on the possibility of 

creating a swarm of attack drones with the necessary 

combat potential. The variants of the MLZ (1, 8, 10, 6, 

2) will be used to conduct a massive attack by a swarm 

of attack drones. First of all, this applies to the second 

MLZ with the performance ratings (F, Q, P, V): R, O, 

G, G 

Therefore, this section analyzes the military threats 

from each enemy air defense system on the battlefield. 

The level of enemy threats was represented by a set of 

indicators (F, Q, P, V) and their values, which were 

obtained as a result of intelligence and military experts' 

assessments. To simplify the procedure for selecting a 

set of airborne targets to be attacked by strike drones, 

qualitative assessments of military experts were used in 

the form of linguistic variable values. A lexicographical 

ordering of the set of MLZs presented in the form of a 

list of “words” was carried out. This helped identify 

actual ERWs that will be attacked by attack drones. The 

use of the “control word”, presented with the help of 

military experts, helped to form a set of relevant ASW 

targets that would be attacked in the first place, taking 

into account the limited capabilities of UAVs. 

 

5. Formation of a swarm  

of imitator drones 

 
Imitation drones are used to distract and deplete 

enemy military resources. Simulation of the creation of 

a swarm of simulator drones helps assess the 

capabilities of enemy anti-drone warfare (ADW), 

analyze the actions of electronic warfare, and cause 

overload of air defense. Thus, the flight of simulator 

drones helps to plan the combat mission of a swarm of 

attack drones. Before planning the flight of a swarm of 

simulator drones, it is necessary to identify the locations 

of the UAVs, EW, and air defense through aerial 

reconnaissance. This helps to form the required number 

of simulator drones in the swarm. In the flight of the 

swarm of simulator drones, it is necessary to divide the 

swarm into groups that will move to the e-th possible 

locations of the ABP, EW, and air defense. For each e-

th possible location (ASW, EW, air defense), the 

number of simulator drones (We) is required, which will 

have a significant impact on resource depletion (Le). 

However, it is necessary to assess both the limitations of 

individual drones (flight time and range, flight altitude, 

etc.) and the limitations on the number of simulator 

drones to create a swarm. This raises the complex 

problem of forming a swarm of simulator drones, which 

is studied in this section. The presented task represents 

the solution to combinatorial problems with a set of 

alternative options to choose the rational one. Therefore, 

we use the method of integer (Boolean) programming, 

which has proven to be effective in solving optimization 

problems in various subject areas with a large number 

of possible options. Let's introduce a Boolean variable 

xek, where the index “e” will refer to the e-th location 

(air defense, electronic warfare, air defense), and the 

index “k” to the possible composition of the group of 

simulator drones that will be sent in flight to the e-th 

location (air defense, electronic warfare, air defense). 

Let's represent xek in the form: 

 

ek

if to the e-th location 

   (BWP, REB, air defense)

x    will be directed to the k-th variant 

   of a group of simulator drones;

in the other case

1,  

0,  .






 




     (8) 



Modelling and digitalization 
 

53 

The following indicators are used to evaluate the 

effectiveness of a swarm of simulator drones: 

1. Number of simulator drones in the swarm: 
 

enN

ek ek

e 1 k 1

W w x

 

 .  (9) 

2. The impact of a swarm of simulator drones on 

resource depletion (air defense, electronic warfare, air 

defense): 

 
enN

ek ek

e 1 k 1

L l x

 

 ,       (10) 

 

where N is the number of possible locations (BOP, 

REB, air defense); 

ne – the number of possible options for forming a 

group of swarms of simulator drones for flying to the 

location (air defense, electronic warfare, air defense); 

wk – the number of simulator drones in the k-th 

possible swarm group that will be sent to the e-th 

location (EW, EW, air defense); 

lek – assessment of the impact (in points 0÷10) of 

the k-th variant of the composition of the group of 

simulator drones on the depletion of resources located at 

the e-th location (air defense, electronic warfare, air 

defense). This requires assessments by military experts. 

The following formulations of the optimization 

problem are possible to ensure the effectiveness of using 

a swarm of simulator drones before conducting an 

attack mission using a swarm of strike drones: 

1. Maximize the impact of a swarm of imitator 

drones on the depletion of enemy resources (air defense, 

electronic warfare, air defense): 

 

max L, 
enN

ek ek

e 1 k 1

L l x

 

 ,  (11) 

 

considering the limited possibilities for creating a 

swarm of imitator drones: 
 

W≤W’, 
enN

ek ek

e 1 k 1

W w x

 

 ,  (12) 

 

where W’ – limitation on the number of simulator 

drones to create a swarm (assessment of military 

experts). 

2. Minimizing the number of simulator drones in 

the swarm: 
 

min W, 
enN

ek ek

e 1 k 1

W w x

 

 ,  (13) 

considering the restrictions on the necessary impact of 

imitator drones on the depletion of enemy resources (air 

defense, electronic warfare, air defense): 

 

L≥L’, 
enN

ek ek

e 1 k 1

L l x

 

 ,  (14) 

 

where L’ – the planned impact on the depletion of 

enemy resources (air defense, electronic warfare, air 

defense), using simulator drones (assessment of military 

experts). 

3. Multi-criteria formulation of the optimization 

problem. 

It is necessary to find a compromise value among 

contradictory indicators W and L using a complex 

criterion as follows: 

 

W LQ W L,      (15) 

 

where αW, αL – «weights» of indicators W, L, which 

military experts assign: αW+αL=1,  

W, L  – normalized values of indicators W, L: 

 

W W* L* L
W ,L ,

W' W* L* L'

 
 

 
 (16) 

 

where W*, L* – optimal values of W, L indicators 

obtained after their optimization. 

It is necessary to minimize the complex indicator 

Q, which helps to create a compromise among the 

indicators W, L as follows: 

 

min Q, W L

W W* L* L
Q .

W' W* L* L'

 
  

 
 (17) 

 

Therefore, in this section, the task of forming a 

swarm of simulator drones to be used before conducting 

an attack mission by a swarm of strike drones was set 

and solved. The main indicators for assessing the 

effectiveness of using a swarm of imitator drones were 

as follows: 

- number of simulator drones required to form a 

swarm; 

- the impact of a swarm of imitator drones on the 

depletion of enemy resources (air defense, electronic 

warfare, air defense). 

Given that the presented problem is combinatorial 

in nature, with several possible options, the method of 

integer (Boolean) programming was used to solve it. 

The following possible formulations of optimization 

problems are presented: 
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- maximizing the impact of a swarm of imitator 

drones on the depletion of enemy resources (air defense, 

electronic warfare, air defense); 

- minimizing the number of imitator drones, 

considering  the limited capabilities to create a swarm; 

- finding a compromise among the contradictory 

indicators of the number of imitator drones and their 

impact on the depletion of enemy resources (air defense, 

electronic warfare, air defense). 

 

6. Creating a combat potential  

of an attack drone swarm 
 

The analysis of intelligence data collected by 

reconnaissance drones, as well as the results of the 

actions of simulator drones, allows us to identify and 

form relevant targets in military local zones that need to 

be destroyed by a swarm of attack drones. However, for 

this purpose, it is necessary to establish an adequate 

combat capability for attack drones that is capable of 

destroying enemy targets. An analysis of the enemy 

targets to be attacked (control points, military 

equipment, etc.) allows us to assess the required combat 

capability of attack drones to destroy each individual 

target. Here, it is necessary to take into account the 

limitations associated with the capabilities of individual 

attack drones (payload, flight time and range, size of the 

affected area, etc.), as well as the number of attack 

drones to form a swarm. Therefore, there is a 

combinatorial task associated with the formation and 

analysis of a set of options for dividing a swarm of 

drones into groups that move to separate targets (or 

groups of targets) of the enemy in the selected AOR to 

conduct an attack. To solve this problem, we will use 

the method of integer (Boolean) programming. Let's 

introduce a Boolean variable yiep, which has the 

following values: 

 

iep

if the p-th attack drone 

  of the swarm is directed at the
y

  e-th target in the i-th MLZ;

other cases

1,  

0,  .





 



 (18) 

 

To evaluate the effectiveness of forming swarm 

groups to be sent to individual MLZs, according to the 

enemy's current targets, we introduce the following 

indicators and restrictions: 

- combat potential of a swarm of drones (А’); 

- combat capability necessary to inflict damage on 

the enemy (up to complete defeat) (A’’); 

- combat capability of a group of strike drones, 

formed to defeat targets in the i-th MLZ (Ai’); 

- combat potential of attack drones, which is 

necessary to inflict damage to the enemy in the i-th 

MLZ (Ai’’); 

- is the size of the damage predicted after the 

attack by the strike drones in the i-th MLZ (Bi); 

- the importance of defeating targets in the i-th 

MLZ for successful military operations on the 

battlefield (αi):  
 

M

i

i 1

1



  . 

 

Considering the Boolean variable yiep, we present 

an optimization problem for the formation of the combat 

potential of attack drones to conduct an attack mission 

against enemy targets: 
 

im N

i p iep

e 1 p 1

A ' a y ,

 

   (19) 

M

i

i 1

A' A ',




M

i

i 1

A'' A ' ',



  

imM N

i i p iep

i 1 e 1 p 1

B B , B b y

  

   . (20) 

 

It is necessary to: A’>A’’, Ai’≥Ai’’, 
imM

iep

i 1 e 1

y 1

 

 , 

for each and every p 1, N , which is associated with 

the mandatory use of the p-th strike drone in an attack 

mission; 

ар – combat capability of the r-th strike drone; 

bp – the amount of damage to the enemy from the 

actions of the p-th attack drone; 

N – number of attack drones in the swarm; 

М – the number of MLZs on the battlefield; 

mi – is the number of enemy targets in the i-th 

MLZ. 

These formulations of the optimization problem 

are possible: 

1. To maximize the damage to the enemy after an 

attack mission by a swarm of attack drones: 

 

1

2

M

1 2 M

m N

1 p 1ep

e 1 p 1

m N

2 p 2ep

e 1 p 1

m N

M p Mep

e 1 p 1

B B B ... B

 b y

 b y ...

 b y

x B

,

ma ,  

 

 

 

    

  

  









  (21) 
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subject to limitations:  

 

A’>A’’, Ai’≥Ai’’,  
im N

i p iep

e 1 p 1

A ' a y ,

 

            (22) 

imM

iep

i 1 e 1

y 1

 

 , for all p 1, N . 

 

2. Maximizing the combat potential of attack 

drones: 

 

1

2

M

m N

1 p 1ep

e 1 p 1

m N

2 2 2ep

e 1 p 1

m N

M p Mep

e 1 p 1

A a y

 a y .

ma

..

 a

,  

,

x

y

A

 

 

 

  

  









  (23) 

 

subject to limitations: 

 

B>B’, Bi≥Bi’, 

imM N

i i p iep

i 1 e 1 p 1

B B , B b y

  

    i 1, M ,  (24) 

1mM

iep

i 1 e 1

y 1

 

 , p 1, N , 

 

where  B’ – planned harm to the enemy; 

Bi’ – is the planned damage to the enemy in the i-

th MLZ. 

To solve optimization problems using integer 

(Boolean) programming, you can use [30]: 

- full search method for a relatively small number 

of options; 

- a modified branch and constraints method in the 

case of many options; 

- a random search method for a vast number of 

options. This does not guarantee an extremum search, 

but allows the value of the indicator (for example, as a 

percentage). 

Therefore, this section formulates and solves the 

problem of forming a swarm of attack drones and 

dividing it into groups aimed at enemy targets in the 

current conflict zone. This takes into account the 

limitations on the combat potential of individual drones, 

the number of attack drones in the swarm, and the 

damage that occurs to the enemy when conducting an 

attack mission with a swarm of attack drones. The 

method of integer (Boolean) programming is used to 

solve this problem. The main indicators and constraints 

are formed. The formulation of the optimization 

problem is as follows: 

- maximizing the enemy's damage when 

conducting an attack mission with attack drones; 

- maximization of the combat potential of attack 

drones to ensure the success of the attack mission with 

the help of a swarm of attack drones. 

 

7. Formation of waves  

of attack drone swarms 
 

An attack by a swarm of attack drones should 

result in damage to the enemy; however, anti-drone 

actions do not allow for complete destruction of enemy 

targets (or maximum damage). Therefore, there is a 

need to plan multiple waves of a swarm of attack 

drones. After each s-th wave, using attack drones, it is 

necessary to assess the results of the attack (the degree 

of damage to targets) through reconnaissance actions 

(reconnaissance drones) and create the combat potential 

of the drone swarm necessary to form the (s+1) wave 

for further defeat of enemy targets. It is necessary to 

form a combat capability in (s+1) waves of a drone 

swarm (As+1’) in such a way that As+1’ > As’’, where As’’ 

– combat capability required to defeat enemy targets 

after the s-th wave attack. The task is to create the 

combat potential of attack drones for a new wave of 

attack actions and their rational distribution over all 

relevant WLZs. The number of swarm waves depends 

on the restrictions on their creation and the need to 

increase the amount of enemy losses (As’’→0, Ais’’→0).  

Therefore, the task arises of forming the necessary 

combat potential of attack drones and its distribution 

according to the actual goals, in separate WLZs for each 

wave of attack drones. To solve this problem, we will 

use the results of Section 6. 

1. It is necessary to maximize the damage to the 

enemy with the help of (s+1) waves of attack drone 

swarms: 

 

1(s 1) (s 1)

2(s 1) (s 1)

M(s 1) (s 1)

s 1 1(s 1) 2(s 1) M(s 1)

m N

1(s 1) p 1ep

e 1 p 1

m N

2(s 1) p 2ep

e 1 p 1

m N

M(s 1

s 1

) p M(s 1)ep

e 1 p 1

B B B ... B

  b y

  b y ...

  

max B

b

,

y ,

 

 

 

 

   



 



 











    

  

  



 

 

 

 (25) 

 

subject to limitations: 
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A(s+1)’>As’’, Ai(s+1)’≥Ais’’, 
 

i(s 1) (s 1)m N

i(s 1) p i(s 1)ep

e 1 p 1

A ' a y ,

 

 

 

    (s 1)i 1,M ,    (26) 

 

(s 1) i(s 1)M m

i(s 1)ep

i 1 e 1

y 1

 



 

  , 

 

where Ns+1 – the number of drones allocated to the 

military to form a swarm of attack drones in the (s+1) 

wave; 

Ms+1 – is the set of actual MLZs whose targets are 

to be attacked (s+1) by a wave of swarms of attack 

drones; 

mi(s+1) – is the set of targets in the i-th LOC that 

must be destroyed after (s+1) attacks by attack drones. 

2. It is necessary to maximize the combat potential 

of attack drones in the (s+1) wave: 

 

1(s 1) (s 1)

2(s 1) (s 1)

M(s 1) (s 1)

m N

(s 1) 1(s 1) p 1ep

e 1 p 1

m N

2(s 1) p 2ep

e 1 p 1

m N

M(s 1) p M(s 1)ep

e 1 p

s 1)

1

( A ' a y

  a y ...

  

max A ',  

a y ,

 

 

 

 

 



 



 

 

  

  



 

 

 

   (27) 

 

subject to limitations: 

 

B(s+1)’>Bs’’, Bi(s+1)’≥Bis’’, 
 

i(s 1) (s 1)m N

i(s 1) p i(s 1)ep

e 1 p 1

B ' b y ,

 

 

 

   (s 1)i 1,M ,   (28) 

 

1mM

iep

i 1 e 1

y 1

 

  for all (s 1)p 1, N .  

 

Therefore, this section sets and solves the problem 

of planning a set of waves of a swarm of attack drones 

to maximize the defeat of enemy targets on the 

battlefield. This affects the reduction of enemy combat 

activity and contributes to the success of further combat 

operations. For each wave of attack drones, the 

necessary potential is formed to conduct an attack, and 

the rational distribution of drones to actual targets in 

separate MLZ is carried out. The method of integer 

(Boolean) programming is used to form the composition 

of a swarm of attack drones and its rational distribution, 

taking into account the combat potential of drones, for 

actual targets in individual MLZ. 

8. A multi-agent simulation model  

of the swarm movement  

of the attack drones 
 

The study of the dynamic process of attack drones' 

movement on a given time scale allows us to form 

swarm flight routes in each wave of the attack mission. 

Obstacles to this process arise in the form of enemy 

military threats (anti-drone operations, electronic 

warfare, air defense systems, etc.). Therefore, it is 

necessary to form a set of relatively safe flight zones on 

the aerial map of the battlefield to ensure a successful 

mission of attack drones, with minimal risks of enemy 

military threats. To study the dynamic process of drone 

swarm movement, we used a simulation modeling 

method involving an agent platform Any Logic [31]. In 

this study, simulation modeling was used to plan the 

flight routes as follows: 

- reconnaissance drones 

- simulator drones; 

- attack drones. 

The main phases of the flight of a swarm of attack 

drones were modeled (swarm formation, swarm flight, 

swarm division into groups, flight of groups of attack 

drones to targets, etc.). 

The enemy's anti-drone actions were modeled to 

affect the movement and partial destruction of attack 

drones. A set of agents was formed to study the 

peculiarities of wave attack planning by attack drones 

despite enemy military threats. The agents include the 

following: 

1. The agent of “mapping the air situation”. 

2. Agent “formation of a swarm of attack drones”. 

3. Agent for “formation of launch sites for attack 

drones”. 

4. Agent “formation of enemy target locations”. 

5. Agent “setting the flight route”. 

6. Agent “flight route optimization”. 

7. Agent “setting navigation points for dividing the 

swarm into groups”. 

8. Agent “emergence of enemy threats”. 

9. Agent “destruction of drones due to enemy 

actions”. 

10. Agent “level of damage to enemy targets”. 

11. Agent “interactive control of modeling”. 

12. Agent “modeling results”. 

Fig. 2 shows a block diagram of a multiagent 

model. 

Based on the study of the dynamic process of 

flying a swarm of attack drones, the following results 

were obtained using simulation modeling: 

- the number of attack drones in the swarm; 

- the number of destroyed enemy targets; 
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Fig. 2. Block diagram  

of the multi-agent model 

 

- flight time of a swarm of attack drones directed 

at enemy targets; 

- flight routes of individual drones; 

- the appearance of enemy military threats (time 

and number);  

- number of defeated drones (due to enemy 

actions). 

Based on the results of simulation modeling of a 

massive attack by attack drones, a decision is made to 

plan a new wave of attacks, depending on the level of 

damage to enemy targets and decisions made by the 

military. 

Therefore, in this section, the dynamic flight 

process of a swarm of attack drones to enemy targets is 

investigated. Simulation modeling was used to study in 

detail the movement of drones in time on a map of the 

air conditions on a battlefield. The main actions 

associated with the formation of a swarm, flight of the 

swarm to the targets, division of the swarm into groups, 

and defeat of enemy targets are investigated. The 

simulation model was implemented using the Any 

Logic agent platform. 

 

9. An example of modeling  

an attack by attack drones 
 

Let us consider an example of using the proposed 

approach to model an attack mission using a swarm of 

attack drones. In Section 3, we substantiated the 

indicators for assessing enemy activity, which, in 

Section 4, are used to estimate the set of military 

logistics zones (MLZs) on the battlefield. An example is 

presented of the selection of relevant MLZs whose 

targets will be attacked by attack drones. This example 

serves as the basis for further calculations in this sec-

tion, necessary for planning the attack mission.  

Let's select a set of imitator drones to distract and 

deplete enemy resources (ASW, EW, and air defense) 

(see Section 5).  

Suppose that, because of intelligence, the enemy 

has identified the following means of anti-drone warfare 

(ASW, EW, air defense) in the amount of: 

1. The number of PBP means 2. 

2. REB means - quantity 3. 

3. Air defense equipment - number 2. 

The intelligence revealed that the assets were 

located in 4 locations in the conflict zone: 

1st place: PBB - 1, AIR DEFENSE - 1. 

2nd place: PBP - 1, REB - 1. 

3rd place: REB - 1, PPO - 1. 

4th place: REB - 1. 

To distract and deplete the enemy's resources, it is 

necessary to allocate (according to the military): 

- 2 simulator drones for the PBP; 

- for electronic warfare - 1 simulator drone; 

- for air defense - 3 simulator drones. 

Taking into account the locations and anti-drone 

capabilities available there, the following number of 

simulator drones is required: 

1st place: 5 simulator drones. 

2nd place: 3 simulator drones. 

3rd place: 4 simulator drones. 

4th place: 1 imitator drone. 

Thus, to distract and deplete the enemy's resources, 

5+3+4+1=13 imitator drones are necessary. 

However, due to limited capacity to allocate 

simulator drones, there are P=8 simulator drones 

available, which were allocated to the military. This is 

not enough. Therefore, the task arises of rationally 

dividing simulator drones into groups that will be sent 

in flight to locations (air defense, electronic warfare, 

enemy air defense) under the conditions of a limited 

number of simulator drones (P=8, 13>8). The number of 

variants of the composition of places that will be used in 

flight by imitator drones to distract and deplete 

resources can be estimated by the formula: N=2m-1, 

m=4. All possible variants of the location composition 

(EW, EW, air defense) are presented in Table 2. For 
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each variant of the composition of locations (ASW, EW, 

ASW), the required number of simulator drones is 

presented in Table 2. Further, using the limited number 

of simulator drones (P=8), it was noted that there are 

options with the number of simulator drones that cannot 

be used (the required number is more than 8). The 

options are: 11, 13, 14, 15. Therefore, Table 3 was 

compiled with options for the composition of locations 

(air defense, electronic warfare, air defense) that can be 

used to fly a swarm of imitator drones to conduct 

distractions and deplete enemy resources. Military 

experts have prioritized, at points (0÷10), the locations 

(air defense, electronic warfare, air defense) that are 

determined by various enemy activities for the use of 

anti-drone actions.  

 

Table 2 

Options for selecting the composition of places  

location of the BOP, RBM, and air defense 

№ 1 2 3 4 
Number of 

simulator drones 

1 0 0 0 1 1 

2 0 0 1 0 4 

3 0 0 1 1 5 

4 0 1 0 0 3 

5 0 1 0 1 4 

6 0 1 1 0 7 

7 0 1 1 1 8 

8 1 0 0 0 5 

9 1 0 0 1 6 

10 1 0 1 0 8 

11 1 0 1 1 10 

12 1 1 0 0 8 

13 1 1 0 1 9 

14 1 1 1 0 12 

15 1 1 1 1 13 

 

Let's present the importance of each location 

(ASW, EW, air defense) for launching simulator drones 

with a point system (with the help of military experts): 

1st place - 2 points; 

2nd place - 4 points; 

3rd place - 1 point; 

4th place - 3 points. 

Table 3 presents the total number of points for 

each possible variant of the composition of locations 

(ASW, EW, air defense). The seventh option has the 

highest number of points, in which the flight of a swarm 

of simulator drones uses locations 2, 3, and 4 (ASW, 

EW, air defense). Let's divide the swarm of simulator 

drones into three groups. The first group will be directed 

to the second location ( ASW, EW, air defense) and will 

use three simulator drones. The second group of 

simulator drones will be aimed at the third location 

(ASW, EW, air defense) using four simulator drones. 

The third group, in the form of one simulator drone, will 

be aimed at the fourth location ( ASW, EW, air defense) 

of the enemy.  

 

Table 3 

Options for location composition  

ASW, EW, AIR DEFENSE 

№ 1 2 3 4 

Number 

of 

simulator 

drones 

Total 

number 

of points 

1 0 0 0 1 1 3 

2 0 0 1 0 4 1 

3 0 0 1 1 5 4 

4 0 1 0 0 3 4 

5 0 1 0 1 4 7 

6 0 1 1 0 7 5 

7 0 1 1 1 8 8 

8 1 0 0 0 5 2 

9 1 0 0 1 6 5 

10 1 0 1 0 8 3 

12 1 1 0 0 8 6 

 

Next, we present an example of forming and 

dividing a swarm of attack drones into groups to plan 

attacks against actual enemy targets in military localized 

areas (MLZs) of the conflict. In the fourth section, the 

author substantiates the set of MLZs whose targets will 

be attacked by attack drones in the first place. The 

following relevant MLZs were identified for attack, 

which have increased enemy activity: 

 

1. O, R, O, G 

8. O, R, R, G 

10. R, G, G, R 

6. R, G, O, G 

2. R, O, G, G. 

 

This example is used later to justify a swarm of 

attack drones in the planning of an attack mission (see 

Section 6).  

Suppose that, using the results of intelligence as 

well as the analysis of military experts, the necessary 

combat potential to defeat enemy targets in each MLZ 

can be estimated in the form of the explosive amount in 

kg: 

А1’’=10 kg; 

А8’’=20 kg; 

А10’’=40 kg; 

А6’’=45 kg; 

А2’’=50 kg. 
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Total combat capability to engage targets in the 

entire set of MLZ:  

 

А’’=10+20+40+45+50=165 kg. 

 

To conduct an attack mission with the help of a 

swarm of attack drones, it is possible to allocate only 7 

identical attack UAVs, each with a payload of 15 kg of 

explosives. The total combat potential for the planned 

swarm of attack drones for an attack mission will be: 

А’=105 kg ВР. This is not enough to fulfill the 

conditions for complete destruction of enemy targets 

(А’≥ А’’), because in our case А’< A'' (see Section 6). 

Therefore, the task arises of distributing the available 

combat potential of attack drones to the i-th MLZs (1, 8, 

6, 2) so that Аi’≥ Аi’’. To plan the attack, a set of 

possible compositions of the MLZ was formed for 

further analysis. The number of variants in the 

composition of the medical supplies was calculated 

using the formula: N=2n-1=25-1=31 variant. The 

formation of possible variants of the composition of 

airborne weapons for attack drones was carried out 

using a binary counter. Table 4 presents the formed set 

of possible compositions of airborne weapons. 

For each j-th possible variant of the composition of 

the MLZ, the required combat capability was calculated 

Aj’’ to defeat enemy targets, so that Aj’≥Aj’’. Table 4 

lists the required number of drones for each possible 

variant of the airborne force composition. The analysis 

in Table 4 shows that there are options for which there 

is no available combat capability due to limitations 

associated with the allocated number of attack drones 

(Aj’<Aj’’). Therefore, these options are not considered in 

the attack mission planning. These are options: 7, 11, 

13, 15, 23, 27, 29, 30, 31. Therefore, Table 5 was 

formed to assess the defeat of enemy targets, depending 

on the j-th composition of the MLZ and the available 

total combat potential of attack drones.  

The analysis showed that the maximum percentage 

(64%) of enemy targets was hit by variants 14 and 19 of 

the MLZ composition. Taking into account the formed 

priority of the MLZs selected for attack (see Section 4), 

with the help of military experts, the 19th variant was 

selected, for which the following conditions are met 

A19’≥A19’’ (A19’=7x15=105 kg ВР, A19’’=105 kg ВР). 

When planning an attack mission for a swarm of attack 

drones, it is necessary to divide the swarm into three 

groups in flight. The first group, consisting of one attack 

drone, is directed at attacking the first MLZ, the second 

group, consisting of three attack drones, is directed at 

the sixth MLZ, and the third group, consisting of three 

drones, is directed at the second MLZ. 

The results of planning a massive attack with 

attack drones indicate that the enemy targets were 

incompletely defeated; therefore, it is necessary to 

conduct a simulation to plan a new attack wave using 

the calculation scheme presented in this section. 

Simulation modeling of the dynamic process of a 

massive attack by attack drones (see Section 8) will 

allow for a more accurate assessment of the results of an 

attack mission. 

 

Table 4 

The set of possible compositions of MLZ  

№ 

MLZ 

R
eq

u
ir

ed
 c

o
m

b
at

 

ca
p
ab

il
it

ie
s 

T
h
e 

re
q
u
ir

ed
 n

u
m

b
er

 

o
f 

d
ro

n
es

 

1 8 10 6 2 

1 0 0 0 0 1 50 4 

2 0 0 0 1 0 45 3 

3 0 0 0 1 1 95 7 

4 0 0 1 0 0 40 3 

5 0 0 1 0 1 90 6 

6 0 0 1 1 0 85 6 

7 0 0 1 1 1 135 9 

8 0 1 0 0 0 20 2 

9 0 1 0 0 1 70 5 

10 0 1 0 1 0 65 5 

11 0 1 0 1 1 115 8 

12 0 1 1 0 0 60 4 

13 0 1 1 0 1 110 8 

14 0 1 1 1 0 105 7 

15 0 1 1 1 1 155 11 

16 1 0 0 0 0 10 1 

17 1 0 0 0 1 60 4 

18 1 0 0 1 0 55 4 

19 1 0 0 1 1 105 7 

20 1 0 1 0 0 50 4 

21 1 0 1 0 1 100 7 

22 1 0 1 1 0 95 7 

23 1 0 1 1 1 145 10 

24 1 1 0 0 0 30 2 

25 1 1 0 0 1 80 6 

26 1 1 0 1 0 75 5 

27 1 1 0 1 1 125 9 

28 1 1 1 0 0 70 5 

29 1 1 1 0 1 120 8 

30 1 1 1 1 0 115 8 

31 1 1 1 1 1 165 11 

 

Therefore, this section provides an illustrated 

example of the use of the developed approach, 
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demonstrating its effectiveness and practical 

significance for the military to use a swarm of attack 

drones to create an active air shield on the battlefield. 

 

Table 5 

Defeating of enemy targets 

№ 

Variants for composition of 

MLZ 

Assessment of  

incidence, (%) 
1 8 10 6 2 

1 0 0 0 0 1 30 

2 0 0 0 1 0 27 

3 0 0 0 1 1 58 

4 0 0 1 0 0 24 

5 0 0 1 0 1 55 

6 0 0 1 1 0 52 

8 0 1 0 0 0 12 

9 0 1 0 0 1 42 

10 0 1 0 1 0 39 

12 0 1 1 0 0 36 

14 0 1 1 1 0 64 

16 1 0 0 0 0 6 

17 1 0 0 0 1 36 

18 1 0 0 1 0 33 

19 1 0 0 1 1 64 

20 1 0 1 0 0 30 

21 1 0 1 0 1 60 

22 1 0 1 1 0 58 

24 1 1 0 0 0 18 

25 1 1 0 0 1 48 

26 1 1 0 1 0 45 

28 1 1 1 0 0 42 

 

10. Discussion 

 

A systematic representation of the sequence of 

military actions for planning an attack mission using a 

swarm of attack drones was created. The battlefield 

circumstances were analyzed using reconnaissance 

drones. Military local zones were formed in which 

enemy activity was observed. To form a set of military 

local zones (MLZs) in conditions of limited 

opportunities to create a swarm of attack drones, the 

indicators of enemy activity are substantiated. The set of 

relevant MLZs, the targets of which will be attacked by 

attack drones, is identified by using the lexicographic 

ordering of options and qualitative assessments of 

experts. The number of imitator drones to conduct 

distractions and deplete enemy military resources was 

also substantiated. The combat potential of attack 

drones during an attacking mission was optimized, in 

conditions of limited ability to create a swarm. Using 

the analysis of the results of combat operations (the 

degree of damage to enemy targets) conducted with the 

help of a swarm of attack drones, a new wave of attack 

drones is formed. The number of waves depends on the 

military's plans and the limitations of creating a drone 

swarm. To simulate, on a given time scale, the flight of 

a swarm of attack drones, we used simulation of the 

movement of drones to enemy targets using the Any 

Logic agent platform. 

The following research methodology is proposed: 

- analysis of the circumstances at the battlefield 

using reconnaissance drones; 

- the formation of indicators to assess the enemy’s 

activity in the military local zones (MLZ) of the 

conflict;  

- identification of relevant MLZs that will be 

attacked by a swarm of attack drones in conditions of 

limited capabilities; 

- forming a swarm of imitator drones to distract and 

deplete enemy military resources;  

- creation of the necessary combat potential of a 

swarm of attack drones to defeat the enemy's current 

targets;  

- forming the required number of waves of 

attacking drones to inflict maximum damage on the 

enemy;  

- modeling the flight movements of a swarm of 

attack drones despite military threats. 

The relevance of the proposed approach is related 

to the need for scientific justification of the use of a new 

innovative technological tool of war, in the form of a set 

of different types of drones (reconnaissance drones, 

simulator drones, attack drones) to conduct an attack 

mission against enemy targets to assist the military on 

the battlefield. 

The developed set of models is aimed at planning 

attack missions by drones despite enemy military 

threats. This allows us to conclude that the proposed 

approach is timely and effective for integrating combat 

operations both in air and on ground. 

Future research will focus on improving applied 

information technology for modeling military 

operations for conducting an attack mission by a swarm 

of attack drones, which will contribute to the creation of 

an active air shield for the military on battlefields. 
 

11. Conclusions 
 

The conducted research allows us to plan an attack 

mission with the help of UAVs, using reconnaissance 

drones, simulator drones, and attack drones, namely  

- forming a strategy for planning the sequence of 

military actions during an attack mission; 

- to justify military local zones on the battlefield 

for attacking enemy targets;  

- assessing the enemy’s activity to develop actual 

targets to be attacked; 

- to assess the effectiveness of the use of imitator 
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drones to conduct distractions and deplete enemy 

military resources before conducting a massive attack; 

- to form the necessary combat potential of a 

swarm of attack drones to defeat the enemy's current 

targets;  

- to form the required number of attack waves to 

inflict maximum damage on the enemy;  

- to plan the movements of drones (reconnaissance 

drones, imitation drones, and attack drones) despite 

military threats. 

The combined use of qualitative and quantitative 

assessments allows for the planning of a drone swarm 

attack under conditions of limited capabilities (number 

of drones, combat potential). Limited capabilities 

(quantitative and qualitative indicators) are the main 

factor used in the work to assess the effectiveness of an 

attack mission using a swarm of attack drones. 

The scientific novelty of the study is related to the 

creation of new and original models that can 

substantiate the sequence of military actions to plan the 

attack mission of a swarm of attack drones in conditions 

of limited capabilities.  

Thus, the main contribution of this study is as 

follows:  

The proposed set of models allows us to 

substantiate the sequence of combat operations with the 

help of a swarm of attack drones; to substantiate 

military local zones for an attack mission, taking into 

account the enemy's activity; to form the necessary set 

of imitator drones to conduct distractions and deplete 

the enemy's resources; to substantiate the combat 

potential of a swarm of attack drones; and to estimate 

the required number of attack waves under the 

conditions of enemy anti-drone actions. 

This will ensure the effectiveness of using attack 

drones to create an active air shield to support the 

military on battlefields. 
 

Contribution of authors: system analysis of the 

sequence of military actions for planning an attack 

mission by a swarm of attack drones - O. Fedorovych; 

formation of a swarm of simulator drones - D. 

Krytskyi; formation of actual military local zones for 

attacking with attack drones - A. Popov; modeling of 

attack waves by attack drones - O. Gubka 
 

Conflict of interest 

The authors declare that they have no conflict of 

interest in relation to this research, whether financial, 

personal, authorship or otherwise, that could affect the 

research and its results presented in this paper. 

 

Financing 

This research was conducted without financial 

support. 

 

Data availability 

The manuscript has no associated data. 

 

Use of Artificial Intelligence 

The authors confirm that they did not use artificial 

intelligence methods while creating the presented work. 

 

All authors have read and approved the published 

version of this manuscript. 

 

References 

 
1. Li, Y., Wen, D., Zhang, S., & Li, L.. Sequential 

task allocation of more scalable artificial dragonfly 

swarms considering Dubins trajectory Drones, 2024, 
vol. 8, no. 10, article no. 596. DOI: 

10.3390/drones8100596.  

2. Yu, B., Yu, S., Zhao, Y., Wang, J., Lai, R., Lv, 

J., & Zhou, B. Intelligent firefighting technology for 

drone swarms with multi-sensor integrated path 

planning: YOLOv8 algorithm-driven fire source 

identification. Drones, 2025, vol. 9, no. 5, article no. 

348. DOI: 10.3390/drones9050348.  

3. Adoni, W. Y. H. Swarm-RRT: Autonomous 

exploration with UAV-swarm-based guided-RRT search 

strategy. SciForum,2025.  
4. Ali, A., Nafees, M., Amin, M. A., & Rehman, 

I. U. Systematic literature review on swarms of UAVs. 

Spectrum of Emerging Sciences, 2024, vol 2 No. 4 

12(1), pp. 386–415. Available at:: 

https://sesjournal.com/index.php/1/article/view/83 

5. Kramarić, L., Muštra, M., & Jelušić, N. 

Determining accuracy of distance-measurement using 

UWB transceiver on Arduino ESP32. International 

Symposium ELMAR Conference IEEE, 2024 DOI: 

10.1109/ELMAR62909.2024.10694654 

6. Li, T., Leng, S., Liao, X., & Zhang, Y. Digital 

twin-based task-driven resource management in 
intelligent UAV swarms. IEEE Transactions on 

Intelligent Transportation Systems, 2025,vol. 26, iss. 4, 

pp 5467 – 5480. DOI: 10.1109/TITS.2025.3531120.  

7. Arshi, O., Khan, I. U., Kaushik, K., Iqbal, N., 

Ullah, I., & Slimani, K. Unmanned aerial vehicles 

swarm for protecting smart cities , In Smart Sustainable 

Cities: Concepts and Applications Publ 2024 pp. 222–

239. Springer. DOI: 10.1007/979-8-8688-1047-3.  

8. Fedorovych, O., Malieiev, L., & Hubka, O. 

Modeling of project activities for UAV modernization 

to conduct swarm drone attack missions. Aviacijno-
kosmicna tehnika i tehnologia – Aerospace technic and 

technology, 2025, no. 2, pp. 81–92. 

DOI: 10.32620/aktt.2025.2.08.  

9. Kosak, O., Kastenmüller, P., & Wanninger, C.  

An approach for extended swarm formation flight with 

drones: PROTEASE 2.0. Leveraging Applications of 

Formal Methods, Verification and Validation. Rigorous 

Engineering of Collective Adaptive Systems: 12th 

International Symposium, ISoLA 2024, Crete, Greece, 

https://sesjournal.com/index.php/1/article/view/83
http://dx.doi.org/10.1109/ELMAR62909.2024.10694654
https://doi.org/10.32620/aktt.2025.2.08


ISSN 1814-4225 (print) 

Radioelectronic and Computer Systems, 2025, no. 2(114)               ISSN 2663-2012 (online) 

62 

Proceedings, Part II 2024, pp. 263-280. 

DOI:10.1007/978-3-031-75107-3_16 

10. John, J. Development of scalable UAV 

swarm-based cooperative search and mitigation 

approaches for wildfire management. Master’s thesis, 

Indian Institute of Science. IISc Repository. 

2025 Available at::  https://etd.iisc.ac.in/handle/ 

2005/6915. (accessed 10.2.2025) 

11. Cetinsaya, B., Neumann, C., & Bruder, G. 

Assessing the effects of drone control interfaces on 

situational awareness and digital twin environment 
updates. IEEE Conference on Virtual Reality and 3D 

User Interfaces, 2025, pp. 405-413 DOI: 

10.1109/VRW66409.2025.00093  

12. Wang, C., Zhu, C., Fan, Z., Wang, X., & Gu, 

M. I. Target selection and motion control technologies 

for distributed drone swarm in 

entrapping task SSRN, 2024 DOI: 

10.2139/ssrn.5080367.  

13. Siemiatkowska, B., & Stecz, W. A framework 

for planning and execution of drone swarm missions in 

a hostile environment. Sensors, 
2021, vol. 21, no. 12, article no. 4150. DOI: 

10.3390/s21124150.  

14. Khurana, R., Thukral, A., & Gupta, A. 

Application of drones in pollution mitigation through 

artificial rainfall. Journal of Advance Research and 

Innovation, 2025, vol. 11, no 2, pp. 55–62. 

15. Salman, M., Singh, R., Agrawal, V., & Trivedi, 

G. Enhancement in drone technology with payload, 

sensors, and frequency spectrum issues and 

applications. AIP Conference Proceedings, 2025 vol. 

3224, iss. 1. DOI: 10.1063/5.0245908 

16. Bjurling, O.  Designing human-swarm 
interaction systems. Springer, 2025 , Available at:: 

https://books.google.com/books?id=kPpUEQAAQBAJ. 

(accessed 10.2.2025). 

17. Raptis, E. Προοδευτική ενσωμάτωση της 

αυτονομίας και της νοημοσύνης στις ρομποτικές 

πλατφόρμες [Progressively integrating autonomy and 

intelligence in robotic platforms]. Democritus 

University of Thrace, 2025 Available at:: 

https://www.didaktorika.gr/eadd/handle/10442/58360. 

(In Greek). (accessed 10.2.2025). 

18. Sembiring, J., Alhadad, L. M., & Kusumah, 
A. R. A. Initial development of swarming drone in 

normal DJI Tello drone with ESP8266 Springer 

Proceedings in Physics, 2024, vol. 416, pp. 344–353. 

DOI: 10.1007/978-981-96-1344-1_37. 

19. Sembiring, J., Alhadad, L. M., & Kusumah, 

A. R. A. Initial development of swarming drone In 

Information Systems and Advanced Science 

Technologies, 2024, vol. 17, pp. 323–335 Available at:: 

https://books.google.com/books?id= 

jMxGEQAAQBAJ. (accessed 10.2.2025). 

20. Kosak, O., et al. . PROTEASE 2.0: Extended 

swarm formation for drone shows and urban missions. 

In ISoLA proceedings, Lecture Notes in Computer 

Science, 2024, vol. 15220, pp. 263–280, DOI: 

10.1007/978-3-031-75107-3_16. 

21. Xie, X., Ge, Y., Walia, H., Yang, J., & Yu, H. 

Leaf-counting in monocot plants using deep regression 

models. Sensors, 23, vol. 23, no 4, article no. 1890. 

DOI: 10.3390/s23041890. 

22. Kunertova, D. Drones have boots: Learning 

from Russia’s war in Ukraine Contemporary Security 

Policy, 2023, vol. 44, No 4, pp. 576–591. DOI: 

10.1080/13523260.2023.2262792. 
23. Petrovski, A., & Radovanović, M. Application 

of drones with artificial intelligence for military 

purposes In 10th International Scientific Conference on 

Defensive Technologies (OTEH), Belgrade, Serbia, 

2022, pp. 92–100. 

24. Lee, D., Kim, S., & Suk, J.  Formation flight of 

unmanned aerial vehicles using track guidance. 

Aerospace Science and Technology, 2018, vol. 76, pp.  

412–420.  DOI: 10.1016/j.ast.2018.01.026.  

25. Sun, H., Qi, J., Wu, C., & Wang, M. Path 

planning for dense drone formation based on modified 
artificial potential fields Chinese Control Conference 

(CCC), Shenyang, China, IEEE 2020, pp. 4658–4666. 

DOI: 10.23919/CCC50068.2020. 

9189345 

26. Chen, Y., & Deng, T. Leader-follower UAV 

formation flight control based on feature modelling 

Systems Science & Control Engineering, 

2023, vol. 11, no 1. DOI: 10.1080/21642583.2023. 

2268153. 

27. Solaiman, S., Alsuwat, E., & Alharthi, R. 

Simultaneous tracking and recognizing drone targets 

with millimeter-wave radar and convolutional neural 
network Applied Systems and Innovation, 2023, vol. 6, 

no 4, article no. 68. DOI: 10.3390/asi6040068.  

28. Chao, Y., Augenstein, Y, C., Roennau, P., 

Dillmann, R., & Xiong, Z. Brain-inspired path planning 

algorithms for drones. Frontiers in Neurorobot-

ics, 2023, vol. 17, article no DOI: 

10.3389/fnbot.2023.1111861. 

29. Fedorovich, O., Krytskyi, D., Leshchenko, O., 

Yashina, O., & Malieieva, Yu. Modeling waves of a 

strike drones swarm for a massive attack on enemy 

targets Radioelectronic and Computer Systems, 2024, 
vol. 2024, no 2, pp.  203–212. DOI: 

10.32620/reks.2024.2.16. 

30. Yu, R., Liu, Y., Meng, Y., Guo, Y., Xiong, Z., 

& Jiang, P. Optimal configuration of heterogeneous 

swarm for cooperative detection with minimum DOP 

based on nested cones  Drones, 2024, vol. 8, no. 1, arti-

cle no.  11. DOI: 10.3390/drones8010011. 

31. Yang, Y., Xiong, X., & Yan, Y. UAV 

formation trajectory planning algorithms: A review 

Drones, 2023, vol. 7, no 62, article no. 62. DOI: 
10.3390/drones7010062. 

 

Received 13.03.2025, Accepted 20.05.2025 

 

https://doi.org/10.1007/978-3-031-75107-3_16
https://etd.iisc.ac.in/handle/%0b2005/6915
https://etd.iisc.ac.in/handle/%0b2005/6915
https://doi.org/10.1109/VRW66409.2025.00093
https://dx.doi.org/10.2139/ssrn.5080367
https://doi.org/10.1063/5.0245908
https://books.google.com/books?id=kPpUEQAAQBAJ
https://www.didaktorika.gr/eadd/handle/10442/58360
https://books.google.com/books?id=%0bjMxGEQAAQBAJ
https://books.google.com/books?id=%0bjMxGEQAAQBAJ


Modelling and digitalization 
 

63 

 

МОДЕЛЮВАННЯ ПОСЛІДОВНОСТІ ВІЙСЬКОВИХ ДІЙ ЩОДО ПЛАНУВАННЯ  

АТАКУЮЧОЇ МІСІЇ РОЮ УДАРНИХ ДРОНІВ 

О. Є. Федорович, Д. М. Крицький, О. С. Губка, А. В. Попов 

Використання безпілотних літальних апаратів (БПЛА) стало інноваційним технологічним інструмен-

том сучасної гібридної війни. Ефективність застосування БПЛА різко зросло при згортанні бойових дронів у 

рій для проведення атакуючих дій за цілями противника. Створення активного щита у повітрі, для допомоги 

військовим на землі, дозволяє інтегрувати повітряні та наземні бойові дії, що дає новий синергетичний 

ефект від застосування ударних дронів. Тому, актуально проведення дослідження щодо планування атаку-

ючих місій, за допомогою ударних БПЛА. Предметом дослідження є моделі, які використовуються для пла-

нування атакуючих військових дій з використанням ударних дронів. Метою є створення комплексу моде-
лей, який дозволяє планувати масовані атаки ударних дронів. Завдання, які необхідно вирішити: сформува-

ти послідовність військових дій для проведення атакуючої місії; обґрунтувати вибір локальних військових 

зон для атаки; сформувати бойовий потенціал рою дронів; обґрунтувати використання дронів-імітаторів для 

виснаження ресурсів противника; сформувати хвилі рою ударних дронів; промоделювати рух рою до цілей. 

Використані математичні методи та моделі: системний аналіз, для формування атакуючої місії ударних 

дронів; метод віртуального експерименту, для вибору важливих показників оцінки активності противника; 

метод якісного оцінювання дій противника; метод лексикографічного впорядковування варіантів, для вибо-

ру актуальних військових локальних зон для атаки; цілочисельна (булева) оптимізація для створення необ-

хідного бойового потенціалу ураження цілей противника; імітаційне мультиагентне моделювання польоту 

рою ударних дронів. Отримані наступні результати: отримано системне представлення послідовності вій-

ськових дій для проведення атаки ударними дронами; обґрунтовані показники активності противника; сфо-
рмована множина актуальних військових локальних зон с цілями противника; проведене створення рою 

дронів-імітаторів для відволікання противника; сформовано необхідний бойовий потенціал рою атакуючих 

дронів; обґрунтовані хвилі ударних дронів для ураження цілей противника; створена імітаційна, мультиа-

гентна модель руху рою. Висновки. Результати проведеного дослідження дозволяють обґрунтувати план 

бойових дій з використанням рою ударних дронів, що сприяє ефективності проведення оперативно-

тактичних дій на полі бою. Новизна запропонованого підходу полягає в науковому обґрунтуванні послідов-

ності військових дій щодо планування атакуючої місії ударних дронів, з використанням розробленого ком-

плексу оригінальних та нових математичних та імітаційної моделей. 

Ключові слова: рій ударних дронів; хвильова атака дронами; множина локальних військових зон з ак-

туальними цілями; показники оцінки активності противника; оптимізація бойового потенціалу рою ударних 

дронів; імітаційне та агентне моделювання військових дій; хвильова атака ударними дронами. 
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