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MODELING THE SERIES OF MILITARY ACTIONS TO PLAN AN ATTACK
MISSION OF A SWARM DRONES

The use of unmanned aerial vehicles (UAVs) has become an innovative technological tool in modern hybrid
warfare. The effectiveness of UAVs has increased dramatically when combat drones are deployed in swarms to
attack enemy targets. The creation of an active shield in the air to help the military on the ground allows for
the integration of air and ground combat operations, which gives a new synergistic effect to the use of attack
drones. Therefore, it is relevant to conduct a study on the planning of attack missions using attack UAVs. The
subjects of this research are models used to plan attacking military operations using attack drones. The
purpose of this study is to create a set of models that enable planning massive attacks by attack drones. Tasks
to be solved: to form a sequence of military actions for an attack mission; to justify the choice of local military
zones for an attack; to form the combat potential of a swarm of drones; to justify the use of simulator drones to
deplete enemy resources; to form waves of a swarm of attack drones; to model the movement of the swarm to
the targets. The mathematical methods and models used are: system analysis to form an attack mission of
attack drones; method of virtual experiment to select important indicators of enemy activity; method of
qualitative assessment of enemy actions; method of lexicographic ordering of options to select relevant
military local zones for attack; integer (Boolean) optimization to create the necessary combat potential to
defeat enemy targets; simulation multi-agent modeling of the flight of a swarm of attack drones. The following
results were obtained: a systematic representation of the sequence of military actions for conducting an attack
by attack drones was obtained; indicators of enemy activity were substantiated; a set of actual military local
zones with enemy targets was formed; a swarm of simulator drones was created to distract the enemy; the
necessary combat potential of the attack drone swarm was formed; waves of attack drones were substantiated
to defeat enemy targets; and a simulation, multi-agent model of swarm movement was created. Conclusions.
The results of the study make it possible to substantiate a plan of combat operations using a swarm of attack
drones, which contributes to the effectiveness of operational and tactical actions on battlefields. The novelty of
the proposed approach lies in the scientific substantiation of the sequence of military actions for planning the
attack mission of attack drones, using the developed set of original and new mathematical and simulation
models.

Keywords: swarm of strike drones; wave attack by drones; multiple local military zones with actual targets;
indicators of enemy activity assessment; optimization of the combat potential of a swarm of strike drones;
simulation and agent-based modeling of military operations; wave attack by strike drones.

targets [7, 8].The realization of enemy anti-drone
actions leads to the need to form waves of attack drones
that can be launched in the amount necessary to

1. Introduction

The emergence of a new technological tool for

war, in the form of UAVs, changed the tactics of
warfare on the battlefield [1, 2]. The integration of
military operations, both in the air and on the ground,
has increased defense capabilities by creating an active
air shield that forms a Kill Zone on the ground to resist
enemy attacks [3, 4]. However, the enemy's availability
of anti-drone capabilities complicates the use of combat
UAVs [5, 6]. Therefore, the deployment of UAVs in a
swarm provides a new synergistic effect that affects the
effectiveness of combat operations and the conduct of a
massive attack on enemy targets. The realization of
enemy military threats may lead to a partial loss of
drones in the swarm, but still, most drones reach their

completely defeat enemy targets [9, 10]. Therefore,
there is a difficult task of planning UAV military
missions using waves of swarms of attack drones. It is
necessary to form a systematic sequence of military
actions to conduct an attack mission using a swarm of
attack drones [11, 12].While planning an attack, it is
necessary to analyze the results of monitoring the
military situation on the battlefield using reconnaissance
drones; launch imitator drones to distract the enemy and
deplete its military resources; analyze the results of the
attack, assessing the level of damage to targets, which
allows to calculate the number of wave attacks and plan
their sequence. All these activities are necessary in the
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face of active enemy anti-drone operations, which
complicates the planning and conduct of an attack
mission using a swarm of attack drones. Taking into
account the above, we conclude that it is relevant to
conduct a study on the planning of wave air attacks
using a swarm of attack drones.

1.1. Motivation

Planning an attack mission using a swarm of attack
drones is a complex task, as it is necessary to take into
account the dynamic changes in military circumstances
on the battlefield, the availability of enemy anti-drone
capabilities, the creation of the necessary combat
capability of the drone swarm to defeat enemy targets,
etc. While planning an attack mission using attack
drones, it is necessary to form a set of enemy targets and
select the actual targets to be attacked, taking into
account the limited capabilities of UAVs (flight time,
flight range, flight altitude, payload, etc.).For the
effective use of combat drones, it is necessary to launch
imitator drones before the attack to distract the enemy
and deplete its military resources. Next, it is necessary
to organize the movement of drones to enemy targets.
After defeating the enemy's targets, it is necessary to
analyze the results of the attack and, if necessary, form a
new wave of attack drone swarms.

Therefore, the task of planning wave attacks by a
swarm of attack drones to support military operations on
the battlefield is urgently needed.

1.2. State of the art and problem statement

There are several problems connected with the use
of UAVs for attack missions. Some problems are being
solved, but there are also new problems that require
research:

1. Formation of a strategy for planning a multi-
stage sequence of military operations to conduct an
attack mission using a swarm of attack drones. For
example, study [13] mathematically describes
interaction options, but does not provide for multi-stage
use to achieve the goal, and study [14] proposes the idea
of using a swarm of drones to create artificial
precipitation, taking into account repeated and multi-
stage use, but does not provide for interaction between
them and the direction of each to obtain one specific
result by performing various tasks.

2. Monitoring of changes in military circumstances
on the battlefield using reconnaissance drones to make
decisions about conducting a massive attack with strike
drones. Such an issue is, on the one hand, being studied,
namely the wuse of drones for monitoring and
reconnaissance activities [15, 16], but only as a separate
task, i.e., other studies only show the ability to perform
such a task without specific algorithms for interaction

between reconnaissance drones and all other agents in
order to decide on further actions.
3. The use of imitator drones to distract the enemy

and deplete its combat resources. This means that it is
necessary to create intelligent drones that are capable of
performing such a mission, as described in [17, 18], but
simply using smart drones that can work in a swarm is
not enough, since these agents need to work on solving
the task of distracting and exhausting the enemy, and
this requires special algorithms for interaction between
drones in a swarm and the behavior of the mission in
general.

4. Formation of a swarm of drones, considering the
limited capabilities of individual UAVSs, to develop the
necessary combat capability to defeat enemy targets.
Today, this is best described in works on drone
interaction during shows or interaction in an urban city
[19, 20], but the problem is that the limitations in such
works do not coincide with the limitations of interaction
between drones during military missions.

5. Planning flight routes for a swarm of attack
drones despite enemy anti-drone actions. To perform
this task, it is possible to use modern approaches based
on neural networks; for example, deep neural networks
can be used to obtain more effective solutions. For
example, in [21], the authors used a neural network to
compare leaves, with the main idea being to use the leaf
skeleton; thus, leaf skeletons can be interpreted into a
set of possible trajectories, which will add
unpredictability to the swarm. Some publications
already describe the experience gained during combat
operations [22]; however, they do not provide
algorithms for swarm actions under such conditions.

6. Real-time analysis of the results of attack
operations by attack drones, changes in military
circumstances. The works [23, 24] described the
possibilities of using a swarm of drones in combat
conditions to obtain visual information and how it is
possible to plan movement routes in such conditions,
but did not take into account that this information is
relevant in real time and not after a long period of time.

7. Creation of a new UAV control functionality
that allows drones to be collapsed into a swarm and to
distribute combat drones into groups aimed at enemy
targets. In modern works [25, 26], attention is paid to
the formation of a formation and further movement in
this formation without considering the possibility of
constant change of formations to increase the efficiency
of the task.

This is not a complete list of the problems that
keep growing in the context of modern hybrid warfare,
which indicates the relevance of conducting research on
planning an attack mission using waves of swarms of
attack drones. The analysis of publications on the above
problems showed the complexity of the task of using a
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swarm of drones to support the military on the
battlefield [27, 28]. The large number of sensors
required on board complicates the drone's design, and
processing large amounts of data places additional
demands on hardware and software. This paper presents
solutions to some of these urgent problems.

1.3. Objectives and methodology

There is a contradiction between the need to use a
new innovative tool of war, in the form of a swarm of
drones, to further integrate combat operations in the air
and on the ground, and the imperfection of existing
methods, models and information technologies that will
allow for a full systematic analysis of UAV attack
missions, and the formation of a sequence of military
actions to be taken to effectively use attack drones on
the battlefield [29].

The research methodology is based on a systematic
representation of military actions to prepare an attack
mission using a swarm of attack drones. The
methodology includes the following steps:

- analysis of the combat situation on the battlefield,
which allows the military leadership to form a set of
military local zones (MLZs) in which enemy targets are
located or active military operations are conducted;

- assessment of enemy activity using indicators
that reflect combat operations, the movement of military
equipment and preparation for combat;

- formation of a set of relevant VVLZs for a massive
attack, in conditions of limited opportunities for the
formation of a swarm of attack drones;

- analysis of possible actions of imitator drones to
distract the enemy. Formation of the required number of
simulator drones to simulate an attack at the locations of
anti-drone assets;

- justification of the combat potential of the drone
swarm and its rational distribution by direction of
movement to enemy targets;

- forming the required number of waves of a
swarm of attack drones to maximize the damage to
enemy targets;

- modeling the movement of attack drones to
enemy targets with an assessment of their possible
defeat.

The purpose of this study was to create a set of
mathematical and simulation models that can be used to
plan the sequence of military actions to conduct wave
attacks with strike drones. Following the research
objective, the following tasks must be solved:

1. Propose a strategy for planning military
operations to conduct an attack mission with strike
drones.

2. Form indicators of enemy activity.

3. Select the current enemy targets.

4. Form a swarm of imitator drones.

5. Create an attack drone combat capability.

6. Form waves of swarms of attack drones.

7. Develop a multi-agent simulation model of the
movement of an attack drone swarm.

8. An example of modeling an attack by attack
drones is provided.

The article is structured as follows:

Section 2 is devoted to the formation of a multi-
stage military action plan for conducting an attack
mission with strike drones.

Section 3 describes the formation of indicators for
assessing the military situation on the battlefield, the
values of which affect decision-making regarding a
massive attack by attack drones.

Section 4 discusses the assessment and selection of
local military zones to defeat actual enemy targets using
attack drones.

Section 5 discusses the use of a swarm of
simulator drones to deplete enemy resources before
conducting a massive attack with attack drones.

Section 6 discusses the formation of the combat
potential of strike drones in conditions of limited
capabilities.

Section 7 is devoted to the justification of the
number of waves of an attack drone swarm that inflicts
tangible losses on the enemy.

Section 8 discusses the creation of a simulation
model in a multi-agent representation for planning the
routes of attack drones to enemy targets.

Section 9 illustrates, by way of example, the
effectiveness of the proposed approach for planning an
air attack using a swarm of attack drones.

Section 10 contains a discussion of the scientific
results and their presentation in the form of a
methodology that emphasizes the significance of the
research for practical application.

Section 11 concludes the article by summarizing
the conclusions and providing prospects for further
research and development of applied information
technology for planning wave air attacks using a swarm
of attack drones.

2. A strategy for planning military
operations during an attack mission
with strike drones

The analysis of combat operations using attack
drones has revealed the need to improve air operations
to help the military on the ground by creating an active
air shield for infantry on battlefields. However, this
requires the formation of a strategy to create a sequence
of military actions that must be planned for effective use
by attack drones. We present the strategy of these
planned activities in the form of stages necessary for the
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use of attack drones for the successful implementation
of operational and tactical actions on the battlefield:

1. Monitoring the military situation on battlefields
with the help of reconnaissance drones. This makes it
possible to form a set of military local zones (MLZs)
where enemy activity can be observed.

2. Formation of a set of actual enemy targets to be
destroyed in the first place. This task can be
accomplished given the limited capabilities of UAVs
and the risks associated with enemy anti-drone
operations.

3. Simulate an attack with the help of simulator
drones. This helps distract the enemy and deplete its
resources, as well as helps to clarify the location of anti-
drone assets.

4. Formation of the combat potential of attack
drones during an attack mission. To achieve this, it is
necessary to analyze the enemy's current targets to
assess the combat potential required to defeat the
enemy.

5. An attack can be conducted using a swarm of
attack drones. After a massive attack, assess the level of
damage to enemy targets using reconnaissance drones.
In conclusion, we consider the use of a new wave of
attack drone swarms.

6. A wave attack is conducted with attack drones.
Decision-making regarding a new wave attack and the
required number of swarm waves for attack drones,
considering the level of damage to enemy targets and
limited capabilities to create swarm waves.

This list of stages is not final. It can be extended to
consider new air innovations that arise in the context of
modern hybrid warfare.

The complexity of planning and implementing
these stages led to the use of a set of different
mathematical models in the study, which are necessary
for modeling possible scenarios of combat operations in
the air using a swarm of attack drones. Therefore, for
the analysis of each stage of the formed strategy, the
study used the following:

- systematic analysis of the sequence of military
operations using an attack drone swarm;

- method of virtual experiment using the opinions
of military experts to identify the priority of indicators
of enemy activity in the area of military conflict;

- method of analyzing a set of local military zones
to select the most relevant ones for conducting attacks
on enemy targets, using lexicographic ordering of
options and qualitative assessments of experts;

- method of forming the combat potential of a
swarm of attack drones necessary to defeat actual
enemy targets, considering the limited capabilities of
UAVS, using integer (Boolean) programming;

- method of simulation, agent-based modeling of
the flight movement of a swarm of drones in the

conditions of enemy anti-drone operations. Simulation
modeling was used to simulate the flights of
reconnaissance drones, simulator drones and attack
drones.

Therefore, in this section, a systematic analysis of
the sequence of military actions was carried out to plan
an attack mission using attack drones; the main stages
of planning a massive wave attack by a swarm of attack
drones were presented; a set of methods and models
used in the study was formed. This allows us to
scientifically substantiate the research methodology for
planning an attack mission of combat drones in the
context of modern hybrid warfare.

3. Indicators of enemy activity

In order to make decisions about conducting a
massive attack on enemy targets using a swarm of
attack drones, it is necessary to present, based on the
results of intelligence, a set of military local zones
(MLZs) in which active enemy actions are observed.
Fig. 1 shows a graphic diagram of combat operations on
the battlefield using a swarm of attack drones.

After the drones are launched, a swarm is formed,
which moves to a set of enemy targets. Next, the swarm
is divided into groups, each of which moves to the
selected AOE to conduct an attack on enemy targets.
The enemy, with the help of anti-drone means (ASW,
EW, air defense), forms a defense that affects the
possibility of a successful attack.

Constant monitoring of airspace with the help of
reconnaissance drones allows assessment of changes in
military circumstances and identification of airspace
where the enemy is active. To assess changes in the
military situation in a particular air defense area, it is
necessary to form indicators whose value affects
decision-making regarding the conduct of an attack
mission using a swarm of attack drones. An analysis of
modern military operations on battlefields has shown
that enemy activity can be assessed using the following
indicators:

1. Accumulation of military equipment (F).

2. Formation of military groups (P).

3. Active actions to move military equipment and
other equipment (Q).

4. Engineering works to create military facilities
(V).

This is not a complete list of indicators that can be
supplemented with new ones in the context of modern
hybrid warfare. The use and evaluation of the indicators
(F, P, Q, V) to analyze the military situation on the
battlefield will help make the final decision on
conducting an attack mission with the help of attack
drones. We will evaluate the impact of the indicators on
decision-making regarding attacks with the help of
military experts.
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Fig. 1. Graphic diagram of the battlefield

For example, on a point scale (0+10). We will conduct a
virtual experiment with military expert assessments
based on the full factorial experiment (FFE) method.
The FFE method allows the assessment of the
importance (influence) of indicators (F, P, Q, V) for
assessing the situation in a particular air defense area
and for making decisions on conducting a massive
attack with strike drones. Here is an illustrated example
of the use of FFE by military experts to assess the
importance (influence) of indicators (F, P, Q, V).
Table 1 presents the FFE plan with four factors, each of
which corresponds to a separate indicator (F, P, Q, V).

Table 1
Plan for a virtual experiment, using expert opinions

Y response

Ne | Xu(F) | X2 (P) | X3(Q) | Xa (V) ass(gé(sﬁgnt)
of experts)

1 -1 -1 -1 -1 0

2 -1 -1 -1 +1 1

3 -1 -1 +1 -1 3

4 -1 -1 +1 +1 4

5 -1 +1 -1 -1 2

6 -1 +1 -1 +1 3

7 -1 +1 +1 -1 5

8 -1 +1 +1 +1 6

9 +1 -1 -1 -1 4

10 +1 -1 -1 +1 5

11 +1 -1 +1 -1 7

12 +1 -1 +1 +1 8

13 +1 +1 -1 -1 6

14 +1 +1 -1 +1 7

15 +1 +1 +1 -1 9

16 +1 +1 +1 +1 10

The values of the factors (indicators) are presented in
the form of the variable X («i» stands for the FFE term
associated with the i-th experiment, and “j” stands for
the factor (indicator). The FFE plan uses a full range of
combinations of factors (N=2"=2=16).

-1, if the value of the j-th indicator
is not used to make a decision
on attack actions in the i-th combination

.= of factor (indicator) values; 1)
U | +1, if the value of the j-th indicator

is used to make a decision

on attacking actions in the i-th combination

of factor (indicator) values

Therefore, by conducting virtual experiments, with
the help of military experts, it is possible to assess the
possible impact of the i-th combination of indicators on
the decision to attack with the help of attack drones. The
“response” value (y) represents the impact of the values
of the indicators on the decision to conduct an attack. It
is presented in the rightmost column of the FFE.

Based on the results of the virtual experiment and
using the FFE and military experts' estimates, an
incomplete quadratic regression dependence can be
formed as follows:

y =Dbg +byX; +byX, +byXg +b,yx, +
+D15X1 X5 + 013X X5 + Dy XX, +
+055X5X5 + D5y XX, + DggX X, + @
+D13X X5 X5 + 014X XXy +

+D53XoXgX g +D134X1X3X 4 +
+D1234X1 XX 35X

Here, the coefficient b; (j=1,...,4) indicates the
influence of the j-th factor (indicator) on the “response”
y, and the coefficient, for example, by indicates the
influence of the combination of factors (indicators) xo,
X3, X4 ON'y. Suppose we are interested only in the values
of the influence of factors (indicators) on the assessment
of enemy activity in a particular air defense zone.
Therefore, we select the linear part of the regression.
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After performing the calculations related to the use of
FFE, we obtain the following

y=5+35%; +3X, +3,25x5+2,75x,  (3)

Based on the results of the above example, using a
virtual experiment and military experts’ assessments,
the following conclusion can be drawn. The greatest
influence on the decision to conduct an attack mission
against enemy targets with attack drones in a particular
FFE is exerted by the F indicator (accumulation of
military equipment), followed by the Q indicator (active
enemy movement), and then the P indicator (formation
of a military group). Indicator V (engineering works)
has the least influence on attack decision-making.
Further, after assessing the impact of the indicators on
the decision to conduct an attack mission using attack
drones, we present the set of indicators in the form of a
priority series. For our example, these are: F, Q, P, and
V. This series will be used to assess each local military
zone in a military conflict where enemy activity is
observed.

Therefore, in this section, a set of indicators of
enemy activity has been formed that can be used to
make decisions on conducting an attack mission by
strike drones against enemy targets on the battlefield. A
virtual experiment with military expert assessments was
conducted to evaluate the impact of the indicators on the
decision-making process for an attack mission. This
allows us to assess the importance of the indicators and
form a priority series that will be used to select relevant
military local zones on the battlefield, which will be
attacked by a swarm of attack drones in the first place.

4.Selection of actual enemy targets

Continuous monitoring of military conditions on
the battlefield with the help of reconnaissance drones
allows responding to changes in the situation related to
enemy actions and preparing a possible attack mission
with a swarm of attack drones. To plan a massive attack,
it is necessary to form a set of military local zones
(MLZs) in which enemy activity is observed and
increased. The number of MLZs containing enemy
targets affects the size of the combat potential of the
drone swarm and the number of swarm groups directed
at enemy targets. The generated indicators (F, Q, P, V)
of enemy activity allow us to assess the level of military
threat for each i-th MLZs (i=1,M). Let us present the
values of the indicators (F, Q, P, V) in the form of
qualitative assessments by military experts, which
simplifies the analysis of the level of threats for each
LOC in the conflict zone. Let's introduce a linguistic
variable yi, where “i” refers to the i-th MLZ, and “k”

refers to the k-th indicator (k=1,...,4). The value of yi is
represented using the letters of the Latin alphabet as
follows:

G — military threat index
threat index is "green"
which means not a very high

military threat;

O - imilitary threat index
threat index is "orange"
which means a high
military threat;

R — military threat index
«red», which means
very high military threat.

Yik = (4)

Using the value of the linguistic variable yix and
the importance of the indicators (F, Q, P, V) in the form
of a priority series, for each i-th MLZ, it is possible to
represent the i-th MLZ, considering the enemy's threats,
in the form of a “word”. For example: O, R, O, G. Then,
the entire set of MLZ on the battlefield, taking into
account the level of enemy threats, can be represented
as a list of “words”. For example, the results of
monitoring the military situation on the battlefield,
using reconnaissance drones, as well as assessments by
military experts, made it possible to form a set of ten
zones of the MLZ. We create a list of “words” to
represent the MLZs, considering their threats in the
form of:

1.0,R,0,G 6.R, G O, G
2.R,0,G,G 7.G,G,0O,R
3.G,R,O,R 8.0,R,R,G (5)
4.G,0,0,R 9.G,0,R, O
5.0, G R, R 10.R, G, G, R.

Next, we organize the presented list of MLZs, con-
sidering the values of the linguistic variable yix and the
priority of indicators (F, Q, P, V) for each individual i-
th MLZ (i=1, 2,...,10). Organizing the set of MLZs will
allow us to identify those that need to be considered
when planning an attack mission by strike drones. We
will use lexicographic ordering (as in a dictionary).
After ordering, we obtain the following list of “words”
for the set of weapons of mass destruction:

©P o wo s
COO0OOO®

DIOIXTOOD

TOXWOXOO

(6)

OOIVTIVOIWD
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10.R,G,G,R
6.R,G,0O,G
2.R,0,G,G.

At the beginning of the resulting list of “words”
are the MLZs whose targets should be attacked last, and
at the end are the actual MLZs whose targets will be
attacked first. The most relevant variant of the MLZ for
attacking actions is the second variant, in which the
values of the indicators (F, Q, P, V): R, O, G, G. The
number of MLZs to be used for planning a massive
attack by strike drones depends on the ability to create a
swarm of drones with the necessary combat capability
to defeat enemy targets in the selected MLZs.
Therefore, in order to simplify the selection of a set of
relevant MLZs for planning an attack mission, it is
possible, with the help of military experts, to create a
“control word” that takes into account the limited
capabilities of creating a swarm of attack drones. For
example, military experts set the following “control

word”: |0, O, O, O|. Let's place the “control word” in

the resulting ordered list of MLZ “words”. We get:

g1 W O M
COOOO
OITOO®
TODWWOO
TDVOTD

Sl
o
o
o

()

oo
o D
o O

(ON0)]

N O = 00 -
N O s o
o o
00’

© 0y

® 0

It can be seen that the “control word” was located
between 5 and 1 MLZ “words”. This means that the set
of MLZs (7, 4, 9, 3, 5) will not be used in planning an
attack mission of attack drones, taking into account the
assessments of military experts on the possibility of
creating a swarm of attack drones with the necessary
combat potential. The variants of the MLZ (1, 8, 10, 6,
2) will be used to conduct a massive attack by a swarm
of attack drones. First of all, this applies to the second
MLZ with the performance ratings (F, Q, P, V): R, O,
G,G

Therefore, this section analyzes the military threats
from each enemy air defense system on the battlefield.
The level of enemy threats was represented by a set of
indicators (F, Q, P, V) and their values, which were
obtained as a result of intelligence and military experts'
assessments. To simplify the procedure for selecting a
set of airborne targets to be attacked by strike drones,
qualitative assessments of military experts were used in
the form of linguistic variable values. A lexicographical

ordering of the set of MLZs presented in the form of a
list of “words” was carried out. This helped identify
actual ERWs that will be attacked by attack drones. The
use of the “control word”, presented with the help of
military experts, helped to form a set of relevant ASW
targets that would be attacked in the first place, taking
into account the limited capabilities of UAVS.

5. Formation of a swarm
of imitator drones

Imitation drones are used to distract and deplete
enemy military resources. Simulation of the creation of
a swarm of simulator drones helps assess the
capabilities of enemy anti-drone warfare (ADW),
analyze the actions of electronic warfare, and cause
overload of air defense. Thus, the flight of simulator
drones helps to plan the combat mission of a swarm of
attack drones. Before planning the flight of a swarm of
simulator drones, it is necessary to identify the locations
of the UAVs, EW, and air defense through aerial
reconnaissance. This helps to form the required number
of simulator drones in the swarm. In the flight of the
swarm of simulator drones, it is necessary to divide the
swarm into groups that will move to the e-th possible
locations of the ABP, EW, and air defense. For each e-
th possible location (ASW, EW, air defense), the
number of simulator drones (W,) is required, which will
have a significant impact on resource depletion (Le).
However, it is necessary to assess both the limitations of
individual drones (flight time and range, flight altitude,
etc.) and the limitations on the number of simulator
drones to create a swarm. This raises the complex
problem of forming a swarm of simulator drones, which
is studied in this section. The presented task represents
the solution to combinatorial problems with a set of
alternative options to choose the rational one. Therefore,
we use the method of integer (Boolean) programming,
which has proven to be effective in solving optimization
problems in various subject areas with a large number
of possible options. Let's introduce a Boolean variable
Xek, where the index “e” will refer to the e-th location
(air defense, electronic warfare, air defense), and the
index “k” to the possible composition of the group of
simulator drones that will be sent in flight to the e-th
location (air defense, electronic warfare, air defense).
Let's represent Xex in the form:

1, if to the e-th location
(BWP, REB, air defense)
will be directed to the k-th variant ~ (8)
of a group of simulator drones;

0, in the other case.

Xek =
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The following indicators are used to evaluate the
effectiveness of a swarm of simulator drones:
1. Number of simulator drones in the swarm:

N n,
W= Zzwekxek ' ©)

e=1 k=1
2. The impact of a swarm of simulator drones on
resource depletion (air defense, electronic warfare, air
defense):

N N,

L= Zzlekxek )

e=1 k=1

(10)

where N is the number of possible locations (BOP,
REB, air defense);

n. — the number of possible options for forming a
group of swarms of simulator drones for flying to the
location (air defense, electronic warfare, air defense);

wi — the number of simulator drones in the k-th
possible swarm group that will be sent to the e-th
location (EW, EW, air defense);

lek — assessment of the impact (in points 0+10) of
the k-th variant of the composition of the group of
simulator drones on the depletion of resources located at
the e-th location (air defense, electronic warfare, air
defense). This requires assessments by military experts.

The following formulations of the optimization
problem are possible to ensure the effectiveness of using
a swarm of simulator drones before conducting an
attack mission using a swarm of strike drones:

1. Maximize the impact of a swarm of imitator
drones on the depletion of enemy resources (air defense,
electronic warfare, air defense):

max L, L:ZN:ilekxek )

e=1 k=1

(11)

considering the limited possibilities for creating a
swarm of imitator drones:

W<W’, W= ZN:iwekxek )

(12)

e=1 k=1
where W’ — limitation on the number of simulator
drones to create a swarm (assessment of military

experts).
2. Minimizing the number of simulator drones in
the swarm:

min W, W = ZN:iwekxek ,

e=1 k=1

(13)

considering the restrictions on the necessary impact of
imitator drones on the depletion of enemy resources (air
defense, electronic warfare, air defense):

(14)

>l L= inzelekxek :

e=1 k=1

where L’ — the planned impact on the depletion of
enemy resources (air defense, electronic warfare, air
defense), using simulator drones (assessment of military
experts).

3. Multi-criteria formulation of the optimization
problem.

It is necessary to find a compromise value among
contradictory indicators W and L using a complex
criterion as follows:

Q=ayW+a, L, (15)
where aw, a. — «weights» of indicators W, L, which
military experts assign: awtar =1,

W, L —normalized values of indicators W, L:

W
W= W-W '
W'-W=*

CLx-L
L*—L'

: (16)

where W*, L* — optimal values of W, L indicators
obtained after their optimization.

It is necessary to minimize the complex indicator
Q, which helps to create a compromise among the
indicators W, L as follows:

W-wW=* L*-L

wows e @

min Q, Q= oy

Therefore, in this section, the task of forming a
swarm of simulator drones to be used before conducting
an attack mission by a swarm of strike drones was set
and solved. The main indicators for assessing the
effectiveness of using a swarm of imitator drones were
as follows:

- number of simulator drones required to form a
swarm;

- the impact of a swarm of imitator drones on the
depletion of enemy resources (air defense, electronic
warfare, air defense).

Given that the presented problem is combinatorial
in nature, with several possible options, the method of
integer (Boolean) programming was used to solve it.
The following possible formulations of optimization
problems are presented:
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- maximizing the impact of a swarm of imitator
drones on the depletion of enemy resources (air defense,
electronic warfare, air defense);

- minimizing the number of imitator drones,
considering the limited capabilities to create a swarm;

- finding a compromise among the contradictory
indicators of the number of imitator drones and their
impact on the depletion of enemy resources (air defense,
electronic warfare, air defense).

6. Creating a combat potential
of an attack drone swarm

The analysis of intelligence data collected by
reconnaissance drones, as well as the results of the
actions of simulator drones, allows us to identify and
form relevant targets in military local zones that need to
be destroyed by a swarm of attack drones. However, for
this purpose, it is necessary to establish an adequate
combat capability for attack drones that is capable of
destroying enemy targets. An analysis of the enemy
targets to be attacked (control points, military
equipment, etc.) allows us to assess the required combat
capability of attack drones to destroy each individual
target. Here, it is necessary to take into account the
limitations associated with the capabilities of individual
attack drones (payload, flight time and range, size of the
affected area, etc.), as well as the number of attack
drones to form a swarm. Therefore, there is a
combinatorial task associated with the formation and
analysis of a set of options for dividing a swarm of
drones into groups that move to separate targets (or
groups of targets) of the enemy in the selected AOR to
conduct an attack. To solve this problem, we will use
the method of integer (Boolean) programming. Let's
introduce a Boolean variable Vi, which has the
following values:

1, if the p-th attack drone
of the swarm is directed at the
e-th target in the i-th MLZ;

0, other cases.

Yiep = (18)

To evaluate the effectiveness of forming swarm
groups to be sent to individual MLZs, according to the
enemy's current targets, we introduce the following
indicators and restrictions:

- combat potential of a swarm of drones (A’);

- combat capability necessary to inflict damage on
the enemy (up to complete defeat) (A”);

- combat capability of a group of strike drones,
formed to defeat targets in the i-th MLZ (AY);

- combat potential of attack drones, which is
necessary to inflict damage to the enemy in the i-th
MLZ (A",

- is the size of the damage predicted after the
attack by the strike drones in the i-th MLZ (Bj);

- the importance of defeating targets in the i-th
MLZ for successful military operations on the
battlefield (ou):

M
Zaizl.

i=1

Considering the Boolean variable i, We present
an optimization problem for the formation of the combat
potential of attack drones to conduct an attack mission
against enemy targets:

m; N
A'= ZZapyiep, (19)
e=1 p=1
M M
A= AL A=A
i=1 i=1
M m N
B=) Bi.Bi=> > b - (20)
=1

i e=1 p=1

It is necessary to: A’>A”, A>Ai", ZZyiep =1,
i=1 e=1

for each and every p=1 N, which is associated with

the mandatory use of the p-th strike drone in an attack
mission;

a, — combat capability of the r-th strike drone;

by — the amount of damage to the enemy from the
actions of the p-th attack drone;

N — number of attack drones in the swarm;

M — the number of MLZs on the battlefield;

m; — is the number of enemy targets in the i-th
MLZ.

These formulations of the optimization problem
are possible:

1. To maximize the damage to the enemy after an
attack mission by a swarm of attack drones:

max B, B=B;+B, +...+ By, =

m, N
= O‘lZ:Z:bpylep +

e=1 p=1

m, N
+a222bpy29p +o+

e=1 p=1

my N
Y Zz bpYmep:

e=1 p=1

(21)
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subject to limitations:

AI>A”, AiIZAi”,

m, N
Ai'= zzapyiep’

e=1 p=1

(22)

M

Ziyiep =1, forall p=1,N.

i=1 e=1

2. Maximizing the combat potential of attack
drones:

m; N
maxA, A= alzZapylep +
e=1 p=1

m,

N
20,3 Ay ot

e=1 p=1

my N
)Y A vep:

e=1 p=1

(23)

subject to limitations:

B>B’, Bi>By,
M m;

N
B=) B;Bi= zszyiep
=1

i e=1 p=1

M m L
Zzyiep =1,p=1N,

i=1 e=1

i=LM, (24)

where B’ — planned harm to the enemy;

Bi’ — is the planned damage to the enemy in the i-
th MLZ.

To solve optimization problems using integer
(Boolean) programming, you can use [30]:

- full search method for a relatively small number
of options;

- a modified branch and constraints method in the
case of many options;

- a random search method for a vast number of
options. This does not guarantee an extremum search,
but allows the value of the indicator (for example, as a
percentage).

Therefore, this section formulates and solves the
problem of forming a swarm of attack drones and
dividing it into groups aimed at enemy targets in the
current conflict zone. This takes into account the
limitations on the combat potential of individual drones,
the number of attack drones in the swarm, and the
damage that occurs to the enemy when conducting an
attack mission with a swarm of attack drones. The
method of integer (Boolean) programming is used to

solve this problem. The main indicators and constraints
are formed. The formulation of the optimization
problem is as follows:

- maximizing the enemy's damage
conducting an attack mission with attack drones;

- maximization of the combat potential of attack
drones to ensure the success of the attack mission with
the help of a swarm of attack drones.

when

7. Formation of waves
of attack drone swarms

An attack by a swarm of attack drones should
result in damage to the enemy; however, anti-drone
actions do not allow for complete destruction of enemy
targets (or maximum damage). Therefore, there is a
need to plan multiple waves of a swarm of attack
drones. After each s-th wave, using attack drones, it is
necessary to assess the results of the attack (the degree
of damage to targets) through reconnaissance actions
(reconnaissance drones) and create the combat potential
of the drone swarm necessary to form the (s+1) wave
for further defeat of enemy targets. It is necessary to
form a combat capability in (s+1) waves of a drone
swarm (As+1’) in such a way that As:1’ > As”, where As”
— combat capability required to defeat enemy targets
after the s-th wave attack. The task is to create the
combat potential of attack drones for a new wave of
attack actions and their rational distribution over all
relevant WLZs. The number of swarm waves depends
on the restrictions on their creation and the need to
increase the amount of enemy losses (As”"—0, A’ —0).

Therefore, the task arises of forming the necessary
combat potential of attack drones and its distribution
according to the actual goals, in separate WLZs for each
wave of attack drones. To solve this problem, we will
use the results of Section 6.

1. It is necessary to maximize the damage to the
enemy with the help of (s+1) waves of attack drone
swarms:

max Bs+1l Bs+l = B1(s+l) + BZ(s+l) +.o.+ BM(s+1) =

My(se1) Nissa)

bpylep +
e=l p=1

= Qy(s41)

Ma(si1) Nisaa)

boYoep -+
e=l p=1

(25)
T 0o(s41)

Mys+1) Ness1)

+ aM(S+l) bpyM(SJrl)ep7

e=l p=1

subject to limitations:
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A1) >As", Ay >Ais”

Mis+2) Nisi1)
Aisin) = apYisiepr 1 =L Mgy, (26)
e=l p=1

Ms.1) Migs41)

Yi(s+1)ep =1,
i=1  e=l

where Ns:1 — the number of drones allocated to the
military to form a swarm of attack drones in the (s+1)
wave;

Ms:1 — is the set of actual MLZs whose targets are
to be attacked (s+1) by a wave of swarms of attack
drones;

Mis+1) — IS the set of targets in the i-th LOC that
must be destroyed after (s+1) attacks by attack drones.

2. It is necessary to maximize the combat potential
of attack drones in the (s+1) wave:

m1(5+1) N(s+1)
max A(s+1) ) A(s+1) = OQy(s41) apYiep +
e=l p=1
My(si1) Nisia
(27)

+OL2(5+1) apyzep +...+

e=1 p=1
Mys+1) Ness1)

+ O'*M(s+l) apyM(s+1)ep’
e=l p=1

subject to limitations:

Bs+1)>Bs”, Bis+1y>Bis”,

Miss+1) Nss1)

Z bpyi(s+1)epv i=1 M(s+l)’ (28)
e=l1 p=1

Bisiy) =

M

My
ZZyiep =1 forall p=1 Ny

i=1 e=1

Therefore, this section sets and solves the problem
of planning a set of waves of a swarm of attack drones
to maximize the defeat of enemy targets on the
battlefield. This affects the reduction of enemy combat
activity and contributes to the success of further combat
operations. For each wave of attack drones, the
necessary potential is formed to conduct an attack, and
the rational distribution of drones to actual targets in
separate MLZ is carried out. The method of integer
(Boolean) programming is used to form the composition
of a swarm of attack drones and its rational distribution,
taking into account the combat potential of drones, for
actual targets in individual MLZ.

8. A multi-agent simulation model
of the swarm movement
of the attack drones

The study of the dynamic process of attack drones'
movement on a given time scale allows us to form
swarm flight routes in each wave of the attack mission.
Obstacles to this process arise in the form of enemy
military threats (anti-drone operations, electronic
warfare, air defense systems, etc.). Therefore, it is
necessary to form a set of relatively safe flight zones on
the aerial map of the battlefield to ensure a successful
mission of attack drones, with minimal risks of enemy
military threats. To study the dynamic process of drone
swarm movement, we used a simulation modeling
method involving an agent platform Any Logic [31]. In
this study, simulation modeling was used to plan the
flight routes as follows:

- reconnaissance drones

- simulator drones;

- attack drones.

The main phases of the flight of a swarm of attack
drones were modeled (swarm formation, swarm flight,
swarm division into groups, flight of groups of attack
drones to targets, etc.).

The enemy's anti-drone actions were modeled to
affect the movement and partial destruction of attack
drones. A set of agents was formed to study the
peculiarities of wave attack planning by attack drones
despite enemy military threats. The agents include the
following:

1. The agent of “mapping the air situation”.

2. Agent “formation of a swarm of attack drones”.

3. Agent for “formation of launch sites for attack
drones”.

4. Agent “formation of enemy target locations”.

5. Agent “setting the flight route”.

6. Agent “flight route optimization”.

7. Agent “setting navigation points for dividing the
swarm into groups”.

8. Agent “emergence of enemy threats”.

9. Agent “destruction of drones due to enemy
actions”.

10. Agent “level of damage to enemy targets”.

11. Agent “interactive control of modeling”.

12. Agent “modeling results”.

Fig. 2 shows a block diagram of a multiagent
model.

Based on the study of the dynamic process of
flying a swarm of attack drones, the following results
were obtained using simulation modeling:

- the number of attack drones in the swarm;

- the number of destroyed enemy targets;
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Fig. 2. Block diagram
of the multi-agent model

- flight time of a swarm of attack drones directed
at enemy targets;

- flight routes of individual drones;

- the appearance of enemy military threats (time
and number);

- number of defeated drones (due to enemy
actions).

Based on the results of simulation modeling of a
massive attack by attack drones, a decision is made to
plan a new wave of attacks, depending on the level of
damage to enemy targets and decisions made by the
military.

Therefore, in this section, the dynamic flight
process of a swarm of attack drones to enemy targets is
investigated. Simulation modeling was used to study in
detail the movement of drones in time on a map of the
air conditions on a battlefield. The main actions
associated with the formation of a swarm, flight of the
swarm to the targets, division of the swarm into groups,
and defeat of enemy targets are investigated. The
simulation model was implemented using the Any
Logic agent platform.

9. An example of modeling
an attack by attack drones

Let us consider an example of using the proposed
approach to model an attack mission using a swarm of
attack drones. In Section 3, we substantiated the
indicators for assessing enemy activity, which, in
Section 4, are used to estimate the set of military
logistics zones (MLZs) on the battlefield. An example is
presented of the selection of relevant MLZs whose
targets will be attacked by attack drones. This example
serves as the basis for further calculations in this sec-
tion, necessary for planning the attack mission.

Let's select a set of imitator drones to distract and
deplete enemy resources (ASW, EW, and air defense)
(see Section 5).

Suppose that, because of intelligence, the enemy
has identified the following means of anti-drone warfare
(ASW, EW, air defense) in the amount of:

1. The number of PBP means 2.

2. REB means - quantity 3.

3. Air defense equipment - number 2.

The intelligence revealed that the assets were
located in 4 locations in the conflict zone:

1st place: PBB - 1, AIR DEFENSE - 1.

2nd place: PBP - 1, REB - 1.

3rd place: REB - 1, PPO - 1.

4th place: REB - 1.

To distract and deplete the enemy's resources, it is
necessary to allocate (according to the military):

- 2 simulator drones for the PBP;

- for electronic warfare - 1 simulator drone;

- for air defense - 3 simulator drones.

Taking into account the locations and anti-drone
capabilities available there, the following number of
simulator drones is required:

1st place: 5 simulator drones.

2nd place: 3 simulator drones.

3rd place: 4 simulator drones.

4th place: 1 imitator drone.

Thus, to distract and deplete the enemy's resources,
5+3+4+1=13 imitator drones are necessary.

However, due to limited capacity to allocate
simulator drones, there are P=8 simulator drones
available, which were allocated to the military. This is
not enough. Therefore, the task arises of rationally
dividing simulator drones into groups that will be sent
in flight to locations (air defense, electronic warfare,
enemy air defense) under the conditions of a limited
number of simulator drones (P=8, 13>8). The number of
variants of the composition of places that will be used in
flight by imitator drones to distract and deplete
resources can be estimated by the formula: N=2"-1,
m=4. All possible variants of the location composition
(EW, EW, air defense) are presented in Table 2. For



58

Radioelectronic and Computer Systems, 2025, no. 2(114)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

each variant of the composition of locations (ASW, EW,
ASW), the required number of simulator drones is
presented in Table 2. Further, using the limited number
of simulator drones (P=8), it was noted that there are
options with the number of simulator drones that cannot
be used (the required number is more than 8). The
options are: 11, 13, 14, 15. Therefore, Table 3 was
compiled with options for the composition of locations
(air defense, electronic warfare, air defense) that can be
used to fly a swarm of imitator drones to conduct
distractions and deplete enemy resources. Military
experts have prioritized, at points (0+10), the locations
(air defense, electronic warfare, air defense) that are
determined by various enemy activities for the use of
anti-drone actions.

Table 2
Options for selecting the composition of places
location of the BOP, RBM, and air defense

(ASW, EW, air defense) using four simulator drones.
The third group, in the form of one simulator drone, will
be aimed at the fourth location ( ASW, EW, air defense)
of the enemy.

No 1 5 3 4 . Number of
simulator drones
1 0 0 0 1 1
2 0 0 1 0 4
3 0 0 1 1 5
4 0 1 0 0 3
5 0 1 0 1 4
6 0 1 1 0 7
7 0 1 1 1 8
8 1 0 0 0 5
9 1 0 0 1 6
10 1 0 1 0 8
11 1 0 1 1 10
12 1 1 0 0 8
13 1 1 0 1 9
14 1 1 1 0 12
15 1 1 1 1 13

Let's present the importance of each location
(ASW, EW, air defense) for launching simulator drones
with a point system (with the help of military experts):

1st place - 2 points;

2nd place - 4 points;

3rd place - 1 point;

4th place - 3 points.

Table 3 presents the total number of points for
each possible variant of the composition of locations
(ASW, EW, air defense). The seventh option has the
highest number of points, in which the flight of a swarm
of simulator drones uses locations 2, 3, and 4 (ASW,
EW, air defense). Let's divide the swarm of simulator
drones into three groups. The first group will be directed
to the second location ( ASW, EW, air defense) and will
use three simulator drones. The second group of
simulator drones will be aimed at the third location

Table 3
Options for location composition
ASW, EW, AIR DEFENSE
Number Total
N l1]2]3]|a| O number
simulator | of points
drones
1 10| O 0 1 1 3
2 (0] O 1 0 4 1
3 10| 0 1 1 5 4
4 10| 1 0 0 3 4
5101 0 1 4 7
6 (0] 1 1 0 7 5
7 (10| 1 1 1 8 8
8 |10 0 0 5 2
9 (1] 0 0 1 6 5
10(1] 0 1 0 8 3
122|111 0 0 8 6

Next, we present an example of forming and
dividing a swarm of attack drones into groups to plan
attacks against actual enemy targets in military localized
areas (MLZs) of the conflict. In the fourth section, the
author substantiates the set of MLZs whose targets will
be attacked by attack drones in the first place. The
following relevant MLZs were identified for attack,
which have increased enemy activity:
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This example is used later to justify a swarm of
attack drones in the planning of an attack mission (see
Section 6).

Suppose that, using the results of intelligence as
well as the analysis of military experts, the necessary
combat potential to defeat enemy targets in each MLZ
can be estimated in the form of the explosive amount in
kg:

A1”=10 kg;
Ag”=20 kg;
A10"=40 kg,
Ag”=45 kg;
A,"”=50 kg.
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Total combat capability to engage targets in the
entire set of MLZ:

A”=10+20+40+45+50=165 kg.

To conduct an attack mission with the help of a
swarm of attack drones, it is possible to allocate only 7
identical attack UAVSs, each with a payload of 15 kg of
explosives. The total combat potential for the planned
swarm of attack drones for an attack mission will be:
A’=105 kg BP. This is not enough to fulfill the
conditions for complete destruction of enemy targets
(A’> A”), because in our case A’< A" (see Section 6).
Therefore, the task arises of distributing the available
combat potential of attack drones to the i-th MLZs (1, 8,
6, 2) so that Ai/> A”. To plan the attack, a set of
possible compositions of the MLZ was formed for
further analysis. The number of variants in the
composition of the medical supplies was calculated
using the formula: N=2"-1=25-1=31 wvariant. The
formation of possible variants of the composition of
airborne weapons for attack drones was carried out
using a binary counter. Table 4 presents the formed set
of possible compositions of airborne weapons.

For each j-th possible variant of the composition of
the MLZ, the required combat capability was calculated
A/’ to defeat enemy targets, so that A/>A;". Table 4
lists the required number of drones for each possible
variant of the airborne force composition. The analysis
in Table 4 shows that there are options for which there
is no available combat capability due to limitations
associated with the allocated number of attack drones
(A/<AJ”). Therefore, these options are not considered in
the attack mission planning. These are options: 7, 11,
13, 15, 23, 27, 29, 30, 31. Therefore, Table 5 was
formed to assess the defeat of enemy targets, depending
on the j-th composition of the MLZ and the available
total combat potential of attack drones.

The analysis showed that the maximum percentage
(64%) of enemy targets was hit by variants 14 and 19 of
the MLZ composition. Taking into account the formed
priority of the MLZs selected for attack (see Section 4),
with the help of military experts, the 19th variant was
selected, for which the following conditions are met
A1g’>A1g” (A1'=7x15=105 kg BP, A1s”=105 kg BP).
When planning an attack mission for a swarm of attack
drones, it is necessary to divide the swarm into three
groups in flight. The first group, consisting of one attack
drone, is directed at attacking the first MLZ, the second
group, consisting of three attack drones, is directed at
the sixth MLZ, and the third group, consisting of three
drones, is directed at the second MLZ.

The results of planning a massive attack with
attack drones indicate that the enemy targets were
incompletely defeated; therefore, it is necessary to

conduct a simulation to plan a new attack wave using
the calculation scheme presented in this section.
Simulation modeling of the dynamic process of a
massive attack by attack drones (see Section 8) will
allow for a more accurate assessment of the results of an
attack mission.

Table 4
The set of possible compositions of MLZ
MLZ § é
o S .
Mol ilg|lw|e|2]| 88| 53

o &

=

1 0 0 0 0 1 50 4
2 0 0 0 1 0 45 3
3 0 0 0 1 1 95 7
4 0 0 1 0 0 40 3
5 0 0 1 0 1 90 6
6 0 0 1 1 0 85 6
7 0 0 1 1 1 135 9
8 0 1 0 0 0 20 2
9 0 1 0 0 1 70 5
10 0 1 0 1 0 65 5
11 0 1 0 1 1 115 8
12 0 1 1 0 0 60 4
13 0 1 1 0 1 110 8
14 0 1 1 1 0 105 7
15 0 1 1 1 1 155 11
16 1 0 0 0 0 10 1
17 1 0 0 0 1 60 4
18 1 0 0 1 0 55 4
19 1 0 0 1 1 105 7
20 1 0 1 0 0 50 4
21 1 0 1 0 1 100 7
22 1 0 1 1 0 95 7
23 1 0 1 1 1 145 10
24 1 1 0 0 0 30 2
25 1 1 0 0 1 80 6
26 1 1 0 1 0 75 5
27 1 1 0 1 1 125 9
28 1 1 1 0 0 70 5
29 1 1 1 0 1 120 8
30 1 1 1 1 0 115 8
31 1 1 1 1 1 165 11

Therefore, this section provides an illustrated
example of the use of the developed approach,
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demonstrating  its  effectiveness and  practical
significance for the military to use a swarm of attack
drones to create an active air shield on the battlefield.

Table 5
Defeating of enemy targets

Variants for composition of
MLZ
No Ass_essment of
1 8 10 | 6 5 incidence, (%)
1 0 0 0 0 1 30
2 0 0 0 1 0 27
3 0 0 0 1 1 58
4 0 0 1 0 0 24
5 0 0 1 0 1 55
6 0 0 1 1 0 52
8 0 1 0 0 0 12
9 0 1 0 0 1 42
10 0 1 0 1 0 39
12 0 1 1 0 0 36
14 0 1 1 1 0 64
16 1 0 0 0 0 6
17 1 0 0 0 1 36
18 1 0 0 1 0 33
19 1 0 0 1 1 64
20 1 0 1 0 0 30
21 1 0 1 0 1 60
22 1 0 1 1 0 58
24 1 1 0 0 0 18
25 1 1 0 0 1 48
26 1 1 0 1 0 45
28 1 1 1 0 0 42

10. Discussion

A systematic representation of the sequence of
military actions for planning an attack mission using a
swarm of attack drones was created. The battlefield
circumstances were analyzed using reconnaissance
drones. Military local zones were formed in which
enemy activity was observed. To form a set of military
local zones (MLZs) in conditions of limited
opportunities to create a swarm of attack drones, the
indicators of enemy activity are substantiated. The set of
relevant MLZs, the targets of which will be attacked by
attack drones, is identified by using the lexicographic
ordering of options and qualitative assessments of
experts. The number of imitator drones to conduct
distractions and deplete enemy military resources was
also substantiated. The combat potential of attack
drones during an attacking mission was optimized, in
conditions of limited ability to create a swarm. Using
the analysis of the results of combat operations (the
degree of damage to enemy targets) conducted with the

help of a swarm of attack drones, a new wave of attack
drones is formed. The number of waves depends on the
military's plans and the limitations of creating a drone
swarm. To simulate, on a given time scale, the flight of
a swarm of attack drones, we used simulation of the
movement of drones to enemy targets using the Any
Logic agent platform.

The following research methodology is proposed:

- analysis of the circumstances at the battlefield
using reconnaissance drones;

- the formation of indicators to assess the enemy’s
activity in the military local zones (MLZ) of the
conflict;

- identification of relevant MLZs that will be
attacked by a swarm of attack drones in conditions of
limited capabilities;

- forming a swarm of imitator drones to distract and
deplete enemy military resources;

- creation of the necessary combat potential of a
swarm of attack drones to defeat the enemy's current
targets;

- forming the required number of waves of
attacking drones to inflict maximum damage on the
enemy;

- modeling the flight movements of a swarm of
attack drones despite military threats.

The relevance of the proposed approach is related
to the need for scientific justification of the use of a new
innovative technological tool of war, in the form of a set
of different types of drones (reconnaissance drones,
simulator drones, attack drones) to conduct an attack
mission against enemy targets to assist the military on
the battlefield.

The developed set of models is aimed at planning
attack missions by drones despite enemy military
threats. This allows us to conclude that the proposed
approach is timely and effective for integrating combat
operations both in air and on ground.

Future research will focus on improving applied
information  technology for modeling military
operations for conducting an attack mission by a swarm
of attack drones, which will contribute to the creation of
an active air shield for the military on battlefields.

11. Conclusions

The conducted research allows us to plan an attack
mission with the help of UAVSs, using reconnaissance
drones, simulator drones, and attack drones, namely

- forming a strategy for planning the sequence of
military actions during an attack mission;

- to justify military local zones on the battlefield
for attacking enemy targets;

- assessing the enemy’s activity to develop actual
targets to be attacked;

- to assess the effectiveness of the use of imitator
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drones to conduct distractions and deplete enemy
military resources before conducting a massive attack;

- to form the necessary combat potential of a
swarm of attack drones to defeat the enemy's current
targets;

- to form the required number of attack waves to
inflict maximum damage on the enemy;

- to plan the movements of drones (reconnaissance
drones, imitation drones, and attack drones) despite
military threats.

The combined use of qualitative and quantitative
assessments allows for the planning of a drone swarm
attack under conditions of limited capabilities (number
of drones, combat potential). Limited capabilities
(quantitative and qualitative indicators) are the main
factor used in the work to assess the effectiveness of an
attack mission using a swarm of attack drones.

The scientific novelty of the study is related to the
creation of new and original models that can
substantiate the sequence of military actions to plan the
attack mission of a swarm of attack drones in conditions
of limited capabilities.

Thus, the main contribution of this study is as
follows:

The proposed set of models allows us to
substantiate the sequence of combat operations with the
help of a swarm of attack drones; to substantiate
military local zones for an attack mission, taking into
account the enemy's activity; to form the necessary set
of imitator drones to conduct distractions and deplete
the enemy's resources; to substantiate the combat
potential of a swarm of attack drones; and to estimate
the required number of attack waves under the
conditions of enemy anti-drone actions.

This will ensure the effectiveness of using attack
drones to create an active air shield to support the
military on battlefields.

Contribution of authors: system analysis of the
sequence of military actions for planning an attack
mission by a swarm of attack drones - O. Fedorovych;
formation of a swarm of simulator drones - D.
Krytskyi; formation of actual military local zones for
attacking with attack drones - A. Popov; modeling of
attack waves by attack drones - O. Gubka
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MOJIEJIIOBAHHS ITOCJITOBHOCTI BIMCHKOBHUX JIH OO IMJIAHYBAHHS
ATAKYIOUOI MICIi POIO YIAPHUX JPOHIB

0. €. ®eooposuu, /1. M. Kpuuskuii, O. C. I'yoka, A. B. Ilonos

Bukopucranns 6e3ninorHux gitansHux anapatiB (BILJIA) crano iHHOBaLliHHMM TEXHOJIOTIYHMM IHCTPYMEH-
TOM cydacHoi riopuanoi BiliHu. EdekTuBHicTh 3acTocyBanus BITJIA pi3ko 3pociio mpu 3ropTaHHi 00HOBUX JAPOHIB Y
piit U1 IpOBe/IEHHS aTaKyIOUYHX JIii 32 HIISIMU POTHBHKUKA. CTBOPEHHSI aKTHBHOT'O IIUTA y MOBITPI, VIS JOIIOMOTH
BIfICHKOBHM Ha 3€MJIi, JTO3BOJIAE IHTETPYBATH IMOBITPSHI Ta Ha3eMHI OOMOBI Mii, O Ja€ HOBHHA CHHEPTETHYHUI
eeKT BiJl 3aCTOCYBaHHS yJapHHUX APOHiB. TOMy, aKTyaJabHO MPOBEAECHHS JOCTIDKEHHS 00 TUIAaHYBaHHS aTaKy-
109MX Miciii, 3a gormomoroto ynapaux BIIJIA. TIpeaMeToM OCIiKEHHS € MOJIENI, SIKi BUKOPUCTOBYIOTBCS TSI IIIa-
HYBaHHS aTaKyIOUMX BiHCHKOBHX JIiif 3 BUKOPHUCTAHHSAM YyAapHUX JpOoHIB. MeToI0 € CTBOPEHHS! KOMIUIEKCY MOJIe-
JIel, SIKUH JI03BOJISIE TUIAaHYBAaTH MAacoBaHI aTakdl yapHHUX JPOHIB. 3aBAaHHsl, SKi HEOOXiHO BUpIMIUTH: chOpMyBa-
TH TIOCJIJIOBHICTh BIMICBKOBHX i JJIsl IPOBEICHHS aTaKyrodoi Micii; oOrpyHTyBaTh BHOIp JIOKaJbHUX BiHCHKOBUX
30H JUIsl aTaku; chopMyBaTy OOHOBHI MOTEHILIAN PO IPOHIB; OOIPYHTYBATH BUKOPUCTAHHS JPOHIB-IMITaTOPIB LIS
BHCHA)XEHHSI PECYPCiB IPOTHBHUKA; CPOPMYBATH XBHJII POIO YIapHHX JPOHIB; MPOMOJIEITIOBATH PyX POIO 1O ILIEH.
Bukopucrani MaremMaTuuHi MeTOOM Ta MOJeNi: CUCTEeMHWH aHaii3, /Ui (OpMYBaHHS aTakyldol Micil ymapHHX
JPOHIB; METOJ BipTyaJIbHOTO €KCIEPUMEHTY, JJIsl BUOOPY Ba)KIIMBUX MOKA3HHWKIB OIL[IHKH aKTHBHOCTI MPOTHUBHHKA;
METO/ SIKICHOTO OI[IHIOBAaHHS /il IPOTUBHUKA; METOJ JIEKCHKOrpadhidHOro BIOPSAIKOBYBaHHS BapiaHTiB, AJsl BUOO-
Py aKTyalbHHUX BiMCHKOBMX JIOKQJIBHUX 30H JJISl aTaKW; IiJIouMcerbHa (OyaeBa) onTUMi3alis Ui CTBOPEHHST HEeoO-
XiZHOro OOHOBOrO MOTEHIiAly ypaXKeHHs Iijied MPOTUBHUKA; iMiTalliiiHe MYJIbTHar€HTHE MOJIEIIOBaHHS IONBOTY
poro yaapHux ApoHiB. OTpUMaHi HACTYITHI Pe3yJbTaTH: OTPUMAHO CHCTEMHE IPEICTAaBIICHHS MOCIIIOBHOCTI Biii-
CbKOBUX JIill JJIsl IPOBENICHHS aTaKK yJIApHUMHU JIPOHAMU; OOIPYHTOBaHI MOKAa3HUKH aKTUBHOCTI NMPOTUBHHKA; c(o-
pPMOBaHa MHOXXMHA aKTyaJbHUX BIHCHKOBHX JIOKQJBHHUX 30H C IUISIMH NPOTHBHHUKA, MPOBEJCHE CTBOPEHHS POIO
JIPOHIB-IMITaTOpPIB JUIsl BiJBOJIKAHHS MPOTUBHUKA; c()OPMOBAHO HEOOXIJHMIT OOMOBUIA MOTEHIIIa] POI0 ATAKYFOUUX
JIPOHIB; OOTPYHTOBaHI XBWJII yJIapHHX JIPOHIB JUIS ypa)KeHHS Ilijiedl MPOTUBHUKA; CTBOPEHA iMiTalliiiHa, MyJbTHA-
TeHTHa MOJEJNb pyXy poro. BucHOBKH. Pe3ynbraTé MpoBeAEHOro JOCTIDKEHHS JTO3BOJISIOTh OOIPYHTYBATH ILIaH
00iOBHX i 3 BHKOPHCTaHHSIM pOI VIAPHUX JAPOHIB, 110 cHpuUsie e(pEeKTUBHOCTI IPOBENEHHS ONEpaTHBHO-
TAKTHYHUX Jii Ha osi 60r0. HoBH3HA 3aIiporoHOBaHOr O MiJXOY MOJSITaE B HAYKOBOMY OOTPYHTYBaHHI IOCIII0B-
HOCTI BIHCBKOBHX i 1[0 IUIAHYBAHHS aTaKyrouoi Micii yIapHUX JIPOHIB, 3 BUKOPUCTAHHSM PO3POOJICHOr0 KOM-
IUIEKCY OPUTIHANBHUX T4 HOBUX MaTEMAaTUYHKX Ta IMiTalliiHOT MOJeeH.

KunrodoBi ciioBa: piii ynapHUX ApOHIB; XBUJIbOBA aTaka APOHAMHU; MHO)KHHA JIOKAIbHUX BiHCHKOBHX 30H 3 aK-
TyaJbHUMH LJISIMU; TIOKa3HUKU OL[IHKH aKTUBHOCTI IMPOTUBHUKA; ONTHMIi3allisi 00MOBOr0 MOTEHIIATY POIO YIapHHUX
JIPOHIB; IMiTalliiHE Ta ar€HTHE MOJICTIOBAHHSI BINCHKOBHX [Iiil; XBIJIbOBA aTaKa yAaPHUMH APOHAMH.
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