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DEVELOPMENT OF A METHOD FOR AUTOMATED 5G
AND BEYOND NETWORK SLICES PENETRATION TESTING

The subject of this article is penetration testing methodologies for 5G networks and beyond. The aim of this
paper is to develop a methodology and software for automated penetration testing of the network infrastructure
of next-generation cellular networks with a layered architecture. The tasks to be solved are as follows: 1) to
analyze existing penetration testing methods of 5G and beyond networks and research in this area; 2) to develop
a new method for automated 5G and beyond network slices penetration testing; 3) to design and implement the
methodology in the form of software for virtualize environments; 4) to develop a 5G test network architecture
based on open-source solutions and methodology of experiments conducting; 5) to test and validate the solution
effectiveness in detecting vulnerabilities and simulating realistic attack scenarios in the 5G test network
environment. The following results were obtained: 1) the new method for automated 5G and beyond network
slices penetration testing was developed, leveraging Genetic Algorithms to optimize attack strategies; 2) a
software tool for automating penetration testing was implemented, enabling efficient detection of critical and
high-severity vulnerabilities and simulating attacks in a complex 5G network environment; 3) a test network
architecture was created for experimentation, enabling a controlled evaluation of the methodology; 4) the
experimental results demonstrated the effectiveness and operability of the proposed method. Conclusions. The
primary contribution of this research is the development of a methodology, which is implemented in software, to
enhance and automate the penetration testing process. The results prove the operability and effectiveness of the
proposed solutions, demonstrating improved vulnerability detection, optimized attack strategy generation, and
a higher success rate of penetration tests in a complex network environment.

Keywords: 5G and beyond; penetration testing; automate penetration testing; automated testing framework;
5G security.

telecommunications is developing rapidly, and new gen-
erations of cellular communication appear on average

1. Introduction

A large number of 5th-generation cellular networks
are currently deployed worldwide. All developed coun-
tries already have commercial 5G networks in operation,
many others are still running test networks or have com-
mercial cells in large locations. However, the world of

every 10 years; thus, we are already on the threshold of
the deployment of 6th-generation cellular networks.
Figure 1 presents a roadmap for developing cellular
communication networks. Ongoing efforts are being
made to enhance the current generation as we progress
toward the next.
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It is expected that 6G cellular networks will have
significantly improved characteristics in terms of their
efficiency both for communication operators and
considerably improved characteristics in terms of
subscriber service (QoE and QoS).

To achieve these extremely high-performance
levels, several new technologies have been developed
and continue to evolve. However, the best solutions that
have been tested for a long time will be borrowed from
previous generations. In this article, the focus is on the
concept of "network slicing”. 5G networks use this
concept, which means that the 5G network infrastructure
can be logically cut into “network layers” — “slices” for
different business applications and for different radio
access technologies (RAT) (fig. 2).
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Fig. 2. Network slices concept [2]

These networks can be optimized separately for
different data transfer rate requirements for different
RATS. For example, a 4K video application requires high
speed and is not critical to packet delay, whereas an NB-
loT application, on the contrary, is not demanding in
terms of speed but, in some cases, requires fairly fast
information delivery. The “Tactile Internet” application
almost always requires the lowest possible delay. Future
networks will enhance network slicing capabilities to
support even more diverse and demanding
applications [3].

At the same time, in addition to characteristics
directly related to the quality of user service, cyber
security tools, techniques, and mechanisms are also
subject to optimization. Therefore, a large amount of
modern research is devoted to analyzing the security
systems of modern cellular networks, determining the
weakest points, and, accordingly, eliminating identified
shortcomings.

One of the key stages of ensuring the required level
of cyber security is the detection of vulnerabilities in
networks as a whole, their constituent parts, and
penetration testing. Penetration testing is usually
performed using manual or automated technologies to
systematically disrupt network elements (switches,
routers, etc.), IT infrastructure (servers, endpoints, web
applications), and mobile devices and other potential
points of influence. After successfully exploiting
vulnerabilities in a particular system, testers may attempt
to exploit the affected system for further attacks on other
internal resources to achieve higher levels of access to
electronic assets and information via privilege escalation.

Information about vulnerabilities that have been
successfully exploited during penetration testing is
usually collected and provided for use by information
systems and network management. This allows them to
draw strategic conclusions and prioritize appropriate
efforts to eliminate problems. Therefore, the primary
purpose of penetration testing is to assess the possibility
of compromising systems or end-users and to assess the
consequences of such incidents on the resources or
operations involved.

However, for the large and complex architectures of
modern networks managed by mobile operators,
conducting penetration testing manually is challenging.
Therefore, it is essential to leverage all available

automation  methods, incorporating the latest
advancements in the field.
2. Literature Review
Recent research highlights the increasing
complexity of 5G systems, which necessitates
sophisticated automation techniques to identify

vulnerabilities. Advances in machine learning (ML) and
artificial intelligence (Al) have shown promise in
automating various stages of security testing, including
vulnerability detection and attack simulation, which are
particularly relevant for dynamic and scalable
environments like 5G slices [4, 5].

Network slicing introduces unique challenges, as
each slice represents a logically isolated network tailored
to specific use cases, requiring tailored security
approaches. Hermosilla et al. [4] demonstrated how ML-
driven methods can enhance lifecycle security by
dynamically adapting to the evolving threats associated
with each slice. Similarly, Kumar and Sharma [6]
proposed frameworks for automating attack path
discovery in dynamic network environments, underlining
the importance of identifying and mitigating threats
specific to 5G slices.

Automation tools for penetration testing in
traditional networks often fall short when applied to 5G
networks, primarily due to their decentralized
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architecture, ultralow latency requirements, and diverse
deployment scenarios [7, 8]. The introduction of
intelligent agents and reinforcement learning-based
models has addressed some of these limitations by
enabling real-time decision-making and adaptability
during penetration testing [9, 10]. These approaches
facilitate the identification of critical vulnerabilities, such
as those arising from misconfigured network functions or
insecure APIs [11, 12].

Incorporating software-defined networking (SDN)
and network function virtualization (NFV) into 5G
networks has further complicated the security landscape.
Recent studies have emphasized the role of automated
testing frameworks in evaluating the security
implications of SDN and NFV, particularly in
maintaining isolation between slices and preventing
lateral movement during attacks [13, 14]. The integration
of simulation environments and digital twins has been
proposed to provide a safe and efficient testing ground
for assessing potential threats without compromising live
systems [8, 15].

Furthermore, the need for comprehensive and
scalable security solutions has driven interest in tools
capable of orchestrating and executing multivector
attacks across different slices to uncover hidden
vulnerabilities [6]. Such tools leverage graph-based
analysis and behavioral modeling to predict potential
attack paths, providing a holistic view of network
security [9]. The integration of these tools with
automated testing frameworks can streamline penetration
testing and reduce the time required to secure complex
5G infrastructures.

Existing literature consistently emphasizes the
importance of addressing the unique security challenges
posed by 5G networks and beyond. Automated
penetration  testing methods tailored to these
environments are indispensable to safeguard the
reliability and integrity of network slices, thereby
enabling the secure deployment of diverse applications,
ranging from critical infrastructure to consumer services
[9, 13].

Reviewed existing solutions for 5G penetration
testing and identified different gaps that should be filled.
While advances in ML and Al techniques show promise
in automating vulnerability detection and attack
simulation, these methods often rely on historical data
and struggle to detect novel threats or adapt to the rapidly
changing configurations of 5G slices. Traditional
automation tools designed for static and centralized
networks are ill-suited to decentralized architectures,
ultralow latency requirements, and complex interactions
between 10T devices and edge computing in 5G
environments. Solutions leveraging SDN and NFV,
while addressing some challenges, introduce additional
attack surfaces, such as insecure APIs and lateral

movement within slices, and often lack real-time
responsiveness and scalability for large infrastructures.
Furthermore, tools that employ graph-based analysis and
behavioral modeling, although offering a holistic view of
attack paths, are resource-intensive and insufficiently
integrated with testing frameworks, limiting their
practicality for dynamic 5G scenarios.

Thus, the development of automated penetration
testing methods for "5G and beyond" network slices that
combine real-time automation, scalable designs, and
comprehensive threat modeling is critical for ensuring
the security and resilience of next-generation
communication networks.

Since the field of penetration testing is not a new
field at all, there are already many well-tested methods
(OSSTMM (Open Source Security Testing Methodology
Manual); ISSAF (Information Systems Security Assess-
ment Framework); PTES (Penetration Testing Execution
Standard); NIST SP800-115 (National Institute of Stand-
ards and Technology Special Publication 800-115);
OWASP (Open Web Application Security Project), etc.))
that have proven themselves well when used for different
types of networks and systems of different scales and
purposes. However, cellular communication systems
have specific characteristics, especially given the wide
variety of technologies that they use.

The penetration testing of 5G cellular networks has
several features that distinguish it from previous genera-
tions (2G, 3G, 4G). This is due to the new architectural
and technological solutions implemented in 5G, as well
as to a greater degree of network interaction with other
technologies, such as 10T (Internet of Things), cloud ser-
vices, and low-latency networks.

Compared to previous generations, 5G places a
much greater emphasis on distributed computing re-
sources and network functions. During penetration test-
ing, itis crucial to assess all possible entry points, includ-
ing cloud computing platforms, decentralized data pro-
cessing nodes, and edge components.

Because network function virtualization is a key as-
pect of 5G, penetration testing must also consider poten-
tial vulnerabilities in virtualization and containerization
systems.

Because 5G offers much lower latency for critical
applications (for example, in the field of medicine or au-
tonomous transport), it is important to check whether at-
tacks on the network or individual nodes can affect these
parameters.

The growing number of 10T devices connected to
5G requires testing the protection capabilities against
DDoS attacks, data interception, and other threats that
can arise from interactions between different types of de-
vices.

5G networks use higher frequencies (up to 100
GHz), which opens up new attack vectors. It is necessary



Information security and functional safety

251

to test whether communication mechanisms are protected
from the interception of signals at these frequencies.

5G uses beamforming technology for directional
signal transmission. Testing should include checking for
possible attacks, such as spoofing and beam blocking.

Due to the use of virtualization and distributed ar-
chitecture, it is necessary to conduct testing for the pres-
ence of possible vulnerabilities between different net-
work segments, including the network core (Core Net-
work) and Radio Access Network (RAN).

Many loT devices will have access to 5G networks.
Most of these devices may have weak built-in security
mechanisms; thus, penetration testing should include
checking the protection of these devices against compro-
mise and possible attacks through the 10T segment.

5G provides smoother transitions between different
networks (Wi-Fi, 4G, 5G). Testing should include attacks
related to roaming, as well as interception or modifica-
tion of data when passing between different networks.

Because mobile devices can move between differ-
ent base stations, testing must consider the possibility of
attacks at these stations, particularly in remote or unpro-
tected areas.

Thus, a multi-criteria analysis of these methods was
performed to determine their potential use specifically
for cellular communication networks (Table 1).

The comparison of penetration testing methodolo-
gies reveals their strengths and limitations when applied
to 5G cellular networks. Each methodology has a unique
focus, with OSSTMM and PTES providing comprehen-
sive frameworks that can be easily adapted to the specific

challenges caused by 5G, such as virtualization and the
integration of 10T devices.

ISSAF offers important insights for organizational
risk assessments, which are obligatory to understand the
broader context of 5G security. At this time, NIST
SP800-115 emphasizes risk management, an important
aspect given the critical nature of 5G applications.

OWASP is useful when web components are as-
sessed. These components are integral to 5G services;
however, they are not sufficient for addressing the unique
vulnerabilities introduced by new technologies and
higher frequencies.

3. Objectives and the Approach

This study aims to develop a methodology and
software to ensure reliable and automated penetration
testing of network infrastructures in 5G and beyond
networks with layered architecture. The primary goal is
to address the critical cybersecurity challenges posed by
the dynamic and complex structure of modern cellular
networks.  Specifically, this includes identifying
vulnerabilities, optimizing attack strategies, and
enhancing security measures. It is essential to design and
implement a method that leverages Genetic Algorithms
(GAs) to automate and optimize penetration testing to
realize efficient detection of wvulnerabilities and
simulation of attack scenarios within diverse network
slices. During the development process, limitations and
assumptions regarding the virtualization and distributed
architecture of 5G networks must be considered. The
methodology should also be tested and validated through

Table 1

Comparison of penetration testing methodologies

Methodology

Description

Strengths for 5G

Limitations for 5G

OSSTMM (Open
Source Security Test-
ing Methodology
Manual)

Comprehensive
framework  for
security testing.

Thorough analysis
of all attack vec-
tors.

Does not provide explicit guidance on advanced
5G-specific features (e.g., network slicing, virtu-
alization, etc.).

ISSAF (Information
Systems Security As-
sessment Framework)

Framework for
security
assessments.

Useful for as-
sessing organiza-
tional risks in 5G.

Focuses more on traditional systems and limited
applicability to dynamic and distributed 5G
architectures.

PTES  (Penetration
Testing  Execution
Standard)

Standardized ap-
proach to pene-
tration testing.

Clear guidelines
can be adapted for
5G environments.

Lacks coverage of high-frequency vulnerabilities
and loT-specific threats common in 5G net-
works.

NIST SP800-115

Guidelines  for
conducting pen-
etration testing.

Strong focus on
risk management
applicable to 5G.

Its web-centric scope does not encompass net-
work-level threats, higher frequencies, or the
specialized attack surfaces arising from 5G’s dis-
tributed and virtualized infrastructure.

OWASP

Focused on web
application  se-
curity.

Valuable for test-
ing web compo-
nents of 5G net-
works.

Its web-centric scope does not encompass net-
work-level threats, higher frequencies, or the
specialized attack surfaces arising from 5G’s dis-
tributed and virtualized infrastructure.
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experiments based on the efficiency, accuracy, and prac-
ticality of GA optimization to identify attack strategies.
Furthermore, the proposed framework should be
enhanced and analyzed to identify practical advantages
and limitations in terms of ensuring the cybersecurity of
next-generation networks.

The main objectives and stages of this research are
as follows:

—stage 1: defining the problem of penetration
testing in 5G and beyond networks, identifying unique
challenges, such as virtualization, network slicing, and
distributed architecture, and analyzing existing
methodologies for limitations and opportunities
(Sections 2, 4);

—stage 2: developing a novel method for automated
penetration testing by integrating Genetic Algorithms
(Section 4);

—stage 3: designing and implementing the method,
considering technologies, programming languages, ap-
proach to data collection, building the attack representa-
tion, and implementing GA (Section 5);

—stage 4: validating the methodology’s
effectiveness through controlled experiments, analyzing
key performance metrics, and discussing practical
recommendations for improving its application in real-
world scenarios (Sections 6, 7);

—stage 5: concluding the research by summarizing
the results, identifying key findings, and outlining further
directions for enhancing automated penetration testing in
5G and beyond networks (Section 8).

4. Analysis
4.1. Suggested methodology

To address the security challenges caused by 5G
networks, we propose an automated penetration testing
framework that uses Genetic Algorithms (GASs) to opti-
mize attack strategies. This framework aligns with de-
scribed methodologies such as OSSTMM, ISSAF, PTES,
NIST SP800-115, and OWASP, and offers enhance-
ments required due to the complexities of modern net-
work environments.

The proposed approach involves systematic data
collection, gathering information on network devices us-
ing APIs and tools like Shodan. This process aligns with
OSSTMM and NIST SP800-115 principles and empha-
sizes the importance of having a good understanding of
network topology and vulnerabilities. The core of the
proposed framework employs a Genetic Algorithm mod-
ule that constructs an attack representation through an at-
tack tree. Then, this representation is processed by the
GA to check and optimize different attack strategies us-
ing a defined fitness function, which is built on the struc-
tured methodologies of PTES and ISSAF.

Then, an integration layer improves the offered
framework through various penetration testing tools, sup-
ports OWASP's focus on web application security, and
improves its excessively broader 5G context.

Using leveraging GAs, the proposed framework
accelerates the penetration testing process and improves
the identification of effective attack vectors by
addressing specific vulnerabilities related to 5G
technologies. The proposed method builds on existing
standards and adapts them to the rapidly evolving
cybersecurity challenges.

Thus, the proposed methodology can form the basis
of automated testing for the penetration of cellular
communication networks. The generalized methodology
of this testing is illustrated in Figure 3.

4.2. Data Collection and Network Analysis

The proposed methodology's main stages are data
gathering, GA model usage, and usage of advanced pen-
etration testing tools. These stages are considered in more
detail below.

The first step in obtaining data for the developed
GA model is to use Shodan. This search-engine tool for
Internet-connected devices gathers information about
publicly accessible devices and services in the network.
It can identify exposed endpoints, vulnerabilities (e.g.,
CVE), and devices relevant to the network slices. Thus,
we can extract detailed information about the network
slice topology, which allows us to model a realistic net-
work environment for penetration testing.

The mulVAL (Multihost, multistage Vulnerability
Analysis) framework is an open-source tool for analyzing
and generating potential attack paths (trees) within a net-
work corresponding to its topology [16]. Thus, it can sim-
ulate adversarial behavior to identify security vulnerabil-
ities in the topology and generate a simplified attack
graph to visualize possible exploit chains across multiple
network components.

By using a simplified matrix, it is possible to pro-
cess collected data in a suitable form for use in the GA
model. The received matrix was used as input data for the
GA model. The matrix also contains additional data
about the actions required to achieve the goal (e.g., exe-
cuting a command, accessing a file, etc.). This simplified
format allows Genetic Algorithms to analyze input data
efficiently.

4.3 GAs and Attack Strategy Optimization

The GAs analyze all possible attack paths and de-
termine the optimal path that leads to achieving the goal
(for example, access to critical data or resources) the fast-
est. The model considers the risks, efforts to execute at-
tacks, and possible outcomes of each step.
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Fig. 3. Generalized 5G and beyond network slices penetration testing methodology

After analysis, the model generates commands to execute
attacks using testing tools.

The use of GAs allows the method to dynamically
optimize attack strategies. This optimization process
balances multiple objectives, including success
probability, impact, and resource cost. In addition, the
GA model provides adaptability and scalability to the
framework. It processes extensive datasets and adjusts to
evolving network configurations, ensuring relevance
even as the network topology changes. This capability is
essential for handling the distributed and layered archi-
tectures characteristic of modern networks. By iteratively
refining attack strategies based on real-time feedback, the
proposed model enhances the accuracy of vulnerability
detection and the efficiency of resource utilization. With-
out such advanced algorithms, the testing framework
would struggle to meet the demands of next-generation
networks, particularly in terms of speed, scalability, and
the ability to uncover innovative attack vectors.

4.4. Integration with Penetration Testing Tools

The proposed methodology is integrated with exist-
ing penetration testing tools, such as Wireshark,
Metasploit, Nessus, Netcat, and Hydra. In addition, it in-
cludes command execution, vulnerability exploiting, and
security assessments.

The methodology is focused on creating a software
interface that allows the GA model to send commands to
those tools; after that, collected feedback is analyzed by
the system. This allows decision-making on how to pro-
ceed with further steps based on the obtained data about
the effectiveness of the attacks. The simplified process
is illustrated in Fig. 4.

This diagram illustrates the relationship between
the key components of cybersecurity, including attackers,
organizations, and risk assessment tools. An attacker at-
tacks an Enterprise network, which triggers a Risk As-
sessment.

Attacks Performs
Attacker Risk Assessment

i 54 Attack graph
Network model generation tool

Security policy

Reasoning rules

Known
vulnerabilities
—_— e o Attack ontology

of Threats)

Fig. 4 Flow [17]
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In this process, the MulVAL tool is used to generate At-
tack Graphs. MulVAL takes inputs from network mod-
els, security policies, known vulnerabilities, and interac-
tion rules. The collected data is also mapped to the
MITRE ATT&CK, a knowledge base of attack tactics,
techniques, and procedures (TTPs). This allows us to cre-
ate a full-fledged Attack Ontology for further analysis
[17]. In the context of threats to 5G technologies, this
structure is complemented by the FIGHT (5G Hierarchy
of Threats) concept, which is integrated into the overall
analysis to identify specific risks in new network envi-
ronments.

This methodology also suggests the use of the fol-
lowing tools that are widely used for network penetration
testing (Tabl. 2).

4.4, Key Performance Indicators (KPIs)
for Algorithm Selection

The most appropriate Al model was the Genetic Al-
gorithm. This was achieved using the next approach.

The KPIs for comparing algorithms in the context
of 5G penetration testing were chosen to address the spe-
cific challenges and demands of this complex and evolv-
ing environment (Tabl. 3).

—Complexity Management ensures that the algo-
rithm can handle the intricate nature of 5G networks.

Include diverse services, interconnected devices, and vir-
tualize infrastructures.

—Scalability evaluates the algorithm's ability to re-
main effective as network size and complexity grow,
which is a critical factor as 5G networks continue to ex-
pand.

— Adaptability ensures that the algorithm can adjust
to the ever-changing cybersecurity landscape, including
emerging threats and vulnerabilities.

—Multi-Objective Balancing measures how well the
algorithm can optimize competing goals, such as maxim-
izing success rates while minimizing resource use and de-
tection risks.

—The Integration Potential considers the algo-
rithm’s compatibility with other Al techniques and tools,
thereby enabling enhanced analysis and a more robust se-
curity framework.

—Robustness assesses the algorithm's ability to dis-
cover innovative and unconventional attack strategies,
which are critical for overcoming advanced security
measures.

—The Convergence Speed focuses on the time or
number of iterations required to reach a solution, ensur-
ing practicality in real-world, time-sensitive scenarios.

—Solution Quality ensures that the algorithm deliv-
ers high-quality, actionable results that meet real-world
requirements and effectively enhance network security.

Table 2
Penetration testing tools
Penetration Description
Testing Tool P
A big framework for developing and executing exploits, facilitating the testing of vulnera-
Metasploit bilities identified during data collection. Tools support the optimization of attack strategies
using integration with the GA module.
Nma A powerful network scanning tool that helps to map network topology and find services,
P needed to understand potential attack surfaces in 5G networks.
BUID Suite An integrated platform for web application security testing, very useful for identifying vul-
P nerabilities in web components, aligning with OWASP principles.
. A network protocol analyzer that captures packet data, is useful for analyzing network traf-
Wireshark . . . . . .
fic, to identify anomalies and inform the attack representation.
A vulnerability scanner that identifies known vulnerabilities, supports the automated vul-
Nessus - .
nerability assessment process in the framework.
OWASP ZAP An open-source scanner focused on web application security, it helps to find vulnerabilities
during the testing phase, aligning with OWASP's best practices.
. A suite for assessing Wi-Fi network security, relevant for penetration testing in environ-
Aircrack-ng . T .
ments where wireless communication integrates with 5G.
An automated tool for detecting and exploiting SQL injection vulnerabilities, it is important
SQLMap . s . LS - .
for testing web applications, which were identified during the data collection phase.
. A tool for advanced threat emulation, it supports the GA module by simulating real-world
Cobalt Strike . . . . .
attack scenarios and refines attack strategies based on fitness evaluations.
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Table 3

Comparison of KPIs

KPI GA DE PSO ES ABC Tabu search
Complexity Management Excellent | Moderate | Moderate | High Moderate | Moderate
Scalability High High High High Moderate | Moderate
Adaptability High Moderate | Moderate | High Moderate | Low
Multi-Obijective Balancing High Moderate | Moderate | Moderate | Moderate | Low
Integration Potential High Moderate | Moderate | Moderate | Moderate | Low
Robustness High High Moderate | High Moderate | High
Convergence Speed Moderate | Fast Fast Moderate | Moderate | Moderate
Solution Quality High High High High High High

Explanation of Ratings:

—High: the algorithm excels in this KPI;

—Moderate: the algorithm performs adequately but
may have limitations;

—Low: the algorithm underperforms compared to
others in this KPI;

—Very High: the proposed algorithm significantly
outperforms the compared algorithms.

In the context of 5G network slice penetration
testing context, where complexity, adaptability, and
robustness are paramount, Genetic Algorithms stand out
as the optimal choice. They offer a superior balance of
critical capabilities that address the challenges posed by
the complex and rapidly evolving 5G environment. By
excelling at the most crucial KPIs, GAs provide a
comprehensive and effective solution to enhance network
security via advanced penetration testing strategies.

The choice of employing Genetic Algorithms for
our penetration testing framework, particularly in the 5G
network context, offers several significant advantages:

1. Complexity Management. 5G networks are
characterized by their complexity and feature numerous
interconnected devices and diverse services. GAs excel
in navigating this complexity by exploring a vast solution
space, which helps identify effective attack strategies that
may be overlooked using more deterministic methods.

2. Adaptability. The cybersecurity landscape is
evolving continuously, and new vulnerabilities and
attack vectors are emerging frequently. GAs are
inherently adaptive; they can evolve strategies based on
performance feedback, making them well-suited for
dynamic environments like 5G networks.

3. Multi-Objective  Optimization.  Penetration
testing often requires balancing multiple objectives, such
as maximizing the chances of success while minimizing
resource use and risk of detection. GAs are adept at
optimizing multiple objectives simultaneously; thus, they
are ideal for this task.

4. Robustness. GAs maintain genetic diversity
within the population of strategies, thereby preventing
premature convergence on suboptimal solutions. This is

particularly important in 5G networks, where innovative
and novel attack strategies are required to bypass
advanced security measures.

5. Integration Potential. GAs can be effectively
combined with other Al techniques, such as machine
learning models. This integration enhances the overall
effectiveness of the penetration testing framework, which
allows for more sophisticated analysis and strategy
development.

6. Scalability. As 5G networks grow in both scale
and complexity, GAs can handle larger populations of
potential solutions efficiently. This scalability ensures
that the framework remains effective even when the
attack surface expands.

5. Design and Implementation

This section presents the design of our novel auto-
mated penetration testing framework, which uses Genetic
Algorithms (GAs) to optimize attack strategies in com-
plex network environments, particularly in 5G networks.
The proposed framework comprises three main
components: the data collection module, the Genetic
Algorithm module, and an integration layer for various
penetration testing tools. To implement the framework
we used Python language with the required libraries.

The data collection module is designed to gather the
required information about the network environment,
including device details, vulnerabilities, and network
topology. The proposed method uses various APls and
scanning tools to collect relevant data.

The architecture of this module includes a backend
service that interfaces with data sources, in our case we
used Shodan, the National Vulnerability Database
(NVD), and the Common Vulnerabilities and Exposures
(CVE) system. In addition, we have a frontend dashboard
for visualizing the collected data, and a database manages
and retrieves the information efficiently.

The technologies used in this module include the
following Python libraries: Requests (for API calls),
BeautifulSoup (for web scraping), SQLAIchemy (for
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database interaction), and Pandas (for data analysis).

The Genetic Algorithm module implements the GA
to optimize attack strategies by evaluating potential
attacks using a fitness function. This function considers
parameters such as effectiveness, impact, and cost.

The architecture of this module includes
components  for initialization, fitness evaluation,
selection, crossover, mutation, and termination criteria.
The GA iterates over several generations, evolves attack
strategies, and reports the results for further analysis.

The technologies used in this module include the
following Python libraries: NumPy (for numerical
operations), DEAP (for evolutionary algorithms), and
Matplotlib (for visualizing results).

The integration layer connects the GA module to
different penetration testing tools, and it facilitates the
execution of optimized attack strategies. The layer
manages tool configurations and result reporting.

The architecture of the integration layer is used as
middleware, enabling communication between the GA
module and the tools. It handles API requests and
responses, tool execution, and result aggregation.

The technologies used in this module include the
following Python libraries: Subprocess (for executing
shell commands), Flask (for creating a lightweight API),
and JSON (for data interchange).

5.1 Steps Involved in Implementing
the Automated Penetration Testing Method

The implementation of the automated penetration
testing framework follows these main steps:

1. Setup Development Environment. Install Python
and the required libraries using pip and set up a version
control system to manage code.

2. Data Collection. Implement API calls to gather
data from network devices (e.g., using Shodan) and store
data in a database. Automated vulnerability assessments
are performed by scanning tools and adding them to the
vulnerability database.

3. The Genetic Algorithm Module is constructed.
The fitness function is defined, and efficiency, impact,
and cost parameters. Create functions to initialize, select,
crossover, and mutation of possible solutions. Implement
a loop to evolve strategies until termination criteria are
met.

4. Integrate Penetration Testing Tools. Select tools
for integration (e.g., Metasploit, Nmap) and implement
wrappers for their APIs. Create functions to execute these
tools using the parameters obtained from the optimized
attack strategies and gather the results for analysis.

5. Testing and Validation. Conduct unit tests on in-
dividual components (data collection, GA module, inte-
gration layer) and perform integration tests to ensure

smooth communication between components. Validate
the framework by executing penetration tests in the test
environment.

6. Documentation and Reporting. Prepare user
documentation with detailed setup, configuration, and us-
age of the proposed framework. Develop a reporting
mechanism to present findings and recommendations
from penetration tests.

7. Deployment. Deploy the application in a secure
environment and ensure compliance with legal and ethi-
cal guidelines when conducting penetration testing.

5.2. Technologies
and Programming Languages

The programming language used in the develop-
ment of the proposed framework is Python, which we se-
lected because of its simplicity and extensive libraries
that are required for network interactions, data pro-
cessing, and machine learning. The proposed framework
uses different libraries to enhance functionality, includ-
ing the following:

—Django for web API development;

—NumPy and Pandas for data manipulation and
analysis;

—DEAP for implementing genetic algorithms;

—Matplotlib to visualize results.

Based on the research conducted in the previous
section, a scheme for implementing the proposed meth-
odology into the existing architecture of 5G cellular net-
works was proposed (Fig. 5).

The general infrastructure includes the following
key components: Cloud RAN (Radio Access Network),
5G Core, resource orchestrator, and automated penetra-
tion testing tool. The architecture provides for the full in-
tegration of automated processes to assess the security of
network slices, which are virtualize network segments
adapted to the specific needs of users or services.

Cloud RAN with base stations and 5G Core are the
main components of 5G networks. The orchestrator acts
as a control unit that manages and assigns network re-
sources dynamically and plays a pivotal role in maintain-
ing the Quality of Service (QoS) across various slices.
Network slices (Slice 1, Slice 2..., Slice N) are logical
partitions of the 5G network, and they are customized for
specific use cases or customers. Each slice represents a
virtualize segment tailored to the different service re-
quirements. The penetration testing tool is located in a
virtual machine (VM) and connected to the cloud infra-
structure. This component performs automated attacks on
network segments to identify vulnerabilities. It uses
Al/ML models to analyze data and determine the best at-
tack paths.
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Fig. 5 System design

5.3. Automated Penetration Testing Framework
Using Genetic Algorithms

The proposed framework comprises three important
components: data collection, the Genetic Algorithm
module, and an integration layer for various penetration
testing tools.

Genetic Algorithms (GAs) are optimization
techniques inspired by natural selection. They solve
complex problems by evolving a population of potential
solutions over several generations.

Genetic algorithms can be implemented as follows:

1) Initialization: the algorithm begins with a
randomly generated population of candidate solutions.

2) Fitness Evaluation: each candidate solution is
assessed using a fitness function that measures how well
it solves the problem. The fitness function can be
expressed as follows:

- F(x) =E® - P(), 1)

— F(x) is the fitness score of solution x,

— E(x) isthe effectiveness or benefit of solution x,

— P(x) is the cost or penalty associated with
solution x.

3) Selection: solutions are selected for reproduc-
tion based on their fitness scores. The selection probabil-
ity of solution s is calculated as follows:

P(s) = F(s)/ X F(D, (2)
P(s) is the probability of selecting solution s,

— F(s) isthe fitness score of solution s,

Y F(i) is the total fitness score of all solutions in
the population.

4) Crossover: selected solutions combine parts of
two parent solutions to create new offspring, allowing for
the sharing of successful traits.

5) Mutation: random changes are introduced to
some offspring to maintain population diversity. This
prevents the algorithm from getting stuck in local optima.

6) Replacement: the new generation of solutions
replaces some or all of the previous population. This cy-
cle repeats until specific termination criteria are met,
such as reaching a desired fitness level or a set number of
generations.

GAs are widely used in various fields because they
can effectively navigate complex search spaces. Some
common applications of the proposed method include the
following:

—Engineering Design: designing structures or me-
chanical components;

—Scheduling: solving scheduling problems in in-
dustries such as transportation and manufacturing;

—Machine Learning: tuning hyperparameters for
better model performance;

—Financial Modeling: assisting in portfolio optimi-
zation and risk management.

—Game Development: creating adaptive behaviors
for non-player characters (NPCs).

Genetic Algorithms are a powerful approach to
solving complex optimization problems across many do-
mains. Their adaptability and ability to evolve solutions
make them valuable tools in both theory and practice.
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5.4, Data Collection

The efficacy of any automated testing framework is
strongly contingent on the quality and relevance of the
data it uses. Our data collection process is systematic and
multi-faceted, focusing on both network topology and
vulnerabilities.

Initially, we gathered comprehensive information
about network devices using various APIs and network
scanning tools. The primary source of this data is Shodan,
which provides access to a wealth of information about
internet-connected devices. For example, a typical JSON
output from Shodan to a web server might look like this:

json

Copy code

{
"ip_str": "203.0.113.5",
"port": 443,
"hostnames": ["example.com"],
"org": "Example Organization",
"data": "HTTP/1.1 200 OK",
"vulns": ["CVE-2021-34527"],

"location": {
"country name":"United States",
"city": "San Francisco",
"latitude": 37.7749,
"longitude": -122.4194

3

"product”: "nginx",

"version": "1.19.10",

"transport": "tcp"

}

~In this output:
— ip_str: the public IP address of the device;
— port: the port on which the service is running;
— hostnames: domain names associated with the
IP address;
— org: the organization hosting the service;
— data: initial HTTP response data from the

server;
— vulns: known vulnerabilities identified by CVE
IDs;
— location: geographic location details of the
device;

— product: the identified software product;

— version: version of the software running.

This comprehensive dataset allows accurate
modeling of the network environment, thereby providing
critical insights into potential attack surfaces. Each
unique service running on a device contributes to the
construction of the attack representation, including its
associated vulnerabilities.

After collecting the host data, we perform
automated vulnerability assessments using established
tools. These tools scan the identified devices for known
vulnerabilities and map them against recognized
databases like the National Vulnerability Database
(NVD) and the Common Vulnerabilities and Exposures

(CVE) system. The result is a comprehensive
vulnerability dataset that catalogs known exploits, their
severity scores, and various other metrics.

— After collecting the host data, we perform
automated vulnerability assessments using established
tools. These tools scan the identified devices for well-
known vulnerabilities by mapping them against
recognized databases like the National Vulnerability
Database (NVD) and the Common Vulnerabilities and
Exposures (CVE) system. As a result, the outcome is a
working vulnerability dataset containing known exploits,
severity scores, and various other metrics.

5.5. Building the Attack Representation

Once the necessary data are collected, the next step
involves constructing an attack representation. This is
achieved by formulating an attack tree that visually maps
out potential attack vectors. Each node in the tree repre-
sents a state or a specific action that can be taken against
the network, and the edges indicate transitions or possible
pathways between these states.

To facilitate the Genetic Algorithm, this attack tree
must be converted into a structured format. We develop
a matrix that captures all possible transitions between at-
tack states. This matrix not only serves as a foundation
for GA processing and integrates key performance met-
rics, such as the likelihood of success and potential im-
pact of each attack pathway.

The fitness function is the core of the Genetic Algo-
rithm, and it evaluates the performance of various attack
strategies. We define the fitness function as follows:

F(x) =w; *S(x) + w, *I(x) —w3 *xC(x). (3)

In this equation:

—F(x) is the fitness score of strategy x;

—S(x) is the success probability of executing the at-
tack;

—1I(x) is the impact score of the attack;

—C(x) is the cost associated with the attack;

—w,, w,,and w, are weights used to balance the
factors.

The effective design of the fitness function is im-
portant because it directly influences the GA’s ability to
identify optimal attack strategies. Adjusting the weights
allows fine-tuning based on specific objectives, such as
prioritizing stealth over impact on certain scenarios.

5.6. Implementing the Genetic Algorithm

The implementation of the Genetic Algorithm in-
volves a series of continuous steps:
1. Population initialization: this process begins by
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generating an initial population of attack strategies,
which are sampled randomly from the attack tree. This
diverse initial set ensures a broad exploration of potential
solutions.

2. Fitness evaluation: each strategy was evaluated
using a predefined fitness function. This step quantifies
the performance of each attack strategy based on its like-
lihood of success, potential impact, and associated costs.

3. Selection: the best performing strategies are se-
lected for reproduction. This can be achieved using meth-
ods such as tournament selection or roulette wheel selec-
tion, where strategies with higher fitness scores have a
greater chance of being selected. The selection probabil-
ity can then be calculated as follows:

P(s) = F(s)/z F)fori=1toN, (4)

where P(s) is the probability of selecting strategy s; N is
the total number of strategies in the population.

4. Crossover and Mutation: new strategies are gen-
erated by combining elements of the selected strategies
through crossover, where parts of two or more strategies
are merged. Mutation introduces random changes to
some strategies, thus ensuring genetic diversity and pre-
venting convergence on suboptimal solutions.

5. Termination Criteria: The GA process continues
until specific termination criteria are met, such as reach-
ing a predetermined number of generations or achieving
a fitness score that meets or exceeds a specified thresh-
old. This allows selection of the most effective attack
strategies identified during evolutionary processes.

6. Result Interpretation and Reporting: After con-
vergence of the algorithm, the final set of strategies is an-
alyzed. This analysis includes assessing the potential ef-
fectiveness of each strategy in a real-world testing envi-
ronment and preparing a report detailing the findings,
recommendations, and potential mitigation.

The Genetic Algorithm identifies the most efficient
and effective attack pathways for penetration testing in
the complex 5G network landscape. Using leveraging

GAs, our approach not only increases the speed and effi-
cacy of penetration testing and adapts to the vectors of
modern cybersecurity challenges.

6. Testing and Validation

6.1. Testing Environment Overview

Testing of the proposed software occurred on the
network of the National Aviation University, which was
built following open specifications (Fig. 6).

To deploy a 5G test network based on open-source
solutions, an end-to-end project from OpenAirinter-
face5G is used: OAl CN 5G (network core) and OAI
gNB (base station, RAN), which is a 5G SA (Stand-
Alone) network. The OAI provides projects with all
standardized 3GPP functions. The 5G CN was deployed
on the virtual machine, and the gNB was deployed on PC
Intel Core, both of which were operating on Ubuntu
Server OS. The Ettus USRP B210 software-defined radio
was used for radio access.

All network components are allocated to the same
subnet and are connected to the same virtual switch.

To test the developed methodology and the corre-
sponding software, a test network was used (Fig. 7). A
virtual machine with the developed software was in-
stalled on the network. After establishing the network,
the software was launched to scan the network status. The
real-time scan results are recorded in the connected data-
base.

6.2. Testing and Results Validation

Testing the proposed automated penetration testing
framework was conducted in a controlled environment
on a 5G network using open-source solutions from
OpenAirinterface5G. The main objective of the testing
goal was to validate the efficiency, accuracy, and practi-
cality of the Genetic Algorithm (GA) optimization in
terms of identifying attack strategies.

OPEN AIR OPEN AIR
EINTCRFACE EINTERFACE
[ ] R =7 | 1 ) R —— CORE
(j =)

Ettus USRP B210

VM on the server

B Ubuntu

PC Intel core

B Ubuntu

Fig. 6 Testing environment
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Fig. 7 Deployment of testing environment

During the initial network scan, the framework de-
tected 25 vulnerabilities across 15 different network de-
vices. These vulnerabilities were matched against the
CVE database, and the following results:

—Critical vulnerabilities: 5,

—High-severity vulnerabilities: 10,

—Medium-severity vulnerabilities: 7,

— Low-severity vulnerabilities: 3.

The total detection time for scanning 15 devices
was 12 min, which demonstrates the framework’s effi-
ciency in gathering and processing vulnerability data in a
real-world scenario.

The GA successfully generated and optimized a set
of 5 attack strategies over 50 generations. For each strat-
egy, the fitness function was calculated, factoring in:

—Success Probability (S(x)): ranged from 70% to
95%;

—Impact Score (I(x)): ranged from 50 to 100, indi-
cating the potential damage from the attack;

—Cost (C(x)): ranged from 10 to 30, measured in
resource cost, time, and effort to launch the attack.

The strategy with the highest fitness score was rep-
resented as follows:

—Success Probability (S): 92%,

—Impact (I): 85,

—Cost (C): 20,

—Fitness Score (F): 0.75, optimized for a balance
between impact and cost.

When simulating attacks in the test environment,
the success rate of the GA-generated attack strategies was
measured as follows:

—Strategy 1 (Highest Fitness): 92% success rate in
compromising the targeted base station.

— Strategy 2: 85% success rate in exploiting vulner-
ability in network router

—Strategy 3: 78% success rate in breaching the fire-
wall of a network device.

The success rate varied depending on the complex-
ity of the network environment and the attack vector. The
impact and cost analysis of the attack strategies demon-
strated that the GA successfully balanced the trade-off
between attack effectiveness and resource utilization:

—Strategy 1 (Highest Fitness): high impact with
moderate cost,

—Strategy 2: medium impact with low cost, opti-
mized for stealth.

—Strategy 3: high cost but very high impact, de-
signed for disruptive attacks.

The weighting factors w,, w,, and w5 were ad-
justed to prioritize stealth (lower cost) or high impact
based on the test scenario.

Table 4

Test Results Summary

Test Case

Result

Vulnerability Detection Efficiency

25 vulnerabilities were detected across 15 devices. Critical vulnerabili-
ties identified: 5.

Attack Strategy Optimization

5 optimized attack strategies were generated. The best strategy had a
92% success rate with an impact score of 85.

Success Rate of Identified Strategies

Strategy 1: 92%, Strategy 2: 85%, Strategy 3: 78%.

Impact and Cost Analysis

GA successfully balanced cost and impact, with strategies ranging from
stealth to high impact.
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7. Discussion

The main results obtained during testing the pro-
posed methodology are summarized as follows:

1. The proposed framework identified 25 vulnera-
bilities across 15 devices in 12 minutes, including 5 crit-
ical and 10 high-severity vulnerabilities.

2. The Genetic Algorithm optimized 5 attack strat-
egies over 50 generations, and the best strategy achieved
a 92% success rate and fitness score of 0.75.

3. The success rates of the top three strategies
were: 92% for compromising the base station, 85% for
exploiting a router vulnerability, and 78% for breaching
a firewall.

4. The GA effectively balanced the attack impact
and resource cost, optimizing strategies for high impact
or stealth based on the scenario.

However, there are also certain limitations in the ap-
plication of the developed methodology:

1) Complexity of Real-World Networks.

Although the framework performs well in con-
trolled environments, its effectiveness may decrease in
more complex, dynamic, or highly secure real-world net-
works with unpredictable configurations and defenses.

2) Dependence on Vulnerability Databases.

The accuracy and completeness of vulnerability de-
tection are reliant on the quality and up-to-date status of
external vulnerability databases (e.g., CVE, NVD),
which may not capture all emerging or zero-day vulner-
abilities.

3) Computational Resource Requirements.

The optimization process of a Genetic Algorithm
can be resource-intensive, especially when dealing with
large, complex networks, potentially requiring signifi-
cant computational power and time for extensive scan-
ning and analysis.

4) Adaptability to New Attack Vectors.

Although the framework is designed to optimize
known attack strategies, it may struggle to adapt quickly
to entirely new, unknown attack vectors or advanced per-
sistent threats (APTs) that have not been modeled in the
system.

5) False Positives and False Negatives.

As with any automated penetration testing tool,
there may be instances of false positives (incorrectly
identifying vulnerabilities) or false negatives (failing to
identify certain vulnerabilities), particularly in environ-
ments with frequent changes or custom configurations.

It can be seen that while the developed methodology
demonstrates promising results, it has certain limitations.
The framework’s effectiveness may decrease in highly
complex and dynamic real-world networks, where unpre-
dictable configurations and advanced defenses can occur.
In addition, the accuracy of vulnerability detection relies
heavily on the completeness and timeliness of external

vulnerability databases, which may not capture all
emerging or zero-day vulnerabilities. The computational
demands of the Genetic Algorithm’s optimization pro-
cess can also be resource-intensive, potentially requiring
significant time and power for larger networks. In addi-
tion, the system may face challenges in adapting to en-
tirely new attack vectors or advanced persistent threats
(APTs) that have not been modeled. Finally, as with
many automated penetration testing tools, there may be
false positives and false negatives, particularly in net-
works with custom configurations. Therefore, further sci-
entific research is planned to enhance the framework’s
adaptability to complex, real-world networks by integrat-
ing machine learning to make dynamic adjustments to at-
tack strategies. In addition, efforts will be made to incor-
porate more real-time and comprehensive vulnerability
databases to improve detection accuracy. The optimiza-
tion of computational efficiency will also be a priority,
focusing on reducing resource consumption through par-
allel processing or more efficient algorithms. Expanding
the range of modeled attack vectors, including APTs and
insider threats, strengthens the framework’s ability to ad-
dress unknown attack scenarios. Finally, refining the
scanning algorithms to minimize false positives and neg-
atives will further improve the reliability of the system.

8. Conclusion

Cellular communication networks are evolving to-
ward the sixth generation, which will retain the ad-
vantages of previous generations while significantly en-
hancing the subscriber capabilities, including reduced la-
tency, increased bandwidth, and higher connection den-
sity. These improvements are driven by advancements in
radio interfaces, network cores, transport channels, and
other infrastructure components. However, it is crucial to
note that future cellular networks will continue to rely on
layered structures and virtual resource sharing.

Despite remarkable advancements in cellular net-
works, ensuring high-level cybersecurity remains a criti-
cal challenge. To assess the mechanisms and level of pro-
tection in these networks, penetration testing techniques
are invaluable. Therefore, the purpose of this study was
to develop a methodology for penetration testing within
the network infrastructure of next-generation cellular net-
works, particularly those with a layered architecture. This
methodology leverages best practices from existing pen-
etration testing methods and tools, combined with artifi-
cial intelligence algorithms, to orchestrate the process
and optimize decision-making during testing. Among the
various algorithms analyzed, the Genetic Algorithm was
selected as the most suitable, considering its application
specifics.

The proposed methodology was implemented as
software installed on a dedicated virtual machine
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connected to the network. To test the developed method-
ology and associated software, a test network architecture
was created using open-source solutions, and a method-
ology for conducting experimental research was devised
accordingly. The results prove the operability and effec-
tiveness of the proposed solutions, demonstrating im-
proved vulnerability detection, optimized attack strategy
generation, and a higher penetration test success rate in a
complex network environment.

Thus, the main areas of scientific research were for-
mulated, which are aimed at: enhancing the adaptability
of penetration testing methodologies for next-generation
networks, further integrating artificial intelligence for
real-time decision-making, developing more efficient al-
gorithms for resource optimization during testing, and
expanding the scope of attack vectors to account for
evolving cybersecurity threats. These research directions
will enhance 5G security and beyond by enabling more
effective and adaptive penetration testing approaches.
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PO3POBKA METOAY ABTOMATHU30BAHOI'O TECTYBAHHS TPOHUKHEHHSA
CEI'MEHTIB MEPEX 5G I HACTYIIHUX ITOKOJIIHb

P. Ooapuenxo, M. Agiu, A. Ilinuyx

ITpenMeToM J0CHTIPKEHHS € METO/IONOTIT TeCTyBaHHS Ha POHUKHEHHs U1l Mepex 5G 1 HACTYITHUX TIOKOJiHb.
MeTor0 JOCTIIKEHHS € PO3pO0Ka METOMOJIOTIT Ta MPOrPaMHOro 3a0e3MeueHHs! I aBTOMATU30BAHOI'O TECTYBaHHS
Ha NPOHUKHEHHS] MEPEXeBOi 1HPPaACTPyKTypH CTUIBHUKOBHX MEPEX HACTYITHOTO MOKOJIHHS 3 0araTopiBHEBOKO ap-
xiTekTyporo. 3aBnanus: 1) aHami3 iCHYFOUMX METOJIIB TECTYBaHHs Ha MPOHHMKHEHHs 1o Mepex 5G i beyond Ta mo-
CITIJDKEHB Y il Tany3i; 2) po3poOka HOBOTO METO/Ty aBTOMAaTH30BaHOTO TECTYBaHHSI Ha TPOHUKHEHHSI JI0 3Pi3iB MEPEx
5G i beyond; 3) npoekTyBaHHs Ta peasi3ailisi MCTOMUKH Y BUTJISI MPOrPaMHOT0 3a0e3MeYeHHs TS BipTyali30BaHUX
cepenoBuil; 4) po3podKa apxiTeKTypu TecToBoi Mepexi 5SG Ha OCHOBI pillleHb 3 BIIKPUTHM BHXIJHUM KOJOM Ta Me-
TOJIMKH TIPOBE/ICHHS EKCIIEPUMEHTIB; 5) TECTYBaHHS Ta IepeBipka eeKTHBHOCTI PIlIEHHS IIPH BUSBJICHHI BPA3JIHBO-
CTeil Ta MOZIENIOBaHHI pealiCTUHYHUX CIEHApIiB aTak B cepeoBHIIl TecToBol Mepexi 5G. Y xoui mocmipkeHHs: Oyau
OTpUMaHi HACTYIHI pe3yJbTaTH: 1) po3po0IeHO HOBUM METOJ aBTOMAaTU30BAHOTO TECTYBAHHS Ha NPOHHKHEHHS B
Mepexi 5G i HACTYITHUX TIOKOJTiHb, KU BUKOPUCTOBYE reHeThuHi anroput™u (GA) uist onTruMizallii cTpaTerii atax;
2) peasri3oBaHO MPOrpaMHK THCTPYMEHT JUIsSl aBTOMATH3allii TeCTyBaHHs Ha TPOHUKHEHHSI, 110 JI03BOJIsIE €pEKTHUBHO
BUSIBJIATH KPUTHYHI T4 BUCOKOCEPHO3HI BPa3JIMBOCTI Ta MOJEIIOBATH aTaku B CKJIAIHOMY cepenoBuili mepexi S5G;
3) CTBOPEHO apXiTEKTypy TECTOBOI MEPEXKi ISl MPOBENCHHS CKCIIEPUMEHTIB, 110 J03BOJIHIIO TPOBECTH KOHTPOIHO-
BaHy OLIIHKY METOJOJIOTIT; 4) pe3ynbTaT eKCIePUMEHTIB MPOJEMOHCTPYBaIN e(eKTUBHICTh Ta Tpale3JaTHICTh 3a-
MIPOITOHOBAHOTO MeTOy. BucHOBKH. OCHOBHUM BHECKOM JIAHOT'O JTOCIIPKEHHS € po3po0Ka METOIO0JIOriT, peaizoBa-
HOI B IIpOrpaMHOMY 3a0e3NeyeHHi, I BIOCKOHAJICHHS Ta aBTOMATH3allil MpoLecy TeCTYBaHHS Ha MPOHHKHEHHS.
OtpuMaHi pe3yJbTaTH i ATBEPANIN MPAIE3IaTHICTh Ta e)EeKTHBHICTH 3aIPOIIOHOBAHUX PillleHb, 30KpeMa MPOAEMOH-
CTPYBAJIM TMOKpAICHE BUSBIICHHS BPA3MBOCTEH, ONTHMI30BaHy TeHEpAIil0 CTpaTerii atakd Ta BUIHMN BiJICOTOK
YCHIIIHOCTI TECTIB HA MPOHUKHEHHS B CKJIaTHOMY MEPEKEBOMY CEPEOBHILL.

Kawuosi cinoBa: 5G 1 gami; TecTyBaHHS Ha NMPOHMKHEHHS; aBTOMATH3allisl TECTYBaHHS Ha MPOHUKHEHHS,
(bpeiiMBOpK /17151 aBTOMAaTU30BAHOTO TeCTyBaHHs; Oe3neka 5G.

Opapuenko Poman — 1-p Texs. Hayk, npod., nekan dakynpTeTy aepoHaBiraiii, eIeKTPOHIKH Ta TEIEKOMYHi-
kaniid, HanionanpHuUi aBianiitauiil yaiBepcuret, Kuis, Ykpaina.

ABiu Makcum — g-p ¢inoc., mpod., mupextop Llentpy kibepOesmeku, Kamkaspkuii yHiBepcuter, TOimici,
I'py3is.

IMinyyk Anna — ctya. mMaricTpaTypu Kad. TeIeKOMYHIKaiHHUX Ta paJioeNIeKTPOHHNX cUCTeM, HartioHampHuMi
aBiamiitauii yHiBepcuret, Kuis, Ykpaina.

Roman Odarchenko — Doctor of Technical Sciences, Professor, Dean of the Faculty of Air Navigation,
Electronics and Telecommunications, National Aviation University, Kyiv, Ukraine,
e-mail: roman.odarchenko@npp.kai.edu.ua, ORCID: 0000-0002-7130-1375, Scopus Author ID: 57188708598.
Maksim lavich — PhD, Professor, Director of the Cyber Security Center, Caucasus University, Thilisi, Georgia,
e-mail: miavich@cu.edu.ge, ORCID: 0000-0002-3109-7971, Scopus Author 1D: 57194794201.
Alla Pinchuk — Master Student of the Department of Telecommunication and Radioelectronic Systems, National
Aviation University, Kyiv, Ukraine,
e-mail: alla.pinchuk@kai.edu.ua, ORCID: 0000-0003-3567-0445, Scopus Author ID: 58490473900.



