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FORMATION OF A HETEROGENEOUS GROUP OF UAVS
WITH A REASONABLE NUMBER OF FALSE AND REAL DRONES

The subject of scientific research is the joint use of false and real unmanned aerial vehicles (UAVs) as part of
a heterogeneous group of UAVs to perform military tasks. This article aims to determine the appropriate
number of false and real drones (UAVs) as part of a heterogeneous group of UAVs to ensure that a certain
number of real UAVs can fly to targets with the aim of further reliable target destruction. The scientific task is
to develop a methodology for determining the appropriate number of false dronesin a heterogeneousgroup of
UAVs, considering the diversity of UAVs included in the UAV group. To achieve the goals of scientific
research, partial scientific tasks were solved. The joint use of false drones as part of a UAV group to defeat
targets with a given degree of damage was formalized. The formalization was carried out taking into account
two possible cases of use: a) when the enemy has a sufficient number of means to destroy the entire group of
UAVs; b) when the enemy has an insufficient number of means to destroy the entire UAV group. A
mathematical model for determining the optimal composition of false and real drones (UAVSs) as parts of a
heterogeneous group of UAVs has been developed, which will allow to fulfill the task of defeating enemy
targets with the desired degree of reliability. A program code has been developed that simplifies the
mathematical calculations in the presented mathematical model and allows it to be used in the process of
making an appropriate military decision. An algorithm to find the numbers of real and false UAVs in a
heterogeneous group of UAVSs is proposed. The obtained formulas and algorithms were verified by computer
simulation using the Monte Carlo method. Methods. The mathematical model is based on combinatorial
methods of probability theory. Programming for calculating analytical formulasand computer modeling of the
Monte Carlo method was carried out based on the R computer language. The following results were obtained.
A multifunctional algorithm is presented: on one hand, its application makes it possible to determine the
optimal number of false UAVs in a heterogeneous group of UAVs to ensure that the required number of real
UAVs reach the target, and on the other hand, to determine the predicted loss level of real UAVs in a
heterogeneous group of UAVs when using a certain number of false drones. Conclusions. The availability of
the developed mathematical model, algorithm, and program code makes it possible to predict the possible
results of the combat use of heterogeneous groups of UAVs based on the initial parametersand to substantiate
recommendationsfor a possible composition of such groups.
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enemy), the probability of his defeat is much lower than
that of the pilot of a military aircraft in flight;

1. Introduction

Unmanned aerial vehicles (UAVs, drones), among
other unmanned aerial systems, are increasingly being
used for various purposes, including military purposes
[1, 2]. There are several explanations for this:

The use of drones (UAVs) is less expensive than
using manned aircraft. Modern UAVs are capable of
performing the same tasks as manned aircraft, but the
launch of one UAV is much cheaper than the launch of
a single fighter or other type of aircraft. In addition, the
use of UAVs requires fewer maintenance personnel than
aviation;

the use of drones (UAVs) significantly reduces the
potential losses of troops. Although the drone operator
is in the risk zone (can be detected and hit by the

the possibility of using UAVs to perform
reconnaissance and strike missions in areas that are
reliably covered by enemy air defense systems [3];

use of UAVs as decoys for enemy air defense. The
existing variety of UAVs makes it possible to use them
to expose enemy air defense by launching UAV waves.
The first UAV wave can be used to expose an enemy air
defense system, and the second and subsequent waves
can be used to expose and destroy important enemy
targets.

1.1. Motivation

It should be noted that the development of UAVs
has also led to the development of methods of their use.
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For the effective use of UAVs, a sufficiently large
number of optimal flight trajectories and methods for
calculating the trajectories have been developed [4].

In addition, methods for the simultaneous use of
different types of UAVSs, namely reusable or disposable
reconnaissance UAVs and strike UAVs, have been
developed and are being effectively used. These
methods make it possible to simultaneously search for
important enemy targets in areas and destroy them using
the results of such detection. This approach is extremely
relevant because the modern battlefield is characterized
by high mobility of enemy objects [5].

However, one of the most common ways to use
UAVs for various tasks is to use them in groups
(swarms) of UAVs [6]. This challenge motivated our
study, which focused on a heterogeneous group of
UAVS.

1.2. State ofthe art

Numerous scientific studies have been conducted
on theuse of UAVs and their swarms (groups).

Study [7] presents an improved Ex-MADDPG
algorithm based on MADDPG to solve the task
assignment problem in a target attack scenario using a
swarm of UAVs. This algorithm uses average
simulation observations and swarm synchronization
mechanisms for deploy in systems of arbitrary scale by
training only few agents. The algorithm can maintain its
performance during the expansion process and achieve
an arbitrary expansion of the number of UAVs. In
addition, the proposed method proved to be feasible and
effective in scenarios of attack by an entire group of
UAVs in both simulations and practical experiments.

Study [8] was devoted to creating obstacles for
false targets, which is an effective approach for
reducing the ability or the probability of UAV detection.

In study [9], the authors investigated the use of
UAYV onboard phased array radar (MMPAR) to detect,
track, and classify malicious UAVs in a group. The
simulations demonstrate that cognitive adjustment of
MMPAR parameters and the position of an airborne
platform using RL helps overcome anomalies in
detecting, tracking, and classifying UAVs in a group.

Paper [10] considered an ensemble of drones
moving in a two-dimensional domain, each of which is
carrying a communication device, and investigated the
problem of information transfer in a swarm when the
transmission capability is short-ranged. The problem is
discussed under the framework of temporal networks,
and special attention is given to the analysis of the
transmission time of messages transported within the
swarm.

In [11], the impact of including a certain number
of false UAVs (drones) in a group of real UAVS was
studied to increase the probability of fulfilling the main

task of the UAV group by dispersing (distracting) the
efforts of enemy air defense assets by false UAVs. The
study proposed a mathematical model, the use of which
makes it possible to propose recommendations on the
specific numbers of real and false UAVs that should be
included in a UAV group to ensure the fulfillment of the
group's task. However, one of the limitations of this
mathematical model is that the probabilities of detection
and defeat by enemy for real and false UAVs are equal,
and the enemy is assumed to have a limited number of
means of destruction. This suggests the use of the same
type of UAVs, both real and false, to form a
homogeneous group of UAVs. However, it is extremely
difficult to achieve such conditions since it is better to
use either outdated UAVs or other types of lower-cost
UAVs instead of real UAVs as false UAVS.

In contrast to such approaches concentrated on
physical mechanisms, the model proposed in the paper
can be considered a simplified description of a swarm
after averaging such mechanisms and effects (e.g. such
as a pursuit-evasion optimization problem in [12]) while
preserving the multi-staged decision-making process for
both an adversary and a planning center. As such, it
aims to achieve sufficient simplicity for the sake of
statistical analysis and inference during a volatile
military situation. Such a task has also been considered
in [13, 14, 15] from different perspectives. In particular,
the level of operation planning in the case of a solitary
swarm was considered in [15], and a model of the
decision-making process of planning an attack with a
swarm of UAVs was proposed in [16]. A probabilistic
Markov chain-based multi-stage confrontation process
was also considered [17].

As aresult, a new study is presented, the content
of which is to substantiate statistically inferred
recommendations for the optimal number of real and
false UAVs that should be included in a heterogeneous
group of UAVs. This necessitates a new study, which
aims to substantiate recommendations on the optimal
number of real and false UAVs that should be included
in a heterogeneous group of UAVs. Moreover, the
probabilities of detection and defeat for real and false
UAVs will differ, and it is also necessary to consider
cases where the enemy may have sufficient and
insufficient means of destruction to destroy a
heterogeneous group of UAVs. In contrast to the
approaches described above, the proposed model can be
seen as a simplified swarm description after averaging
the underlying mechanisms and effects while preserving
the multistage decision-making process for both the
adversary and a planning center. As such, it aims to
achieve sufficient simplicity for the sake of statistical
analysis and inference during a volatile military
situation.
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1.3. Objectives and methodology

The objective of this article is to determine the
appropriate number of false and real drones (UAVS) as
part of a heterogeneous group of UAVs to ensure that a
certain number of real UAVs can fly to targets with the
aim of further reliable target destruction. The scientific
task is to develop a methodology for determining the
appropriate number of false drones in a heterogeneous
group of UAVs, considering the diversity of UAVs
included in the group.

The structure of this paper is as follows:

1. The joint use of false drones as part of a UAV
group to defeat targets with a given degree of damage
was formalized (section 2).

2. A mathematical model for determining the
optimal composition of false and real drones (UAVs) as
part of a heterogeneous group of UAVs has been
developed, the use of which will allow to fulfill the task
of defeating enemy targets with the desired degree of
damage (section 2).

3. A program code has been developed that
simplifies the mathematical calculations of the
presented mathematical model and allows it to be used
in the process of making appropriate military decisions.

4. An algorithm to find the numbers of real and
false UAVs in a heterogeneous group of UAVs is
proposed (section 2).

5. The results of the practical example obtained
using an analytical solution coincide with the results
obtained using computer modeling (section 3).

The availability of the developed mathematical
model, algorithm, and program code makes it possible
to predict the possible results of the combat use of
heterogeneous groups of UAVs based on the initial
parameters and to substantiate recommendations for a
possible composition of such groups.

2. The model

To create a heterogeneous group of UAVs, a
decision is made at the planning stage to include a

certain number of real UAVs n; and a certain number
of false UAVs n, . Itis advisable to use cheaper drones

as false UAVs because their main purpose is to deplete
the enemy air defense system. After creating a

heterogeneous group of real and false n;+n, ) UAVs,

they are launched into the area of the mission.

To protect important objects, the enemy creates an
air defense system in the area in which such important
objects are located.

For the purposes of this article, it is assumed that
the launch of the entire heterogeneous group of real and
false UAVs, as well as its flight to the long-range

detection limit of enemy air defense systems, was
successfulbecause this process is notthe subject of this
article. Thus, the enemy's air defense systems begin to
detect a group of UAVs starting from the long-range
detection limit, which is determined by the technical
characteristics of the air defense systems. Here, we

denote the probability of detecting a real UAV by p;

and a false UAV by p, . These probabilities may differ

because real and false UAVs are different in type and
are therefore displayed differently on the screen of the
detection means of the enemy. After the UAV is
detected by the enemy air defense systems, a decision is
made to fire at it with missiles. The probability of a real
detected UAV being hit is denoted by g, , and by g,

for a false UAV. However, two cases (I and IlI) are
possible when air targets are being fired at.

The meaning of the first case (I) is that the enemy
has enough missiles to attack all detected UAVs (real
and false)

§t8 <d, @)

where &, is the number of real UAVs detected by
enemy air defense systems;

& is the number of false UAVs detected by
enemy air defense systems;

d is the available number of enemy air defense
missiles.

The meaning of the second case (ll) is that the
enemy does not have enough missiles to hit all detected
UAVs (real and false)

&§tEr >d . 2

The complexity of the calculations lies in the fact
that the party launching the UAV to perform a specific
task does not know for sure how many false or real
UAVs the enemy can detect and therefore defeat.

Based on the above, the purpose of this study was
to determine the probability of reaching the target using
a certain number of real drones. The resulting
probability distribution makes it possible to form a
heterogeneous group of UAVs with the optimal number
of false and real drones, the use of which will ensure the
fulfillment of the task with the required degree of
probability.

The results of the mathematical formalization
provide analytical formulas for the desired probabilities
and matrix representations for the corresponding
distributions. The latter is convenient for writing
efficient computer code, and snippets of such code are
included in the following. Since the model is inherently
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statistical, the programming language R, which is
known for its simplicity in statistical analysis and ease
of reliable prototyping,was chosen.

In the initial stage, we determine the probability
distribution of the number of detected (false and real)
UAVs. We denote the corresponding distribution by

FO= [Pt ®

k:O,nj

where | is the type of UAV: real (j=1) or false (j=2);

k is the number of UAVs detected by the enemy
(false and real together).

For clarity of notation, let us agree that FO) is
column vectors.
Recall that p; is the probability of detecting a

UAV of a certain type (false or real) and n; is the

]
number of UAVs of the corresponding type, j=1,2.

The actions of detecting different UAVs are
independent events, and therefore & and &, are
independent binomial random variables. So,

- ik —
RO =PE=H=Cy pf (1-p) " " xk=0n j=1.2. (@)

The joint distribution is the product of the
distributions as follows:

P(&1=k,E2=1)=P (& =k)P(&,=1)

and, is given in matrix form as follows
P=FOxT(F)) ©)

where F is the distribution of probabilities of
defeating real UAVs;

F@ js the distribution of probabilities of
defeating false UAVs;

T(FY) s a transposed matrix (in this case, a row
vector).

The algorithm (3)...(5) can be represented as a
code, figure 1.

After detecting UAVs, the enemy decides to
destroy them. Let us consider two cases (I and II)
according to whether the enemy has enough missiles d
to attack all the detected targets or not. In this regard, it
is convenient to represent the matrix P (the distribution
of detected UAV5) as the sum of two matrices

p=p04+pD 6
where
U]
my,ms =Pmym, 1{my+m, <d} , )
(I
mlym2:=Pm1,m21{ml+m2>d} : )]

and, 1 is the indicator function of the condition.
The algorithm (6)...(8) can be represented as
follows:

flag = row(p_detection) + col(p_detection) - 2 <= d

In the first case, there are enough missiles to attack
all the targets detected, so &;+&, <d . Thus, we assume
that each UAV is attacked by a single missile. Denote

the number of affected (defeated) UAVs of the type j by
njand the corresponding probability distribution by

J=1.2. ©

Vl,j:"p(nj:k,iﬁéz < d"kzo,nj

The conditional distribution of nj given that m;

UAVs are detected is binomial with the probability of
success (the defeat of a drone) q;j - The probability

distribution is given via the matrices st

SE,)mj =P(nj=k/g+&3 < d.&j=mj)=
(10)

=S|r(njq|j((1_qj)m1_k,o <k<mj<n;,

where it is assumed that the matrix element is zero if the

condition 0<k < m;j <n; is not fulfilled.

p_detection_drones = dbinom(x = 0:n[1],

size = n[1],

prob = p[1])
p_detection_decoys = dbinom(x = 0:n[2],

size = n[2],

prob = p[2])
p_detection = p_detection_drones %*% t(p_detection_decoys)

Figure 1. Code for algorithm (3)...(5)
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On the other hand, the probability of defeating k
real UAVs in a raid (Case I is still being considered so
there are enough missiles to attack all detected UAVs)
can be expressed as follows

)

mlzk,mlsd

s AW

k,ml mq !

V= (11)

where A%i is the probability of detecting m; real

UAVs assuming there are enough missiles to attack all
detected real and false UAVs. In matrix form, the
formula is given as follows:

v =sxaD) (12)

The probability Aﬁi can be calculated using the

following formula

Aﬁiz > 1{my+my <d}Pp .=
my=0,n7 (13)

=rowSums(P), m,;=0,n,

The algorithm (9)...(13) can be represented as a
code, figure 2.

Now consider the second case, in which there are
not enough missiles to hit all the targets detected so we

have & +&,>d . In this case, the enemy randomly
selects to hitd UAVs out of & +&, , where the enemy

is assumed to not know which targets are false and
which are real; thus, all options are equally likely.

The probability of selecting i real UAVs for
defeat, in the case that m; real and m, false UAVs
were detected, can be described by a hypergeometric
distribution

i ~di
mlcmz (14)

mq+mo

f = sapply(0:n[1],

Therefore, the total probability of selecting i real
UAVs for destruction (case Il) is given by

i d-i i d-i
mp mp (1) _— M My

Cd—Pmlva —Cd—l{m1+m2 >d}Pml’m2 . (15)
my+mp my+my

The probability distribution of the number of
defeated UAVs of a type j provided thati UAVs are
selected for defeat, is binomial with the number of
experiments i and the probability of success
(defeat) q; .

This distribution is given by the matrix s0)
defined in the previous step.

The probability of defeating K UAV of the type j
in araid in case Il is given by

=12 . (1)

V= p(mj=kty +éo>d] o j

Then, using the formula of total probability and the
above considerations, we obtain:

i Cd-i

72 Crgl m2

L1 _ 1
V=38l x

i~k m1:0,n1,m2=ﬁ2 m1+m2 (17)
1{m1+m2>d}Pml’m2,k:0,n1,
or in matrix form,
VI =s(Wxg) (18)
ci ¢t
(1) — mp ~Ma 5(2) i—0n.
Bi'= Y ¢ Pulm, =00 (19)

my=0,n1,m2=0,ny Cm1+m2

The algorithm (16)...(19) can be represented as a
code, figure 3.

function(x) dbinom(0:n[1], x, p=q[1]))

if(d < n[1]){
f, (d+2):(n[1]+1)] = 0

}
a_1 = p_detection
a_1['flag] =0

a_1 =rowSums(a_1)
fl=f%%al
f 1 =drop(f_1)

Figure 2. Code for the algorithm (11)...(15)
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p_2 = p_detection
p_2[flag] =0
a_2 =sapply(0:n[1],
function(i){
tmp = outer(0:n[1],

Vectorize(function(x,y) dhyper(i, x,y, min(d, X + y))))

0:n[2],
tmp =tmp *p_2
sum(tmp)
)

f2=1%%a_2
f 2 = drop(f_2)

Figure 3. Code for the algorithm (16)...(19)

The total probability of defeating k real UAVs is
the sum of probabilities for the two cases, and the
corresponding distribution is given by the following
matrix

(VARRAVAS (20)

Note that the probability that k real UAVs will be
hit coincides with the probability that in-k ) real UAVs
will reach the target. Algorithm (20) can be represented
asa code:

p_drones =f_1[length(f_1):1] + f_2[length(f_2):1].

In conclusion, this subsection describes an algorithm for
finding probability distributions for the numbers of
affected real and false UAVs in two different cases
considered in this paper.

2.1. Monte Carlo simulations

In the previous section, analytical formulas for the
probabilities of defeating real and false UAVs in the
two cases studied in this paper were derived. At the
same time, the process of using the obtained formulas
involves many calculations by hand, which can
ultimately lead to errors in the calculations and to a not
entirely accurate research result. The above requires the
use of a numerical algorithm that can help mitigate
predicted risks. The Monte Carlo algorithm also allows
us to calculate complex statistics and non-trivial
probabilities for which explicit formulas are unknown
or cumbersome. The Monte Carlo method also allows
the combination of models of different natures and thus
serves as a basis for further research. Thus, it is natural
to use the Monte Carlo method to solve the problem of
modeling a large number of acts of using a
heterogeneous group of UAVs to accomplish a task in
the face of active enemy air defense systems.

Let us denote the number of computer simulations
by N and the number of real UAV5 that survived in the

jth simulation by nj- Then, according to the law of

large numbers, the probability that k real UAVs
survive will be approximately equal to
N
D 1m=k)
=" (21)
N

Each simulation follows the following sequence of
steps:

1. For each drone (real or false UAV), we use a
random number generator to determine whether it is
detected.

2. Whether the enemy has enough missiles to
defeat all detected real and false UAVs (according to
cases l and I1) is determined.

3. The number of real UAVs among those detected
by the enemy that were attacked by missiles is found. In
case Il, we use the random number generator again to
determine this number.

4. The number of real UAVs that were hit is found.

5. The amount of real UAVs that survived is
found.

6. Steps 1-5 are repeated the required number of
times, N.

The result: asample H=(v; 1,...,n; ), Where N is

number of repetitions. The main algorithm can be
represented as a code, figure 4.

The direct use of the Monte Carlo method provides
a point estimate of the desired probability. Since it is
based on random simulations of the process, the
estimate may differ from the true value calculated in the
previous section. If the number of simulations tends to
infinity, then according to the law of large numbers, the
Monte Carlo estimate will converge to the true value of
the desired probability. Of course, we cannot run an
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## auxiliary functions
# out: matrix n x N, logical
detectObjects = function(n, p, N){
runif(n =n *N) %>%
sapply(FUN = function(x) x <=p) %>%
matrix(ncol =n,
nrow = N) %>%
apply(1, sum)
}
# out: number of hits
determineHits = function(n, p){
runif(n) %>%
{ <=p} %>%
sum %>%
return
}
## main part
generateMC = function(n, d, p, g, N = 1ed){
# generate detection events for all N
detection_drones = detectObjects(n[1], p[1], N)
detection_decoys = detectObjects(n[2], p[2], N)
# generate launches for all N
# and determine which ones target drones
launches_drones = map2_int(detection_drones,
detection_decoys,
f =function(m_1, m_2){
ifd >=m_1 + m_2)
return(m_1)
}
sample(m_1 + m_2,
size=d,
replace = FALSE) %>%
{ <=m_1} %>%
sum %>%
return
)
launches_decoys = pmin(detection_drones + detection_decoys, d) -
launches_drones
# determine hits
hit_drones = sapply(launches_drones,
FUN = function(x) determineHits(x, p=q[1]))
hit_decoys = sapply(launches_decoys,
FUN = function(x) determineHits(x, p=q[2]))
return(list(drones' = n[1] - hit_drones,
‘decoys' = n[2] - hit_decoys))
}

Figure 4. Illustration of an algorithm for determining the amount of real UAVs thatsurvived

infinite number of simulations; however, for applied determine the accuracy and reliability of the conclusions

problems, it is sufficient to answer the following basedonthe Monte Carlo method;

questions: (b) to find a sufficient number of simulations to
(@) to find the confidence interval for the desired  calculate the desired probability with predetermined

probability for a given number of simulations, thatis,to  accuracy and reliability.
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Such tasks are well known
mathematical statistics. Let us
calculations. Suppose that p

problems in
recall the relevant

is the probability of
success in one experiment and p, is the relative

success rate in n independent experiments (in our case,
in n computer simulations of a successful UAV raid).
By the central limit theorem, we have the convergence
of the normalized error

Vn(pap)
\/f)n (l'f)n)
to the standard normal distribution N(0,1) . Given the

confidence level § one can use statistical tables
(computer programs) to find a constant ¢ such that

(22)

P(IN(0,1)|<c)=5 . (23)

Then for large n we have the approximate value
of the initial probability. Thus, the confidence interval
for the probability p is a segment. For example, if

§=0,95, than c=1,96.
Note that the function x(1-x) reaches the global

maximum of 0.25 at x=0.5. Therefore the value of

B (1p)
M does not exceed _c
Jn 2Jn
guarantee that |f)n-p| <g with the confidence level &,
n should be such that

c If we need to

the number of experiments

2
L<£, or n>££] . For 6=0.95, ¢=0.03 the
2\/5 2¢

corresponding value n

(he8,)" 1068,

is approximately equal to

3. Case study: results and discussion

We consider the situation when a heterogeneous
group of UAVs, consisting of false and real drones, is
used to reconnoiter and destroy an important enemy
object. Due to the statistical nature of the model, the
ranges for the probabilities of detecting real\false UAVS
are taken wide enough to serve illustrative purposes
(such as detecting significant qualitative changes in the
behavior of a swarm with rather small changes in the
aforementioned probabilities) and to reflect practical
needs.

We assume that to guarantee the destruction of the
enemy object, at least 3 (or 5) real UAVs (with a
probability of at least 0.95) must reach the target. Given
the importance of the object, the enemy has taken
measures to protect it from air strikes. The analysis of
the tactical and technical characteristics of modern

enemy air defense systems and the variety of ways to
perform UAV tasks led to the following assumptions on
the parameters of the model: the interval of values of the
statistical probability of detecting a UAV is 0.6...0.9 for
a real UAV and 06..09 for a false UAV, and the
probability of defeating a UAV belongs to the interval
0.6...0.9 for a real UAV and to 0.6...0.9 for a false one
(the step for modelling purposes is 0.1 in all cases).
According to intelligence, the enemy can defeat UAVs
at the rate of one missile per UAV.

No more than 20 real UAVs and no more than 50
false UAVs were available. The enemy is in possession
of at least 2 missiles.

Note that if the number of missiles is such that
ny+n, <d, he probability of hitting a real UAV hitting
a target no longer depends on the number of false UAVs
and is completely determined by the values of (p4,q; ).

Under these circumstances, several issues must be
addressed:

1. How many false drones should be included in
the group sothat 3 (5) real drones reach the target.

2. If no more than 10 drones are available to be
used as decoys, what is the size of the UAV group to
ensurethat 3 (5) real drones reach the target.

3. If the maximum acceptable losses are 3 (5) real
UAVs out of 6 (10) real UAVs, what number and type
of false UAVs should be included in the heterogeneous
group.

4. What is the predicted loss level of real UAVs
from the group if there are no more than 10 false drones.

The results of the corresponding modeling are
presented in Figures 5-12.

Regarding question 1. Figure 5 shows the
minimum required number of false UAVs that must be
included in a heterogeneous group of false and real
UAVs to reach the target by 3 real UAVs. The absence
of a point on a graph means that the target cannot be hit
given the corresponding constraints on the numbers of
UAVs (real and false) and other parameters.

Figure 6 shows similar information for the case of
5 UAVs. Note that in both cases, there are signs of
qualitatively different limit regimes: for example, for 20
UAVs in Figure 6, increasing the probability of UAV
detection from 0.6 to 0.7 leads to a sharp increase in the
number of required UAVs, while increasing this
probability further does not lead to such changes.

Figures 7-8 indicate the minimum number of
missiles that renders impossible a succesful attack while
using no more than 30 false UAVs for all combinations
of acceptable probabilities (for the event of a hit by 3
and 5 UAVs, respectively). It is assumed that the enemy
cannotuse more than 45 missiles.

Regarding question 2. Figures 9-10 show the
minimum number of false UAVs required to achieve a
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hit by 3 (5) real UAV5, respectively, assuming that the
probabilities of detecting false and real UAVs are equal.
Note that it is not always possible to achieve the desired
result, as in the case of Question 1.

Regarding question 3. First, assume that the
probability of hitting a real UAV is 0.6, and the
probability of detecting a false UAV is unknown.
Losses are considered acceptable if, with probability not
lower than 0.95, no more than 3 (5) real UAVs out of 6

(10) launched real UAVs are lost. Figure 11 shows the
minimum number of false UAVs for which losses were
acceptable for all possible values of p, (the probability
of detection for false UAVs).

Assuming that the probability of hitting a real
UAV is 0;=0,9, the minimum number of false UAVs

with p,=0,6 is shown in Figure 12. At the same time,
given 20 real UAVs and 12 missiles, it is impossible to
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achieve acceptable losses without increasing p,. In

particular, it is necessary to achieve p,=p; in this case

(with at least 50 false UAVS). It is worth noting the high
requirements for the number of false UAVs. For
example, if only 20 false UAVs are available and 20
real UAVs are launched, it is impossible to achieve an
acceptable level of losses if the enemy uses at least 12
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missiles, and if 8 missiles are used, condition

p,=p;+0.1 must be met, andsoon.

Regarding question 4. To illustrate the numerical
calculations, the average loss rate is plotted against the
ratio n,/d (the number of false UAVs launched divided

by the number of missiles available) in Figure 13. The
probabilities of detecting false and real UAVs were
taken as equal.

Number of missiles: 12
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4. Conclusions
Thus, this article presents a methodology, an

algorithm, and program code for finding the probability
of defeating an enemy using a group of false and real
UAVs. The calculations were performed analytically
and using the Monte Carlo method. These calculations
can be used to determine the optimal numbers of false
and real UAVs (drones) in a heterogeneous group of
UAVs to achieve reliable performance in combat
missions to destroy important enemy targets covered by
air defense systems. In addition, based on this algorithm
and program code, a practical problem was solved, and
relevant recommendations were provided. The process
of determining the optimal number of false and true
UAVs (drones) in a heterogeneous group of UAVS is
carried out in several stages. In the first stage, it is
determined whether an object (real or false UAV) was
detected by an enemy reconnaissance system during a
combat mission. In the second stage, the number of
missiles launched at an UAV is determined. The third
step is to determine the number of real UAVs that were
attacked but not shot down. The next step is to
determine the number of survivors among real UAVs,
depending on the number of false UAVs included in the
UAYV group. The proposed model predicts the required
number of UAVs of different types to achieve success
with a predetermined probability. The proposed model
is multifunctional because, on the one hand, it can be
used to find the required number of false drones in a

*—6;»—10; =—14; +-18

heterogeneous group of UAVs to ensure reliable
performance during combat missions and, on the other
hand, to determine the predicted losses of real and false
UAVs under different combat use conditions. In
addition, this methodology considers the possibility of
using different types of UAVs in the same group.

The example input data is derived from a possible
case of combat operations, and the obtained results
indicate the possibility of using the presented
mathematical model and program code in practice to
make appropriate military decisions.

The availability of this model and program code
will allow, based on the initial parameters, an
assessment of the possible results of the combat use of
heterogeneous groups of UAVs (drones) and
substantiation of recommendations on their possible
composition and the conditions of the operational and
tactical situations being considered.

Thus, the existence of this mathematical model,
program code and adequate practical results indicate
achievement of the research goal.

5. Directions for further research

Further research in this direction may include
finding ways to ensure the stability of a heterogeneous
group of UAVs during their tasks (including the case of
large swarms) and expanding and improving the
mathematical model.
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®OPMYBAHHSI HEOJHOPIJTHOI I'PYIIM BIUIA 3 JOLUIBHOIO KUIBKICTIO
XUBHUX I AIMCHUX JAPOHIB
B. M. Ilpumipenko, A. B. /lem’antok, P.B. Illesyos, C.M. bas3ino,
A. IO. Ilununenxo, M. B. Bosuancokuii

IIpenmMeToM JOCHMKEHHS € TPOIEC CIUTbHOTO 3acTOCYBaHHsA xuOHUX Ta milicamx BIUTA 'y cxmani
HeoaHopimHOi rpymu BIUIA sl BUKOHAaHHS 3aBJaHb BIHCHKOBOTO MpHU3HAYCHHS. MeTOI CTaTTi € BH3HAYCHHS
JOLUTHbHOT KUTbKOCTI XMOHMX Ta miicHux BITTA y ckmanm HeomHopimHoi rpymu BIUJIA mis 3abesnedeHHs MPOIBOTY
IO 1Iim BU3HA4YeHOi KimbKocTi aiicHux BIUIA 3 MeToro ypakeHHs Iii. BupinryBamics Taki 3aBIaHHS.
®Dopmani3oBaHO MPOIEC CIUTBHOTO 3aCTOCYBAaHHS XMOHMX NpoHIB y ckiam rpymu BIUIA mmst ypakeHHs mimeit i3
3a]aHAM CTylieHeM iX ypakeHHs. Po3poOjeHo MaTeMaTHdHy MOJEiIb BH3HAUCHHS CKIAAy XAOHMX Ta JIHCHHUX
BITIA y cxmanm HeomHopinHoi rpymu BIUIA, 3acTocyBaHHS SKOi JACTh 3MOTY BHUKOHATH 3aBJAHHS 3 ypasKeHHS I
MPOTUBHHKA 3 IOTPIOHUM CTyIEeHEM ypakeHHs. Po3po0JieHO mporpaMHH KO, AKUi 3HAYHO CIPOIIY€E MaTeMaTHIHI
PO3paxyHKH MPEICTABICHOI MaTeMaTHYHOI MOJENi Ta JO3BOJIIE BHKOPHCTOBYBAaTH HOTO y IpOIeci MPUHHATTA
BIAMOBIHOTO BiCHKOBOTO pillleHHs. 3ampOMOHOBAHO ANTOPUTM JUIS 3HAXO/DKEHHS YHcsa AiiCcHUX 1 xuOuux BITJTA
y ckimam HeomHopimHoi rpymu BIUIA. Metonu. MatematnyHa Mojesb 0a3yeTbcs Ha OCHOBI KOMOIHATOPHUX
MeTofiB Teopii iiMoBipHOCTEH. [IporpamyBaHHS OOYHCICHHS aHANITHIHUX GOPMYIT Ta KOMII'IOTEpPHE MOJICTIOBAHHS
Metony Mounrte-Kapno 3gificHeHo Ha ocHOBI komm'rotepHoi MoBu R. Otpumani pe3yiabTatu. [IpeactaBieHo
AITOPHUTM, SKUH € 0arato(yHKIIOHAIFHUM, OCKIIBKH, 3 OJHOTO OOKy, HOTO 3aCTOCYBaHHS Ja€ 3MOTY BH3HAUHUTH
ONTUMalbHy KUTbKICTh XxuOHHMX BIUJIA y ckmam HeomHopimHoi rpymu BIUIA s 3abes3nedeHHs MPOJBOTY A0 I
nmoTpiOHOT KimbkocTi miicHux BILIA, a 3 iHmoro 00Ky — BU3HAYMTH MPOTHO30BaHH piBeHb BTpaT miicHuX BIUIA i3
HeomHopimHoi Tpymu BIUUIA mpum 3actocyBaHHI MEBHOI KUTbKOCTI XMOHMX ApoHiB. [Ipu 1boMy, pe3yibTaTd
MPaKTUYHOTO MPUKIAY, OTPHUMAaHI IUIIXOM aHAJNITHYHOTO PO3B’SI3Ky, 30iraloTbesi 3 pe3yibTaTaMiy, OAep KaHi
BucHoBku.
MPOTPAMHOTO KOJy I03BOJIIE TPOTHO3YBAaTH MOXIMBI pe3yJbTaTd OOHOBOTO 3aCTOCYBaHHS HEOIHOPITHUX TPYI

METOZIOM KOMIT'IOTEPHOTO  MOJCITIFOBAHHS. HasBHiCTF MaTeMaTW4YHOI MOJENI, aXrOpUTMy Ta
BIUTA Ha OCHOBI BHXITHHX IapaMeTpiB Ta OOTPYHTOBYBATH PEKOMEHAII MO0 X MOKIMBOTO CKIAMY.

KmiouoBi cioBa: 0e3mioTHUI JiTaMbHUN amapar; ApOH; MpUMaHKa; HEOJHOPIIHA TpyTIa.

[pumipenko Bosonuvup MukonaiioBuu — KaHAUAAT BIMNCHPKOBHX HAyK, CTApPIIMM AOCHIMHUK, mpodecop
kadenpu pakeTHUX BIMCHK 1 apTuiiepii KOMaHIHO-MTAOHOTO IHCTUTYTY 3aCTOCYBaHHsS BiicbK (cwut), HarioHamsHMIA
yHiBepcuteT o0opoHu Ykpainu, Kuis, YkpaiHa.

Jem’siHiok AHapiii BosoauMupoBHY — aTIOHKT HAyKOBO-METOIWYHOTO IEHTPY OpTraHi3amil HayKoBOi i
HAyKOBO-TEXHIUHOI MisutbHOCTI, HarioHansHuit yHiBepcuteT 0o0opoHu Ykpainu, Kuis, Ykpaina.
IleBuoB Poman BajnentuHoBMY — 10kTOp (inocodil, NpOBimHMIA HAayKOBUIl CHIBpOOITHUK HayKOBO-

nocnigHoi nabopatopii kadenpu pakeTHUX BiCHK 1 apTuiepil KOMaHIHO -IITAOHOTO IHCTUTYTY 3aCTOCYBAaHHS BiliCHK
(cw), HamonansHuit yHiBepcuteT 060ponu Ykpainu, Kuis, Ykpaina.
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Basisio Cepriii MuxaiisioBua — noktop dinocodii, ctapimmii HayKOBHH CIIBpOOITHUK IHCTHTYTYy aBiallii Ta
MPOTUMOBITPsIHOT 000poHH, HarlioHanmsHuH yHIBepcuTeT 060ponu Ykpainu, Kuis, YkpaiHa.

Mununenxo Aunpiii OpiiioBud — nokxtop ¢i3uko-maTeMaTHUYHHUX HayK, Hpodecop, MPOBIIHUN HAayKOBUH
chiBpoOitark IHCTHTYTY MaTematnku HAH Vkpainu, KuiB, Ykpaina.

BoBuaHchknii Muxona BorpanoBmu — kamymaT (isMKo-MaTeMaTHYHHX HayK, HAyKOBHH CITIBPOOITHHK
Incturyty marematuku HAH Vkpainu, Kuis, Ykpaina.
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