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IMPROVING USER SECURITY DURING A CALL

The recent development of mobile networks has led to the emergence of new threats and methods of
implementing existing ones. Phishing attacks, including robocalls, are causing record losses to both individual
users and large corporations. At the same time, existing countermeasures cannot provide protection against
such attacks because most existing solutions focus on device authentication, whereas user authentication does
not occur during a call. Another problem with mobile networks is that there is no point-to-point encryption,
i.e., the speech is encrypted only on the segment from the subscriber to the base station. The subject of study in
this article is the process of ensuring user security during a call. The purpose of this study is to develop a
model of mutual user authentication and end-to-end data encryption in a mobile network during a call. The
main objectives are the protection of users from spoofing and vishing and the proposal of a protection method
by implementing mutual authentication of users during a call without storing confidential information on the
side of a "trusted third party". Method of secure key exchange and end-to-end encryption during a call in the
mobile network was proposed. It prevents the interception of calls by the operator for circuit-switched and
packet networks. The methods used are mathematical modelling, ontological approach, and multi-criteria
optimization models. Because of this research, an algorithm for mutual authentication of users is proposed by
introducing biometric authentication methods and modifying the sequence of messages during a call. The
proposed approach can be implemented for CS-call and VoLTE/VoWiFi calls. A call cannot be received
without user biometric authentication, such as ear pattern or bone conduction methods. Modified SETUP and
CONNECT ACK messages are used to inform the other party about the user verification result. This prevents
user spoofing, call masquerading, and robocalls. A combination of the proposed asymmetric encryption, a
short authentication string, and hashes of previous calls provides a higher level of confidentiality, integrity,
and additional resistance to man-in-the-middle attacks. Conclusions. The scientific novelty of the obtained
results is the integration of the above methods into the sequence of call flow messages for providing mutual
authentication, end-to-end encryption, and counteraction to the number of network attacks. The proposed
methods allow one level to increase the provision of services of privacy and observation groups and can be
implemented in the software part of user equipment.

Keywords: user authentication during a call; voice encryption; mobile networks, call flow; attack prevention.

recorded messages using an automatic dialing software.
One of three victims of fraudulent calls picks up the

Introduction

Many people receive phone calls from unknown
callers, and this is becoming a serious problem. Spam
calls continue to deceive people around the world,
despite the efforts of operators, telecom companies,
mobile operating system developers, smartphone
manufacturers, and the pandemic. Truecaller [1] reported
31.3 hillion spam calls worldwide from January to
October 2022. According to the report [1], in 2021, the
average American lost about $502 because of vishing
(also known as "voice phishing” or user spoofing),
which was up from $351 in 2020.

Vishing is a scam aimed at obtaining sensitive
personal information, such as social security
information, identification number, and credit card
details. Attackers use vishing to illegally obtain data to
gain access to bank and social media accounts.

One of the most popular types of vishing is
robocall [2]. A robocall is a call that transmits pre-

phone because the number sounds familiar. Unknown
numbers are the most common, and people do not
answer them. This has led fraudsters to adopt a new
strategy to get their calls answered. To gain the
recipient’s trust, they started spoofing the phone
numbers of real companies and acting on their behalf.
This is called "corporate spoofing" [2].

Thus, to minimize user losses and block the threats
associated with vishing, it is necessary to conduct
research in this area. In practice, the implementation of
the research results will make it impossible to perform
vishing attacks based on user spoofing and the use of
robocalls. According to reports [2], this will save in
average about ~27 million people in the US only. The
problems of data leakage are also analyzed in local
publications. Article [3] discusses the problem of
ensuring the protection of user data in information
systems.
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The above problems related to the protection of
users in mobile networks from vishing, user spoofing,
and lack of encryption have been widely covered in the
literature due to their importance. Thus, a voice
authentication system is proposed in [4]. To increase
efficiency, the usage of additional devices in the form of
headphones is suggested. However, the issue of authen-
tication during the call remains unresolved because there
may be a substitution of the subscriber after voice
authentication. This aspect is not analyzed in [4] because
it is devoted to the use of a Gaussian mixture for voice
authentication, and its further application is not relevant
to the purpose of this article. It [5] deals with approaches
for user authentication and uses a smartphone as a hard-
ware token, but it does not provide the transmission of
user verification information because the authentication
process is not considered from the perspective of
confirmation during a call. In addition, both methods [4,
5] do not address the issue of data encryption.

Improving user security by using end-to-end
encryption is described in [6]. At the same time, the
article [7] presents a study of encryption algorithms for
mobile devices. The focus is on maintaining the
confidentiality of mobile data in the absence of access.
AES, DES, RSA, and REA algorithms are studied. The
experimental results show that AES is the fastest
algorithm and REA is the slowest. Based on the results
of [7], the proposed method uses AES (256). The article
[8] proposes an effective approach to implement end-to-
end encryption through asymmetric encryption and the
rejection of a third trusted party. The above publications
solve the issue of encrypting data on a mobile device and
protecting this data from unauthorized access, but they
are not compatible with existing messaging protocols
and cannot be used for protection during a call.

Work [9], similar to this article, substantiates the
effectiveness of using biometric authentication on a
smartphone, but does not provide specific steps for its
implementation during a call. A potential reason for this
is the need to conduct research in two areas simul-
taneously: telecommunications and information security.

The article [10] investigated and systematized their
end-to-end encryption (E2EE) features, including their
underlying authentication ceremonies. The most
important part of this research is the analysis and
evaluation of a broader set of the most popular E2EE
apps and their underlying authentication ceremonies,
including during call encryption and authentication. A
similar solution for E2EE is presented.

Paper [11] highlights the potential risks and
vulnerability of information and control interaction
technology in wireless smart systems.

In article [12], we presented a contact-separated
triboelectric  nanogenerator that allows to mask
conversational  speech  signals through airflow

vibrations. This solution protects speech in open space
but does not solve the problem of speaker verification
confirmation.

In paper [13], a millimeter-wave radar-based voice
security authentication system is proposed. This system
is highly adaptable and can authenticate designated
speakers, resist intrusion by other unspecified speakers
and playback attacks, and is secure for smart devices.
Extensive experiments have verified that the system
achieves a speaker verification accuracy of 93.4% and a
misdetection rate of 5.8% for playback attacks.

The study [14] provides evidence that consumer
happiness is influenced by voice features (including
voice assistant) and shows the role of privacy risk.

For VoIP/VoLTE/VONR calls, the key protocol is
SIP. The paper [15] presents an overview of the
authentication and key negotiation schemes proposed for
the SIP protocol. It also identifies, classifies, and
evaluates various SIP authentication and key negotiation
protocols according to their performance and security
features, but this overview does not provide encryption
and protection against user spoofing.

Given the above, it can be concluded that research
aimed at ensuring the protection of users is an important
current task, and to protect users, it is necessary to apply
effective  methods  compatible  with  existing
telecommunications protocols.

1. Current Research Analysis

Currently implemented call authentication solutions
are mostly based on the presence of a trusted third-party,
which should be a service provider. It increases the
complexity of the security system. The most widespread
solutions are those based on the STIR/SHAKEN
protocol [16].

According to the STIR/SHAKEN protocol, a
certificate of authenticity must be attached to each call so
that service providers can differentiate legitimate from
fraudulent calls, such as illegal spoofing, robocalls, or
spam calls. If the call does not match the certificate, the
customer will see a "spam risk" warning on the caller ID.
STIR and SHAKEN are two technologies that stand for
Secure Telephony with Identity Re-verification (STIR)
and Secure Tokenized Handling of Confirmed
Information (SHAKEN). Although STIR technology
was designed to be compatible with VolP calls, it is not
compatible with conventional telephone networks. This
led to the development of SHAKEN, which performs a
similar function to STIR but is compatible with
telephone networks that do not depend on an Internet
connection [16]. The disadvantages of this approach are
that it requires additional time for verification on the side
of the "trusted party" and there is no description of the
authentication procedure in the case of a CS call in the
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literature. In addition, the STIR/SHAKEN protocol does
not protect against cases when:

- another person calls from a trusted number (in
existing solutions, device is authenticated, not the user);

- the phone is picked up on the receiving side by
someone other than the owner of the phone, which can
lead to a leak of confidential information;

- number of spoofing (substitution) occurs;

- data leakage on the side of the "contact center"
- a trusted third party.

One way to protect against vishing is to verify the
interlocutors, so the task of user authentication during a
call is relevant. In addition to user authentication,
increasing user security during a call can be achieved by
solving a number of problems, including the following:

- lack of end-to-end encryption in the mobile
network;

- user's voice data (including passwords) can be
intercepted,;

- mobile network subscribers are not protected
from sniffing attacks by the operator;

- mobile network subscribers are not protected
from fake base station creation and other attacks.

Based on the analysis of the sources, it can be
concluded that most of the sources are focused on
solving  specific issues and do not provide
comprehensive user protection. In most cases, the device
is authenticated, not the user. In the author’s opinion,
this is due to the complexity of making changes to the
messaging protocol during a call and the difficulty of
conducting experimental studies on a real network. This
suggests that it is advisable to conduct a comprehensive
user protection study, which would include simultaneous
protection against attacks, implementation of end-to-end
encryption, and user authentication.

The purpose of this research is to increase the
security of mobile network users during a call by
protecting them from spoofing attacks, vishing, and
interception of the conversation by the operator.

To achieve this goal, the following tasks were set:

- to protect against user spoofing and vishing, to
propose a method of protecting against vishing by
implementing mutual authentication of users during a
call without storing confidential information on the side
of a "trusted third party";

- to prevent the interception of conversations by
the operator and to propose a method of secure key
exchange and end-to-end encryption during a call over a
mobile network.

2. Materials and Methods
2.1. Methodology

In accordance with this objective, the object of
study is user security during a call. The subject of this

study is methods for improving the metrics responsible
for the security of mobile network users, as specified in
[17], such as confidentiality, integrity, availability, and
observability.

The tasks specified in the research objective were
achieved by the theoretical development of a new
approach followed by mathematical modelling. After
determining the characteristics of the proposed
approach, a comparative multicriteria analysis was
performed using solutions that are currently in use or
patented.

The main hypothesis of the study is that during a
robocall or user spoofing, the caller’s authentication
cannot be confirmed and, accordingly, the call recipient
will be warned that the other party is not authenticated
and may be a fraudster. This hypothesis is based on the
following assumptions:

- most attacks are carried out using robocalls;

- the attack scenario is user spoofing or using a
number known to the user (son, daughter, mother);

- biometric authentication is sufficient for
reliable confirmation.

For the sake of simplicity, we did not consider
hostage scenarios (when a call is received by one person
and then another takes over the phone), or "bank"
employees (we need to develop a concept for verifying
the number of the institution and the users assigned to
it).

The following components were chosen as the task
statement for the method of mutual authentication of
users during a call to prevent spam calls, robocalls, and
vishing:

- mutual authentication of users during a call;

- compatibility with 3G/2G (CS calls) and
VolIP/SIP (PS calls) calls;

- authentication should be performed
automatically, without any additional actions from the
user;

- inability to
authentication.

To ensure the integrity and confidentiality of users,
the method under development had to provide end-to-
end encryption, eliminate the impossibility of using the
previous session, and block possible attacks from the
operator.

Let us now describe the following methods to
increase user security during a call.

receive a call without user

2.2. A method of protection against vishing
by implementing mutual authentication

On the basis of the above requirements, we
propose a method for mutual authentication of users
during a telephone (CS) or packet (VolP) call. This
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method allows users to be confident in the identity of
the subscriber on the other side.

The implementation of the mutual authentication
method consists of (Fig. 1):

1) obtaining biometric data of the user to be
authenticated (registration phase);

2) identification of the user during a call (without
additional actions on the part of the user) as a specific
authorized user based on biometric data (mutual
authentication during the call);

3) in case of positive identification:

—a message with the authentication result will be
sent to both parties;

—a screen that displays confirmation of the calling
party and the called party;

—a call can be accepted or rejected according to
the decision of the authorized user;

4) in case of negative identification:

—an incoming call will be rejected;

—or additional authentication may be requested.

The above sequence is implemented using the
method shown in Fig. 1. The improved or newly
proposed elements are marked in green.

As shown in Fig. 1, the procedure for using the
proposed method consists of the following steps:

1. Authentication: at the enrollment phase, the user
needs to go through the registration procedure for the
first time to authenticate the ear. To do this, the user
requests the authentication procedure in the application.
After that, the user takes the phone and puts it to the ear
several times, during which the algorithm shown in Fig.
2 is executed.

2. Start an outgoing call (Fig. 1). After the
successful enrollment phase, the user initiates a call
through the standard application.

3. Authentication during an outgoing call (see
Fig. 1). A new proposed element of the algorithm is the
use of ear pattern authentication during dialing. Ear
pattern authentication was chosen based on the
following advantages:

—can be used in the dark;

User A

) 6
L

0

Authentication.
Enrollment phase

User B
)

. __ 7 Authentication.

—there can be no substitution;

—no unusual movements during the call;

—a little time is needed to check the correctness.

In case of failure, acoustic response authentication
[18] or fingerprint authentication can be used. The type
of authentication is selected depending on the scenario
of receiving a call: via a mobile device (smartphone)
(Fig. 3) or an additional smart device (e.g., a
smartwatch) (Fig. 4).

4. Communication channel (see Fig. 1). Typical
network procedures related to the transfer of
information from user A to user B and vice versa are
performed.

5. Interception of an incoming call (see Fig. 1). A
new proposed element of the algorithm (shown on
Fig. 5). It is responsible for authenticating the user
receiving the call in accordance with one of the two
scenarios below (see Fig. 3, in the case of answering a
call using a phone and Fig. 4, in the case of answering a
call using a smartwatch).

A message about successful authentication is
included in the “CONNECT” message and sent to the
calling party. In case of unsuccessful authentication, the
user is offered another verification method (for
example, a fingerprint). The call cannot be accepted and
will be rejected until successful authentication.

Outgoing call start

Receive Ear
Data from
sensors
1 Force field . . .
Ear edges L magnitude off— Force field Biometric
detection X lines matrix features
region of computation extracted
I interests P

Self-Learning
block

Dome matrix

computation

Fig. 2. Initial authentication (enrollment phase)
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—
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h
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| d

4 Network side.
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Fig. 1. Proposed method for securely answering calls by providing a mutual authentication
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when answering a call using a smartphone
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The called subscribers phone Incoming 6. Answering an incoming call is allowed only
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Notify the Core Network that ifination ;

enworkt Check phone 7. User verification is confirmed after successful
the called subscriber is being . . . .
fing stalte authentication during the call. Confirmations for both
Waiting for the called Status change users will be delivered using the "SETUP" and
subscriber to answer the call notification "CONNECT ACK" messages. An example of the initial
Notify that the called and modified "CONNECT ACK" message is shown in
subscriber has answered the Fig. 6
call o . ,
Notify the MSC/VLR that the Termination side . The final message e.XChange prOtO(?O.I showing the
call has been answered user verification entire call process with the modified elements
Core Network acknowledges At ,J' , (highlighted) is shown in Fig. 7.
the call connect Ct'onc'gﬁom'”g As can be seen from Fig. 7, the information about
The RRC layer transports the - ~ the authentication of the call originating side is
fﬁfnned acknowledge to the Answer| | Reject call | transmitted with the message "SETUP" and the user to

whom the call is made already knows whether the user

Fig. 5. Proposed call interception procedure
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CONNECT ACK message
Current message example:

08:25:12.381 [18] 0x7B3A UMTS DSDS NAS Signaling
Messages -- CONNECT_ACKNOWLEDGE
SubscriptionID=2

Message Direction = From UE

chan_type =0 (0x0)

prot_disc_check =3 (0x3)

trans_id_or_skip_ind = 0 (0Ox0)

prot_disc = 3 (0x3) (GSM_CALL_CONTROL)

msg_type = 15 (0xf)

CONNECT ACK message
Example of proposed message:

08:25:12.381 [18] 0x7B3A UMTS DSDS NAS Signaling
Messages -- CONNECT_ACKNOWLEDGE
SubscriptionID =2

Message Direction = From UE

chan_type = 0 (0x0)

prot_disc_check= 3 (0x3)

trans_id_or_skip_ind = 0 (0x0)

prot_disc =3 (0x3) (GSM_CALL_CONTROL)

msg_type = 15 (0xf)

mt_verification=1

Fig. 6. Proposed modification of “Connect ACK” message
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Alerting
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confirmation
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——————————————))|

Fig. 7. Modified call flow sequence during a voice call conversation

on the other side is corresponding. In turn, information
about the verification of the called party is transmitted
with the message "CONNE
CT ACKNOLEDGEMENT", which allows the
originating side to see who received the call.

Because there are no existing solutions that would
provide mutual authentication of users rather than
devices during a call, the proposed method of secure
call answering was compared with other patented
solutions. For comparison, a multi-criteria analysis was
performed based on the following criteria: the
possibility of using the device during a call, the
availability of mutual authentication, and the possibility
of using the device without authentication. The results
of a comparative analysis of the effectiveness of the
proposed and existing methods are presented in Table 1.

The proposed method protects against vishing and
user spoofing attacks and increases the level of sender
and receiver authentication services, according to [17].

2.3. Proposed method of secure key exchange
and end-to-end encryption during a call

In 2G/3G networks, the challenge and response
protocol is used during the handover (Fig. 8). In this
protocol, the user equipment (UE) has to prove that it
recognizes the key, and only in rare cases does the UE
authenticate the home network. This leaves the
possibility of creating a fake connection (fake base
station) and intercepting user traffic [23].

To overcome these problems and increase the level
of privacy, a method of increasing user privacy that
differs from the existing methods (Fig. 9) was proposed

(Fig. 10):

- Diffie-Hellman protocol for secure key
exchange;

- Short Authentication String (SAS) to

counteract the man-in-the-middle attack;
- a pre-call hash to counteract phone number
spoofing;
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modern symmetric encryption of speech using
the AES (256) algorithm to counteract eavesdropping
and increase confidentiality in the exchange [17].
Consider the Diffie-Hellman (DH) key exchange
protocol (Fig. 9) [25].
According to Fig. 9, Alice chooses a and sends
A=g?, while Bob chooses b and sends B=g°. Both

with many other parameters, to obtain a temporary
session key CK(i). The parties then calculate the 32-bit
Short Authentication String (SAS) value as a function of
CK(i) and compare them.

The new session key “Total key” is calculated as
the value of g® and the hash function of the previous
call's hash (from the old session). Signed certificates or

parties compute g"ab and generate a message Vverified SAS can also be used.
authentication code (HMAC) based on this value, along
Table 1
Comparative analysis of the proposed method for secure call answering with existing solutions
Existing solution 1 2 3 4 5
Trusted party— Malware traffic, No need. network
US9197 746B2 [19] Yes network. Device |No info phishing, farming, ' .
. . makes all decisions
is checked web-spoofing
Preliminary
rd_ _ - f .
CN10518 7672A [20] |Ves 3 _pa_lrty makes [Smart-phone User spoofing authentlcatlo_n r_equwed,
decision only works for existing
contacts only
No, bef. call Smart-phone S Every user settings
US859 4287B2 [21] only One party only and computer User not identified required before first call
tJZS;OZ 00184 057AL No One party only |Head set Non-authorized user [~
. Smart-phone, |vishing, user Preliminary
Proposed method Yes Two parties head set spoofing authentication required

The following notations are used in Table 1: 1 — possib
parties; 3 — ability to answer the call; 4 — list of atta
preliminary settings.

Request to MS
4.

ility of usage during a call; 2 — ability to authenticate both
cks against which the solution protects; 5 — the need for

@)

with RAND and AUTH

-

Verify AUTH and

compute RES
Before —
it Current
call setu p Respond with RES >
scheme
Compare RES and ARES
K
J, Accept
Compute CK and IK Select CK and IK
—
A1 - T
Duri ng i Secure DH / ECDH Session Key Exchange : P
| B
call setu P & Short Authentication String Comparison < PrOpOSEd
“
Voice call { <: SRTP Audio Data Encryption with AES >

Fig. 8. Improved procedure

for ensuring subscriber privacy
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Alice (15t user) Bob (2" user)

A = g¢g" mod p Agp

B =g’ mod p

>

A" mod p = ¢* mod p

<

B* mod p = ¢ mod p
Temp_Key: CK(i) = g*ab

Fig. 9. DH key exchange protocol

To implement the above protocol, we proposed a
modification of the "SETUP" and "CONNECT"
messages in the traditional call flow sequence during
call establishment. The modified call flow sequence is
shown in Fig. 10.

Diffie-Hellman key exchange alone does not
provide protection against a man-in-the-middle attack.
To ensure that the attacker is not really present in the
first session (when there are no shared secrets), the
Short Authentication String (SAS) method [24, 25] is
used (Fig. 11).

The advantages of the short authentication string
include the absence of the need for a "trusted third-
party". The most effective cases when the use of a short
authentication string is necessary are as follows:

- user certificates are missing, revoked or
expired;

- there is no hash of the previous call;

- an unsigned Diffie-Hellman protocol is used.

G

Setup*

A=g"modp

The sequence of actions during the calculation and
use of SAS is shown in Fig. 11. The proposed
differences are marked in red.

The effectiveness of counteracting man-in-the-
middle attacks is achieved by implementing a second
level of authentication based on key continuity. For this
purpose, some hashed key information is stored in the
TrustZone for use in the next call, which will be mixed
with the shared DH secret of the next call, giving it key
continuity properties similar to those of the SSH
protocol (Fig. 12).

Thus, the essence of the proposed method can be
described as follows:

- computing a temporary key for the first user
from the first user's key material and random
cryptographic data via TrustZone for a secure mobile
call;

- sending the key material to the second user;

- generating a session key from the temporary
keys of the first and second users to encrypt a mobile
voice call between the first and second users;

- use of a short authentication string (SAS) to
protect against man-in-the-middle (MitM) attacks;

- storing a hash value for past secure calls in
memory;

- supplementing the cryptographic key material
during the second communication session between the
first user and the second user with the cryptographic key
material from the first communication session.

—\pa—

Paging request

send A, g, p**

Call proceeding

B® mod p = g*® mod p

Alerting

added A, g, p

Paging response

B=g"modp

Setup

Call confirmed A" mod p = g® mod p

Alerting

Connect added B

Connect added B

Conne

t ACK

Secure call encrypted vja CK(i) = gab mod p

(94

Fig. 10. Implementation of the Diffie-Hellman key exchange protocol in the messaging protocol
(*current sequence, **proposed elements)
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Alice (15t user)

A=g"modp Agnp

Bob (2" user)

B=g¢" modp

A’ mod p = g™ mod p

B® mod p = ¢* mod p

Compute 16-bitSAS-1| SAS-1 = f(user_data) |

Compare SAS-1;

SAS-1 verified

SAS-2 = f(user_data) + SAS-1pr |

SAS-2 processing

| SAS-2pr + Confirm SAS-1 |

Confirm SAS-2

Temp_Key_2: CK(i) = g”ab || SAS-1 || SAS-2

SAS-1 processing
Compute 16-bit SAS-2

Compare SAS:
SAS-2 verified

Fig. 11. Sequence of actions when calculating
and using SAS

[

Start Secure call /

)

Call SETUP message

Last
Call hash
vailable?

Yes

Compute A4, g, p

Processing previous
call hash to compute
Agp

Store hash for next
call

| Total_Key = f(g~ab || SAS || previous call hash) |

Fig. 12. Algorithm for calculating the key data

Table 2
Comparison with prior-arts
. Call hash SAS Additional Coordination |Protection against attacks
Prior-art . .
usage usage auth. conf. with network from operator side

ZRTP [26] Yes Yes Yes Partially Yes
US 2007015 7026A1 [27] Yes No Yes VolIP only Yes
US 8462942 B2 [28] No No Key from user No No
US 9596079 B1 [29] No No No No info No
Proposed method Yes Yes No Yes Yes

The secure key exchange and end-to-end mutual authentication; however, their disadvantage is

encryption method was also compared with other

patented solutions. The comparison criteria included the

ability to protect against operator attacks, the

complexity of the method's implementation (the degree

of its consistency with the network), the use of a call

hash, and a short authentication string for protection.
The comparison results are shown in Table 2.

3. Results and Discussion

The obtained results of the secure key exchange
and end-to-end encryption method are explained by the
improvements shown in Figs. 9, 11, and 12, which
illustrate the key features of the proposed method. The
results of the secure call answering method are
explained in Figs. 2 and 7, which illustrate the elements
of novelty of the proposed approach.

According to Table 1, the closest to the proposed
idea are solutions [19, 20], which also allow performing

the need for additional actions by the user. In addition,
these solutions work only with previously known
contacts and do not describe how the user's verification
information will be transmitted to the other party.
Unlike these solutions, the proposed method solves this
problem by modifying certain fields in the messaging
protocol. Another disadvantage of these solutions,
compared to the proposed method, is the need for a
trusted third-party. The solutions [4, 5, 9, 10, 21, 22]
provide user authentication, but there is no secure
protocol for exchange between the parties that would
implement the transfer of authentication results and, as a
result, mutual authentication of users. In contrast, the
proposed solution provides an exchange protocol for
this purpose by transmitting this information in the
modified fields of the "SETUP" and "CONNECT ACK"
messages.

This becomes possible either after being
introduced into the IEEE specification or when a mobile
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phone vendor (e.g., Samsung) makes such changes to its
models, allowing mutual user authentication as an
additional feature.

Unlike the solutions presented in Table 1 [6, 7, 26,
27, 28, 29], the proposed method of secure key
exchange and end-to-end encryption does not require
additional key storage and protects against attacks from
the mobile network operator. This becomes possible by
using TrustZone and the use of the previous call hash.
The advantages of the proposed solution include the fact
that the secure channel is prepared at the initial stage
(before the call). The proposed method does not require
voice confirmation or an additional password; it is
protected from a man-in-the-middle attack on the
operator’s side and is compatible with various mobile
network technologies (2G, 3G, 4G, 5G inclusive).

Let's consider how the proposed methods cover the
described disadvantages.

The method of mutual authentication of users
during a call allows avoiding user spoofing on the other
side and verifying the user by using various types of
biometric authentication and by transmitting this
information in the modified fields of the "SETUP" and
"CONNECT ACK" messages.

The secure key exchange and end-to-end
encryption method provides these benefits because the
Diffie-Hellman protocol implements secure key
exchange and a short authentication string counteracts
the man-in-the-middle attack. A hash of the previous
call is used to prevent spoofing of phone numbers, and
symmetric  encryption is used to counteract
eavesdropping.

Implementation of the proposed solution becomes
possible if the above fields are modified during
connection establishment, which is a novelty of the
approach and allows for compatibility with various
mobile network technologies.

The implementation of the described approach
allows increasing the levels of "confidentiality in
exchange" and “integrity in exchange" services [17],
which ensures an increase in the overall level of
confidentiality.

The disadvantages of this study are that the
proposed solutions are only submitted as patent
applications and there is no testing on a real network.
The lack of testing, in turn, is related to the restrictions
imposed by certain authorities on the activities of
network operators. This restriction determines the
requirements for traffic encryption and user privacy.

Conclusion

For the first time, a method of mutual
authentication of users during a call is proposed by
modifying the "SETUP" and "CONNECT ACK"

message fields and using various types of biometric
authentication (depending on the scenario). The imple-
mentation of the method allows avoiding user sub-
stitution on the other side, providing access to services
to the authorized user only, and increasing the level of
service provision to confidentiality, integrity, and
observability groups. The scientific novelty lies in the
fact that user authentication occurs directly during the
call and does not require any additional actions from the
user. This is achieved using Continuous Authentication
or biometric authentication based on the ear
pattern/acoustic response.

The method of end-to-end encryption and key
exchange in mobile networks has been improved. Its
key differences are the use of the Diffie-Hellman
protocol for secure key exchange and a short
authentication string to counteract a man-in-the-middle
attack. Adding a pre-call hash also provides anti-
spoofing, while symmetric AES (256) encryption
prevents eavesdropping. The key difference of the
method is that to implement these features, we propose
a modification of the "SETUP" and "CONNECT"
messages in the traditional sequence of messages during
call establishment.

The scientific novelty of the approach lies in the
proposed modifications to the sequence of call
messages, which allows the implementation of
authentication and encryption methods and provides
counteraction to peer-to-peer attacks.

Future research development. The practical
implementation of the described methods and the
numerical results obtained during its testing in a real
network can be a further development of the study.
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NIABUINEHHSA 3AXUIIEHOCTI KOPUCTYBAYIB 1] YAC JI3BIHKA
A. A. Acmpaxanuyes, C. 1. Ileoan

Po3BUTOK MOOITBPHUX Mepex IMPH3BIB 0 MOSBU HOBHUX 3arpo3 1 HOBHX METOMIB peajizallii BKe ICHYIOUHX.
@DimMHTOBI aTaky, BKIIOYAOYXA POOOTH30BaHI aBTOA3BIHKM HAHOCATH PEKOPHY IIKOIY SK OKPEMHM KOPHUCTyBadaM
TaK 1 BeJIMKUM KopropauisMm. [Ipu 1ipoMy, iCHYIOYI METOAM MPOTUAIl HE MOXYTh 3a0€3MEeYMTH 3aXUCT BiJl TAKHX
aTak, OCKIIbKM OUIBLIICTh ICHYIOUMX PpIllIEHb CKOHIIEHTPOBaHI Ha aBTEHTU(]IKAlii MPUCTPOIO, TPU LHOMY
aBTeHTU(IKAIlis] KOPUCTYBaya Iij 4ac BiJIOBII Ha N3BIHOK He BinOyBaeThes. Llle omHiero mpobieMor MOOLITEHIX
MEpex € Te, 0 HeMae IMU(PYBaHHS TOYKa-TOYKa, TOOTO MOBa HMIM(PYETHCS JIMIIE HA BiJPI3Ky BiJ aOOHEHTa /0
6a3oBoi cranmii. IlpeaMeTomM BHBUYEHHS B CTaTTi € Mporecu 3a0e3MeueHHs 3aXHIICHOCTI KOPUCTyBada IIiJ Jac
n3BiHKa. MeToro € po3pobKka MojielTi B3a€MHOI aBTeHTH(IKAIT KOPUCTYBaviB Ta HACKPI3HOTO MIM(PYBaHHS TaHUX B
MOOLTBHIA MEpeXi i Yac J3BiHKA. 3aBAAHHAMM € 3aXICT KOPHCTyBaya BiJl HOTO MiAMIHM Ta BIIIMHTY, IPOITO3MIIis
METOAY 3aXHCTY IIIIXOM BIIPOBAPKEHHS B3a€MHOI aBTEHTH(IKaIlii KOPHCTYBadiB Mig 9ac A3BiHKa Oe3 30epiranHs
koHGIeH i#HOI iH(popMarii Ha OOl «I0BIpEHOI TPEeThOI CTOPOHMY. J[JIsi HEJOMYIIECHHS MEPEXOIUICHHS PO3MOB 10
MOOLTRHIA Mepexi 3 OOKy omepaTopa, SK depe3 MepeXy 3 KOMYTAIli€l0 KaHalliB TaKk 1 MaKeTHY MEpexy,
3ampoNoOHyBaTH MeTOoA Oe3MedHOro OOMiHy KIIF0OYaMH 1 HACKpI3HOTO MI(pyBaHHSA i Yac A3BIHKA IO MOOITHHIN
Mepexi. BUKOpHCTOByBaHUMH MeTOJAMH €: MAaTEeMAaTHYHI METOAM MOJENIOBAHHS, OHTONOTIYHHUNA MiAXix, Momemi
OaraTokputepianpHOi omrTuMmizamii. OTpumaHi Taki pe3yJbTaTH. 3ampOIOHOBaHA AJTOPUTM  B3a€EMHOI
aBTeHTU(}IKAIil KOPUCTYBadiB MUIIXOM BIIPOBA/KCHHS OIOMETPHYHWX METONiB aBTeHTH(iKamii 1 Momudikarii
MOCTIIOBHOCTI TOBIIOMJICHb Tix dac [3BiHKA. [IpmifoM [3BiHKa YHEMOXIIHBIIOETHCA OO IPOXOMKEHHS
aBTeHTU(IKaIlii KOpUCTyBada, sKa BiAOyBaeTbcs Oe3 MONATKOBUX [iff 3 OOKy KOpHCTyBada (3alporoHOBaHA
OloMeTprYHa IO PUCYHKY ByXa Ta KICTKOBOI mpoBimHOCTi). s iHQOpMYBaHHS MPOTHICKHOI CTOPOHH MPO
pe3ynbrat Bepudikailii KopucTyBaua BUKOPUCTOBYIOThCss Moaudikoani mosimomienas SETUP, CONNECT ACK.
Le yHEeMOXIMBIIOE IMiAMIHY KOPHCTYBauda, «MacKapam» IIJl dYac [3BiHKa Ta pPOOOI3BIHKA. 3ampOIOHOBAHO
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TIOETHAHHS AaCHMETPUYHOTO IU(PYBaHHS, KOPOTKOTO aBTEHTH(]IKALIHHOTO psiIKa 1 XEIIiB TOMepeIHiX I3BIHKIB I
T IBUIICHHAST KOH(IACHIIIHOCTI, MITICHOCTI 1 MPOTHIIT aTakaM «3JIOBMUCHHKA TocepeanHi». BucHoBku. Haykosa
HOBW3HA OTPUMAaHUX PE3yJbTaTiB MOJISITa€E B iHTErpamnii HaBeJJeHNX METO/IB B ITOCHIJOBHICTh TIOBIIOMJIEHb J3BiHKA,
IO JTO3BOJISIE peajli3yBaTH METOIM B3a€MHOI aBTeHTH(iKallil, HACKPI3HOrO MHU(PYBaHHA 1 3a0€3MeYNTH MPOTUIIIO
psAmy arak. 3amporioHOBaHI METONM MOXYTh OYTH peaji3oBaHi y TporpaMHOMy 3abe3rnedeHHi o0JiaJHaHHI
KOpHCTYBaua.

Knarouosi cioBa: aBTeHTH(}iKallisg KOPUCTYBaUiB IiJ 4ac A3BiHKA; MH(PYBaHHS TOJIOCY, MOOIIBHI MEpEexi;
MIPOTOKOII 3’ €THAHHS; MPOTHIIS aTaKaM.
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Irops Cikopcbkoroy», KuiB, YkpaiHa.
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