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STRATEGY OF BUILDING A WIRELESS MOBILE COMMUNICATION SYSTEM

IN THE CONDITIONS OF ELECTRONIC COUNTERACTION

The subject of research in this article is the process of building a mobile communication system that operates
under electronic countermeasures. The aim is to develop recommendations for building a wireless mobile com-
munication system that operates effectively in a complex interfering electromagnetic environment. The strategy
for building a mobile wireless communication system is based on the use of a grouping of low-altitude UAVs
with ultra-wideband signal technology circulating in control and communication channels, with the integration
of artificial intelligence elements into its structure. The objective of this study is to ensure the stable and secure
operation of a wireless mobile communication system despite electronic countermeasures. The methods of ana-
Iytical, temporal positional pulse coding, and fuzzy logical inference were used to make decisions on the transfer
of service in the network. The following results were obtained. A strategy for building a wireless mobile com-
munication system despite electronic countermeasures has been developed. It is shown that in order to obtain
high noise immunity of control and communication channels and to protect information from interception, wire-
less ultra-wideband communication technology should be used. This will provide large volumes and speeds of
information transmission. A technical solution for the design of an ultra-wideband transceiver antenna system
is proposed. Moreover, it is recommended to use the results of data processing in a fuzzy decision-making system
for the transfer of service between mobile network nodes in conditions of interference. Conclusions. The scien-
tific novelty of the obtained results is as follows. The use of ultra-wideband channels makes it possible to increase
the number of control and communication channels in a wireless mobile system almost unlimitedly. The prelim-
inary distribution of orthogonal codes between the channels realizes the process of control and communication
without the interception of information and mutual interference. The use of the time-position-pulse coding
method prevents the occurrence of intercharacter distortions of the encoding ultrashort pulses. This also reduces
the level of distortion of information signals caused by multipath propagation, which guarantees the security of
information in the system. The use of a fuzzy decision-making system for the transfer of services between mobile
network nodes allows dynamically changing the network topology in real time and maintaining high quality of
service under electronic countermeasures.

Keywords: mobile wireless network; security; ultra-wideband control and communication channel; radio-elec-
tronic countermeasures; fuzzy system.

ability to dynamically change the network topology in
real time.

Introduction

Motivation. Existing fifth-generation (5G) terres-
trial wireless mobile communications technologies have
difficulty providing adequate coverage in remote areas
and meeting the stringent quality of service (QoS) stand-
ards expected of terrestrial networks. To solve the cover-
age problem, two directions were chosen: the use of a
group of satellites or unmanned aerial vehicles (UAVS).
The quality of service of the system can be ensured
through the use of special types of signals that allow for
high noise immunity of control and communication chan-
nels and protection of information from interception.
Other means of countering electronic interference is the

State of the Art. Using a satellite constellation to
provide broadband is one way to ensure reliable coverage
in remote areas. The most famous in this area today is the
global Starlink satellite system. Since 2019, SpaceX has
launched about 3,500 Starlink satellites, which is about
half of the total number of active satellites currently in
orbit. It is planned to launch up to 40,000 satellites [1].
One of the advantages of this system is its resistance to
electronic countermeasures [2]. This is primarily due to
the high density of satellite architecture and software up-
dates [3]. One of the serious disadvantages of this system
is the need to use special terminals, as the Starlink system
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does not allow the signal to be transmitted directly to the
phone [4].

An alternative solution is to use of UAVSs in the
form of atmospheric satellites (with a balloon or aerody-
namic type design [5, 6]).

The balloon as an option for using UAVsS was im-
plemented by Loon. The control was carried out using an
autonomous system that considered the wind speed and
direction, could change the flight altitude, and thus could
reach a given area [5].

An atmospheric satellite of the aerodynamic type
uses solar energy in the air, while flying at night uses the
energy accumulated during the day in batteries. The most
well-known project of such vehicles is the Solar-Powered
Skydweller project, which was launched in 2002. The last
test flight was conducted in February 2023. During the
initial verification summer tests, the system autono-
mously controlled the aircraft from takeoff to landing
without the participation of a pilot, although there was a
safety pilot on board [7, 8].

The advantages of atmospheric satellites are high
bandwidth due to the operation of satellites in a wide
range of gigahertz frequencies - a satellite can support
several thousand voice communication channels, energy
efficiency (solar panels), less impact of various atmos-
pheric phenomena on signals between the satellite and
the Earth compared to satellite repeaters, lower time de-
lays (up to 150 ms) in data transmission, and lower
cost [9, 10].

The disadvantages are the likelihood of mutual dis-
tortion of radio signals from ground stations operating at
neighboring frequencies, the need to spend time and
money to ensure confidentiality of data transmission and
prevent the possibility of data interception by third-party
stations [10].

The use of a single UAV as a cellular base station
in the absence of radio interference will be a fairly effec-
tive solution for creating a mobile network. The radius of
stable reception will be determined by the UAV's flight
altitude and the characteristics of the transmitting and re-
ceiving equipment installed on board. At a flight altitude
of 50 m and an individual receiver at an altitude of 0 to 2
m, this radius of radio visibility will be 25 to 30 km.
However, both UAV and individual transmitting devices
cannot provide a signal energy level at such distances that
corresponds to stable reception. This radius will be 2—-3
times smaller.

The disadvantages of using single low-altitude
UAVs as repeaters are their vulnerability to electromag-
netic pulses, relatively short flight times, and high prob-
ability of control interception.

The use of a group of low-altitude UAVs allows for
an expanded coverage area and improved service quality.
Each of them is equipped with a switching module, which
allows them to coordinate and interact with each other.

Moreover, to fully ensure global connectivity in the next-
generation wireless air network, it must be combined
with ground networks. This creates a hybrid wireless net-
work that can provide users with quality services every-
where and at any time.

The basis of the hybrid wireless network is the air-
borne mobile peer-to-peer network FANET (Flying Ad
Hoc Network) [11]. It is a set of UAVs that are connected
by communication channels to each other, external
ground-based control points, and base stations of ground-
based mobile communications. At the same time, each
UAV can directly transmit information from the source
to the user [12].

A distinctive feature of this system is the concentra-
tion of several electromagnetic radiation sources in a lim-
ited space, which have a diverse amplitude and frequency
range [13]. The presence of such a complex electromag-
netic environment complicates the quality of the network
[14], causing failures in control systems and communica-
tion channels [15]. At the same time, there is a real pos-
sibility of unauthorized access to information circulating
in the network, as well as the likelihood of unauthorized
interception of the UAV control channel by organized
electronic countermeasures [16].

Transmitting radio frequency signals to destroy a
targeted UAV system is a typical method of counter-
UAV warfare, divided into hard and soft jamming ac-
cording to the degree of damage. Hard jamming refers to
the use of powerful RF signals to damage target systems,
especially communication-related devices. In [17, 18],
the impact of a broadband powerful electromagnetic
pulse on UAV components based on a quadcopter UAV
was studied and it was indicated that the receiver and
GPS are the most vulnerable modules. Soft destruction
mainly involves deceiving the target system by transmit-
ting false navigation or interfering with normal commu-
nication [19].

Based on the analysis of possible ways to build
wireless mobile communication systems, it can be con-
cluded that it is necessary to use a grouping of low-alti-
tude FANET-type UAVs with the use of methods of
masking control and information transmission channels
to ensure the survivability of the communication system
and quality service to subscribers in difficult conditions
and remote areas.

The aim of this work is to develop a strategy for
building a wireless mobile communication system that
works  effectively in a complex interfering
electromagnetic environment.

Objectives and approach. This paper presents a
strategy for building a wireless mobile communication
system. It functions effectively under the conditions of
electronic countermeasures. This allows us to obtain
some advantages that cannot be obtained by traditional
methods.
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To solve this problem, it is necessary to study:

- features of the FANET network functioning in the
conditions of electronic countermeasures

- possible options for ensuring security during in-
formation transmission;

- model of the antenna element;

- options for UAV route optimization in terms of
network survivability.

1. Features of the FANET network
functioning in the conditions of organized
electronic countermeasures

Electronic countermeasures systems generate an in-
terfering electromagnetic environment in a specific fre-
quency range. Traditionally, the frequency range from
0.5 to 18 GHz is used. At the same time, the radiation
power of organized interference in airborne systems is on
average 40-150 W, ground-based systems — 0.5-1 kW,
and sea-based systems — 1-10 kW. The main principle
used in the development of electronic countermeasures is
their ability to create interference that should be 30 dB
higher than the signal power used to create the interfer-
ence. According to the classification of the international
standard IEC 61000-2-13 [20], the interfering electro-
magnetic environment, which in free space has a destabi-
lizing electromagnetic effect on the control and commu-
nication channels of UAVSs, is more than 100 v/m of the
electrical component or 0.27 A/m of the magnetic com-
ponent [21].

Despite the wide variety of UAV types, their gener-
alized parameters [22] are:

— maximum power of the radiation signal in the
control channel — 100 mW;

— typical frequency range — 2.4... 5.8 GHz;

— single pulse width — 0.9 pS;

— inter-pulse interval — 1.2 uS.

The connection of individual devices to a FANET
turns it into a complex dynamic system that operates un-
der conditions of significant a priori uncertainty and ran-
domly organizes the interaction of its various compo-
nents. Due to the high mobility of UAVs in the FANET,
the critical factor is the fulfillment of electromagnetic
compatibility requirements [23]. At the same time, their
movement in three-dimensional space complicates mo-
bility problems because movement leads to disconnec-
tion of current users and requires updating the locations
of all nodes in the network. Each UAV needs to know the
location of other devices in real time, which requires the
need to obtain reliable and stable communication be-
tween devices to maintain an appropriate level of quality
of service (QoS) and quality of experience (QoE) [24].

The analysis of the network's functioning allows us
to identify two of its features. The first is the ability to

move the UAV automatically according to a predefined
programme. The second is the interception of infor-
mation in digital radio channels.

Moreover, the use of UAV bodies made of compo-
site materials makes them virtually invisible to radar sta-
tions. At the same time, the presence of a set of tools for
UAV control and potentially vulnerable points in data
transmission protocols, software of control, data trans-
mission and navigation systems poses a threat to the se-
curity of the wireless network. It depends on the structure
of the network and its location in space, the location of
users, the length of the access line, the physical and geo-
graphical conditions of the area, as well as the ability to
provide the user with several routes for information trans-
mission at the same time [25].

2. Security in the FANET network

The main requirements for network information se-
curity are to ensure its availability and integrity.

The availability of communications means is the
ability to provide the user with the necessary resources of
the communications system, the spatial topology of users
and the stability of communications elements despite or-
ganized electronic countermeasures. Integrity means the
ability of the system to counteract unauthorized changes
to information and/or restore distorted information
within a specified time using built-in means. The most
common means of ensuring the integrity of information
are methods of interference-resistant coding and conceal-
ment of the fact of transmission [26]. Communications
availability is the ability to provide a user with the neces-
sary communications system resources. It also ensures
the spatial topology of users and the resilience of com-
munication elements despite electronic countermeasures.
Integrity is the ability of the system to counteract unau-
thorized changes to information and/or restore distorted
information within a given time using built-in means.
The most common means of ensuring the integrity of in-
formation are methods of noise immunity coding and
concealment of the fact of transmission [26].

The noise immunity of the UAV control system and
communication channel is defined as the maximum level
of electromagnetic interference at which it maintains the
proper quality of operation. Increasing noise immunity is
facilitated by coding in the information and control chan-
nels. In the presence of external influencing factors, the
use of known algebraic, cascade, wrapper, and other
codes, as well as methods for their decoding [27], re-
quires redundancy, which leads to a decrease in the infor-
mation transmission rate. At the same time, the need to
increase the transmission rate of control signals in wire-
less channels requires the use of the widest possible fre-
guency range. Thus, the known methods of encoding in-
formation and control signals in wireless UAV channels
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do not provide the necessary noise immunity, which re-
quires the development of new approaches to solving this
problem. The physical limitation of the frequency spec-
trum has led to the need to use ultra-wideband communi-
cation technologies [28].

In wireless control and communication channels,
the transmission medium is the physical path between the
transmitter and the receiver. In this case, the characteris-
tics of the transmission medium are less important than
the bandwidth of the radiation signal. The most common
and optimal range is from 1 to 10 GHz. Due to frequen-
cies below 1 GHz there is significant interference from
various industrial electronic devices. At the same time, at
frequencies above 10 GHz, there is a large absorption of
the useful signal by the transmission medium [29].

When using ultra-wideband information transmis-
sion, a deliberate transformation of relatively narrow-
band information signals with an effective spectral width
Af to an ultra-wideband signal with an effective spectral
width AF is performed, provided that the total signal en-
ergy E ispreserved. In this case, the spectral energy den-
sity of the channel signal is deliberately reduced by a fac-

tor of AF/Af and will be AE/AF . The base of the chan-

nel signal also increases in AF/Af times accordingly.

The base of an ultrashort pulse signal is the product of the
signal duration and its spectral width. The simplest and
most convenient method for expanding the signal base is
to directly expand the frequency spectrum. The higher
the frequency of use, the higher the potential data rate.
Thus, ultra-wideband communication technology is
based on the transmission of low-power coded pulses in
a very wide frequency band without a carrier frequency.
Usually, it is not a harmonic oscillation that is emitted,
but an ultra-short pulse, the duration of which is in the
range of 0.2 — 2.0 ns, and the period of the pulse sequence
is 10 — 100 ns. Usually, such signals are in the form of
idealized Gaussian monocycles, the main part of the ra-
diation spectrum of which is located in the frequency
range from 1 to 10 GHz [30]. Thus, using a Gaussian
monocycle with a duration of 2.0 ns to 0.1 ns, the band-
width of the power spectrum will be from 500 MHz to 10
GHz, respectively. The signal spectrum will occupy the

entire frequency band from 0 to AF~1/At.

In the control and communication channels, infor-
mation is encoded by time-position pulse modulation.
Thus, the shift of a pulse relative to its reference position
in the sequence forward sets a zero bit, and backward — a
one bit, and the shift time does not exceed a quarter of the
pulse duration. One information bit is encoded by a se-
quence of many pulses (chips) per bit. To separate the
information channels, the location of each pulse is addi-
tionally shifted by a time proportional to the current value
of some pseudo-random sequence. Moreover, the shift

time is one to two orders of magnitude higher than the
shift in the time modulation. Each of the communication
channels is assigned its own expanding code combina-
tion, the elements of which make up the orthogonal basis
and define the channel code. The information message is
restored only if the receiver and transmitter use the same
channel code, which increases the noise immunity of sig-
nals in a wireless control and communication system.
The useful signal is extracted against the background of
noise and interference by correlating the received and ref-
erence signals. The correlator convolves the received sig-
nal with the reference signal. It is an ideal detector for
determining the time shifts of received pulses relative to
the reference. Thus, when receiving a one, the correlation
function is equal to +1, and when receiving a zero, it takes
the value —1. In all other cases, the correlation function is
0. Given that one information bit is represented, for ex-
ample, by 200 ultra-short chips, when they match, they
accumulate in the receiver integrator. Thus, the infor-
mation bit will be detected even if 99 out of 200 chips are
lost. The useful signal is extracted from the noise, which
in this case significantly exceeds its level in the signal-
to-noise ratio. This method ensures that the fact of trans-
mission is concealed.

At the same time, encoding an information bit with
a series of ultrashort pulses solves the problem of multi-
path signal propagation. This is because signals arriving
with a time shift due to different paths will be rejected as
interference. In addition, the use of a series of ultrashort
pulses to encode an information bit makes it possible to
eliminate intercharacter interference. Before the next ul-
trashort pulse from a series of encoding chips arrives, the
energy of the previous chip has time to completely dissi-
pate. When emitted, the coded information pulse signals
are in a very wide frequency band without a carrier fre-
quency, the requirements for the broadband of the trans-
ceiver antennas are basic.

3. Antenna modeling

According to the technical characteristics, the most
suitable antenna element is the Tapered Slot Antenna
(TSA) [31]. The mathematical model of the antenna was
created in the CST software environment. The results of
modeling its main characteristics are shown in Fig. 1, and
the block design is shown in Fig. 2 [32, 33].

The shape of open slot determines the frequency
band. Moreover, the energy pattern of such an antenna is
characterized by a narrow main beam and the practical
absence of side lobes. However, the preliminary for-
mation of Gaussian monocycle entering the antenna sys-
tem causes difficulties in matching in a wide frequency
band. This manifests itself in the form of re-reflection of
individual signal components, which distorts the shape of
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Gaussian monocycle. Therefore, the radiation pulse is
formed directly in the antenna opening [32].

To do this, the information monopulse signal is split
in half. A portion of the signal is sequentially inverted
and delayed for a period of time equal to half the duration
of the monopulse. Both mono-pulse signals are used to
excite two TSA antennas located side by side on a single
dielectric base. The electromagnetic fields of both
monopulse signals interfere with the equivalent common
aperture space of both antennas, creating a bipolar pulse

Type Farfield
Approximation enabled (kR >> 1)
Monitor farfield (f=2.04) [1]

electromagnetic field in it, while eliminating the time gap
between the two parts of the radiated field, which is typ-
ical for a TSA antenna. Thus, such an antenna in an ultra-
wideband communication system is capable of emitting
and receiving both an ultra-short unipolar monopulse and
a bipolar pulse information signal. This makes it possible
to significantly increase (by 3 to 10 times) the range of
propagation of pulsed electromagnetic signals.

Component
Output
Frequency

Rad. effic.
Tot. effic.

Dir.

Abs
Directivity
2.04
08.083107 dB
8.61772 dB
4.388 dBi

a)

Directivity Abs (Phi=0)

0
farfield (f=2.04)

270

Frequency = 2.04

Main lobe magnitude = 4.4 dBi
Main lobe direction = 138.0 deg.
Angular width (3 dB) = 164.0 deg.

180

Theta / Degree vs. dBi

b)

Fig. 1. TSA antenna geometry, 3-D (a) and 2-D (b) radiation patterns of the antenna at 2040 MHz
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Fig. 2. Design of the antenna unit

4. UAV trajectory optimization
in the FANET network

The combination of indicators of the level of mobil-
ity, the direction of UAV movement, the bandwidth of
communication channels and the indication of the re-
ceived signal strength make up an integral indicator for
making a decision on the transfer of service between de-
vices. Thus, it is advisable to apply an intelligent method
of information and service transmission by integrating ar-
tificial intelligence elements into a wireless mobile com-
munication network [33].

The optimal routing algorithm provides support for
the required noise immunity and quality of information
transmission and UAV control functions. Note that the
routing protocol cannot be implemented in a simple pro-
active or reactive way because the UAV wireless network
needs to be reorganized repeatedly when the UAV is not
operating. In addition, it is difficult to instantly control
the transfer of user links from an inactive UAV to an ac-
tive UAV [34].

A special feature in solving the problem of increas-
ing the interference resistance of a wireless FANET is the
method of controlling the trajectories of individual UAVs
to create a network configuration that minimizes the im-
pact of electronic interference. The implementation of
this method, in particular, provides for the organization
of the exit of individual network elements from the inter-
ference zone to transmit information to the base station
on ground networks.

The basis for organizing a wireless network is the
creation of a network that is resistant to electronic inter-
ference both within the network and by external ground-
based control points. At the same time, the possibility of
direct information interaction within the network and
with external ground-based control points using ultra-
wideband signals are realized.

The restriction on the formation of the optimal route
for information transmission within the network is not to
exceed the permissible value of the probability of error in
the transmission of information between the subscriber
and the user along the corresponding route using ultra-
wideband technologies.

The FANET network topology model is a graph
represented by a number of vertices - communication
nodes. The communication channel directly connects

nodes i and j creates a branch B(i'j). The quality of data

transmission by the network branch B(i'j)e M character-

izes the probability of information transmission error in
the network:

péivj) - pgi'j)(o)pf(;fj) 4 péivj)(l)pg:j)’

where Pgi'j)(O), P.Cgi’j)(l) — a priori probabilities of signal
presence and absence;
Pf(;'j), P,(Ti;j) — corresponding probabilities of false

alarm and signal miss.

For the optimal receiver, which is built using the
criterion of the ideal observer under the conditions of
equal values of the a priori probabilities

Péi'j)(O) = Pgi'j)(l) =0.5 and the cost of incorrect deci-
sions Cyy =Cyg, the probability of error in the network
guild will be as follows:

Pe(i’j) _ pf(;,j) - Pr(rifj) — ll_q)o(g(i_\/’;)ﬂ,

where ®(*) — the probability integral;
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q(d) _ the signal-to-noise ratio in the guild (i, j) of
the network.
Ordering the set of edges included in the route,
u(i, ) = (B1,B2...Br) between subscriber i between

subscriber j we obtain the probability of error on the
route u(i, j):

PluG, )]=1-T1R, (-P(,)) 1)

where R —the number of graph branches included in the
route pi, j);
P(Br) — probability of information transmission error

along the edge ;.

The rule for choosing the optimal route when trans-
mitting information from subscriber i to user j will be
as follows:

ni.j)=s @
< Pludi, p]=mintPu@. D]k =18

where S — the set of possible data transmission routes s
between subscriber i and user j.

At the same time, the network performance indica-
tor is used to measure the compliance of the probability
of information transmission error along the route with the
required acceptable value.

Plud, j)] < PE,

where PE _the acceptable value of the error probability.

Relations (1), (2) define the rule for the formation
of the optimal route of information transmission within
the network. High mobility of FANET network elements
increases the delay in information transmission and com-
plicates the decision-making process of connecting a de-
vice to the current or another access point and creating an
optimal route by transferring service to communication
channels with higher quality.

The organization of suppression of FANET com-
munication channels is usually carried out by means of a
movable jammer. The spatial branching of network ele-
ments creates a different distance of each element to the
jammer, which causes a different signal to noise ratio at
the input of UAV receivers. This ratio allows the for-
mation in real time of the current optimal data transmis-
sion route with the minimum possible errors.

The criterion for deciding whether to handover ser-
vice is usually the power of the received signal [35].
However, this single criterion for selecting a route for in-
formation transmission in the network can lead to service

disruptions because it can direct the route to an over-
loaded part of the network with low bandwidth. Thus, to
guarantee continuous connectivity and quality of service
in a mobile wireless network, a comprehensive criterion
should be applied that additionally takes into account
both the direction and speed of UAV movement, the
bandwidth of communication channels, and the level of
battery power. The use of a fuzzy system for making a
decision on the transfer of service with a logical inference
system allows for the evaluation and generation of output
data for decision-making. In fuzzy systems, the results
are classified in the range from 0 to 1. A value of 0 means
absolute impossibility, and a value of 1 means full corre-
lation. The output of the fuzzy system indicates the prob-
ability that the mobile device starts the service transfer
process. In general, if the user has high mobility and a
high level of received signal strength, there will be no
handover process

For example, suppose that the system uses fuzzy
logic and considers three input parameters. It processes
them, evaluates them, and generates output data for deci-
sion-making. For example, the first one is related to the
speed of the UAV. The faster it is moving, the less time
it will be connected to the access point. Therefore, we di-
vided the first parameter into three groups of linguistic
values: slow (0-1.5 m/s), moderate (1.5-2.5 m/s) and fast
(2.5-4 m/s). The second set of parameters relates to the
level of the received signal. The linguistic values of the
received signal are divided into three groups: weak (from
-120 to -100 dB), moderate (from -100 to -70 dB) and
strong (> -70 dB). The third set of parameters considers
UAV's flight range. This determines how long the UAV
can operate. This parameter helps to avoid unnecessary
transmissions to UAVs that cannot complete the task. For
this parameter, you can use the following sets of values:
low (0-10 minutes), medium (10-20 minutes) and high
(20-30 minutes) battery level. Thus, all these sets of pa-
rameters are part of a common logical conclusion. The
service is transferred when the value of the logical con-
clusion is equal to or greater than 0.6.

In this case, an additional means of increasing the
level of network interference protection is to control the
trajectories of individual UAVs to create a network con-
figuration that minimizes the impact of interference. In
this case, it is advisable to choose the UAV that is most
suitable for transferring control to it while moving with
the organization of the exit of individual network ele-
ments from the zone of influence of electronic interfer-
ence to transmit information to the ground network.

Given the use of ultra-wideband technologies in
FANET communication channels, when the useful signal
is below the noise level [36], the quality of the commu-
nication channel is simply the level of electromagnetic
radiation, which, according to the developers of elec-
tronic countermeasures systems, should be 30 dB higher
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than the useful signal. Due to the high mobility of UAVs
in a FANET, updating the location of all network nodes
is a critical factor. Network devices must know the loca-
tions of other elements in real time.

Thus, in addition to using GPS, which sends loca-
tion information on the average once per second. UAVs
should send their location data at a shorter interval than
GPS, which requires high-bandwidth communication
channels.

Conclusions

The use of NSS technology in the control and com-
munication channels of a FANET network allows for ob-
taining some advantages that cannot be obtained by tra-
ditional methods. In particular, this applies to improve
the quality of wireless network channels. The expansion
of the communication channel bandwidth and transition
to broadband channels allows for an almost unlimited in-
crease in the number of communication channels. Having
previously distributed modulation codes among the chan-
nels, they operate without intercepting UAV control, in-
formation, and mutual interference.

An important indicator characterizing the efficiency
of wireless mobile communications systems is the high
potential specific density of data and information trans-
mission. It is determined by the value of the total data
transmission rate per square meter of the working area,
which is currently about 1 Mbps/m2. The proposed and
substantiated method of using short information pulses-
chips allows avoiding inter-character distortion due to the
dissipation of the energy of the received pulse before the
next one arrives. This also reduces the level of distortion
of information signals caused by its multipath propaga-
tion. The method of pulse formation proposed in this pa-
per involves the use of an antenna with an expanding slot,
in the opening of which a radiation pulse is directly
formed. This study shows the results of modeling the pro-
posed type of antennas and presents their characteristics.
The use of this type of antenna can significantly increase
(by a factor of 3—10) the propagation range of pulsed
electromagnetic signals.

A characteristic feature inherent in control and com-
munication systems based on ultra-wideband signals is
the low probability of detecting both the fact of tempo-
rary establishment of communication channels and the
impossibility of intercepting UAV control channels. It is
also possible to operate simultaneously and without in-
terference in the same frequency range of both traditional
narrowband communication systems and systems with
UWSB signals. The levels of information and control sig-
nals do not exceed the noise level in the operating fre-
quency range. At the same time, reducing the power and
radiation level of electromagnetic fields guarantees the

fulfillment of electromagnetic compatibility require-
ments at all stages of the development and implementa-
tion of a wireless mobile network FANET.

In the context of organized electronic countermeas-
ures, the proposed method of determining the optimal
routing by controlling the trajectories of individual
UAVs to create a network configuration that minimizes
the impact of interference contributes to increasing the
level of network security. At the same time, the most suit-
able UAV is automatically selected in real time and con-
trol is transferred to it with the organization of its exit
from the zone of influence of electronic interference to
transmit information to the ground network.

Thus, on the basis of the research presented in this
article, it is possible to develop a strategy for building a
wireless mobile communication system under the condi-
tions of electronic counteraction.

This primarily involves the use of a group of low-
altitude UAVs, each of which can communicate with
base stations on the ground and other UAVS. This strat-
egy involves the rotation of aircraft in case of malfunc-
tion, possible damage, and need for recharging.

The second element of the strategy is the use of
methods to hide the transmission of information and con-
trol signals, which are realized through the use of ultra-
wideband signal and noise immune coding. To imple-
ment this method, it is proposed to use an antenna, the
modeling results of which are presented in this article.

The next element of the strategy is the UAV flight
route management system, which makes real-time deci-
sions to change the flight route depending on the situation
with obstacles, technical conditions, and possible mal-
functions of the UAV.

Obviously, the use of UAVs leads to the need to
solve some tasks that are not considered in the proposed
work. Such tasks include the selection of UAV models
that will provide the required quality of communication
channels, ensuring timely withdrawal from the group and
replacement of certain UAVs depending on their tech-
nical condition, organization of countering electronic
warfare, and much more, which is part of the organiza-
tion of the data transmission network.
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CTPATEI'IA NOBY/I0OBU BE3NMPOBITHOL MOBIJEBHOT CUCTEMM 3B’S3KY
B YMOBAX PAJJIOEJIEKTPOHHOI TPOTUATI

Onexcandp Cepkos, Onez Kacinos, bozoan Jlazypenxo,
Bonooumup Ileenee, Kapuna Tpyouaninosa

[IpeaqmeroM AOCTIIKEHHS B CTATTi € MPOIECH MTOOYIOBU CHCTEMH MOOLITBHOTO 3B’SI3KY, IO MPAIFOE B YMOBaX
pamioenekTpoHHOi mpoTuaii. Mera — po3pobka peKOMEeHIaImii Mmoo Mo0yIOBU OE3MpOBiTHOI MOOITHFHOI CHCTEMH
3B’S13Ky, 0 €(EKTUBHO MPAITIOE Y CKIIaIHIH 3aBaIOBiH eEeKTPOMAaTrHiTHIH 00cTaHOBII. B ocHOBY cTpaTerii modymoBu
crcTeMH MOOITHHOTO OE3MPOBITHOrO 3B S3KY MOKIIAZICHO BUKOPHUCTAaHHS yrpynoBaHHS ManoBucoTHux BILJIA 3 3a-
CTOCYBaHHIM TEXHOJIIOTii HaJIIMPOKOCMYTOBUX CHTHAIIB, IKi IUPKYIIOIOTH B KaHaJaX yIpaBIiHHS Ta 3B 3Ky 13 1H-
TErpari€ero 10 ii CTPYKTYpH eIeMEeHTIB MPUHHATTS pillleHHs . 3aBAAaHHS JOCITIKCHHS MOJIsrae B 3a0e3MeUeHH] ycTa-
JIeHo1 Ta Oe3rmedHoi poOoTH Oe3mpoBiAHOI MOOLTEHOI CHCTEMH 3B’SI3Ky B yMOBaX OpraHi30BaHOI pajlioeNeKTPOHHOI
mpotumii. B po0oTi BUKOPHCTOBYBAIHCS METOAH aHATITHYHOTO, YAaCOBOT'O IMO3HIIHHO-IMITYTbCHOTO KOIYBaHHS Ta
HEYITKOTO JIOT1YHOT'O BHCHOBKY JJISI IPAUHSATTS PIllICHb MIOAO0 Tiepeaadi o0cayroByBaHHs y Mepexi. OTpumani Ha-
CTymHI pe3yibTaTi. Po3pobiena crpateris moOymoBu 6e3mpoBigHOI MOOLITBHOI CHCTEMH 3B S3KY B YMOBaX pajioene-
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KTpoHHOI npotuzii. [Tokasano, o It OTpUMAaHHs BUCOKOI 3aBa/IOCTIMKOCTI KaHAJIIB YIIPaBIIiHHSA 1 3B’s3KY Ta 3aXH-
cTy iH(opMamii BiJ MepexoIuIeHHs ClTijl 3aCTOCOBYBATH TEXHOJIOTII0 OE3IPOBiTHOTO HA/AINPOKOCMYTOBOTO 3B’ SI3KY,
sIKa JI03BOJISIE 320€3MEeYNTH BEUKI 00CATH Ta MIBUAKOCTI Iepeaadi iHpopmanii. 3anpornoHOBaHO TEXHIYHE PilICHHS
11010 KOHCTPYKIIi HaIIMPOKOCMYT0BOI ITpUMaIbHO-TIepeaBaIbHOI aHTEHHOI ccTeMu. [Ipraomy, peKOMeHI0BaHO
BHUKOPHCTOBYBATH PE3yNbTaT 00POOKH JaHHUX y HEUITKIH CHCTEMI MPUHHSATTS PillleHb JUIs Iiepeiadi 00CIyroByBaHHS
MIX By3JIaMH MOOUTBHOI MepeXi B yMOBax 3aBaJl. BucHoBku. HaykoBa HOBH3HA OTpUMaHHX Pe3yNbTATiB MOJISTac B
HacTyITHOMY. BUKOpHCTaHHS KaHaJIIB i3 HaIIMPOKOIO CMYT'OI0 YaCTOT JJa€ MOMKIIMBICTh MPAKTUYHO HEOOMEKeHO 30i-
JIBIIUTH KUTBKICTh KaHAIIIB YIIPABIIiHHSA Ta 3B’s3Ky y 0e3nmpoBinHii MoOLbHIHM cuctemi. [lonepenHii po3momin Mix
KaHaJlaMH OPTOTOHAJILHUX KOJIiB peajIi3ye MpoIiec YIPaBIiHHS Ta 3B 513Ky 0e3 epeXoIuIeHHs iHpopMallii Ta B3aEMHHIX
3aBajl. BUKOpHCTaHHS METOly YacOBOTO MO3HIIIITHO-IMITYJIECHOTO KOYBaHHS 3a1100irac BAHNKHEHHIO Mi>KCHMBOJIb-
HUX CIIOTBOPEHBb KOJIYIOUHX HAJAKOPOTKHX IMITyNbCiB. [Ipu IbOMy Takok 3HMKYEThCS PiBEHBb CIIOTBOPEHB iHPOpMa-
LIHKUX CHTHAJIB, SIKI BUKJIMKaHI HOro 6aratorpoMeHEeBUM PO3IIOBCIO/DKEHHSIM, 1110 TapaHTye Oe3nexy iHpopMarii B
cucreMi. BukopucranHs HEUITKOI CHCTEMU MPUIHATTS pillleHb y BUNAJKY Iepeaadi 00CIyroByBaHHSI M By3JIaMHU
MOOIJTBHOT MEPEXi Ja€ 3MOTY y PESKUAMI peallbHOr0 4acy AWHAMIYHO 3MIHIOBATH TOMOJIOTII0 MEPEXKi Ta MiATPUMaTH
BHCOKY SIKICTh O0OCITYTOBYBaHHS B YMOBaX pa/iloeNIeKTPOHHOI IIPOTHAT.

Karouosi ciioBa: MoOinbHa 6e31poTOBa Meperka; HaAIIMPOKOCMYTOBHI KaHall YIIPaBJIiHHS Ta 3B'SI3KY; pajioe-
JIEKTPOHHA TPOTH/Iisl; HEYiTKa CUCTEMA.
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