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VIDEO IMAGES' COMPRESSION METHOD BASED ON FLOATING POSITIONAL
CODING WITH AN UNEQUAL CODOGRAMS LENGTH

The subject of research is the video images' compression and encryption processes during the critically im-
portant objects managing process. The goal is to develop a method for compressing video images based on
floating positional coding with an uneven codegrams length to simultaneously ensure information reliability
and confidentiality during its transmission with a given time delay. Objectives: analyzing existing approaches
to ensuring the video images confidentiality; development a method for compressing video images based on
floating positional coding with an uneven codegrams length; evaluate the developed method effectiveness. The
methods used are: digital image processing methods, digital image compression methods, image encryption
and scrambling methods, structural-combinatorial coding methods, statistical analysis methods. The following
results were obtained. The technology of floating encoding of an uneven sequence of blocks is proposed. Code
values are formed from the elements of different video image blocks. For this, a scheme for linearizing image
point coordinates from its four-dimensional representation on a plane into a one-dimensional element coordi-
nate in a vector has been developed. The four-dimensional element coordinate on the plane describes the im-
age block coordinates and the coordinates of the element in this block. Code values are formed under condi-
tions of controlling their binary representation's length. Simultaneously, coding is implemented for an inde-
terminate number of video image elements. The number of elements depends on the length of the code word.
Accordingly, codegrams with an indeterminate length are formed. Their length depends on the service data
values, generated during the encoding process. Service data act as a key element. Conclusions. The one-stage
polyadic image encoding method in a differentiated basis has been further improved. The developed encoding
method provides image compression without information quality loss. The original images volume compres-
sion was provided by 3-20 % better compared to the TIFF data presentation format and by 4-15 % compared

to the PNG format. The overhead amount was less than 2.5 % of the entire codestream size.
Keywords: authenticity; compression; confidentiality; encoding; encryption; image; lossless; video.

(asymmetric) encryption [4]. Additionally, schemes are
adapted directly for image processing, for example, us-
ing reversible cellular automata [5]. These methods are

1. Introduction

The formulation of the problem. Recently, video

images are widely used for decision-making in the crisis
infrastructure management and during their protection.
The volume of images constantly grows and they are
required to maintain maximum quality. Simultaneously,
there are requirements for ensuring the video data con-
fidentiality. Therefore, there is an urgent need to solve
the scientific and applied problem of increasing video
information confidentiality in terms of ensuring its reli-
ability and accessibility.

The state of the art. There are various approaches
to ensuring the images confidentiality, including:

— cryptographic protection methods based on data
encryption. First, these are the block symmetric encryp-
tion algorithms [1-3] and algorithms with public key

usually used in sequential schemes for executing the
compression and encryption functional [6, 7];

— cryptographic protection methods based on data
scrambling [8, 9]. These are methods that are focused
on processing uncompressed and compressed images.
As a rule, chaotic maps are applied to uncompressed
images [9, 10]. For example, Sudoku [11] and Rubik's
cubic [12]. Ensuring the compressed images security
focused on the compression standard features. In the
JPEG 2000 technology, using the JPSEC functionality,
it organizes wavelet-region coefficients signs scram-
bling and processing at the packet level [13, 14]. In the
JPEG technology, privacy functionality is only being
developed [15-17]. It is focused on scrambling of DCT
coefficients [17-19] and processing at the packet
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level [20—22]. Additionally, alternative schemes are also
offered. For example, a non-format compliant scalable
RSA-based JPEG encryption algorithm [23]. In other
compression technologies, approaches to ensuring secu-
rity are in the development stages. For example, the GIF
format uses 3D Chaotic Baker maps [24];

— steganographic image processing methods to en-
sure both the built-in and the video data themselves se-
curity [25-27];

—using the sharing secrets technology to ensure
one [28] or more images security [29-32];

— methods that implement the access rights policy
and confidentiality management [8, 16-18];

— transformations that remove critical areas in im-
ages [8, 33, 34];

— geometrically inverse image distortions [35, 36].

But they all are characterized by significant prob-
lematic shortcomings, among which are the following:

— ensuring video data confidentiality without com-
pression technologies using does not allow to create
conditions to increase its accessibility;

—ensuring images confidentiality using compres-
sion technologies after and/or between data compression
process stages is actually based on the encryption and
compression functionality separation. This also reduces
the video data availability;

—lack of complexing compression and crypto-
graphic transformation methods, which affect video data
availability;

— lack of methods based on non-deterministic en-
cryption algorithm principles implementation and/or
non-deterministic approaches to the processed data
amount and location. This affects the cryptographic
strength level.

To address these shortcomings, cryptocompression
representation (CCR) methods have been developed.
They are designed to simultaneously provide video in-
formation compression and protection. These methods
are based on nonequilibrium-positional coding systems
in the upper bounds basis [37] and differentiated basis
[38]. The two-stage processing scheme was described in
the study [39]. Decoding methods are described in the
study [40]. Technological features are described in the
studies [39, 41]. Articles [39, 42] consider the crypto-
compression coding systems key parameters that affect
the cryptographic stability and video data availability.
Such parameters are the CCR images code constructions
nondeterministic length and an uncertainty additional
degree presence such as elements nondeterministic
number involved in the cryptocompression codograms
(CCCdg) formation. Considering these parameters, the
service component systems coding method in a differen-
tiated basis on the second stage of the CCR images was
developed in the study [38]. The method basis is the
developed data linearization scheme from three-

dimensional coordinates of the representation in a two-
dimensional matrix into a one-dimensional coordinate
for a mutually unique element in the vector representa-
tion. Linearization is organized in the horizontal direc-
tion in rows. After the second coding stage, the generat-
ed service data CCCdg are encrypted on the basis cam-
ouflage video compression systems service data com-
pression developed method [43].

However, the basic methods [37, 40] of the CCR
images encoding the original video data do not fully
take into account nondeterministic properties identified
in [39-42] and are implemented in [38]. Therefore, it is
necessary to develop a cryptocompression coding
(CCC) method, which additionally uses the nondetermi-
nation property.

Thus, the article develops a cryptocompression
images' coding method based on a floating non-
deterministic processing scheme to ensure video data
cryptographic stability while maintaining information

specified quality without reducing its availability.

2. Development of Image Cryptocompres-
sion Method Based on Floating Positional
Coding With Different Codegram Lengths

The frame of any original image has a dimension
Mx N elements where M is the number of lines in the
image, and N is the number of columns, and consists of
P planes. Thus, color images presented in RGB color
space consist of three planes P =3. Each plane is a two-
dimensional matrix A dimension Mx N elements.

The same processing type was organized for all
planes. Plane A is divided into equal blocks A%*,
where y is the block A“* coordinate in the plane A
vertically, x is a horizontal Each

block A“* dimension is defined as mxn elements
where m is the row number in the processed block, and
n is the column number. Dimensions m and n block

A" are chosen multiples of degree 2, i.e. m,ne 2, 4,

8, 16. During handling process array mxn sides values
are usually accepted equal, i.e. m=n.
The maximum value of the coordinate the block

A" variable vertically y . and horizontally . is
determined based on the ratio of dimensions Mx N the

processed plane A and dimensions mxn block A%%
namely:

coordinate.

where [o] is an integer part number.
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Every block A% is a two-dimensional array of
a("®) elements. Here:

—i is the row of the element in A% array,
i=1m;
— j is the column of the element in A" array,

j=1n;

- =L =LE

_ Alr0 ={ai(’vj,x)}.

Each item a{” contains information about

brightness and can take values from 0 to 255.
Each processed plane A is two-dimensional ele-

ments al” array A={a{’¥}, where is 'y:l,[M],
' ’ m

lev[ﬂ]l i=l,_m, J:ﬁ
n

CCCdg formation begins with service components

(SC) formation. To do this, in each block A®%) of the
lines direction determines:

—bases A0 ={§ 0} systems, where i=1m.
Basis A" for items of i-th line in the block AY)

defines as the source block maximum line element by
the formula:

M = max (aff?); &)
1<j<n
—lowering value systems dynamic range

O —furV}  where i=1m. Decreasing value

u{ 0 for i -th line in the block AY%) jtems defined as
the minimum value by the formula:

p = min (aft?). )

1<j<n

Each elements "% and u{"*) can take values in
the range[0;255] .

Base systems A% ={*V} and blocks A"
plane dynamic range ©% ={u{"} decreasing values
are vector columns with m elements each. Two-
dimensional data arrays A ={A*} and @={u{""}

are being formed. The size of these arrays is M x[ﬂ].
n

Two-dimensional arrays A and ® are SC CCR of the
image for plane A. They contain information about the
identified structural characteristics of the video data.

Data processing begins with the first block A%
with coordinates (11) and continues horizontally to the

coordinate block (1;[ﬂ]). After that, the processing
n

continues in the block with coordinates (2;1) in the hor-
izontal direction and so on until the last block with co-

ordinates ([M];[E]) processing completes. Elements
m-n

a{") inside block AU are processed vertically. The
element with coordinates (1;1) is processed first. After
the element with coordinates (m;l) is processed, pro-
cessing of the element with coordinates (1;,2) begins.
The last element to be processed in block A®%) s the
one with coordinates (m;n) .

The next limitations are being considered:

- planes A have dimension Mx N ;

- planes are uniformly partitioned into blocks
A0 Each block has dimensions A7),

Then next condition is fulfilled:

The two-dimensional matrix A is reformatted into
a one-dimensional vector to organize floating coding:

A={a}={af{"},

where t=1,M-N, y:l,[M], X=1,[ﬂ], i=1m,
m n

j=1n,

where 1 is the matrix A two-dimensional element

affj'X) one-dimensional coordinate, which is reformatted
into a one-dimensional vector for one-to-one corre-
spondence.

To do this, the element a{%*) coordinates lineari-
zation performs. Reformatting consists in finding the t
coordinate of an element in a one-dimensional se-

qguence, t=1,M-N. Simultaneously, the four-
dimensional coordinates of the elements are considered.
They are defined by:

- location (i;j) of elements in block AY®)
- place (y;x) of the block in the image A.

This takes into account the data processing organi-
zation scheme in the process of CCR image plane. The
following expression for this uses:
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As a result of matrix A reformatting, the form of
data representation changes. However, the data itself do
not change. Its number remains unchanged and is equal
to M-N.

The reverse transformation involves determining
the two-dimensional coordinates (y;x) and (i;j) of

element ai(yj"‘) on the basis of one-dimensional ones.

The input elements are a, with a one-dimensional co-

ordinate t. The following expressions are used for trans-
formation:

y= +1;

[N]
T— 1]

x= ——]'[—]+1
[ ]

-1
i=1 [—n]-m n—[ mrﬁ” ]m;

-1

i=I m-n 1+1.
m

The reformatting of the two-dimensional compo-
nents A={\\"9}, ©={u"} of base systems into
one-dimensional sequences is carried out on the basis of
expression (3). This takes into account that jzl,_n . This

takes into account the data processing in the CCC pro-
cess organization scheme.
As a result, the three-dimensional coordinates of

elements A" and (" are converted into one-

dimensional. Here the vectors A={A __ 1t
m'[m] - [7]
o={u ol [_1} t1=1,M-N are formed.
m[—+t— [
m-n

These vectors consist, respectively, of elements
with coordinates:
- from A, to A ;
1 M‘[%

- from p, tou T Ny

Reformatting two—dlmensional matrices A and ©
into one-dimensional vectors has such features:

- values of the elements A% and p{"* do not
change;

- their number does not change. In each vector, this
. . N
number is determined by the value M-[—].
n

It is necessary to provide a one-to-one correspond-
ence between fragment elements and service data. To do
this, it is proposed to expand components A, © of the
base system to the power of the image plane. Here, it
should be considered that the planes are represented in a
one-dimensional vector form.

To do this, the column vectors A% and @V
are transformed into a two-dimensional matrix A'*%)
and @%) | respectively.

Transformation process is organized by repeating
the corresponding column vectors A% and @"* by

n times. Two-dimensional matrices A'C0, @)

consist of elements A%, W) accordingly. The val-

ue of elements is calculated by expressions:
7"571“) =) and p'i(fj'X): n{ at j=1n.

As aresult, bases A' and lowering values ®' sys-
tems forms which dimension is equal to processed plane
A, namely MxN elements.

Reformat service data systems A' and ©®' from
two-dimensional matrices to one-dimensional vectors is
performed using expression (3) on the image plane A
two-dimensional matrix reformatting principle. As a
result, one-dimensional vectors forms:

= =00y = 08" 1
O'={u }={ui P = ("} 5. 1=LM-N.

Based on the linearization of the coordinates ac-
cording to expression (3), accordance is ensured be-
tween:

- coordinates t of elements of SC systems A' and
(O2

- coordinates [m-[r—_l]+r—m-[1—_l]) of ele-
m-n m

ments of SC A and ©.
Such accordance is described as:

A=A

T

o _;L(YX), = LM N:

m[—]+r m[—]
“I‘r:u rl_HI(yX)’T:]"M.N'

m{ e

Code values (CV) E, of the information compo-
nent (IC) of the CCR image are formed for:
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- vector representation of the plane A;

- advanced service data systems A' and ®' (or A
and @).

At the same time, coding is organized according to
a floating scheme in a differentiated basis. The CV for-
mation E_ process given by the following expressions:

©(0)g+¥o -1
E.= D.(@-p) W)=
=1(0)¢
7(0)g +¥o -1
= Z <(a-T —M - - )WT> , (4)
=1(0)q, m{—Jre-m{-]
©(0)g +¥ -1
H ()\"i+l_ ulg ) =
E=cil
©(0)g ¥ -1
= 7\1 i ) l— ) 4 l
W, = 1;[1( e ”m.[%]+é_m_[%]) 5)
1<1(0), +V¥, -L
1
1=1(0), +%¥, -1
where 1e[1(0),;(0), + ¥, 1] and

1(0), +¥, -1<M-N,

where o is a formed CV serial number E, 1C CCCdg;

T, & — linear vector coordinates that determines
the data processed in the encoding process position;

7(0),, — the processed plane A element a_ start-
ing coordinate in the vector form from which the CV
E,, formation of the begins;

¥, — floating (indeterminate) plane A elements
a, number involved in the CV E, formation;

W, — weighting factor for t-th element a_,
which is the product of the following bases A’ ele-
ments, taking into account their dynamic ranges reduc-
tion by ' .

The starting parameters for the first CV E_ are

calculated as follows:
—the CV serial number is equal to a=1;

—first elementa, starting coordinate is equal to
The following starting parameters for the new CV

IC formation determines as follows:
— CV serial number increases by one o =o +1;

— starting coordinate t(0), determines based on:

a) value of coordinate t(0),_; for the previous CV
Ea—l;

b) current amount ¥,_; of elements a_.

This is described by the formula:

©(0)y, =7(0)_1 +¥,_1. (6)

For the CV E, IC formation involved are plane
A elements a, with coordinates
1 €[1(0),;7(0), +¥, —1]. The last CV formation ends
after processing all the plane elements, name-
lyt(0), +¥, —1<M-N. After all the CV E, for-
mation they combine and form IC E={E_} for the
processed plane.

Number ¥, of plane A elements a_ involved to
the CV E_, formation, are non-deterministic and de-
pends on the processed data values. It is determined
based on the condition that the formation of the CV E
should not lead to code word overflow (CW) L, .,
which is allocated for its storage, i.e.:

E, <2"w 1, log,(E,) < Ly, )

where 2w —1 is the largest number that can be stored
in the CW by length of L, bit.

From the analysis of expressions (4) and (5), the
conditions for fulfilling inequality (7) follow. They con-
sist in controlling the accumulated product of bases 2’

considering:
- amount ¥, of elementsin CV;

- reduced dynamic range p'; .
This is described as:

7(0) g, + W -1
H(k‘ﬁl— we)<2tew -1, ®)
&=1(0)q,
1(0)g +¥g -1
- <
11 ety my T M gy sy ®

£=1(0)q, ?
.(9)

<2bow 1

In practice, to eliminate the error associated with
the CW overflow, instead of condition (8) or (9) it is
better to use the following inequalities:

1(0)q +¥g -1

H(k‘§+l—u‘é) <
&=1(0)q,

©(0)g +W 1

[]6

£=1(0)q.

2bew _1

. . (10)
©(0)q +¥q TLHe(0) g+,

- )<

miEe-miE

2t 1
A +1-

m-[%]ﬂr(o)q +¥y )—m-[%]

mEpemE)

<

(1)
—n

m-lit(o)‘:nf:/“’llqr(o)uwu)fm-[if(o)“;*’a’l]
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provided that SC system (¥, +1)-th element with the
coordinate (t(0), +¥,)<M-N exists when checking
condition (10) and with the coordinate

N4 (1), +¥,) -

T(O)a + ‘Pa —
(m- [—~n

m_[t(O)a +¥, -1
m

])sM-[%]

when checking condition (11).
Elements ¥, number defined as:

1(0)01‘*"‘?&—1
H(K'é+l—p'g)
&=1(0)q
or
T(O)(x‘*'\pa—l
H o e tl-p oy i1
e M ey B Y

Value ¥, is an argument of this expressions
when:

- their maximum value is reached;

- fulfillment of inequalities (10) or (11).

This is described by the formula:

7(0) g+ W -1

H (}\‘lg +1- Mlg )) =

£=1(0)q,

Y =arg max(
Yo

T(0)g Vo1
—argmax( [

Yo &=1(0)q,

I-p .) - (12)

i hem S mEemi
Elements quantity ¥, determination algorithm,

which describes the formulas (10)—(12) implementation
organization rule, consists of the following stages.

At the previous stage, the introduction of initial pa-
rameters is organized. These include:

- sequence number o of CV E_;

- starting coordinate t(0), of the first element a_;

- length of CW L, .

Counter of the number of elements involved in the
formation of the CVE,, installed to ¥, =1.

Stage 1. At the first stage, the reading of the ele-
ments is organized A'., p'. for SC A" and ®'. Or
n g for A and 0O.

miE Jreem S m e m T

Elements have the following properties:
- their coordinates vary between

(1(0) +¥) ;

7(0), and

- they correspond to the a_ elements of the A

plane.

Stage 2. The second stage organizes CW L.,
overflow checking, allocated for CV E_ storage, in the
case of adding another element with a coordinate
(1(0),, +¥,,) (or

(m "0 e (1(0), + 9, -

7(0),, + ¥, 1]))
m

Namely, the fulfillment of inequality (10) or (11) checks
under the condition that the existing element of the SC
system is added.

Stage 3. If conditions (10) or (11) met, then during
the third stage the elements number counter value in-
volved in the CV E_ formation, increases by 1, i.e.

_m.[

Y, =¥, +1. After that we pass to perform the second
stage.

Stage 4. If condition (10) or (11) is not fulfilled,
then during the fourth stage it is determined that the
number of elements that form the CV E_, is equal
to ¥, .

The formation of the CCCdg is organized in four
steps. The floating coding scheme in the differentiated
basis is considered as well.

Step 1. At the first step, which consists in prepar-
ing the initial data and determining the SC:

—output plane A divides into blocks A®%) | con-
sists of mxn elements each;

—for blocks A% ={a{%"} using formulas (1)

o’

and (2) determines the base system A" ={3{r0} and

the dynamic range ®"* ={u""*} decreasing values that
are vector columns with m elements of each. After pro-

cessing all blocks A" the resulting vector columns
are combined into two-dimensional data sets

A={&} and @ ={u{"}, dimension Mx[%] ele-

ments each. These two-dimensional arrays A and © is
an SC CCR image for a plane A;

- formula (3) organizes reformatting of two-
dimensional matrices. This includes the following ma-
trices:

a) image A;

b) data system services A and ®;

c) extended data system services A' and @'.

As a result, corresponding one-dimensional vec-
tors are formed;

— the starting parameters for the formation of CV
E, and the lengths of CW L., . These include:
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a) sequence number of CV E_, a=1;

b) starting coordinate of the first
1(0), =1.

Step 2. The second step calculates the elements
¥, number involved to the CV E_ formation. To do

element,

this, the elements number counter installs to ¥, =1.
Then stages 1-4 of the corresponding algorithm are per-
formed.

Step 3. During the third step the CV E, SC is
formed on the basis of expressions (4) and (5). Code
value E_ depends on:

— image plane A ={a{"};

~SC systems AT =0y and

e ={Hi(y’X)}-
Step 4. After the CV E_ formation, if not all plane
A=fal"}

elements processed, i.e.

(v(0), +¥, —D =M- N, then the new starting parame-
ters for the new CV formation were determined, name-
ly:

! —the CV serial number increases by one o. = o, +1;

—new start coordinate t(0), determined by for-
mula (6).

After that, the second stage is performed.

Stage 5. If all plane elements A ={a{’*'} are pro-
cessed, i.e. (t(0),+¥,-D=M-N, then all formed
CV E, combines and forms IC E={E,} for this
plane. The last formed CV E_ sequence number o will
match the quantity o, of all CV E_, which forms IS
E ={E_} for the plane A.

Writing elements in the code stream can be orga-
nized on the uniform or non-uniform length g, CV E,
basis. Uniform length g, corresponds to the length of
the selected CW L, , ie g, =L, . The uneven length

q, is individual for each individual CV E_. It is de-

termined on the basis of the accumulated product of SC
elements. Here systems A, ® or A', @' are used.

Length ¢, depends on elements quantity ‘¥, using the
formula:

1(0)g +W¥o -1

H(k’ﬁl—p'é J+1=
&=1(0)¢,

Qe = [IOQZ

1(0)g + ¥y -1

=[lo Ao o +1- _ ]+1.
flog, H G ey T i e )]
&=1(0)q, mn m mn m

All o, CV E, total length determines by the
formula:

O max
a= Y d, -

a=1

CCCdg image forms from the code structures ob-
tained for each plane A with P planes, namely:
— information component E ={E_};

—bases A ={\{""V} systems;

— systems of dynamic range © ={u{""?} lowering
values.

Ensuring the video data cryptographic stability
based on the developed method is provided by:

—formation CV E_, on variable elements a,
quantity ¥, based on the CW L, overflow control.
Elements a, number¥,, which forms the CV E_,,
depends only on the structure of the processed data;

—formation IC E={E,} using CV E,. Code
values are formed for uneven sequences with uneven
lengthsq,, . It is determined on the basis of the accumu-
lated product of SC elements. Simultaneously, the num-
ber of elements is equal to ‘¥, . On the one hand, this

reduces the overall length q IC E={E_}. On the other
hand, without knowledge of the SC A and ® (A' and
©®') it is impossible to allocate each individual CV E_
from the total code stream of the IC E ={E_};

—in fact CV E, formation performs non-source
involved elements a_, but its representation in the re-
duced dynamic range (a,—p'.). This allows signifi-
cantly increase elements number ¥, that forms the CV
E, . and reduce number o, CV E, IC E={E_};

—bases A={\"Y} and lowering the dynamic

range © ={u""} systems are subject to additional

encryption and/or scrambling. The volume was much
smaller than that of the original image.

Evaluation of the developed method effectiveness
was carried out from the standpoint:

—reconstructed images quality assessments com-
pared with the original;

— video data compression quality evaluation;

— SC CCCdg volumes estimates, which are subject
to additional encryption;

— IC CCCudg statistical characteristics estimates.

The developed method of non-deterministic float-
ing CCC of images is proposed to be used for the for-
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mation of CCCdg. This forms the first stage of the cor-
responding conceptual method. Here, processing is car-
ried out without loss of information. The relevant mate-
rial is given in [37].

Therefore, we will evaluate the effectiveness in
two directions:

- for a single-stage implementation scheme of the
developed method;

- for a two-stage implementation scheme. Here, the
use of the developed method in the process of formation
of CCCdg is considered.

3. Results and Discussion

Coding methods without loss of information were
used for comparison. The comparative evaluation was
carried out according to the indicator of the reduction of
video data volume. Simultaneously, encoding methods
implemented in TIFF and PNG formats were cho-
sen [44, 45].

The developed method, as well as control methods,
does not make errors in the data during the coding pro-
cess and refers to methods without loss of information
quality.

The standard RSME deviation of all reconstructed
images of different saturation classes of small objects
and different sizes relative to the original video data
is 0, and the correlation coefficient is 1.

The compression ratio of images based on single-
stage and two-stage processing scheme estimates the
results presented in Fig. 1. Here the processed data
blocks dimension was performed at values m=n=8.
Specific results for some images shown in table. 1.

* Compression
ratio
1.8
1.6
1.4
12 1 N N N
NRRR
0.6 1 N N N
N N N
0.4 - N :.: *
02 N N N
0 h L >
2 stages 1 stage TIFF PNG T;(;Z

[ low-saturation O middle-saturation E high-saturation

Fig. 1. The images compression ratio estimating
the results

The analysis of the data in fig. 1 shows the follow-
ing. The best result in terms of the degree of image
compression was shown by the two-stage implementa-
tion scheme of the CCC image method. Simultaneously,
images with different degrees of saturation were taken
into account. The average value of the compression ra-
tiois:

— for highly saturated images — at the level of 1.08
with decrease in data by 7.14 %;

— for medium-saturated images — at the level of
1.22 with decrease in data by 18 %;

— for weakly saturated images — at the level of 1.54
with decrease in data by 35.06 %.

This is on average 3-20 % better than the TIFF da-
ta format and 4-15 % better than the PNG format. Sim-
ultaneously, two-stage processing exceeds the single-
stage approach by 4-5.2 %.

Therefore, the code constructions of indeterminate
length formation:

— from the standpoint of confidentiality ensuring
provides uncertainty in the uneven codograms position-
ing in the overall code stream, which actually eliminates
the possibility of their unauthorized decryption;

—from the standpoint of accessibility ensuring
provides images CCR amount reduction relative to the
original video on average from 1.08 to 1.54 times, de-
pending on the degree of their saturation.

The information and service components in the
CCCdg volume ratio are presented by table. 2. The fol-
lowing abbreviations are used here IC1, IC2 — IC,
formed after the first and second processing stage.

Table 2 analysis shows that the SC CCCdg volume
decreases with processing unitsm and n increasing
dimension. This reduces the amount of data that under-
goes additional cryptographic transformation based on
scrambling and/or encryption. So, if m=n=16 ele-
ments the SC in CCCdg volume the level no more than
2.5 % of all code stream volume provided.

From the IC CCCdg bit sequences statistical test-
ing seen that;

—the number of 1 in bit sequences is greater than
the number 0 from 2 to 5 %, and the probability of oc-
currence of units deviates from1/2 only by 1-2.5 %;

—the number 1 in each of 64-bit subsequence will
differ from the number 0 by an average of two, which
exceeds the reference value by one and satisfies
Golombe's postulates (ideally, the number 1 in each
period should differ from 0 by no more than one);

— there is the same number of series 0 and 1 in the
sequences, which differs from the estimated value of
50 % less than 1 %;

—the probability of series-pairs distribution (00,
01, 10, 11) in the sequences is in the range of 0.223-
0.272 with a calculated value of 0.25, and series of
threes (000, 001, 010, 100, 011, 110, 10 111) —in the



142 ISSN 1814-4225 (print)
Radioelectronic and Computer Systems, 2023, no. 1(105) ISSN 2663-2012 (online)
Table 1
Assessing the degree of test images compression results examples
Processing option
Tests PNG TIFF CCR 1 stage CCR 2 stage
image odds |%change| odds |%change| odds |% change| odds |% change
compr. | volume | compr. | volume | compr. | volume | compr. | volume
2.1.01 1.08 7.41 0.92 -11.11 1.086 7.92 1.126 11.19
Airplane 1.34 25.26 1.28 21.88 1.39 28.06 1.54 35.06
Baboon 1.04 3.85 0.83 -20.48 1.05 4.76 1.08 7.41
Barbara 1.13 11.50 1.18 15.25 1.14 12.28 1.22 18.03
Lena 1.07 6.54 1.08 7.41 1.25 20.00 1.37 27.01
Airport area 1.25 20.00 1.26 20.63 1.16 13.79 1.21 17.36
Table 2

The CCCdg information and service components volume ratio without information quality loss for different block

A video data processing parameters m and n, %

Tests The parameter m and n value provided that m=n
image 8 12 16 20
IC1L | IC2 | SS [ICL|IC2 | SS |IC1 | IC2 | SS | IC1 | IC2 | SS
2.1.01 75.53 |17.44| 7.03 | 84.02 |12.72 | 3.26 |88.23| 9.91 | 1.86 | 90.75| 8.06 | 1.19
Airplane 72.81|17.55| 8.64 | 82.52|13.08| 4.4 |86.97|10.55| 2.48 |89.92| 8.55 | 1.53
Baboon 75.83|17.42 | 6.75 | 84.38 |12.49 | 3.13 |88.43| 9.78 | 1.79 | 91.03| 7.83 | 1.14
Barbara 76.29 | 16.1 | 7.61 | 84.76 |11.79 | 3.46 |88.79| 9.26 | 1.95 | 91.22| 7.54 | 1.23
Lena 75.71| 15.7 | 8.59 | 84.55|11.57 | 3.88 [88.83| 9.01 | 2.16 | 91.29| 7.35 | 1.36
Peppers 74.63|16.73 | 8.64 |83.65|12.45| 3.9 |88.03| 9.8 | 2.17 |90.73| 7.92 | 1.35
Airport area 74.24|18.23 | 7.54 | 82.99|13.58 | 3.43 | 87.3 |10.77 | 1.93 | 90.06 | 8.73 | 1.21

range of 0.103-0.146 with an estimated value of 0.125.
The best results were obtained for saturated realistic
images;

—there is no correlation between the elements in
the IC;

—there is no redundancy in the IC, additional
compression by ZIP and RAR archivers is not provided.

4. Conclusions

Scientific novelty. The images in a differentiated
on the basis of single-stage cryptocompression coding
method based on the nonequilibrium positional coding
technology using has been further improved. The differ-
ence between this method and the known ones is the
follows:

— organization of a floating coding scheme for the
entire image plane. Here, the information component is
formed for the image elements of different blocks. A
linearization scheme was developed for this purpose. It
allows representing two-dimensional coordinates of
elements through four-dimensional ones. Mutually un-
ambiguous mapping between the elements of service
components and video images is ensured. For this, the
two-dimensional matrices of service components are
reformatted into one-dimensional vectors;

— information component code value formation
eliminates the code word length overflow, which is al-
located for its storage;

— additional using of two degrees of uncertainty,
which consist of the nondeterministic length of crypto-
compression codograms and the nondeterministic num-
ber of elements involved in their formation.

This allows to increase the cryptographic strength
and video data availability without losing credibility.

Further research will deal with the development
of methods of storage and processing of service compo-
nents of cryptocompression codegrams of video images.

Research results can be applied as follows:

1) as a component of complex image compression
and encryption technologies;

2) for systems of video monitoring at crisis infra-
structure facilities in terms of ensuring the conditions
for images protection;

3) for on-board complexes in the systems of for-
mation and transmission of protected images.

Contribution of the authors: the review and
analysis of information sources — Andrii Yerma-
chenkov, Maksym Savchuk; the analysis of approach-
es to ensuring the images confidentiality — Serhii Sid-
chenko, Dmitriy Barannik, Gennady Pris; the justifi-
cation of problematic shortcomings of the images confi-
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chenko; the analysis of cryptocompression representa-
tion methods of video images — Dmitriy Barannik; the
justification of the approach to improving the method of
cryptocompression coding of images — Vladimir
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tion of a floating position coding scheme within the
entire image by reformatting a two-dimensional matrix
into a one-dimensional vector, creating an approach for
linearizing the four-dimensional coordinates of a two-
dimensional matrix into a one-dimensional vector coor-
dinate — Serhii Sidchenko; creating an approach to the
formation of floating length codegrams — Serhii Sid-
chenko, Dmitriy Barannik; creating a images crypto-
compression method based on floating positional coding
with an unequal codograms length — Serhii Sidchenko,
Vladimir Barannik; software implementation, evalua-
tion of the effectiveness of the method of cryptocom-
pression coding of images, the analysis of the results of
the comparison of different methods — Serhii Sidchen-
ko, Andrii Yermachenkov, Maksym Savchuk; the
text of the previous version of the article — Vladimir
Barannik, Serhii Sidchenko; editing and post-editing —
Serhii Sidchenko, Andrii Yermachenkov, Maksym
Savchuk; formulation of conclusions — Vladimir
Barannik, Serhii Sidchenko, Dmitriy Barannik.

All authors have read and agreed to the published
version of the manuscript.
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METO/J CTUCHEHHA BIJEO30BPAKEHD
HA OCHOBI ILTABAIOYOT'O MO3UIIMHOTO KOJIYBAHHSA
3 HEPIBHOMIPHOIO JOBKHHOIO KOJOI'PAM

Bonooumup Bapannik, Cepzin Ciouenxo, /Imumpo bapannix, Anopii Epmauenkos,
Maxcum Caguyk, I'ennaodin IlIpuc

IIpeaMeToM BHBYEHHS y CTATTi € MPOLIECH CTHCHEHHs Ta MIM(PYBaHHS Bie0300paXKeHb Y NPOLIEC] YIPaBIiHHSI KPUTUIHO
Ba)XJIMBUMH 00'ekTamu. MeTo10 € po3poOKka METOly CTUCHEHHSI Bi/1e0300pa)KeHb Ha OCHOBI IUIaBAIOYOro MO3UILIHHOTO KOJyBaH-
Hs 3 HEPIBHOMIPHOO JIOBXKHHOIO KOAOTPaM Jisl OIHOYACHOTO 3a0e3MeyeHHsl JOCTOBIPHOCTI Ta KoH(iAeHIIHHOCTI iHpopMarii B
npoueci 1l mepeaadi i3 3a4aHOK0 YaCOBOIO 3aTPUMKOIO. 3aBIaHHsI: IPOBECTH aHANI3 ICHYIOUMX MMIAXOIIB 10 3a0e3NeyeHHs KOH-
¢ineHIiHHOCTI Bie0300paXkeHb; pO3pOOHTH METOJ CTUCHEHHSI BiZIe0300pakeHb Ha OCHOBI IJIABAIOYOTr0 ITO3UI[IHOIO KOJyBaHHS
3 HEPIBHOMIPHOIO JIOBXKHMHOIO KOJOIrpaM; MPOBECTH OLIHKY e(eKTUBHOCTI po3pobiieHoro merony. MeTogaMu, 1110 BUKOPHCTO-
BYIOTbCS, €: METOAU 1P POBOi 0OpOOKH 300paskeHb, METOU CTHCHEHHS [U(POBUX 300paXKeHb, METOM MIN(PPYBAHHS Ta CKPEM-
OJIrOBaHHS 300pa)KeHb, METOAN CTPYKTYPHO-KOMOIHATOPHOrO KOJAYBaHHs, METOIM CTATUCTUYHOro aHaiizy. OTpUMaHO Taki pe-
3yabTatu. [InaBaroua cxema KOIyBaHHS HE 0OMEXYeETbCs 00pOOKOI0 OkpeMux 00KiB. DopMyBaHHS KOJOBUX 3HA4YEHb OpraHi-
3Y€EThCS JUTS IEMEHTIB i3 Pi3HUX OJ0KIB 300paxeHHs. [ljist 1boro po3podiieHa cxema JiHeapu3alii KOOPIUHAT TOYKH 300paXke H-
Hsl 3 YOTUPUBUMIPHOTO 1i Mpe/CTaBICHHS Ha IUIOMHI B OJHOMIPHY KOOpPAHHATY eJieMeHTa y BekTopi. YoTupHBHMIpHA KOOPIH-
HaTa eJIEeMEHTa Ha IUIOLIMHI OIHMCYE KOOPAMHATH OJOKY Yy 300pakeHHi Ta KOOPJMHATU eJeMEHTa Y 1boMy Ououi. dopMyBaHHs
KOZIOBUX 3HAYECHb OPraHI3YeThCA 3 YPaXyBaHHAM KOHTPOJIIO IEPENOBHEHHS JOBXUHU KOJOBOTO CIIOBA, IO BUAUIAETHCS VIS iX
36epiranns. [Ipu 1poMy KOoyBaHHS 3a6e3leuyeThcs NS HeleTepMiHOBAHO! KibKOCTI eIeMEHTIB BHXiAHOro 300paxkeHHS. Ix
KiUJIbKICTh 3aJICKUTh BiJl 3HAYCHb CIEMEHTIB, sIKi (OpMyIOTh O0KK 00poOKH. BHacminok komyBaHHS QOPMYIOTHCS KOJOBI 3HA-
YeHHS HeJIeTePMiHOBAHOT JIOBXKHHH. IX JTOBKMHA 3aJI€KUTh BiJl 3HAUYEHb CITY)KOOBUX JaHUX, cDOPMOBAHUX Y MPOIECi KOTYBAHHSL.
Ciyx00Bi JJaHI BUCTYNAIOTh SK KIIOYOBHH eneMeHT. BucHoBku. OTpHMaB nojaiblie yJTOCKOHAICHHS OZHOKACKaJHUH METOJ
MONiaNnYHOr0 KOMyBaHHS 300pakeHs y mubepeniiiioBanomMy 6a3uci. Po3pobiennii MmeTon KomyBaHHs 3a0e3Medye CTUCHEHHS
300paxkeHb 0e3 BTpaTH AKocTi iHpopMmarii. 3a0e3meuyeTbesi CTUCHEHHs 00csAry BUXiTHOro 300pakeHHs kpae Ha 3—20 % B no-
piBHsHHI 3 Gpopmarom npencrasnenns qaHux TIFF i na 4-15 % mono ¢popmaty PNG. O6csr ciny:k00BHX TaHHX HE HEPEBHILYeE
2,5 % BiJ po3Mipy BCbOTO KOIOBOT'O MOTOKY.

KuouoBi ciioBa: 6e3 BTpar; BiJieo; TOCTOBIPHICTD; 300pa)eHHs; KOAYBaHHsI; KOH(IICHIIIHICTh; CTUCHEHHS; MIN(pPYBaH-
HSL.
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