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METHOD OF ENCRYPTING IMAGES BASED ON TWO MULTIDIMENSIONAL

CHAOTIC SYSTEMS USING FUZZY LOGIC

The subject of the study: it is proposed to develop a method of image encryption with pixel permutation imple-
mented using fuzzy logic and Hainaut mapping, as well as diffusion, which is implemented using the Lorenz
system. Study objectives: To propose an effective way to apply the rules of fuzzy logic in relation to the values
generated by the Henon mapping to implement the permutation of pixels in the image, which will provide a
random permutation and increase the efficiency of the encryption method. Also, to achieve better security in the
process of image encryption, the use of the diffusion process implemented using the Lorenz system. In addition,
to increase the sensitivity of the encryption method to change the initial value of the component colors of the
pixels will also be used in the encryption process. Investigation methods and research results: developed and
presented a method of image encryption with pixel permutation implemented using fuzzy logic and Henon map-
ping, as well as diffusion, implemented using the Lorenz system. The initial values for the Henon mapping and
the Lorenz system will be determined from the entered keyword, and the control parameters are set by the oper-
ator, while the values of the component colors of the pixels will also participate in the encryption process. In
addition, before the process of rearranging the pixels in the image, the rules of fuzzy logic are implemented by
Henon mapping. Also, the values of the component pixels before and after the diffusion procedure will be reduced
to a single interval. Thus, as a result of image encryption, the original image changes completely, loses its
content and shape, and the color intensity distribution of pixels becomes uniform. The program implementation
of the proposed encryption method was also carried out and the qualitative characteristics of the proposed image
encryption method were evaluated, namely: analysis of histograms of original and encrypted images, correlation
of adjacent image pixels, root mean square error (MSE), peak signal-to-noise ratio (PSNR), entropy before
changing the color components of the pixels. Conclusions: the implementation of the method has shown that it
has a large number of encryption keys, which makes brute force (the process of their selection) resource-inten-
sive and complex, and the implementation of the encryption process in two stages and using two different chaotic
systems significantly improves the security of the encrypted image. The resulting cryptosystem is also resistant
to the following attacks: approximation of chaotic orbits, correlation, analytical and statistical attacks.
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better performance and security compared to these meth-
ods [4, 5].

Introduction

In today's world, most people use digital services.
Through such services, people exchange all kinds of in-
formation and often such information is personal and
therefore needs protection. This is the reason for the need
to protect digital images and videos during their storage
and transmission. Due to the rapid progress of telecom-
munication systems such as mobile and Internet net-
works, the protection of digital images / videos is becom-
ing more and more important [1-3].

Image encryption is an important part of infor-
mation security. Due to high redundancy, high data ca-
pacity, low entropy and high correlation between pixels
in image files, traditional algorithms such as International
Data Encryption Algorithm (IDEA), Advanced Encryp-
tion Standard (AES) and Data Encryption Standard
(DES) are not fully suitable for encryption of images.
Moreover, these algorithms require quite a lot of compu-
tation time and energy in the process of performing en-
cryption. Chaos-based encryption methods demonstrate

The work is devoted to the development of a new
method of image encryption in two stages, namely per-
mutation, implemented on the basis of fuzzy logic and
Henon mapping, and diffusion - based on three-dimen-
sional chaotic Lorenz system, increase encryption stabil-
ity, and evaluate the effectiveness of the proposed image
encryption method.

1. Motivation for research

Chaotic systems are nonlinear and deterministic [4].
Due to their characteristics, such as random behavior, er-
godicity, sensitivity to initial conditions and control pa-
rameters generated by chaotic sequence systems, they are
often pseudo-random and their structures are very com-
plex to analyze and predict. Thus, chaotic systems can
improve the security of encrypted images. Permutation
and diffusion are fundamental techniques of image en-
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cryption implemented by chaotic systems. At the permu-
tation stage, the pixel positions of the original image
change, while the pixel values remain unchanged, and
therefore the histograms of the encrypted and original im-
ages are the same. In addition, permutation-only encryp-
tion methods are not sufficiently stable for statistical
analysis. At the diffusion stage, the pixel values of the
original image change. Most diffusion methods imple-
ment encryption by directly superimposing a chaotic se-
quence on the pixel intensity of the image. Compared to
permutation, diffusion can provide a higher level of se-
curity, but the encryption effect is not sufficient, which is
why it is necessary to use both encryption tech-
niques [6, 7].

2. Work related analysis

Chaos-based cryptography always implements one
of the stages of chaos encryption. In order to achieve the
greatest resistance to cryptographic attacks, it is neces-
sary to perform substitution-permutation, which are
widely used in both conventional block ciphers and cha-
otic. As a rule, the substitution-permutation structure re-
alized in chaotic ciphers by means of a combination of
confusion and diffusion processes [7, 8].

For most crypto-encrypted cryptosystems, a chaotic
system used to generate pseudo-random values that are
used for permutation and diffusion. First, the permutation
rule can be static in the form of a table or dynamic by
induction from chaotic values. Second, the substitution is
usually realized by combining chaotic values and values
of the component colors of pixels [9].

Most successful attacks on chaotic ciphers are based
on weaknesses in the algorithms of permutation and dif-
fusion processes, and are described in the literature [6, 7].
In addition, the works [10, 11] indicate the criteria and
evaluation of chaotic encryption methods. From a cryp-
tographic point of view, the more complex the dynamics
of chaos, the stronger the chaos-based cryptosystem will
be. Many cryptosystems have recently been proposed us-
ing more complex chaotic systems, namely hyper chaotic
systems, delayed systems, fractional order, and spatio-
temporal chaotic systems [12].

A chaos-based cryptosystem becomes much
stronger if its encryption keys depend on the content of
the image. The use of image content in chaotic dynamics
is created by external perturbations. There are two ways
to associate image content with encryption keys. The first
is that the connection between the image content and the
encryption keys is established by means of state pertur-
bation [13]. The second is a selection mechanism in
which the content of the image is used to select one of the
chaotic sequences to generate key streams [14]. The ini-
tial values of the chaotic system are fixed, and neither the
state variables nor the control parameters of the chaotic

system are violated during the generation of chaotic se-
quences.

Friedrich in [15] first introduced permutation-sub-
stitution or substitution-diffusion. In this proposed tech-
nique, the position of the pixels is first mixed to reduce
the correlation between adjacent pixels. After that, the
pixel values change alternately during diffusion.

Liu et al. [16] introduced an image encryption sys-
tem based on an iterative chaotic 2D Sine map with an
infinite collapse modulation map and a closed loop mod-
ulation connection. In this technique, chaotic shift trans-
formation is used for both mixing and diffusion. In [17],
Hamza and Tituna proposed a technique for encrypting
images based on the process of confusion-diffusion using
the chaotic sequence of Zaslavsky. Zaslavsky's sequence
is used to obtain pseudo-random numbers, based on
which the encryption key was obtained.

Ping et al. [18] developed a method of image en-
cryption based on confusion and diffusion using Henon
mapping. In [19], Mishra and Saharan proposed a method
of encrypting images based on the Henon map and a 128-
bit private key, in which the permutation is performed us-
ing a permutation matrix created by the Henon mapping.

In [20], the authors have proposed a new technique
of image encryption using a chaotic system with cyclic
shift at the bit level, which was implemented using
Henon mapping. The proposed method has less compu-
tational complexity and shows promising results in terms
of various security tests.

Fuzzy logic is also often used in cryptography, and
the main problem in its application is the formulation of
the rules of its application. In the literature [21], a method
of image encryption based on fuzzy logic for the trans-
mission of confidential data has been proposed. The
method focuses on the secret separation of the key using
fuzzy logic, i.e. values are generated on the basis of
which it is decided which part of the key to use for further
encryption of the image.

In [22], a new method is proposed with automatic
image encryption as an alternative to manual selective
encryption of color images. Fuzzy logic rules for pixel
color information are used to select the encryption area.

3. Purpose and objectives of the study

It should be noted that not all methods of encrypting
information with the use of chaos can provide a sufficient
level of security during transmission or storage. Over
time, the stability of encryption methods may decline as
new types of attacks emerge. That is why, there is a need
to develop new methods with increased security.

The development of new methods requires the ap-
plication of new approaches in their design. Therefore,
we determine the purpose of this work as to develop a
method of image encryption using the rules of fuzzy logic
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in relation to the values generated by the chaotic Henon
mapping and diffusion using the Lorenz system.

Also, the task of the study is to assess the effective-
ness of the proposed method of encryption, i. e. statistical
analysis, key space, information entropy, analysis of sen-
sitivity and resistance against cryptographic attacks.

4. Description of the encryption
and decryption algorithm

Image encryption is conversion the image data into
a form that cannot be easily understood by unauthorized
people. Decryption is the process of converting encrypted
data back to its original form.

To easily recover the contents of an encrypted mes-
sage, you need the correct decryption key [2, 5]. The key
is an algorithm that cancels the encryption algorithm. Al-
ternatively, a computer can be used for an attempt to
crack the cipher.

4.1. Encryption algorithm

The encryption algorithm consists of two stages,
namely permutation and diffusion. The Hénon mapping
and the chaotic Lorenz system were chosen to implement
the encryption method.

With the help of Hénon mapping and fuzzy logic,
the permutation process is implemented. The Hénon
mapping is a time-discrete dynamical system [4] that ex-
hibits chaotic behavior. The equations describing the Hé-
non map are as follows:

Xn1=Yn +1—axﬁ ,
Y., =bx? @
n+1l n*

The Hénon mapping takes a point (X, Y,) on a

plane and maps it to a new point. The mapping depends
on two parameters, a and b, which have values a = 1.4
and b = 0.3 for the canonical Hénon mapping, and at such
values the mapping behavior becomes chaotic. For other
values of a and b, the mapping may be chaotic, periodic,
or convergent to a periodic orbit.

To implement the diffusion process, a dynamic cha-
otic Lorenz system was used, which includes three ordi-
nary differential equations [4]:

‘i—’fm(y-x),

—=Rx-y-xz, 2

where x, y and z — dynamic parameters of the system;
o, B and R - static parameters of the system, ¢ =10,

R=28, and b=g. Solving this system sequentially, we

obtain points that form the trajectory of the state of the
Lorenz system in the phase space. Fig. 1 shows the
change in the trajectory of the system between two vari-
ables x and z.

50

Fig. 1. Trajectory of the Lorenz system
in phase space

The encryption algorithm proposed will consist of
two stages, namely permutation and diffusion [12, 16, 18,
20, 29]. To implement the process of diffusion and per-
mutation, it is necessary to create initial conditions for
chaotic systems. To do this, the proposed method uses a
foreign secret key 256 bits (K) of length, which is divided
into blocks of 8 bits each and is called the permutation
key. In general, the 256-bit key K is set as follows:

K=k, K,,..Ks, ®)

The initial conditions for both chaotic systems are
determined as:

key(1)=mod [i ( k,A...Ak, +§: I;—'zj
key(2)=mod

key(3)=mod

key(4)=mod

l 32 ,
ﬁ(kﬂk../&kzﬁzin, @

key(5)= klA.__Ak; (256°x32)’
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where operation mod(x, y) returns the remainder of the
division and the symbol @ represents the bitwise opera-
tion excluding XOR. Obviously, equations (3) and (4)
show that the initial conditions for both chaotic systems
are very sensitive to changes even in the first bit of the

secret key. As a result, the key space is 2*°, which
makes it possible to resist any brute-force attack.

Two keys, key (1) and key (2), will be used as initial
conditions for the Hénon mapping, while key (3), key (4)
and key (5) — as those for the Lorenz system.

To implement permutation using fuzzy logic, it is
necessary to form rules, according to which we will de-
termine to what number of positions the shift of pixels to
the right will occur. In general, the process of permuta-
tion of pixels occurs according to the following algo-
rithm:

1. Since the image is a two-dimensional array of
pixel coordinates, we first converted it into a one-dimen-
sional dynamic array, sequentially writing the rows of the
two-dimensional array one after the other from the first
one to the last.

2. We create a dynamic one-dimensional array of
the same size as the one-dimensional array of pixels of
the original image.

3. We take the first pixel from the one-dimensional
array of the original image, and using the Hénon mapping
and the fuzzy logic rule we calculate the new position
(coordinate) of the pixel in the one-dimensional dynamic
array of the encrypted image and write its value there.

4. The shifted pixel is written into the one-dimen-
sional array of the encrypted image and removed from
the dynamic one-dimensional array. Thus, one-dimen-
sional dynamic array is reduced by one element.

5. Then we take the second pixel from the one-di-
mensional array of the original image, substitute it into
the Hénon map and define a new position for it. Then it
is written to a new position in the one-dimensional dy-
namic array, while the one-dimensional array of en-
crypted image and one-dimensional dynamic array are
reduced by another element. Thus, in a one-dimensional
dynamic array, there will always be only free pixel coor-
dinates, and its size will decrease after moving each
pixel.

6. The process is repeated until all elements of the
original image array are moved to the position in the new
one-dimensional array of the encrypted image.

7. For permutation of the last pixel of the original
image, there will be only one option for it to be moved,
because only one coordinate will remain in the one-di-
mensional dynamic array — the only free space where it
can be moved.

8. After shifting all the pixels from the one-dimen-
sional array of the original image and creating the one-
dimensional array of the encrypted image, the latter will

be the Hénon transformation into a two-dimensional ar-
ray of coordinates of the encrypted image.

Because you need to permutate both square and rec-
tangular images, the rows and columns of the original and
encrypted images must be the same.

Since the height of the image is the value of H, and
the width — that of W and such an image is converted
from a two-dimensional array into one-dimensional one,
we used both Hénon mapping equations to convert it. The
original values of both equations are added and the max-
imum value of the total range will be divided into equal
intervals; then using the rules of fuzzy logic we will de-
termine to which place of the one-dimensional dynamic
array the pixel will move. In this case, the maximum
value of the range will be divided by the size of the dy-
namic one-dimensional array and will gradually decrease
during encryption, as the size of the array is reduced by
one element each time the pixel is encrypted

\Nl :Wz =W3 =W4 :Ws :Ws :W7 )
W=W, +W, +W, +W, +W, W, +W,.

The rules of fuzzy logic for permutation along the
length of a one-dimensional array W are:

If the input value is in the range from 0 to 1, then
the output value is in the range from 0 to W, ;

If the input value range is from 1.1 to 2, then the
output value range is from W, to W, ;

If the input value range is from 2.1 to 3, then the
output value range is from W, to W, ;

If the input value range is from 3.1 to 4, then the
output value range is from W, to W, ;

If the input value range is from 4.1 to 5, then the
output value range is from W, to W, ;

If the input value range is from 5.1 to 6, then the
output value range is from W to W, ;

If the input value range is from 6.1 to 7, then the
output value range is from W, to W, .

Pixel permutation may not always provide a high
degree of protection for the encryption method, even with
a sufficiently large key space [10, 23]. Therefore, it is
necessary to introduce an additional stage of encryption,
called diffusion. As a result of diffusion, the color grada-
tion of the component pixels changes. Changing the gra-
dation further increases the resistance of the encryption
method to various types of attacks.

To implement the diffusion process, a three-dimen-
sional Lorenz system (2) is used, and each component of

the pixel will be encrypted using a separate component
of the Lorenz system. For example, the red component
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will be encrypted with a variable x, the green one — y

and the blue one— z .

For encryption of each component, the Lorenz sys-
tem is solved 1000 times at first, to avoid transients, and
after the last solution, the encryption process will take
place. Next, to encrypt each pixel, the Lorenz system is
solved 10 times and the values of the component pixels,
i.e. 256-level gradation of the pixel component color,
converted to decimal value by equation (6), will be added
to the generated value of the Lorenz system.

X =X pin TOX ,
255 (5)

8X:Xmax “Xmin »
where C is the gradation of the color component of the
pixel X ., —the minimum initial value of the Lorenz sys-

min
tem, reduced to a single interval, X, — the maximum

initial value of the Lorenz system and X — the converted

gradation value of the color component to decimal, which
will be the initial condition for the Lorenz system.
Therefore, the cipher of each component of a pixel
is the sum of two values, and mathematically it will look
like this:
Cr =X X s (6)

n+l

where C, is the resulting encrypted pixel, X,,, isthe Lo-
renz system value obtained after 10 reiterative solutions,
and X is the current unencrypted pixel value. If the ob-

tained decimal value is greater than X __ , the value of &x

is subtracted from it.

Since the Lorenz system is three-dimensional and
each pixel is described by three components, equation (5)
will be used three times to encrypt all three components.

After encryption, the obtained encrypted value of
the component pixels in decimal form must be trans-
formed back into color gradation using equation

C=round {w} @)

max !

X

4.2. Decryption algorithm

The process of decrypting the image, as well as the
process of encryption, is also performed in two stages,
but in the opposite direction. First, the values of the pixel
colors components are restored after the diffusion per-
formed, and then the initial positions of the pixels in the
image are restored.

Restoration of color gradation occurs in the same
way as the encryption procedure: first the image obtained

after the diffusion process is restored. To do this, we take
the encrypted value of the penultimate pixel, solve the
Lorenz system 10 times and subtract the encrypted value
of each of the pixels in the encrypted image from the
value obtained. If the obtained decimal value is smaller

than x the value of 0X will be added to it.

To restore the pixels positions, the Hénon mapping
is solved using the same initial conditions and control pa-
rameters. By means of fuzzy logic rules we determine the
place of the pixel that is to be moved to the first position
of the one-dimensional array, then we determine the po-
sition to be moved to the place of the second pixel, and
the process continues until the original image is fully re-
stored.

min !

5. Practical implementation of the method
and the results of encryption

The proposed encryption method was implemented
in the Delphi 7 programming language. To demonstrate
the work of the encryption methods, the colored image
"Flowers" 300,300 pixels in size was used. The result of
encryption is presented in Fig. 2.

a) b)
Fig. 2. The original image "Flowers" (a)
and the encrypted image after both stages
of pixel encryption (b)

6. Analysis of the security
of the encryption method

A high-quality encryption method must resist all
known attacks, such as known plaintext attacks, en-
crypted only text attacks, statistical attacks, differential
attacks, and various brute-force attacks [13-15, 29]. To
confirm the effectiveness of the proposed method of im-
age encryption, we conducted a number of assessments
of the level of protection, namely: statistical analysis
(histograms), key space analysis, information entropy
analysis, sensitivity analysis and avalanche effect.

One of the most important characteristics for
evaluating the security of the image encryption method is
the homogeneity of the histogram of encrypted images
[24-26]. We evaluated the histograms of the original and
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encrypted images after each encryption step. Accord-
ingly, Fig. 3 presents a histogram of the original image,
which has large rises and they are accompanied by de-
clines. In Fig. 4, there are histograms of encrypted images
after both stages of encryption, they are quite homogene-
ous and significantly different from the histogram of the
original image. The obtained result indicates that it will
be difficult to perform a statistical attack. Therefore, the
statistical distribution does not provide any clues for the
implementation of statistical analysis of the encrypted
image.

Pixels in the original images have high correlation,
S0 a secure encryption method should eliminate this cor-
relation to improve the stability against statistical analy-
sis [10, 27, 28]. Correlation between adjacent pixels is
estimated in three directions, such as horizontal, vertical,
or diagonal. The correlation coefficients of each pair of
pixels in all directions are calculated in the same way and
are as follows:

2
®)
2

Info Histogram Properties

Info Histogram Properties

Channel:

h—J

Mean: 120.6

Channel: RGB

Mean: 89.0

90000 Pixels: 90000

a) b)

Pixels:

where x and y are the values of the gray scale for two
adjacent pixels in the image. N is the total number of
pixel pairs (x, y) obtained from the image. The correla-
tion coefficients of the original and encrypted images are
presented in Table 1 of the encrypted image shown in
Fig. 2.

The correlation between different pairs of original /
encrypted images was also analyzed by calculating two-
dimensional correlation coefficients (CC) between origi-
nal and encrypted images [10, 27, 28]. The following
equation is used to calculate CC:

In this equation, A is the original image; B is an en-
crypted image. A and Bare the average values of the
elements of the matrices A and B, respectively. M and N
are the height and width of the original / encrypted image,
respectively. The CC values between the pairs of original
and encrypted images are very small (Table 1), indicating
that the encrypted and original images differ signifi-
cantly.

Another criterion for estimating the difference be-
tween the original and encrypted images is the root mean
square error (MSE). Mathematically, MSE is defined as
[10, 27, 28]:

Info Histogram Properties

Info Histogram Properties

Mean: 803

Pixels: 90000 Pixels: 90000

Fig. 3. Histograms of the original image as a whole a), and separately red b),
green c¢) and blue components d)

Info Histogram Properties

Channel:

Info Histogram Properties

Channel:

Info Histogram Properties

Channel:

Info Histogram Properties

Channel:

127.4

Mean: 1275

Mean: 127.4

Mean: 127.4 Mean:

Pixels: Pixels: Pixels: 90000

a) b) c) d)
Fig. 4. Histogram of the image after encryption as a whole a), and separately red b),
green c) and blue components d)

Pixels: 90000 90000 90000
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> > (a(i)-b(id))

MSE=

MxN (10)

The parameters a(i,j) and b(i,j) refer to the pixels lo-
cated in the i-th row and the j-th column of the original
image and the encrypted image, respectively. The higher
the MSE value is, the better the encryption security will
be. In addition, the quality of the encrypted image is es-
timated using the peak signal-to-noise ratio (PSNR) [33],
which is described by the following expression:

PSNR=20Iogl{ b } : (11)

JMSE

where |,,,, is the maximum value of the image pixels.

The PSNR value should be low, which corresponds to the
large difference between the original image and the en-
crypted image. The obtained values of MSE and PSNR
after image encryption by the proposed method are pre-
sented in Table 2.

Gradations of the original image color components
change during encryption, so the magnitude of the
change in pixel gradation will characterize the efficiency
of encryption. This change may be irregular. This means
that the higher the change in pixel values, the more effi-
cient the image encryption and, consequently, the en-
cryption quality (EQ). Therefore, EQ can be expressed
through the general change of pixel values between the
original image and the encrypted image [10, 27, 28]. The
quality of image encryption can be determined using
equation (12).

255

> (H.(C)H. (P))

EQ=" , (12)

where H_(P) and H, (C) — Gray levels in the original

and encrypted image. The obtained EQ value is given in
Table 2.

Further, the analysis of key space and entropy for
the proposed encryption method was performed. The key
space should be large enough to make brute-force attacks
impossible [23]. Since the secret key to determine the in-
itial conditions of the proposed method of 256 bits, as
well as the control parameters are set by the operator with
an accuracy of 5 decimal places, the key space is about
2°°+10%, which is large enough for the proposed sys-
tem to resist any brute-force attack.

Entropy is the most dominant sign of randomness
[10, 27, 28]. Taking into account the source of statisti-
cally independent random events from a discrete set of

possible events {s,s,,..s;} with related probabilities

{P(s,).P(s,).--P(s;)} , the average information at the

output of the message source is called the entropy of the
message source and is calculated by the formula:

H (s):?Z::P(si )log, ﬁ ,

(13)

where s; —symbols of a message source, a 2 — general

state of an information source. For a purely random mes-
sage source, the entropy should be maximal.

For a perfectly random image, the information en-
tropy value is 8. The entropy value of the encrypted mes-
sage is given in Table 2. This value is very close to the
theoretical value of 8 and this means that information
leakage during encryption is negligible and the encryp-
tion scheme is protected from entropy attack. The en-
tropy value of the image "Flowers" is 5,454 before en-
cryption and 7,932 after encryption.

Table 1
The values of the correlation coefficients
of the original and encrypted images

Original image Encrypted image
vertical 0.917 0.0189
horizontal 0.894 0.0774
diagonal 0.866 0.017
Table 2

Encryption performance indicators
Performance indicators

cc MSE | PSNR EQ

Entropy

0.0018 8845 9.471 132.04 7.932

Another method that confirms the effectiveness of
the encryption method is the analysis of the sensitivity of
the method to changes in the component pixels. To test
the sensitivity of the encryption method, you need to
make a small change (for example, to change only one
pixel) in the original image, and after the encryption, you
get a completely different encrypted image. It would be
the same, if you change one pixel in an encrypted image
and then try to decrypt it [27, 28]. Such verification can
reveal a significant relationship between a simple image
and an encrypted one. This type of attack is called a dif-
ferential attack. If one small change in a simple image
can cause a significant change in the cipher image, then
this differential attack will be very ineffective and prac-
tically useless. Typically, researchers use the mean abso-
lute error (MAE), the pixel change rate (NPCR), and the
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uniform average change of intensity (UACI) as three cri-
teria to study the effectiveness of resisting a differential
attack. Let C(i,j) and P(i,j) be the level of gray pixels in
the i-th line and the j-th column of the cipher MxN and
the regular image, respectively. The MAE between these
two images is defined as:

> S [c(ii)-»(i)

MAE= ==

VN (14)

The evaluation showed that MAE = 92.33. The
greater the MAE value, the better the encryption security.

To test the effect of changing one pixel in the orig-
inal image on the entire encrypted image using our algo-
rithm, we can use two common indicators: NPCR and
UACI. We denote two images that have a difference of
only one pixel C,, and C, (i), respectively. Next, we
denote the values of the pixel gradation in the grid(i,j) as
C, (ij) and C,(i,j) respectively, and determine the two-

dimensional array D, which has the same size as C, and

C,, as follows:
0. C.(ij)=C. (ij):
D(iJ)={ 1(4)=C, (1) (15)
L Ci(ij) = C, (1)-
NPCR of these two images is determined as:
- D(i,j
NPCR:MAOO% . (16)
MxN

NPCR measures the percentage of different pixels
between two images. The higher the NPCR value, the
better the encryption security.

UACI is determined by:

>lCi(id)-C, (i)

255xMxN

UACI= x100%. (17)

The higher the UACI value, the better the encryp-
tion security [27, 28].

A good encryption algorithm should also be sensi-
tive to secret keys. This means that changing one bit of a
secret key should create a completely different encrypted
image. For the proposed method of image encryption,
sensitivity to the change the encryption key was ana-
lyzed, and the results are generalized in the following
way. We encrypted a colored image with two almost
identical keys. The only difference was the change of one
bit, and the values of the control parameters remained un-
changed. Then we compared the result obtained. Fig. 5

shows the test result when a 256-bit key is used to decrypt
the image, while another trivially modified key is used to
decrypt the encrypted image, the decryption scheme fails
completely.

The difference between two encrypted colored im-
ages can be observed using calculations of encryption ef-
ficiency indicators such as NPCR, UACI, CC and PSNR
(NPCR =99.78, UACI = 32.89, CC =-0.0007 and PSNR
=7.92). This test shows that although the two keys differ
by only one bit, there is a difference of up to 99.78 % in
the values of the pixels color components of the gray
scale between the images encrypted with key 1 and the
image encrypted with another key.

a) b)
Fig. 5. The result of encrypting the original
message with the selected encryption key a)
and changed in one bit encryption key b)

Conclusions

This paper proposes a new method of image encryp-
tion based on two chaotic systems. Encryption was per-
formed in two stages: in the first stage, Hénon mapping
and fuzzy logic were used to permutate the pixels in the
image, and in the second stage, the color gradation of the
pixels in the image was changed using the Lorenz system.
The initial conditions were generated using a 256-bit ex-
ternal secret key, and the systems control parameters
were set by the operator. The result was a key space large
enough to withstand brute-force attacks. The encryption
process depends on both the original keys and the regular
image. Statistical analysis shows that the scheme can
well protect images from statistical attacks.

The results of the evaluation of the effectiveness
of encryption show that the method has a high sensitivity
to the encryption key and to changes in the original image
and can resist differential attacks. The distribution of the
histogram of the encrypted image was more uniform if
compared to the original image. Correlation analysis
showed that the correlation coefficients between adjacent
pixels in a normal image are significantly reduced after
the encryption. The difference between the encrypted and
the corresponding original image was measured using
MSE and PSNR criteria. The results of the information
entropy test indicate that the entropy values are very
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close to the theoretical value of 8. Therefore, the pro-
posed encryption method protects the message from en-
tropy attack. MAE, NPCR and UACI were used as the
three criteria to study the effectiveness of resisting a dif-
ferential attack. The results show that a small change in
the original image or encryption key will lead to signifi-
cant changes in the encrypted image and the attacker will
not be able to obtain any information when trying to find
the approximate key and get the original image.

Future research will be dedicated to using the
rules of fuzzy logic in cryptography of communication
chaotic systems with direct spread spectrum.
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METOJ IIM®PYBAHHS 305PA’KEHD HA OCHOBI IBOX BA'ATOBUMIPHUX
XAOTUYHUX CUCTEM 13 3ACTOCYBAHHSIM HEUITKOI JIOTTKHA

Muxkona Kywnip, I'puzopin Kocosan, Ilempo Kposano

peamer nocaimkenns. [Ipononyerbcs po3poOka MeToAy MU(pPyBaHHS 300paKeHb 13 MEPECTAHOBKOO K-
CelIiB peali3oBaHii MpH 3aCTOCYBaHHI HEUiTKOI JIOTIKK Ta BioOpakeHHs1 EHO, a Takox andysii, 1o peanizoByeThCs
3a monomororo cucremu Jlopenna. O6'exkT qocimkenns: 3anponoHyBaTH e(peKTHBHHHN CIIOCi0 3aCTOCYBaHHSI IIPaBHJI
HEYITKOI JIOT'IKH IO BiJJHOLIEHHIO 710 3HaYeHb chopMOBaHMX BifoOpaskeHHsAM EHo muis peanizamii mepecTaHOBKH IiK-
centiB B 300pakeHHi, 10 3a0€3MeYnTh BUIAKOBO MOAIOHY IIEPECTAHOBKY Ti MiIBUIIUTEH ePEKTUBHICTH POOOTH METOLY
mmgpyBanHs. TakoX U JOCATHEHHS Kpallol 3aXHMIIEHOCTI B mporeci mudpyBaHHS 300pakeHHs repen0ayeHo 3a-
CTOCYBaHHS nporecy mudysii, peasizoBaHoro 3a gonomoroto cucremu Jlopenna. Kpim toro st 3011bIIeHHS 1y TIIN-
BOCTI MeTOAy IM(pYyBaHHS 0 3MiHH MTOYaTKOBOT'O 3HAUEHHS CKJIAIOBUX KOJIBOPIB ITIKCEIIB T€K BUKOPHCTOBYBATH-
MYThCS B Ipolieci mmdpyBaHHs. MeToau J0CTiKeHHsS Ta Pe3yJIbTaTH JAOCHiIKeHHs: PO3POOJICHO Ta MpPE/ICTaB-
JIHO MeTo mudpyBaHHS 300pa)KeHb 13 IEPECTAaHOBKOIO MIK-CEIiB pealli3oBaHii MU 3aCTOCYBAHHI HEYITKOI JIOT1KU
Ta BimoOpakeHHs EHO, a Takoxx auy3ii, 10 peai3oByeThCs 3a TOMOMOror cucteMu Jlopenia. [TodaTkoBi 3HaAYCHHS
Jutst BimoOpakeHHst EHo Ta cucremu JlopeHIia BU3HAYaTUMYThCS 13 BBE/IEHOTO KITFOYOBOTO CJIOBA, a MapaMeTpu Kepy-
BaHHS 331al0ThCsl OIIEPATOPOM, IPU IIbOMY 3HAYEHHS CKJIaJIOBUX KOJBOPIB MIKCENIB TEX MPUAMATUMYTh y4acTh B
nporieci mudpysanHs. KpiM TOro mepes mo4yaTtkoM MpoIecy MepecTaHOBKH MIKCENIB B 300pakKeHHI 31HCHIOETHCS
peatizailis paBUI HEYITKOI JIOTiKK TS BifoOpaskeHHss EHo. Takox 3HaUEHHS CKJIaJOBHX MIKCENIB J0 Ta MICHs MPo-
uenypu andysii OyayTh npuBeeHi 10 OMMHUYHOTO iHTepBany. OTke B pe3ynbrari mudpyBaHHS 300paXKeHb MoyaT-
KOBE 300pa)kEeHHs1 OBHICTIO 3MIHIOEThCS, BTpayae CBiif 3MicT Ta opMy, a TAKOXK PO3MO/LT IHTEHCUBHOCTI KOJIBOPIB
HiKCeNiB cTae piBHOMIpHUM. Takox Oyio 3/1iiicCHEHO IporpaMHy peaizalliro 3apornoHOBaHOT0 METOy IH(pYBaHHS
Ta OL[HKY SIKICHUM XapaKTEepUCTHKAM 3aIIPOIIOHOBAHOI O METOAY IU(pyBaHHS 300pa)KeHHs, a caMe: aHaJli3 TicTorpam
OpHTIHAJBHOTO 1 3amM(ppPOBaHOr0 300pakeHb, KOPEJSLii CyCiHIX MiKCeNiB 300paxeHb, CepeTHbOKBAIPATHYHOI MO~
muiiku (MSE), mikoBoro criBsifgnomenHst curnan / mym (PSNR), enrpomnii Ta 4yTinuBocTi 10 3MiHHM CKIIaJJOBUX KO-
JBOpIB mikceniB. BucHoBku. Peanizaiis MeToay mokasaina, o BiH BOJIOJIE BEIHMKOI KUIBKICTIO KITIOYIB MIU(pPY-
BaHHs, 1110 POOUTH aTaky rpy0oi cuiu (mpotiec iX migdopy) pecypCOBUTPATHOIO 1 CKIIAHO0, a 3/IIHCHEHHS MPoLecy
i pyBaHHs B JIBa €TalH i 3 3aCTOCYBaHHS JJBOX PI3HUX XAaOTHYHUX CHCTEM 3HAYHO MOKPALIYE 3aXHUIICHICTh 3allln-
(bpoBaHOro 300pakeHHs Ta YCKIIAIHIOE MOXKIIMBICTh peatizalii pi3HOro pojay aTak.

Koarwuosi ciioBa: kpunrorpadis; HewiTka JIorika; nepectaHoBka; qudy3ist; 300paeHHs; Xaoc, 3aXHUILEHICTb.

Kymnip Mukona flpociaaBoBuu — kanja. is.-MaT. Hayk, JOL., JOU. Kad. pajioTexHiku Ta iHpopMaIiiitHoi
0esnexu, YepHiBelbKuUit HaIllOHATBHIUI YHIBepcuTeT iMeHi FOpist ®denpkoruua, YepHisii, Ykpaina.

KocoBan I'puropiii BacuiboBuY — KaH/. TeXH. HayK, acUCT. Kad. pamioTexHiku Ta iHpopMaliiHol 6e3nexu,
UepHiBelbkuii HallioHaIbHUE yHiBepcuTeT iMeHi IOpis OenpkoBuua, UepHiii, YKpaiHa.

Kposino Ilerpo MuxaiiioBuu — acn. kad. pamiorexHiku Ta iHpopmariiiHoi Oe3nekn, YepHiBelbKuid
HallioHanbHUN yHiBepcuteT iMeHi FOpis denpkoBuya, YepHisiy, YkpaiHa.
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