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The subject of the study: it is proposed to develop a method of image encryption with pixel permutation imple-
mented using fuzzy logic and Hainaut mapping, as well as diffusion, which is implemented using the Lorenz 

system. Study objectives: To propose an effective way to apply the rules of fuzzy logic in relation to the values 

generated by the Henon mapping to implement the permutation of pixels in the image, which will provide a 

random permutation and increase the efficiency of the encryption method. Also, to achieve better security in the 

process of image encryption, the use of the diffusion process implemented using the Lorenz system. In addition, 

to increase the sensitivity of the encryption method to change the initial value of the component colors of the 

pixels will also be used in the encryption process. Investigation methods and research results: developed and 

presented a method of image encryption with pixel permutation implemented using fuzzy logic and Henon map-

ping, as well as diffusion, implemented using the Lorenz system. The initial values for the Henon mapping and 

the Lorenz system will be determined from the entered keyword, and the control parameters are set by the oper-

ator, while the values of the component colors of the pixels will also participate in the encryption process. In 
addition, before the process of rearranging the pixels in the image, the rules of fuzzy logic are implemented by 

Henon mapping. Also, the values of the component pixels before and after the diffusion procedure will be reduced 

to a single interval. Thus, as a result of image encryption, the original image changes completely, loses its 

content and shape, and the color intensity distribution of pixels becomes uniform. The program implementation 

of the proposed encryption method was also carried out and the qualitative characteristics of the proposed image 

encryption method were evaluated, namely: analysis of histograms of original and encrypted images, correlation 

of adjacent image pixels, root mean square error (MSE), peak signal-to-noise ratio (PSNR), entropy before 

changing the color components of the pixels. Conclusions: the implementation of the method has shown that it 

has a large number of encryption keys, which makes brute force (the process of their selection) resource-inten-

sive and complex, and the implementation of the encryption process in two stages and using two different chaotic 

systems significantly improves the security of the encrypted image. The resulting cryptosystem is also resistant 

to the following attacks: approximation of chaotic orbits, correlation, analytical and statistical attacks. 
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Introduction 

 

In today's world, most people use digital services. 

Through such services, people exchange all kinds of in-

formation and often such information is personal and 

therefore needs protection. This is the reason for the need 

to protect digital images and videos during their storage 

and transmission. Due to the rapid progress of telecom-

munication systems such as mobile and Internet net-

works, the protection of digital images / videos is becom-

ing more and more important [1-3].  

Image encryption is an important part of infor-

mation security. Due to high redundancy, high data ca-

pacity, low entropy and high correlation between pixels 

in image files, traditional algorithms such as International 

Data Encryption Algorithm (IDEA), Advanced Encryp-

tion Standard (AES) and Data Encryption Standard 

(DES) are not fully suitable for encryption of images. 

Moreover, these algorithms require quite a lot of compu-

tation time and energy in the process of performing en-

cryption. Chaos-based encryption methods demonstrate 

better performance and security compared to these meth-

ods [4, 5]. 

The work is devoted to the development of a new 

method of image encryption in two stages, namely per-

mutation, implemented on the basis of fuzzy logic and 

Henon mapping, and diffusion - based on three-dimen-

sional chaotic Lorenz system, increase encryption stabil-

ity, and evaluate the effectiveness of the proposed image 

encryption method. 

 

1. Motivation for research 
 

Chaotic systems are nonlinear and deterministic [4]. 

Due to their characteristics, such as random behavior, er-

godicity, sensitivity to initial conditions and control pa-

rameters generated by chaotic sequence systems, they are 

often pseudo-random and their structures are very com-

plex to analyze and predict. Thus, chaotic systems can 

improve the security of encrypted images. Permutation 

and diffusion are fundamental techniques of image en-
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cryption implemented by chaotic systems. At the permu-

tation stage, the pixel positions of the original image 

change, while the pixel values remain unchanged, and 

therefore the histograms of the encrypted and original im-

ages are the same. In addition, permutation-only encryp-

tion methods are not sufficiently stable for statistical 

analysis. At the diffusion stage, the pixel values of the 

original image change. Most diffusion methods imple-

ment encryption by directly superimposing a chaotic se-

quence on the pixel intensity of the image. Compared to 

permutation, diffusion can provide a higher level of se-

curity, but the encryption effect is not sufficient, which is 

why it is necessary to use both encryption tech-

niques [6, 7]. 

 

2. Work related analysis 
 

Chaos-based cryptography always implements one 

of the stages of chaos encryption. In order to achieve the 

greatest resistance to cryptographic attacks, it is neces-

sary to perform substitution-permutation, which are 

widely used in both conventional block ciphers and cha-

otic. As a rule, the substitution-permutation structure re-

alized in chaotic ciphers by means of a combination of 

confusion and diffusion processes [7, 8]. 

For most crypto-encrypted cryptosystems, a chaotic 

system used to generate pseudo-random values that are 

used for permutation and diffusion. First, the permutation 

rule can be static in the form of a table or dynamic by 

induction from chaotic values. Second, the substitution is 

usually realized by combining chaotic values and values 

of the component colors of pixels [9]. 

Most successful attacks on chaotic ciphers are based 

on weaknesses in the algorithms of permutation and dif-

fusion processes, and are described in the literature [6, 7]. 

In addition, the works [10, 11] indicate the criteria and 

evaluation of chaotic encryption methods. From a cryp-

tographic point of view, the more complex the dynamics 

of chaos, the stronger the chaos-based cryptosystem will 

be. Many cryptosystems have recently been proposed us-

ing more complex chaotic systems, namely hyper chaotic 

systems, delayed systems, fractional order, and spatio-

temporal chaotic systems [12]. 

A chaos-based cryptosystem becomes much 

stronger if its encryption keys depend on the content of 

the image. The use of image content in chaotic dynamics 

is created by external perturbations. There are two ways 

to associate image content with encryption keys. The first 

is that the connection between the image content and the 

encryption keys is established by means of state pertur-

bation [13]. The second is a selection mechanism in 

which the content of the image is used to select one of the 

chaotic sequences to generate key streams [14]. The ini-

tial values of the chaotic system are fixed, and neither the 

state variables nor the control parameters of the chaotic 

system are violated during the generation of chaotic se-

quences. 

Friedrich in [15] first introduced permutation-sub-

stitution or substitution-diffusion. In this proposed tech-

nique, the position of the pixels is first mixed to reduce 

the correlation between adjacent pixels. After that, the 

pixel values change alternately during diffusion. 

Liu et al. [16] introduced an image encryption sys-

tem based on an iterative chaotic 2D Sine map with an 

infinite collapse modulation map and a closed loop mod-

ulation connection. In this technique, chaotic shift trans-

formation is used for both mixing and diffusion. In [17], 

Hamza and Tituna proposed a technique for encrypting 

images based on the process of confusion-diffusion using 

the chaotic sequence of Zaslavsky. Zaslavsky's sequence 

is used to obtain pseudo-random numbers, based on 

which the encryption key was obtained. 

Ping et al. [18] developed a method of image en-

cryption based on confusion and diffusion using Henon 

mapping. In [19], Mishra and Saharan proposed a method 

of encrypting images based on the Henon map and a 128-

bit private key, in which the permutation is performed us-

ing a permutation matrix created by the Henon mapping. 

In [20], the authors have proposed a new technique 

of image encryption using a chaotic system with cyclic 

shift at the bit level, which was implemented using 

Henon mapping. The proposed method has less compu-

tational complexity and shows promising results in terms 

of various security tests. 

Fuzzy logic is also often used in cryptography, and 

the main problem in its application is the formulation of 

the rules of its application. In the literature [21], a method 

of image encryption based on fuzzy logic for the trans-

mission of confidential data has been proposed. The 

method focuses on the secret separation of the key using 

fuzzy logic, i.e. values are generated on the basis of 

which it is decided which part of the key to use for further 

encryption of the image. 

In [22], a new method is proposed with automatic 

image encryption as an alternative to manual selective 

encryption of color images. Fuzzy logic rules for pixel 

color information are used to select the encryption area. 

 

3. Purpose and objectives of the study 
 

It should be noted that not all methods of encrypting 

information with the use of chaos can provide a sufficient 

level of security during transmission or storage. Over 

time, the stability of encryption methods may decline as 

new types of attacks emerge. That is why, there is a need 

to develop new methods with increased security. 

The development of new methods requires the ap-

plication of new approaches in their design. Therefore, 

we determine the purpose of this work as to develop a 

method of image encryption using the rules of fuzzy logic 
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in relation to the values generated by the chaotic Henon 

mapping and diffusion using the Lorenz system. 

Also, the task of the study is to assess the effective-

ness of the proposed method of encryption, i. e. statistical 

analysis, key space, information entropy, analysis of sen-

sitivity and resistance against cryptographic attacks. 

 

4. Description of the encryption  

and decryption algorithm 
 

Image encryption is conversion the image data into 

a form that cannot be easily understood by unauthorized 

people. Decryption is the process of converting encrypted 

data back to its original form. 

To easily recover the contents of an encrypted mes-

sage, you need the correct decryption key [2, 5]. The key 

is an algorithm that cancels the encryption algorithm. Al-

ternatively, a computer can be used for an attempt to 

crack the cipher. 

 

4.1. Encryption algorithm 

 

The encryption algorithm consists of two stages, 

namely permutation and diffusion. The Hénon mapping 

and the chaotic Lorenz system were chosen to implement 

the encryption method.  

With the help of Hénon mapping and fuzzy logic, 

the permutation process is implemented. The Hénon 

mapping is a time-discrete dynamical system [4] that ex-

hibits chaotic behavior. The equations describing the Hé-

non map are as follows: 

 
2

n+1 n n

2

n+1 n

x =y +1-ax ,

y =bx .
        (1) 

 

The Hénon mapping takes a point ( nx , ny ) on a 

plane and maps it to a new point. The mapping depends 

on two parameters, a and b, which have values a = 1.4 

and b = 0.3 for the canonical Hénon mapping, and at such 

values the mapping behavior becomes chaotic. For other 

values of a and b, the mapping may be chaotic, periodic, 

or convergent to a periodic orbit. 

To implement the diffusion process, a dynamic cha-

otic Lorenz system was used, which includes three ordi-

nary differential equations [4]: 

 

dx
=σ(y-x),

dt

dy
=Rx-y-xz,

dt

dz
=xy-βz,

dt

    (2) 

 

where x , y  and z  – dynamic parameters of the system; 

σ , β  and R  - static parameters of the system, σ =10, 

R=28, and 
8

b=
3

. Solving this system sequentially, we 

obtain points that form the trajectory of the state of the 

Lorenz system in the phase space. Fig. 1 shows the 

change in the trajectory of the system between two vari-

ables x  and z .  

 

 
 

Fig. 1. Trajectory of the Lorenz system  

in phase space 

 

The encryption algorithm proposed will consist of 

two stages, namely permutation and diffusion [12, 16, 18, 

20, 29]. To implement the process of diffusion and per-

mutation, it is necessary to create initial conditions for 

chaotic systems. To do this, the proposed method uses a 

foreign secret key 256 bits (K) of length, which is divided 

into blocks of 8 bits each and is called the permutation 

key. In general, the 256-bit key K is set as follows: 

 

1 2 32K=k ,k ,...k .      (3) 

 

The initial conditions for both chaotic systems are 

determined as: 
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where operation mod(x, y) returns the remainder of the 

division and the symbol   represents the bitwise opera-

tion excluding XOR. Obviously, equations (3) and (4) 

show that the initial conditions for both chaotic systems 

are very sensitive to changes even in the first bit of the 

secret key. As a result, the key space is 
2562 , which 

makes it possible to resist any brute-force attack.  

Two keys, key (1) and key (2), will be used as initial 

conditions for the Hénon mapping, while key (3), key (4) 

and key (5) – as those for the Lorenz system. 

To implement permutation using fuzzy logic, it is 

necessary to form rules, according to which we will de-

termine to what number of positions the shift of pixels to 

the right will occur. In general, the process of permuta-

tion of pixels occurs according to the following algo-

rithm: 

1. Since the image is a two-dimensional array of 

pixel coordinates, we first converted it into a one-dimen-

sional dynamic array, sequentially writing the rows of the 

two-dimensional array one after the other from the first 

one to the last. 

2. We create a dynamic one-dimensional array of 

the same size as the one-dimensional array of pixels of 

the original image. 

3. We take the first pixel from the one-dimensional 

array of the original image, and using the Hénon mapping 

and the fuzzy logic rule we calculate the new position 

(coordinate) of the pixel in the one-dimensional dynamic 

array of the encrypted image and write its value there. 

4. The shifted pixel is written into the one-dimen-

sional array of the encrypted image and removed from 

the dynamic one-dimensional array. Thus, one-dimen-

sional dynamic array is reduced by one element. 

5. Then we take the second pixel from the one-di-

mensional array of the original image, substitute it into 

the Hénon map and define a new position for it. Then it 

is written to a new position in the one-dimensional dy-

namic array, while the one-dimensional array of en-

crypted image and one-dimensional dynamic array are 

reduced by another element. Thus, in a one-dimensional 

dynamic array, there will always be only free pixel coor-

dinates, and its size will decrease after moving each 

pixel. 

6. The process is repeated until all elements of the 

original image array are moved to the position in the new 

one-dimensional array of the encrypted image. 

7. For permutation of the last pixel of the original 

image, there will be only one option for it to be moved, 

because only one coordinate will remain in the one-di-

mensional dynamic array – the only free space where it 

can be moved. 

8. After shifting all the pixels from the one-dimen-

sional array of the original image and creating the one-

dimensional array of the encrypted image, the latter will 

be the Hénon transformation into a two-dimensional ar-

ray of coordinates of the encrypted image. 

Because you need to permutate both square and rec-

tangular images, the rows and columns of the original and 

encrypted images must be the same. 

Since the height of the image is the value of H, and 

the width – that of W and such an image is converted 

from a two-dimensional array into one-dimensional one, 

we used both Hénon mapping equations to convert it. The 

original values of both equations are added and the max-

imum value of the total range will be divided into equal 

intervals; then using the rules of fuzzy logic we will de-

termine to which place of the one-dimensional dynamic 

array the pixel will move. In this case, the maximum 

value of the range will be divided by the size of the dy-

namic one-dimensional array and will gradually decrease 

during encryption, as the size of the array is reduced by 

one element each time the pixel is encrypted 

 

1 2 3 4 5 6 7

1 2 3 4 5 6 7

W =W =W =W =W =W =W ,

W=W +W +W +W +W +W +W .
 

 

The rules of fuzzy logic for permutation along the 

length of a one-dimensional array W are: 

If the input value is in the range from 0 to 1, then 

the output value is in the range from 0 to 1W ; 

If the input value range is from 1.1 to 2, then the 

output value range is from 1W  to 2W ; 

If the input value range is from 2.1 to 3, then the 

output value range is from 2W  to 3W ; 

If the input value range is from 3.1 to 4, then the 

output value range is from 3W  to 4W ; 

If the input value range is from 4.1 to 5, then the 

output value range is from 4W  to 5W ; 

If the input value range is from 5.1 to 6, then the 

output value range is from 5W  to 6W ; 

If the input value range is from 6.1 to 7, then the 

output value range is from 6W  to 7W . 

Pixel permutation may not always provide a high 

degree of protection for the encryption method, even with 

a sufficiently large key space [10, 23]. Therefore, it is 

necessary to introduce an additional stage of encryption, 

called diffusion. As a result of diffusion, the color grada-

tion of the component pixels changes. Changing the gra-

dation further increases the resistance of the encryption 

method to various types of attacks. 

To implement the diffusion process, a three-dimen-

sional Lorenz system (2) is used, and each component of 

the pixel will be encrypted using a separate component 

of the Lorenz system. For example, the red component 
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will be encrypted with a variable x , the green one – y

and the blue one – z . 

For encryption of each component, the Lorenz sys-

tem is solved 1000 times at first, to avoid transients, and 

after the last solution, the encryption process will take 

place. Next, to encrypt each pixel, the Lorenz system is 

solved 10 times and the values of the component pixels, 

i.e. 256-level gradation of the pixel component color, 

converted to decimal value by equation (6), will be added 

to the generated value of the Lorenz system. 

 

C min

max min

C
x =x +δx ,

255

δx=x -x ,

 
 
           (5) 

 

where C is the gradation of the color component of the 

pixel minx , – the minimum initial value of the Lorenz sys-

tem, reduced to a single interval, maxx  – the maximum 

initial value of the Lorenz system and Cx  – the converted 

gradation value of the color component to decimal, which 

will be the initial condition for the Lorenz system. 

Therefore, the cipher of each component of a pixel 

is the sum of two values, and mathematically it will look 

like this: 

 

R n+1 CC =x +x ,   (6) 

 

where RC  is the resulting encrypted pixel, n+1x  is the Lo-

renz system value obtained after 10 reiterative solutions, 

and Cx  is the current unencrypted pixel value. If the ob-

tained decimal value is greater than maxx , the value of δx  

is subtracted from it. 

Since the Lorenz system is three-dimensional and 

each pixel is described by three components, equation (5) 

will be used three times to encrypt all three components. 

After encryption, the obtained encrypted value of 

the component pixels in decimal form must be trans-

formed back into color gradation using equation 
 

 R minС -x 255
C=round .

δx

 
 
 

              (7) 

 

4.2. Decryption algorithm 
 

The process of decrypting the image, as well as the 

process of encryption, is also performed in two stages, 

but in the opposite direction. First, the values of the pixel 

colors components are restored after the diffusion per-

formed, and then the initial positions of the pixels in the 

image are restored. 

Restoration of color gradation occurs in the same 

way as the encryption procedure: first the image obtained 

after the diffusion process is restored. To do this, we take 

the encrypted value of the penultimate pixel, solve the 

Lorenz system 10 times and subtract the encrypted value 

of each of the pixels in the encrypted image from the 

value obtained. If the obtained decimal value is smaller 

than minx , the value of x  will be added to it. 

To restore the pixels positions, the Hénon mapping 

is solved using the same initial conditions and control pa-

rameters. By means of fuzzy logic rules we determine the 

place of the pixel that is to be moved to the first position 

of the one-dimensional array, then we determine the po-

sition to be moved to the place of the second pixel, and 

the process continues until the original image is fully re-

stored. 

 

5. Practical implementation of the method 

and the results of encryption 
 

The proposed encryption method was implemented 

in the Delphi 7 programming language. To demonstrate 

the work of the encryption methods, the colored image 

"Flowers" 300,300 pixels in size was used. The result of 

encryption is presented in Fig. 2. 

 

    
а)  b) 

Fig. 2. The original image "Flowers" (a)  

and the encrypted image after both stages  

of pixel encryption (b) 

 

6. Analysis of the security  

of the encryption method 
 

A high-quality encryption method must resist all 

known attacks, such as known plaintext attacks, en-

crypted only text attacks, statistical attacks, differential 

attacks, and various brute-force attacks [13–15, 29]. To 

confirm the effectiveness of the proposed method of im-

age encryption, we conducted a number of assessments 

of the level of protection, namely: statistical analysis 

(histograms), key space analysis, information entropy 

analysis, sensitivity analysis and avalanche effect. 

One of the most important characteristics for  

evaluating the security of the image encryption method is 

the homogeneity of the histogram of encrypted images 

[24-26]. We evaluated the histograms of the original and 
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encrypted images after each encryption step. Accord-

ingly, Fig. 3 presents a histogram of the original image, 

which has large rises and they are accompanied by de-

clines. In Fig. 4, there are histograms of encrypted images 

after both stages of encryption, they are quite homogene-

ous and significantly different from the histogram of the 

original image. The obtained result indicates that it will 

be difficult to perform a statistical attack. Therefore, the 

statistical distribution does not provide any clues for the 

implementation of statistical analysis of the encrypted 

image. 

Pixels in the original images have high correlation, 

so a secure encryption method should eliminate this cor-

relation to improve the stability against statistical analy-

sis [10, 27, 28]. Correlation between adjacent pixels is 

estimated in three directions, such as horizontal, vertical, 

or diagonal. The correlation coefficients of each pair of 

pixels in all directions are calculated in the same way and 

are as follows: 

 

 

   

 

    

       

xy

N

i

i=1

N
2

i

i=1

N

i i

i=1

cov x,y
r = ,

D x D y

1
E x = x ,

N

1
D x = x -E x ,

N

1
cov x,y = x -E x y -E y ,

N







 (8) 

where x and y are the values of the gray scale for two 

adjacent pixels in the image. N is the total number of 

pixel pairs (x, y) obtained from the image. The correla-

tion coefficients of the original and encrypted images are 

presented in Table 1 of the encrypted image shown in 

Fig. 2. 

The correlation between different pairs of original / 

encrypted images was also analyzed by calculating two-

dimensional correlation coefficients (CC) between origi-

nal and encrypted images [10, 27, 28]. The following 

equation is used to calculate CC: 

 

  

   

M N

ij ij

i=1 j=1

M N M N
2 2

ij ij

i=1 j=1 i=1 j=1

A -A B -B

СС=

A -A B -B
  
  
  



 

.   (9) 

 

In this equation, A is the original image; B is an en-

crypted image. A  and B are the average values of the 

elements of the matrices A and B, respectively. M and N 

are the height and width of the original / encrypted image, 

respectively. The CC values between the pairs of original 

and encrypted images are very small (Table 1), indicating 

that the encrypted and original images differ signifi-

cantly. 

Another criterion for estimating the difference be-

tween the original and encrypted images is the root mean 

square error (MSE). Mathematically, MSE is defined as 

[10, 27, 28]: 

 
 

        
a)  b)  c) d) 

Fig. 3. Histograms of the original image as a whole a), and separately red b),  

green c) and blue components d) 

 

       
a)  b)  c) d) 

Fig. 4. Histogram of the image after encryption as a whole a), and separately red b),  

green c) and blue components d) 
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    
M N

2

i=1 j=1

a i,j -b i,j

MSE=
M×N


.  (10) 

 

The parameters a(i,j) and b(i,j) refer to the pixels lo-

cated in the i-th row and the j-th column of the original 

image and the encrypted image, respectively. The higher 

the MSE value is, the better the encryption security will 

be. In addition, the quality of the encrypted image is es-

timated using the peak signal-to-noise ratio (PSNR) [33], 

which is described by the following expression: 

 

MAX

10

I
PSNR=20log

MSE

 
 
 

,  (11) 

 

where MAXI  is the maximum value of the image pixels. 

The PSNR value should be low, which corresponds to the 

large difference between the original image and the en-

crypted image. The obtained values of MSE and PSNR 

after image encryption by the proposed method are pre-

sented in Table 2. 

Gradations of the original image color components 

change during encryption, so the magnitude of the 

change in pixel gradation will characterize the efficiency 

of encryption. This change may be irregular. This means 

that the higher the change in pixel values, the more effi-

cient the image encryption and, consequently, the en-

cryption quality (EQ). Therefore, EQ can be expressed 

through the general change of pixel values between the 

original image and the encrypted image [10, 27, 28]. The 

quality of image encryption can be determined using 

equation (12). 

 

    
255

2

L L

L=0

H C -H P

EQ=
256


,  (12) 

 

where  LH P  and  LH C  – Gray levels in the original 

and encrypted image. The obtained EQ value is given in 

Table 2.  

Further, the analysis of key space and entropy for 

the proposed encryption method was performed. The key 

space should be large enough to make brute-force attacks 

impossible [23]. Since the secret key to determine the in-

itial conditions of the proposed method of 256 bits, as 

well as the control parameters are set by the operator with 

an accuracy of 5 decimal places, the key space is about 
256 252 +10 , which is large enough for the proposed sys-

tem to resist any brute-force attack. 

Entropy is the most dominant sign of randomness 

[10, 27, 28]. Taking into account the source of statisti-

cally independent random events from a discrete set of 

possible events  1 2 is ,s ,...s  with related probabilities 

      1 2 iP s ,P s ,...,P s , the average information at the 

output of the message source is called the entropy of the 

message source and is calculated by the formula: 

 

   
 

L-12

i 2

i=0 i

1
H s = P s log

P s
 ,  (13) 

 

where is  – symbols of a message source, а 
L2  – general 

state of an information source. For a purely random mes-

sage source, the entropy should be maximal. 

For a perfectly random image, the information en-

tropy value is 8. The entropy value of the encrypted mes-

sage is given in Table 2. This value is very close to the 

theoretical value of 8 and this means that information 

leakage during encryption is negligible and the encryp-

tion scheme is protected from entropy attack. The en-

tropy value of the image "Flowers" is 5,454 before en-

cryption and 7,932 after encryption. 

 

Table 1 

The values of the correlation coefficients  

of the original and encrypted images  

Original image Encrypted image 

vertical 0.917 0.0189 

horizontal 0.894 0.0774 

diagonal 0.866 0.017 

 

Table 2 

Encryption performance indicators 

Performance indicators 

CC MSE PSNR EQ Entropy 

0.0018 8845 9.471 132.04 7.932 

 

Another method that confirms the effectiveness of 

the encryption method is the analysis of the sensitivity of 

the method to changes in the component pixels. To test 

the sensitivity of the encryption method, you need to 

make a small change (for example, to change only one 

pixel) in the original image, and after the encryption, you 

get a completely different encrypted image. It would be 

the same, if you change one pixel in an encrypted image 

and then try to decrypt it [27, 28]. Such verification can 

reveal a significant relationship between a simple image 

and an encrypted one. This type of attack is called a dif-

ferential attack. If one small change in a simple image 

can cause a significant change in the cipher image, then 

this differential attack will be very ineffective and prac-

tically useless. Typically, researchers use the mean abso-

lute error (MAE), the pixel change rate (NPCR), and the 
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uniform average change of intensity (UACI) as three cri-

teria to study the effectiveness of resisting a differential 

attack. Let C(i,j) and P(i,j) be the level of gray pixels in 

the i-th line and the j-th column of the cipher M×N and 

the regular image, respectively. The MAE between these 

two images is defined as: 

 

   
M N

j=1 i=1

C i,j -P i,j

MAE=
M×N


.  (14) 

 

The evaluation showed that MAE = 92.33. The 

greater the MAE value, the better the encryption security. 

To test the effect of changing one pixel in the orig-

inal image on the entire encrypted image using our algo-

rithm, we can use two common indicators: NPCR and 

UACI. We denote two images that have a difference of 

only one pixel 1С , and  2С i,j , respectively. Next, we 

denote the values of the pixel gradation in the grid(i,j) as 

 1С i,j  and  2С i,j  respectively, and determine the two-

dimensional array D, which has the same size as 1С and 

2С , as follows: 

 

 
   

   
1 2

1 2

0,   C i,j =C i,j ;
D i,j =

1,   C i,j C i,j .





  (15) 

 

NPCR of these two images is determined as: 

 

 
i,j

D i,j
NPCR= ×100%

M×N


.  (16) 

 

NPCR measures the percentage of different pixels 

between two images. The higher the NPCR value, the 

better the encryption security. 

UACI is determined by: 

 

   1 2i,j
C i,j -C i,j

UACI= ×100%
255×M×N


.      (17) 

 

The higher the UACI value, the better the encryp-

tion security [27, 28]. 

A good encryption algorithm should also be sensi-

tive to secret keys. This means that changing one bit of a 

secret key should create a completely different encrypted 

image. For the proposed method of image encryption, 

sensitivity to the change the encryption key was ana-

lyzed, and the results are generalized in the following 

way. We encrypted a colored image with two almost 

identical keys. The only difference was the change of one 

bit, and the values of the control parameters remained un-

changed. Then we compared the result obtained. Fig. 5 

shows the test result when a 256-bit key is used to decrypt 

the image, while another trivially modified key is used to 

decrypt the encrypted image, the decryption scheme fails 

completely. 

The difference between two encrypted colored im-

ages can be observed using calculations of encryption ef-

ficiency indicators such as NPCR, UACI, CC and PSNR 

(NPCR = 99.78, UACI = 32.89, CC = -0.0007 and PSNR 

= 7.92). This test shows that although the two keys differ 

by only one bit, there is a difference of up to 99.78 % in 

the values of the pixels color components of the gray 

scale between the images encrypted with key 1 and the 

image encrypted with another key. 
 

    
 а)    b) 

Fig. 5. The result of encrypting the original  

message with the selected encryption key a)  

and changed in one bit encryption key b) 

 

Conclusions 
 

This paper proposes a new method of image encryp-

tion based on two chaotic systems. Encryption was per-

formed in two stages: in the first stage, Hénon mapping 

and fuzzy logic were used to permutate the pixels in the 

image, and in the second stage, the color gradation of the 

pixels in the image was changed using the Lorenz system. 

The initial conditions were generated using a 256-bit ex-

ternal secret key, and the systems control parameters 

were set by the operator. The result was a key space large 

enough to withstand brute-force attacks. The encryption 

process depends on both the original keys and the regular 

image. Statistical analysis shows that the scheme can 

well protect images from statistical attacks. 

The results of the evaluation of the effectiveness 

of encryption show that the method has a high sensitivity 

to the encryption key and to changes in the original image 

and can resist differential attacks. The distribution of the 

histogram of the encrypted image was more uniform if 

compared to the original image. Correlation analysis 

showed that the correlation coefficients between adjacent 

pixels in a normal image are significantly reduced after 

the encryption. The difference between the encrypted and 

the corresponding original image was measured using 

MSE and PSNR criteria. The results of the information 

entropy test indicate that the entropy values are very 
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close to the theoretical value of 8. Therefore, the pro-

posed encryption method protects the message from en-

tropy attack. MAE, NPCR and UACI were used as the 

three criteria to study the effectiveness of resisting a dif-

ferential attack. The results show that a small change in 

the original image or encryption key will lead to signifi-

cant changes in the encrypted image and the attacker will 

not be able to obtain any information when trying to find 

the approximate key and get the original image. 

Future research will be dedicated to using the 

rules of fuzzy logic in cryptography of communication 

chaotic systems with direct spread spectrum. 
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МЕТОД ШИФРУВАННЯ ЗОБРАЖЕНЬ НА ОСНОВІ ДВОХ БАГАТОВИМІРНИХ  

ХАОТИЧНИХ СИСТЕМ ІЗ ЗАСТОСУВАННЯМ НЕЧІТКОЇ ЛОГІКИ  

Микола Кушнір, Григорій Косован, Петро Крояло 

Предмет дослідження. Пропонується розробка методу шифрування зображень із перестановкою пік-

селів реалізованій при застосуванні нечіткої логіки та відображення Ено, а також дифузії, що реалізовується 

за допомогою системи Лоренца. Об'єкт дослідження: Запропонувати ефективний спосіб застосування правил 

нечіткої логіки по відношенню до значень сформованих відображенням Ено для реалізації перестановки пік-

селів в зображенні, що забезпечить випадково подібну перестановку ті підвищить ефективність роботи методу 

шифрування. Також для досягнення кращої захищеності в процесі шифрування зображення передбачено за-

стосування процесу дифузії, реалізованого за допомогою системи  Лоренца. Крім того для збільшення чутли-

вості методу шифрування до зміни початкового значення складових кольорів пікселів теж використовувати-

муться в процесі шифрування. Методи дослідження та результати дослідження: розроблено та представ-

лено метод шифрування зображень із перестановкою пік-селів реалізованій при застосуванні нечіткої логіки 

та відображення Ено, а також дифузії, що реалізовується за допомогою системи Лоренца. Початкові значення 

для відображення Ено та системи Лоренца визначатимуться із введеного ключового слова, а параметри керу-

вання задаються оператором, при цьому значення складових кольорів пікселів теж прийматимуть участь в 

процесі шифрування. Крім того перед початком процесу перестановки пікселів в зображенні здійснюється 

реалізація правил нечіткої логіки для відображення Ено. Також значення складових пікселів до та після про-

цедури дифузії будуть приведені до одиничного інтервалу. Отже в результаті шифрування зображень почат-

кове зображення повністю змінюється, втрачає свій зміст та форму, а також розподіл інтенсивності кольорів 

пікселів стає рівномірним. Також було здійснено програмну реалізацію запропонованого методу шифрування 

та оцінку якісним характеристикам запропонованого методу шифрування зображення, а саме: аналіз гістограм 

оригінального і зашифрованого зображень, кореляції сусідніх пікселів зображень, середньоквадратичної по-

милки (MSE), пікового співвідношення сигнал / шум (PSNR), ентропії та чутливості до зміни складових ко-

льорів пікселів. Висновки. Реалізація методу показала, що він володіє великою кількістю ключів шифру-

вання, що робить атаку грубої сили (процес їх підбору) ресурсовитратною і складною, а здійснення процесу 

шифрування в два етапи і з застосування двох різних хаотичних систем значно покращує захищеність заши-

фрованого зображення та ускладнює можливість реалізації різного роду атак. 

Ключові слова: криптографія; нечітка логіка; перестановка; дифузія; зображення; хаос; захищеність. 
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