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METHOD FOR SPECTRUM HOLES DETECTION BASED
ON MODE ANALYSIS OF SPECTRAL SAMPLES HISTOGRAM

The subject of this article is the process of detection and estimation frequency boundaries of spectrum holes
under conditions of high spectrum occupancy when using receivers with narrow instantaneous bandwidths. The
work increases the probability of spectrum holes correct detection in conditions of high occupancy of the radio
frequency spectrum and variable noise levels by developing a method to distinguish signal and noise samples
based on the analysis of the histogram of spectral sample modes. The tasks to be solved are: development of a
method for separation signal and noise samples in the frequency domain; development of a methodology to find
the minimum mode of a multimodal probability distribution; determination of frequency boundaries of spectrum
holes; formulation of recommendations for the practical implementation of developed method. The methods used
are: methods of probability theory and mathematical statistics, methods of statistical modeling. The essence of
the proposed method is to distinguish the set of energy spectrum samples using = threshold, obtained for the
value of the histogram mode, which corresponds to noise, and to determine the frequency boundaries of spectrum
holes. The following results were obtained: an expression for calculating the threshold value for separation
signal and noise samples in the frequency domain using the value, which corresponds to the noise mode of the
frequency samples of the probability density function. It was found that the noise mode has the smallest value
among other modes, since noise samples have a smaller value compared to the signal ones. A technique for
estimating the value of the noise mode has been developed, which consists of a histogram of energy spectrum
frequency samples and finding the partition interval that corresponds to the value of the minimal mode. An
approach was proposed to determine the frequency boundaries of noise samples in the presence of one signal in
the analyzed band. Conclusions. The developed method allows detecting spectrum holes with a probability of at
least 0.9 at signal-to-noise ratio values of at least 5 dB for the spectrum with a rectangular shape envelope and
12 dB for other envelopes under occupancy of up to 80%.

Keywords: histogram; mode; spectrum occupancy; test statistics; spectrum hole; Welch periodogram.

networks, it is proposed to use algorithms for evaluation
changes in the statistical properties of signals. In [10], a
method for detection free channels in RFS using spectral

Introduction

Rapid development of Internet of Things technol-

ogy and wireless sensor networks [1-3] creates a shortage
of radio frequency resources. This is primarily due to a
significant increase in the number of radio-electronic de-
vices and, as a result, an increase in occupancy of radio
frequency spectrum (RFS) and complication of radio sig-
nals time-frequency structure [4]. To solve this problem,
the technology of cognitive radio is used [5]. The basis
of cognitive radio systems is dynamic use of RFS by
means of continuous control of spectrum occu-
pancy [6, 7]. Method of spectrum holes detection pro-
posed in [8] becomes unstable and cannot be used in the
conditions of an unknown level of spectrum occupancy
when analyzed frequency band is occupied more
than 60 %.

In recent years, a significant number of publications
have been devoted to the issue of spectrum holes detec-
tion. In particular, in [9], to solve the problem of detect-
ing unoccupied frequency channels in cognitive radio

correlation functions and convolutional neural networks
is proposed. In [11], an energy detector with an adaptive
threshold is proposed, which provides improved charac-
teristics in conditions of unknown noise level.

An improved energy detector was proposed
in [12, 13] to detect unoccupied frequency channels. It is
shown in [14] that the application of a machine learning
algorithm of random forest type provides an accuracy of
about 91 % in determination of free areas of RFS. A
wide-band energy algorithm for the detection of unoccu-
pied frequency channels is proposed in [15]. A two-stage
energy detector is proposed in [16]. In [17], a detector
that combines an energy detector and a matched filter is
used to detect spectrum holes. In [18], a method for de-
termining unoccupied regions of RFS in conditions of
changing their bandwidth using order statistics was de-
veloped.
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A general drawback of existing methods for spec-
trum holes search is low probability of their correct de-
tection in conditions of high RFS occupancy and variable
noise level, which is a characteristic feature of modern
radio electronic environment in places with a high den-
sity of electronic devices.

This leads to the contradiction that the cognitive ra-
dio technology requires reliable and stable methods of
detecting spectrum holes, and existing approaches are not
able to solve this problem.

Therefore, the aim of this article is to increase the
probability of correct spectrum holes detection in condi-
tions of its high occupancy and variable noise level by
developing a method for separating signal and noise sam-
ples based on the analysis of histogram of spectral sam-
ples modes.

1. Method of signal and noise samples
distinguishing based on mode
histogram analysis

When developing method foe spectrum holes detec-
tion, we will rely on the following initial conditions: the
width of signal spectrum and its shape are unknown, the
noise level is also unknown and may vary over time. It is
also assumed that the noise level is the same for all fre-
quency samples in analyzed frequency band.

At the same time, all possible envelope shapes of
signal energy spectrum we divide into two categories: an
almost rectangular envelope shape, which is characteris-
tic of OFDM signals, and other envelope shapes. In
course of research, it was established that for the first
case, the probability density function (PDF) of frequency
samples of a signal and noise mixture can be bimodal
(one signal and one noise mode). In the second case, the
PDF always has one mode that corresponds to noise sam-
ples. Degree of sighal mode manifestation depends on the
value of the signal-to-noise ratio (SNR) and the relative
width of signal spectrum.

The essence of the proposed method consists in di-
viding the set of frequency samples of energy spectrum
into signal and noise ones using threshold, obtained for
the value of noise mode of frequency samples histogram,
and determining frequency boundaries of free frequency
channels.

Energy spectrum of the received signal is calculated
using Welch periodogram. Length of the analyzed se-
quence is N samples, length of the fast Fourier trans-
form (FFT) window is Ngpr and the overlap between

windows is R samples.
Then the PDF of noise frequency samples is subject

toa 2 distribution with k=(N-Nger)/R+1 degrees
of freedom.

The value of noise mode for y2 distribution is re-

lated to the unknown value of the noise variance % by

the following equation [19]:
m=ocf(k-2). @

Then the threshold using the Wilson-Hilferty ap-
proximation [19] of xﬁ distribution for the probability of
false alarm Pg, taking into account the expression (1),
can be calculated by the following expression:

3
k-m 2 2
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where
up =4,91(p™ ~(1-p)™*) p=1-Pe.  (3)

Therefore, the task of distinguishing signal and
noise samples in frequency domain consists in finding the
value of noise mode and calculating the threshold value
according to expression (2). Since noise samples have
smaller values compared to signal samples, noise sam-
ples will always have the lowest mode value.

2. Search of minimal mode
of multinomial distribution

Method of finding the mode of PDF for noise con-
sists in calculation a histogram of energy spectrum fre-
guency samples and finding the division interval that cor-
responds to the value of minimum mode. The accuracy
of mode value estimates depends on humber of accumu-
lated realizations of energy spectrum and histogram pa-
rameters. The number of power spectral density samples,
based on which the histogram is calculated, is
M = Ngerk. It is recommended to choose the number

of intervals for dividing frequency samples equal to
d~ Nger.

In case of an almost rectangular signal spectrum
shape envelope, the PDF of frequency samples will be
multimodal, and the value of PDF for the noise mode at
high frequency band occupancy n may be less than for

the signal mode. For signals with other shapes of spec-
trum envelope, the PDF of frequency samples will have
one mode and the noise mode will correspond to the max-
imum of frequency samples PDF. Therefore, the proce-
dure to search the value of noise mode consists in estima-
tion the histogram of frequency samples, calculation
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some statistics of histogram and comparing it with the
threshold for determining the type of PDF.

During experimental researches, it was established
that the best separation of unimodal and multimodal
types of PDF for all values of spectrum occupancy and
SNR is achieved when using kurtosis as a test statistic. In
fig. 1 is shown the dependence of the kurtosis via SNR of
histograms for signal frequency samples with phase shift
keying (PSK) and orthogonal frequency division multi-
plexing (OFDM) signal at frequency band occupancy of
about 80%. A kurtosis value of less than 6 (threshold) in-
dicates that there is a signal with a rectangular spectrum
envelope in received signal mixture, and value of the
SNR does not exceed 12 dB. In this case, the minimum
mode value is determined for a smoothed histogram us-
ing a moving average window. Otherwise, the value is
determined for the histogram without smoothing.
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Fig. 1. Dependency of histogram kurtosis via SNR

The error of false alarm probability estimation, even
for the same threshold calculation error, will be different
for different values of Pr. Therefore, as a characteristic

of the proposed method, we will choose the relative error
of estimation the mode value for noiseg,, . In fig. 2 is

shown dependence of relative error of estimation noise
mode via SNR for different types of spectrum envelope
and band occupancy. This error determines the error in
calculation of threshold y for distinguishing noise and

signal frequency samples.
As SNR increases, the growth of g, can be ex-

plained by the fact that the fragment of histogram, which
corresponds to noise, is represented by a smaller number
of partition intervals. However, in spite of such, at first
glance, large values of error for determining spectrum
holes will be carried out correctly, since relative value of
the noise power will be small and will have an insignifi-
cant effect on the threshold y . A negative result of large

em Values will be a decreasing of dynamic range, which

will lead to the fact that weak signals will not be detected.

The above considerations will be fair for k> 2.
When k =2 PDF of noise degenerates into an exponen-
tial one, for which m =0 and in this case, it is necessary
to develop other approaches to distinguish signal and
noise samples. However, with small values of k, the
spectrum will have significant fluctuations, which will
make it difficult to determine spectrum holes frequency
boundaries, and this case was not considered in this pa-
per.
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Fig. 2. Dependency of noise mode estimate
relative error via SNR

3. Search of spectrum holes boundaries

Spectrum holes search was carried out under the as-
sumption that only one signal is present in analyzed fre-
quency band. Due to significant fluctuations of signal
spectrum envelope at small k values, as well as at high
P- values, a significant number of non-adjacent fre-
guency samples may exceed the threshold calculated us-
ing expression (2). In this case, as a result of automatic
search for spectrum holes, a significant number of them
may be detected. For energy spectrum frequency samples

Py (1), where i€[0,Nger] — are their numbers, posi-

tions of noise samples can be found using following ex-
pression:

ig =arg(Pe (i) <) )

Then, depending on signal spectrum position rela-
tive to the bandwidth of receiver (adjacent to the right or
to the left to its border or located in center), spectrum

holes I1¢ can be detected using such equations:
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T, €[0,i(By) ], [1(Bo+1),Nger ), 0< By <max(ic )
I, €[i(By),Neer ), B =0, (5)

M; €[0,i(By)], By =max(iz),

where
By = argmax(diff (ié )) . (6)

If there are several signals in analyzed frequency
band, then as a result of the proposed method, only signal
with the widest spectrum will be detected. The remaining
regions of RFS will be defined as spectrum holes.

4. Study of developed method

Developed method was studied for the following
values of Welch periodogram parameters: Nger =1024,
R =512, k=30, N=15872, type of window function
— Hamming. We fix the probability of a false alarm at the
level of P- =0,1. Number of realizations of energy spec-
trum, according to which the histogram is calculated, was
chosen equal to k =50.
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For each type of spectrum shape envelope, occu-
pancy levels of about 80% and 20% at 3 dB and 20 dB
SNR were considered for each of them.

Fig. 3,a shows detected spectrum holes (green col-
ored) for analyzed RFS area with an OFDM signal at high
spectrum occupancy (more than 80%) and the corre-
sponding histogram (b) at a low SNR. Detected spectrum
holes for high SNR (20 dB) are shown in fig. 3,c. In the
upper right part of fig. 3,d, as well as the corresponding
figs. 4-6, a fragment of the histogram for noise samples
is shown on an enlarged scale.

Fig. 4 shows similar pictures for spectrum occu-
pancy of about 20 %. From these figures, it can be seen
that at high SNR area of the histogram that corresponds
to noise samples is represented by a small number of in-
tervals, which worsens the accuracy of noise mode esti-
mate. Moreover, with low occupancy level, the error will
be greater.

Figs. 5-6 show similar graphs for the case of place-
ment in analyzed frequency band of one PSK signal with
different spectrum widths and with different values of
SNR.
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Fig. 3. Spectrum holes for RFS with OFDM signal (a, ) and corresponding histograms (b, d)
for high spectrum occupancy
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Despite the relatively large errors in estimates of
noise mode value (see fig. 2), proposed method for both
cases makes it possible to detect and determine frequency
boundaries of spectrum holes.

Fig. 7 shows the dependence of detection probabil-
ity of spectrum holes via SNR (calculated in time do-
main) for an OFDM signal at a band occupancy of about
85% and for a PSK signal with occupancy of about 80%.
It is worth noting that for PSK signal, the occupancy level
decreases as SNR decreases from 80% for SNR of 25 dB
to 25% for SNR of -2 dB, which is due to the shape of the
spectrum of this signal type and it was taken into account
during the research. The determination of spectrum holes
boundaries with an error of no more than 1 % of the spec-
trum width for OFDM signal and 10% for PSK signal
was chosen as a criterion for spectrum holes detection.

As can be seen from fig. 7, developed method pro-
vides correct detection of spectrum holes with a proba-
bility of at least 0.9 for a probability of a false alarm of
0.1 at values of SNR of at least 5 dB and maximal occu-
pancy of analyzed frequency band no more than 85% for
a spectrum with a rectangular envelope. For PSK signal
and band occupancy of 80%, these values of detection
can be achieved at SNR of at least 12 dB.

The available literature does not provide qualitative
results of existing algorithms for spectrum holes detec-
tion in conditions of high occupancy of RFS. Therefore,

the comparison of the obtained results with the existing
ones will be incorrect.

1.0

0.8 a
/
/
!
/
/
0.6 !
0.4 ’
/
!
/!
!
I
0.2 !

/ —— OFDM

7
"’,,/f,» --- PSK

0 5 10 15 20 25
SNR, dB

Fig. 7. Dependency of spectrum holes detection
probability via SNR

Pr=10"!

Norom = 85%

Npsk = 80%

Pp
~—

0.0

Conclusion

The scientific novelty of proposed method is in de-
velopment of an approach to spectrum holes detection of
a given frequency band based on the use of histogram
mode properties which corresponds to noise frequency
samples. Method does not require knowledge of noise
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power and shape of spectrum envelope, as well as the oc-
cupancy of analyzed frequency band.

Proposed method makes it possible to detect spec-
trum holes with a probability of at least 0.9 at values of
SNR of at least 5 dB for the spectrum with a rectangular
envelope and 12 dB for other forms of envelope under
spectrum occupancy of up to 80 %.

Developed method requires the calculation of a his-
togram and the accumulation of a significant number of
frequency samples in order to make a sufficiently accu-
rate boundary between signal and noise samples. There-
fore, in practical implementation of proposed method, it
is recommended to calculate threshold value after some
time intervals, since the noise level changes much more
slowly than the signal level.

Future research directions

Prospects for further research in this direction are in
improvement of methods for estimation noise mode at
high values of SNR and low levels of spectrum occu-
pancy, as well as in detection of several signals in ana-
lyzed frequency band.
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METO/J BUABJIEHHA BIVIbBHUX YACTOTHUX KAHAJIIB
HA OCHOBI AHAJII3Y MOJA I'ICTOI'PAMMU CIIEKTPAJIbBHUX BI/IVIIKIB

Mukxkona Byzaiioe, Bonooumup Knaznuka,
Ieop Koswpa, /lenuc 3aszopoonii

IIpeameTom BHBUYECHHS B CTATTI € MPOLIEC BUSABJICHHS Ta OLIHIOBAHHS MEX BUTBHUX YaCTOTHHUX KaHAIB B YMOBax
BHCOKOI 3aBaHT&KEHOCTI CIIEKTpa MPU BUKOPUCTAHHI NMPHHAMAaYiB i3 BY3bKMMH MHTTEBUMH CMYyraMu aHaji3y.
MeTo10 poOOTH € ITiABHIIEHHS! HMOBIPHOCTI ITPaBUIILHOTO BUSBIICHHS BUIbHUX YaCTOTHHX KaHAJiB B yMOBaX BUCOKOL
3aBaHTa)XEHOCTI Pai0O4aCTOTHOIO CIIEKTpa Ta 3MIHHOT'O PiBHS IIYMY HIISIXOM PO3POOJIEHHSI METOLY PO3AIJICHHS CH-
THAJIBHUX Ta IIYMOBUX BIIJIIKIB HAa OCHOBI aHaji3y MOJ TiCTOrpaMH CIIEKTPAIBHHUX BiJUIIJIKIB. 3aBHaHHSA: pO3p0O0-
JICHHSI METOJy PO3/IiJICHHsI CUTHAJIbHUX Ta IIyMOBUX BiIUIIKIB Y YaCTOTHi# 001acTi; po3po0iieHHs] METOANKH TTOLTYKY
MiHIMaJIBHOI MOAW PO3MOIUTY IITFHOCTI HMOBIPHOCTEH; BU3HAUEHHS YaCTOTHUX MEX BUILHUX AUISHOK pajiioyacTto-
THOT'O CIIEKTpa; (OPMYITFOBaHHS PEKOMEHIAITIH 11010 PAaKTHIHOI peaizaiii po3po0iIeHoro MeToay. BUKopucTOBy-
BaHMMU MeTOJAMMU €: METOAU Teopii KMOBIpHOCTEH Ta MaTEMAaTHYHOI CTATHCTHKY, METO/IN CTATUCTUYHOT'O MOJIEITIO-
BaHHA. CyTHiCTH 3aIPONIOHOBAHOTO METONY IOJISIra€ B PO3ZUICHHI MHOKHHM YaCTOTHHX BIJJIIKIB €HEPreTHYHOro
CHEKTpa i3 BUKOPUCTAHHSM TIOPOTY, OTPUMAHOI0 JJIsl 3HAYEHHSI MOJIM TiCTOrpaMHU ISl IIyMY, Ta BU3HAU€HH] 4acTOT-
HUX MEX BUIbHUX YaCTOTHUX KaHaiiB. OTprMaHO Taki pe3yabTaTH. BuBeneHo Bupa3 Ui po3paxyHKy 3Ha4E€HHsI 10~
pory Ui pO3JIiJIEHHSI CUTHAIIBHHX 1 IIYMOBHX BIIJTIKIB y 4aCTOTHIH 00JIacTi 13 BUKOPHCTAHHSIM 3HAY€HHS [IYMOBOI
MOJIM PO3MO/ILTY YaCTOTHHUX BiUTiKiB. BcTaHOBIIEHO, 1110 ITyMOBa MOJja Mae HaliMEHIIIe 3HAYEHHS CEPEe] PEITH MO,
OCKIJIbKH LITYMOBI BIJJTIKM MAlOTh MEHIII 3HAYECHHsI MOPIBHSHO 3 CUTHAJILHUMU. P0O3p00IeHO METOIMKY OIliHIOBaHHS
3HA4YEHHs IIIyMOBOI MOJIH, IO MOJIsIra€ B OOYKMCIIEHH] ICTOrpaMH 3HaUeHb YaCTOTHHX BiJUTIKIB €HEPreTUYHOI'O CIIeK-
Tpa Ta 3HaXOJHKEHHI TOTO IHTEpBaIy PO3OUTTS, 1110 BiJNIOBIJa€ 3HAUYSHHIO MiHIMaJIBHOI MOJIH. 3aIIPOIIOHOBAHO i JIXi[]
JI0 BU3HAYEHHS YaCTOTHUX MEX LIYMOBHUX AUISHOK CIEKTpa 3a HasIBHOCTI y CMY31 aHaJli3y OHOro cursany. BucHo-
BKH. Po3po0iieHnit MeTon 03BOIIsIE BUSBJIATH BijIbHI YACTOTHI KaHaJM 3 iiMOBipHicTIO He MeHie 0,9 pu 3HaueHHsIX
BiJIHOLIIGHHSI CUTHAJI-IIYM He MeHIle 5 ab i crekTpa 3 npsaMOKYTHO oOBifHO0 Ta 12 b st iHmMX 0OBiTHHUX B
yMOBax 3aBaHTakeHoCTi 10 80 %.

Karuogi ciioBa: ricrorpama; Moja; 3aiiHATICTh CIIEKTPa; TECTOBA CTATHCTHKA; BIJIbHUN YaCTOTHHUN KaHA, Iie-
piomorpama Yenua.
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