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The subject of research. There has been studying a new universal method of information protection in optical
text recognition systems when transmitting confidential data over open communication channels. This work
develops the concept of creating a modern, simple and reliable method for protecting information during its
transmission over communication channels, to determine the objective criteria for the quality of its work, to
create a set of algorithms for implementing the proposed method and software for conducting experimental
studies. The current work puts on the concept of creation of a simple and reliable current method for protecting
information when passing it through communication channels, also to define the objective criteria for assessing
the tool operation quality and to exercise the dedicated programs, which implement the proposed methods and
developed algorithms. Based on the results of these studies, it must evaluate the practice effectiveness of the
proposed method in terms of both the transmitted data coding/decoding reliability and the secrecy of the fact of
special information transmission. Results. It is described the universal concept of producing and use of the con-
temporary methods of information protection in optical text recognition systems in a confidential data transmis-
sion over open communication channels. The main criteria for these systems performance quality are deter-
mined. A new combined method for encrypting transmitted messages using QR-codes with subsequent masking
of the fact of data transmission by various methods of LSB-steganography is proposed. To conduct experimental
studies, a text recognition program based on Tesseract OCR software version 4.0 was developed. The program
in Python uses the recent resources of the OpenCV library. The dedicated software technique contributed to
assessing the efficiency of the algorithms, which realized the transmitted data encryption and therefore commu-
nication links privacy. There are examples of the system operation and results of the software testing in modes
of messages encoding for subsequent hidden transmission. Conclusion. The case studies acknowledge the high
efficiency of the proposed method of confidential data protection when transmitting them via open networks. The
technique can be taken as a basis for developing software aimed at protecting information in OCR systems
offered by various manufacturers.

Keywords: information protection in optical text recognition systems; correct text recognition probability; al-
gorithms for preliminary processing of initial data; text information encoding; QR-code; LSB-steganography
algorithms for hidden data transmission.

Google’s Tesseract program, a number of other
products [4 — 8].

1. Introduction

The development of innovative methods of infor-
mation processing, which are based on using artificial in-
telligence systems and deep learning neural networks, af-
fected much the rise of both the newest pure scientific
approaches and algorithms and the growth of practically
useful applications in various fields of activity. In the
problem of pattern recognition, this, in particular, caused
the introducing into practice the algorithms and programs
for optical character recognition (OCR) [1 — 3]. On the
market, modern optical text recognition systems have ap-
peared. Such IT-services are successfully operated and
distributed both free of charge and on a commercial basis.
The most popular of them are developed and supported
by the world's leading manufacturers. These are the
FineReader by the Russian ABBYY company, the Cu-
neiForm OCR system from Cognitive Technologies, the

Unfortunately, all these systems are imperfect for
the present and have a number of significant shortcom-
ings. Primarily, these imply absence of 100% guarantee
for correct text recognition and affecting of the initial
data quality on the results of the program performance
(for example, different lighting condition when photo-
graphing documents, pictures geometric distortions,
noise effects, etc.). But the key disadvantage is the com-
plete or partial lack of arrangements that would protect
information being recognized in the case of exchange of
the confidential data in open communication channels.

The authors conducted studies with elaborating a
promising system for optical recognition of high quality
text documents based on the Tesseract engine. It is an
open source OCR engine that uses neural networks to
find and identify textual content in images. Since version
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4.0, Tesseract uses the Long Short-Term Memory
(LSTM) architecture for recurrent neural networks. The
program works effectively even in conditions of interfer-
ing influences. When using this program, the key re-
search results were gotten and lately presented [9, 10].

The current paper describes in detail the results of
ongoing research. The selection and implementation of
the most promising method for protecting confidential in-
formation being obtained in the result of text recognition
is the purpose of the work. A specialized program sup-
plied with the comprehensive assessment of the effec-
tiveness, which meets information protection in text
recognition systems of different manufacturers, has been
practically implemented.

2. Work related analysis

The problem of OCR systems quality enhancement
is composite. One can specify several fundamental ways
that can significantly improve working and operational
characteristics of existing systems:

- further enhancement of methods for text detec-
tion and segmentation, which are the most important and
challenging goals under research in the field of computer
vision;

- efficacious repair of the negative factors like im-
ages geometric distortion, shaded image fragments, poor
contrast, noise, etc. when preparing text documents pic-
tures for recognition;

- supply of a set of handy service functions (data
viewing at any stage of transformations, segmentation
and anonymization of individual text fragments, select-
ing figures, saving the results of work in standard for-
mats, printing outcomes;

- taking comprehensive measures to secure recov-
ered confidential information when it is next transmitted
through unsafe communication channels. It is desirable
to design information protection so that the routine is uni-
versal and allows one to work with any text recognition
system.

In [11], it is provided a detailed overview of appli-
cations for detecting printed text with the use of a convo-
lutional neural network (CNN). The network extracts text
related features from image components. It is proposed a
training mechanism for a CNN by using such information
as the character label and grayscale text images. This so-
lution includes several stages, namely the pre-processing,
segmentation, feature extraction and image classifica-
tion. The obstacle lies in the fact that textual information
of the picture can possess whatever fonts in addition to
various sizes. It is shown what techniques should be
taken at the stage of data preprocessing and when training
the CNN. It is important to note that yet at the stage of
training a neural network, it becomes necessary to fore-
process the original images.

Of interest is a technique used to improve the qual-
ity of optical character recognition by keywords that is
based on deep convolutional neural networks [12]. It is
applicable to protect personal information in document
images. The method involves the key characters detec-
tion and vocabulary analysis and grounds on the Reti-
naNet network and transfer learning. To detect key char-
acters in the given region of the document picture, the
RetinaNet involves pyramidal convolutional layers and
two subnets. This framework is superior in efficiency
compared to the Tesseract OCR software.

Correction of shortcomings, such as projection ge-
ometric distortion of photographs of the original image,
shaded picture fragments, picture poor contrast, etc., im-
plies preliminary processing and images improvement so
as to ensure proper identification and classification of
text images. The complex of such algorithms is described
in detail in [9]. However, a new, more efficient binary
method for estimating the level of projective distortion at
a point of the reconstructed image is proposed in [13].
This allows you to significantly improve the quality for
geometric transformations of the position of documents
photographs. Very useful results can be reached with the
use of adaptive thresholds selection in the binarization of
text images before the recognition procedure. These are
given in [14, 15].

A constructive and in-detail example for the set of
necessary service functions production is described in
[10]. The major payload is carried by interactive proce-
dures for segmentation and anonymization of the source
text, the capability for viewing of data transformations at
any stage of processing, and saving the results in standard
formats.

Text documents protection after recognition ordi-
narily consists of two portions: a — data encoding; b —
masking the fact of messages transporting when using the
open network.

The classical approach to the problem of encoding
textual information involves the use of cryptography
methods [16, 17]. Though, encoding textual information
by the use of QR-codes has recently become equally pop-
ular [18, 19]. It is simpler computationally and allows
you to encode large amounts of textual information. In
addition, the QR-code's image binary format is well com-
bined with the formats, which are used in LSB-steganog-
raphy for the conspiracy of message transmission. This is
clearly shown in [20, 21]. The authors propose a new
method for protecting text data.

It is important to note the role of estimation criteria
and performance indicators. The entire system effective-
ness is assessed primarily by the indicator that determines
the number of correctly recognized text characters rela-
tive to their total quantity. Performance is considered ac-
ceptable at the factor 99%. Equally important is the indi-
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cator of QR-codes capacity under text messages encryp-
tion and the assessment of the information capacity of
steganographic data while transmitting them over com-
munication channels. A marker of system good perfor-
mance is also the factor of reticence of data transmission.
It is determined by the degree of difference between an
empty and filled steganographic cover image. An objec-
tive indicator of this difference is MSE (mean square er-
ror). At the same time in a number of works, the factors
of different perception of these differences caused by ob-
servers' vision peculiarities are also taken into account
[22, 23]. HSV (human vision system) can significantly
improve the quality assessment of the steganography use.

3. The structure of up-to-date
text recognition system

The accepted conception when designing intended
a substantial improvement in the quality of text recogni-
tion systems; it provides for the implementation of the
following mandatory provisions:

- assessment and consideration of external factors
that negatively affect the result of the system operation;
creation of image pre-processing algorithms to effec-
tively compensate for the disturbing corruptions;

- providing a set of service functions aimed at
conveniency of source data treatment, their viewing, con-
verting and saving in standard formats, segmenting of
particular text fragments, highlighting figures, etc;

- taking measures to protect text documents’ in-
formation after recognition. To do this, providing for ef-

fective data coding together with hiding the fact of infor-
mation transmission (when employing insecure commu-
nication channels) by the use of steganography tech-
niques;

- conducting a comprehensive assessment of sys-
tem effectiveness by a set of the most important quality
indicators.

Within the concept framework, two types of sys-
tems for optical recognition of text documents can be cre-
ated - without protecting information contained in the
recognition outcome and secure ones required to transmit
confidential data.

The first option of the text recognition system struc-
ture is shown in Fig. 1. It contains an archive of photo-
graphs of text documents and a data pre-processing unit
to improve geometric distortions, to filter a noise out of
photographs and increase their contrast, and to conduct
the binarization before recognition; also it can supply an
option for interactive selection of figures, diagrams and
tables with the ability to save them in a standard format.

The system provides a set of hecessary service func-
tions (adjusting operative parameters, viewing the results
of auxiliary transformations, saving results in various for-
mats, printing, etc.).

At present, it is advisable to create a text recognition
system in the Python programming language and using
the resources of the OpenCV library [24, 25]. In this case,
it is convenient to perform recognitions by the Tesseract
engine and the related functional of the pytesseract
library [26]. This allows you to create complex and func-
tional options of the OCR system.

Service functions:

- setting work parameters;
- view transformations;
- saving the results;
- printing, etc.

Convert IMG to TXT
with Pytesseract

Ge

Tesseract OCR

Folder with photos

DATA PRE-PROCESSING

(Geometric transform,
Filtration, Binarization)

Pictures, Diagrams,

Tables

Fig. 1. Structure of textual data recognition system not getting info protection
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During the work, the results of identification are
recorded across a standard format, *.docx, and the im-
ages found in the text are extracted and saved in the *.png
format. Then, as needed, these files can be sent by e-mail
to users, but the information is not protected here. This is
the main deficiency of the recognizing system of such a
configuration.

To create means of protecting information, it is nec-
essary to involve an encoding routine for secret messag-
ing and to reliably mask with the use of steganography
techniques the facts of data transmission. The general
scheme for communication in secure mode is visually
shown in Fig. 2. Participants in the "Sender - Receiver"
process transmit and receive a stego image with a secret
text embedded. A minor drawback of the method is that
the "Receiver" had to gain the appropriate software to ex-
tract and decode required information. However, this

method always solves reliably the problem of protecting
information from unauthorized use by third parties.

Fig. 3. shows a generalized diagram of the transmit-
ting portion of a text recognition system where software
tools for encrypting text information with QR-codes and
secreting the fact of data transmission with the use of
LSB-steganography algorithms are depicted. In addition,
the system uses a library of cover images to create ste-
ganographic files with secret messages attached to them.
On-time change of the cover image contributes to addi-
tional information protection of unauthorized access. The
procedure for steganographic files exchange is standard.

After text recognition, the received information
must be saved in the form of a standard text file and next,
if necessary, called for encoding and subsequent trans-
mission to the network in the form of a stego image.

e ———— —

Stego image

Sender

(Coding and
embedding
messages)

Secret message

Embedding algorithm

Security and Communication Networks

Q

Receiver
(Extracting and

Cover image

fiS

Secret message

decoding

Gmail messages)

: Extracting algorithm

Fig. 2. General scheme of confidential data transfer in protected mode
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- setting work parameters;
- view transformations;
- saving the results;
- printing, etc.

Cover image library

Fig. 3. Structure of the optical text recognition system with protecting information identified
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4. Information treatment to supply
encoding and steganography

For clarity of presentation, we take as an example
of data treatment the HQ Scanner program described in
detail by the authors in [9, 10]. After text recognition or
calling txt files, the program displays text information
in the dedicated preview window shown in Fig. 4. Any
text recognition program should have a similar option.

In this window, you can add current text to an exist-
ing storage or create a new album by pressing the toolbar
1 button. This is important, as the volume of a recognized
text document can exceed single page. Therefore, it is ad-
visable to compose the files of individual pages into a ge-
neric album to reduce the amount of encoded data and for
convenience. When necessary, one can also use the 4 and
5 buttons to change the font size of the text being viewed.

Then the text is saved in “. docx” format by pressing the
button 2.

Also, if you need secure data transfer, you can open
the steganography preset window using button 4. The
view of this window is shown in Fig. 5. It is seen that
information about the current loading of the cover image
and a set of cover images of different size is given here,
as well as the ability to choose a method of steganogra-
phy provided. Steganography outcomes are saved to the
working directory in * . png format.

The HQ Scanner program applies two LSB-ste-
ganography techniques — replacing one or two least sig-
nificant bits of the cover image with bits of the secret im-
age being embedded. Therefore, the steganographic
cover's filling percentage also differs by two. It is re-
quired to tend making the most of the cover volume and
to replace the stego cover by the “Change cover image”

[E OCR result - u] X

o 0O 100

What's the event loop? Before getting the window on the screen, there are a few key concepts to
abaut how are org: d in the Qt world. If you're already familiar with

| event loops you can safely skip to the next section. The core of every Qt Applications is the
QApplication class. Every application needs one — and only ane — QApplication object to function.
This object holds the event loop of your application — the core loop which governs all user
interaction with the GUL
Each Interaction with your application — whether 3 press of a key, click of a mouse, or mouse
movement — generates an event which is placed on the évent queue. In the event loop, the queue
Is checked on each iteration and if a waiting event is found, the event and control is passed to the
specific event handler for the event. The event handler deals with the event, then passes control
back to the event loop to wait for mora events, There is only one running event loop per
application.

button if necessary.

\s 4/ &/

i = & s =]
T \z

1~ @ — Add current text to an album;
2 » [;_-3 — Save in doc format;
3> ¢ | — Steganography;
4 ~ o — Increase font size;
5 —= ’
— Decrease font size;

Fig. 4. Text content preview window
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Fig. 5. Steganography settings window



164

Radioelectronic and Computer Systems, 2022, no. 2(102)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

5. Co-use of QR-codes
and LSB-steganography

Text information secure transmission involves the
generation of certain number of QR-codes needed to con-
vert text data into images that mask these data on the
LSB-steganography basis. At the same time, it is neces-
sary to ensure the text segmentation into fragments, each
matching the maximum possible text amount that the
QR-code can fit. After, the QR-codes generated are sub-
jected to appropriate transformations and, using LSB-ste-
ganography algorithms, are embedded in the cover image
at places of the lower bits. The regular scheme for joint
sharing of QR-codes and LSB-steganography is shown in
Fig. 6.

Let us articulate the main challenges that inevitably
arise in bringing the proposed combined method of data
protection and consider the measures for their construc-
tive solution.

At the first stage, it is necessary to generate an arbi-
trary number of QR-codes used to convert text data into
images followed by data hiding by means of LSB-ste-
ganography. To do this, it is important to correctly assess
the maximum allowable capacity of a single
QR-code and determine its most important parameters.

Recall that the entire process of QR-code generation
involves several stages: encoding data, adding service in-
formation and filling, decomposition of information into
blocks, introduction of correcting bytes, uniting blocks;
information positioning on the QR-code.

Let’s emphasize the most important procedure —
adding of the service information. At this stage, you need
to specify the level of correction: the higher the level, the
bigger the allowable image corruption and the less infor-
mation over an equal size. There are 4 levels of correc-
tion: L (maximum 7% damage is allowed), M (15%), Q
(25%), and H (30%). Mostly, the level M is used.

Another important feature of a QR-code is its ver-
sion (the greater it is, the bigger the size). There are 40
versions in total. The version number depends on the
amount of information being encoded and on the correc-
tion level. The output size of the QR-code matrix, hence

directly the maximum possible number of characters that
can be encoded, depends on the version chosen. The dif-
ference between characteristics of the minimum ver-
sion 1 and the maximum version 40 can be seen through
Table 1 (characteristics of intermediary versions missed
for brevity).

There were determined the following features for
handling QR-codes during the experiments:

1. When generating QR-codes, textual information
is first converted into a binary format noted in the “Bi-
nary” column of Table. 1. Therefore, the maximum pos-
sible number of encoded text characters is 2953 for the
QR-code version 40 at the correction method L.

2. Conversion to binary format is performed ac-
cording to the "UTF-8" standards. This means that each
character of the text represents 1 to 4 bytes of infor-
mation. To control the fullness of QR-codes, each char-
acter of the text is converted into a binary format, fol-
lowed by a check for overflow likelihood.

3. When the QR-code is completely filled in, errors
may occur during information decoding. Therefore, a de-
cision has been made to introduce a correction compo-
nent of 20 bytes in size. This value was received experi-
mentally and made it possible to completely eliminate er-
rors during decoding.

4. The “L” method was chosen to correct errors in
QR-codes, since it allows largest amount of encoded in-
formation to be handled. When encoding and decoding
QR-codes, no errors were noticed. Therefore, there is no
need to increase the correction degree.

Based on the results of the research, it was deter-
mined that (2953 - 20 = 2933) bytes of information can
be encoded in one QR-code of the maximum version. 20
bytes of the information constitute the correction items;
these intend to prevent eventual errors when decoding a
fully filled QR-code.

After generating a set of QR-codes, it is necessary
to solve the task of their effective embedding in the cover
image. To undertake an improvement for the method ef-
ficiency, the following features of the input and output
data were taken into account:

Formation one-dimensional
binary array of service information

Splitting text
1Y into fragments
QR- coding of

ﬁ

LSB-steganography
(Embedding data in the cover image)

Text individual fragments
information

Set of QR-codes

Formation one-dimensional
binary data array

Cover image with
imbedding information

Fig. 6. Encryption with QR-codes and LSB-steganography
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Table 1
Options for creating and characterizing QR-codes
Version Modules | ECC level | Data bits (mixed) Numeric Alphanumeric Binary
L 152 41 25 17
M 128 34 20 14
1 2xl Q 104 27 16 11
H 72 17 10 7
L 23648 7089 4296 2953
M 18672 5596 3391 2331
40 | Lo Q 13328 3993 2420 1663
H 10208 3057 1852 1273

1. QR-code images are first converted to grayscale
format. This reduces significantly the number of pixels in
the image compared to the colored template (by a factor
of three). Such a transformation does not introduce any
errors, since the QR-code (binary by nature) is a combi-
nation of only black and white fragments.

2. In conventional LSB-steganography, each image
pixel is represented in byte format followed by replacing
bits of the cover image with bits of the image being em-
bedded. However, when working with QR-codes, it is not
necessary to store each bit of individual pixels. There-
fore, it is proposed to encode only one data bit into the
cover image instead of eight ones (‘0" is assigned for
black, and '1' — for white items). This approach increases
the cover image potential capacity.

Feature for the data binary arrays and service infor-
mation is shown in Fig. 6. The binary array of service
information contains the records, which is required in the
process of decoding textual information embedded in the
cover image. The array size is 34 bits, in which: 24 bits
declare the number of data pixels per one QR-code; 8 hits
identify the number of encoded QR-codes; 2 bits deter-
mine the encoding method.

The binary data array, in turn, is a set of all the data
bits for each of the encoded QR-codes. To build it, each
QR-code is converted intoa one-dimensional array of

pixels (Fig. 7). Next the brightness index of each pixel is
analyzed. As a result, one bit of data is added to the in-
formation array for each pixel of the original image,
namely O for a black pixel, or 1 for the white pixel.

The process of encoding (embedding) this data in
the cover image is conducted as follows (necessary steps
are given right below).

1. The cover image is converted into a one-dimen-
sional array of pixels, as shown in Fig. 8.

2. The service array information is put into the first
34 pixels (according to the scheme in Fig. 9).

3. The data array is being embedded into the cover
image.

There are two techniques for embedding a data ar-
ray. The first one supposes replacing the second last pixel
bit of the cover image. It is by this method that the coding
of service information takes place in Fig. 9.

The second method intends to replace the both last
bits (Fig. 10) and allows you to halve the number of pix-
els required to embed the data of one QR-code into the
cover image. The disadvantage of the second approach is
a higher sensitivity to noise.

The final stage of embedding secret data is the in-
verse transformation of the cover image's pixel array into
a three-dimensional matrix. The result is a transformed
cover image with encrypted information inside.
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Fig. 7. Converting a grayscale image to a one-dimensional array
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To extract textual information from the cover im-
age, a reverse pass should be performed according to the
scheme shown in Fig. 6. The service array is selected and
decrypted from the cover image, and then the size and
number of encoded QR-codes are determined.

6. Assessing measures
for information protection

The efficiency of optical text recognition systems is
assessed comprehensively with taking into account the
quality of character recognition, the information ste-
ganography carriers’ capacity, the extent of secrecy of
transmitted data in communication sessions. The quality
of OCR work was evaluated theoretically and experimen-
tally. The OCR working quality was being evaluated the-
oretically and experimentally. That was described in de-
tail in authors' previous paper [9]. Here we articulate the
next two indicators.

6.1. Determination of the communication
channel capacity

To evaluate the textual information coding effi-
ciency, we introduce an indicator of information capac-
ity. It reveals the loading of one pixel of the cover image:

_ betes

)

IC Npixels
where I gives the information capacity; Npyes IS the
number of bytes of text that is encoded in the cover im-
age; Npixels IS the number of pixels in the cover image.
Note that this indicator depends both on the encod-
ing method chosen and the size of the cover image. This
is due to the fact that the cover image has such number of
pixels that was set freely before encrypting a QR-code.
However, there are always present unused pixels that re-
sult in the assessment change as regards the maximum
possible information capacity of this cover image. As for
the QR-code images size, it was found in the course of
experimental studies that its optimal value is 350x350

pixels. Using this size would allow you to avoid the er-
rors, which occur while decoding a QR-code and trying
to further compress its size.

Compare the information capacity estimates for two
encoding methods applied to the cover images of stand-
ard sizes (Table 2).

It is obvious that the best information capacity can
be achieved using 1024 x 768 cover images. This is due
to the small number of unused pixels. The indicator val-
ues for the cover image of sizes 1280 x 1024, 1600 x 900,
1920 x 1080 are also well acceptable. The worst results
were received for the 600 x 400 cover image. This is due
to too many unused pixels at relatively small cover sizes.

One can also see a noticeable increase in the infor-
mation capacity when using the second encoding method.
This is due to a decrease in the actual number of pixels
required to hide a single QR-code. It is worth to note that
Table 2 shows the maximum possible values for each op-
tion of the cover image size. This can only be achieved if
there are enough QR-codes. Therefore, in order to max-
imize the value of information capacity under working
conditions, it is necessary to select the smallest container
that can accommaodate the required number of QR-codes.

6.2. Analysis of steganographic
image quality

In practice, there are several popular indicators for
assessing the quality of steganographic images. Princi-
pally, one can choose, when designing a communication
system, any of them [22, 23]. Here are the most common
measures that are used to compare embedded stego im-
ages S and cover images C of size M X N:

1. Peak-signal-to-noise ratio (PSNR) is used as a
statistical measure of the image quality, which is applied
to estimate the cover image corruption due to extra em-
bedding. Large PSNR gives rise a small distortions mag-
nitude and leads to high image quality, while small values
result in noticeable changes in steganographic images.
Using the Human Visual System facility, this can be eas-
ily detected. PSNR is defined by the formula

Table 2
Information capacity of cover images with different sizes
. . Method 1 Method 2
Cover image size - - - - - -
Ic™a%, bytes/pixel Pixels remainder [c™ax pytes/pixel Pixels remainder

600 x 400 2.04 - 1072 107 466 448 - 1072 46 216
800 x 600 2.24 - 1072 92 466 4,68 - 1072 31216
1024 x 768 2.36 - 1072 31762 472 - 1072 31762
1280 x 1024 2.38 - 1072 12 126 477 - 1072 12 126
1600 x 900 2.37 - 1072 32 466 475 - 1072 32 466
1920 x 1080 2.35 - 1072 95 766 476 - 1072 34516
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PSNR = 10l0g,, 220
= V0810 ysE

where the mean square error (MSE) is given by

M-1N-1
MSE = ! g g(s C)?
T MxNZL. '

i=0 j=0

2. Normalized-cross-correlation (NCC). NCC
shows how strongly the steganographic image correlates
with the cover. The NCC value ranges from 0 to 1. If the
NCC value is 1, it means that stegoimages are completely
resistant to various attacks while image processing. NCC
is represented by the formula

M-1N-1 M-1N-1

NCC= D' Y SGDXCE/ Y Y (S0D)°

i=0 j=0 i=0 j=0

3. Structural similarity index measurement
(SSIM). SSIM is an image quality metric that compares
two images (stego and cover) to conclude similarity be-
tween them; it is added as a PSNR improvement. SSIM
takes form

(2ucps + ¢1) X (20¢s + ¢3)

SSIM(C,S) = ,
CS) =zt BT x @ +0)

where uc is the mean C of the cover pixels, g is the mean
S of the stegoimage pixels, o2 is the variance of C, 6% is
the variance of S, o is the covariance of Cand S, ¢, =
(K;L)? and ¢, = (K,L)? — two variables that stabilize
the division when the denominator is close to zero, L —
dynamic range of pixel values, K_1=0.01 and K_2=0.03
by default.

4. Universal index Q is used to assess images Vvis-
ual quality. Large values Q mean that the embedded im-
age and the cover image are highly correlated and the dif-
ference between them is small. The universal quality in-
dex Q can be calculated using

40, Xy
"2+ + @21

where
1 M-1N-1 1 M-1N-1
X = MXNZ Z(X”) ’szxNZ Z(y")’
i=0 j=0 i=0 j=0

and the variance of individual components are calcu-
lated by the formulas:

1 M-1N-1 )
o} = W; j=0(Xij -X).
1 M-1N-1 )
%= XM -1 L jzo(y”_y) '

M-1N-1

6)2(}’ (M X N) -1 (Xll—)_()(ylj - }_/) 4

i=0 j=0

where x is the pixel value of the cover image, y is the
pixel value of the stego image, x is the x mean, y is they
mean, and o3, o} and o%, are the variance and covariance
of x and y images, respectively.

6.3. Results of experimental studies

As secrecy of the fact of data transmission is that
intends the most important indicator of the information
protection system, experimental studies were carried out
to evaluate corruption of the cover image after embed-
ding a confidential image. To provide this, a library of
cover images of various sizes and with scenes of different
lightness (light and dark pictures) was created. A set of
these images shown in Fig. 11, a.

To conduct research, the visual and objective char-
acteristics of the cover image were applied before and af-
ter the procedure for embedding QR-code images with
confidential text; the proposed two LSB-steganography
encryption techniques were involved. On the authors, the
most descriptive characterization of the attributes and
view of the cover image before and after steganographic
transformations is the normalized histogram for the
brightness distribution. For ease of collation, the histo-
grams before and after conversion are shown in different
colors in one window using the direct overlay method.
The case study diagrams are shown in Fig. 11, b ... g.
The analysis verifies that the proposed procedures for
embedding QR-codes with encrypted text do not intro-
duce noticeable distortions into the cover image, regard-
less of its size and brightness distribution in the picture
field. These distortions constitute fractions of a percent
of the total number of pixels of related brightness. There-
fore, we can confidently suppose that these deformations
will not be noticeable when using both the first and sec-
ond methods of substituting the byte's least significant
bits for each pixel (one or two bits, correspondingly).
Note that the deviations of the two histograms of the
cover image are of a chaotic noise nature.

Quantitative analysis of errors, which result through
steganographic transformations, utilized statistical meth-
ods. It was examined the relationship between the PSNR
index and the number of QR-code images of maximum
information capacity nested in a cover image of known
size. The results of these studies are summarized in
Fig. 12. Herein there are presented the options used to
calculate the PSNR index for the both ways of LSB-ste-
ganography; these were offered to replace the least sig-
nificant bits in the string of bits that characterize every
pixel brightness values. It is clear that the most advanta-
geous PSNR values (large ones that get on 55 ... 60 dB
level) are typical for a small number of embedded
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D - image size 1280x1024 pixels E - image size 1600x900 pixels F - image size 1920x1080 pixels

a — Cover images library for testing quality of steganographic transformations

First embedding method Second embedding method
Amount, % i ) ) Amount, % - ) o
0.7 0.7
0.6 0.6
0.5 0.5
0.4 0.4
0.3 0.3
0.2 0.2
0.1 1 — Before embedding 0.1 1 — Before embeddin
o 2 — After embedding is 2 — After embedding
"0 50 100 150 200 Intensity "0 50 100 150 200 Intensity

b — histograms for A cover image

Amount, % First embedding method Amount, % Second embedding method
1.0 1 — Before embedfing 1 — Before embedding
’ 2 — After embedding ke 2 — After embedding
0.8 0.8
0.6 0.6
04 0.4
0.2 0.2
0.0 0.0 ‘

0 50 100 150 200 Intensity 0 50 100 150 200  [ntensity

¢ — histograms for B cover image

Fig. 11. Library cover images of different dimensions and their histograms
before and after steganography
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Amount, % First embedding memod Amount, % Second embedding method
|
2.00 1 — Before embedding [ {42 1 — Before embedding
L7 2 — After embeddkng kg 2 — After embedding
1.50 1 :
125 1.25
I.ﬂn ].00
0.75 0.75
0.50 0.50
0.25 At 0.25
0.00 0.00 "
0 50 100 150 200 Intensity 0 50 100 150 200 Intensity
d — histograms for C cover image
Amount, %  First embedding method Amount, % Second embedding method
3.0 7 *
2.5
15
2.0
2.0{1 — Before embedding 1 — Before embedding
1. 2 — After embedding 1.5 |2 — After embedding
1
10 140 1
0.5 0.5
2
0.0 0.0
0 50 100 150 200 Intensity 0 50 100 150 200 Intensity
e — histograms for D cover image
Amount, % First embedding method Amount, %  Second embedding method
8 1 — Before embedding 10 1 — Before embedding
2 — After embedding 2 — After embedding
1 8
6
6
4
4
2 2 2
0 o _
0 50 100 150 200 Inten.sity 0 50 100 150 200 I ntcnsit}‘

f — histograms for E cover image

Fig. 11. Library cover images of different dimensions and their histograms
before and after steganography
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Amount, %  First embedding method
b 1 — Before embedding
. 2 — After embedding
1.2
10 L
0.8 Hf
0.6
0.4 2
021 |
0.0 eSS N

0 50 100 150 200 Intensity

Amount, % Second embedding method
i 1 — Before embedding
14 2 — After embedding
1.2 A
1.0 \ 1
0.8 P
0.6
0.4 2
02|
0.0 .
0 50 100 150 200 [Intensity

g — histograms for F cover image

Fig. 11. Library cover images of different dimensions and their histograms
before and after steganography

QR-codes, since the area of the embedded image
occupied is the least. The PSNR indicator drops exponen-
tially as the number of QR-codes being embedded in-
creases, hence the masking quality of facts of the secret
messages transmission decreases. The most appropriate
choice is a large cover and a relatively small number of
QR-codes.

Fig. 13 shows the influence of the number of
QR-codes nested in the container image of various sizes
on the CCN index. This effect was examined for the both
discussed methods of the least significant bits embedding
into a byte that represents the pixel brightness of the
cover image.

For both encryption techniques, the correlation be-
tween them is very high (NCC ~ 0.9999) and it depends
a little on the increase in the number of embedded QR-
codes. The decrease in NCC brings a linear fashion. A
high degree of cross-correlation between the stego image
and the cover image provides resistance to various at-
tacks while image processing, which indicates the correct
approach to choose between data encoding techniques.

According to the experimental studies results, it can
be concluded that the proposed methods for encrypting
information using QR-codes are greatly effective. Corre-
sponding images contain a lot text data. The data trans-
mission masking by LSB-steganography provides good
secrecy along with a minimum level of distortion of the
cover image.

PSNR, 1
o8 1 - cover 600x400
2 - cover 800x600
60.0 3 - cover 1024x768
4 - cover 1280x1024
57.5 5 - cover 1600x900
6 - cover 1920x1080
55.0
525
50.0 1
47.5 1
4501 6
0 10 20 30 40 QR amount

a — first embedding method

Fig. 12. The number of embedded QR-codes effect on PSNR
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PSNR, T
dB | 1 - cover 600x400
2 - cover 800x600
60.0 - 3 - cover 1024x768
4 - cover 1280x1024
57.5 5 - cover 1600x900
6 - cover 1920x1080
55.0 1
52.5 -
50.0 1
47.5 -
45.0 1
4251 6|
0 20 40 60 80 QR amount.
b - second embedding method
Fig. 12. The number of embedded QR-codes effect on PSNR
NCC
1.0000 1 1 - cover 600x400
2 - cover 800x600
3 - cover 1024x768
0.9999 - 4 - cover 1280x1024
5 - cover 1600x900
1 6 - cover 1920x1080
0.9998 1
0.9997 - 2
6
0.9996 1
0.9995 1
3
0.9994 4 . i . . i . R
0 10 20 30 40 QR amount

a — first embedding method

Fig. 13. NCC- cross-correlation index research



Safety and cyber security

173

NCC
1.0000 1 1 - cover 600x400
2 - cover 800x600
3 - cover 1024x768
4 - cover 1280x1024
0.9998 1 5.- cover 1600x900
1 6 - cover 1920x1080
0.9996
2
6
0.9994
0.9992
3
0 20 40 60 80 QR amount

b — second embedding method
Fig. 13. NCC— cross-correlation index research

6.4. Main conclusions based on the
results of experimental studies

One of the main requirements of the concept formu-
lated by the authors for the construction of modern OCR
systems is measures to protect information after recogni-
tion of text documents. This implies efficient encryption
of confidential data and reliable masking of information
transmission over insecure communication channels.
These goals can be achieved in various ways. Therefore,
the effectiveness of certain technical solutions can only
be evaluated experimentally and comprehensively.

Noise-immune QR-codes make it possible to rela-
tively simply and reliably encode large amounts of text
data. One QR-code allows you to encode ~ 3 Kb of infor-
mation, which is more than a page of standard typewrit-
ten text. This is much preferable to using complex cryp-
tographic algorithms.

The effectiveness of data transmission secrecy by
steganography methods is evaluated by a set of the most
important quality indicators. They are divided into two
groups — objective (based on the analysis of the statistical
characteristics of stegan tools) and visual. They must take
into account the properties of the HVS (human visual
system). In addition, indicators of information load (in-
formation capacity) of cover image pixels are also very
important. It should be noted that for the first time the
authors used an original visual quality marker — normal-
ized histograms of the cover image brightness distribu-
tion before and after steganographic transformations, dis-
played in one window using the direct overlay method.

This clearly shows the nature of the distortions intro-
duced when embedding images of QR-codes in the cover
image.

Note also that the use of algorithms LSB-steganog-
raphy in combination with encryption of text data with
QR codes gives good results in terms of quality. This ap-
proach is in no way inferior to methods such as color im-
age steganography based on adaptive directional pixel
value difference (P-ADPVD) methods for embedding a
secret message in different directions of edges of cover
images and oriented gradient histogram (HOG) methods.
However, the proposed method for combining LSB ste-
ganography with QR-codes is much simpler in terms of
computation.

According to the results of the research, we recom-
mend using the visualization of the main quality indica-
tors (PSNR, correlation CCN-index, etc.) when develop-
ing or upgrading modern OCR systems at the stage of se-
lecting and configuring steganography algorithms. This
will estimate the expected level of distortion, and if nec-
essary, you can choose a cover image of other sizes. This
will allow you to effectively manage the process of trans-
ferring messages in secure mode.

Conclusion

Currently, information security has become one of
the most important problems due to the sharp increase in
data transmission through social networks and cloud ser-
vices. The Internet is used to transmit large amounts of
data over open networks and insecure channels. This ex-
poses personal and sensitive data to a serious risk, which



174

Radioelectronic and Computer Systems, 2022, no. 2(102)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

means that it is necessary to develop technologies for
protecting confidential messages. Therefore, the research
carried out is relevant and useful. Sharing Guidelines
QR-codes and LSB-steganography methods for encoding
and covert transmission of text information are universal
in nature and can be used to build new and upgrade ex-
isting optical text recognition systems. The work has a
clearly expressed practical orientation. The proposed al-
gorithms are implemented as software modules in the Py-
thon programming language and the OpenCV library.
The indicators of the quality of work of various methods
of coding and data protection have been experimentally
studied.

The authors plan to further explore other digital im-
age-based steganographic approaches as cover for trans-
mitted data using various evaluation metrics, including
stealth, visual quality, and security.

Contribution of the authors: analysis of present
information resources related to quality of text recogni-
tion systems improvement, setting the task of studying
methods and algorithms required to protect information
in optical text recognition systems; requirements devel-
opment for practical implementation of the tools —
K. Dergachov; encryption with using QR-codes of con-
fidential information received in the result of text recog-
nition; applying of LSB-steganography algorithms when
transmitting the information via open communication
channels (e.g., e-mail); several protection algorithms
suggested have been implemented — L. Krasnov; selec-
tion, involvement and optimization of modern program-
ming techniques and relevant information resources for
implementation of advanced information protection algo-
rithms; run and testing of the developed software; con-
ducting experiments — V. Bilozerskyi; formulation of the
main conclusions on the results of the study and recom-
mendations for their practical use, general editing of the
article, translation of source materials from Ukrainian
into English — A. Zymovin. All the authors have read and
agreed on publication for manuscript version.
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PO3POEKA 3ACOBIB IHOOPMAIIMHOI'O 3AXUCTY JJIsI CACTEM
OIITUYHOTI O PO3I3BHAHHS TEKCTY

K. 1O. /lepzauos, JI. O. Kpacnos, B. O binozepcokuit., A. A. 3umosun

IpenmeT pocaixkeHb. BuBuanacs MOXKIMBICTE CTBOPEHHS CY4aCHOI'O YHIBEPCAJIBHOTO METOAY 3aXUCTY UL
CHCTEM OINTHYHOTO PO3Mi3HABAHHS TEKCTIB MpH Tepenadi KOHQIACHIINHNX JaHUX 10 BIIKPUTHX KaHAJIaX 3B'SA3KY.
MeTta po6oTu — chopMyIIIOBATH KOHIIETIIIIO CTBOPEHHSI CY4aCHOT'O IPOCTOr0 Ta HAIMHOTO METOAY 3aXUCTy 1H(Op-
Marlii pH ii mepenavi KaHaIaMu 3B'S13Ky, BU3HAYUTH 00'€KTUBHI KpUTeEpii IKOCTI HOro pobOTH, CTBOPUTH HAOIp airo-
PHUTMIB IS peatizarii 3ampornoHOBaHOTO METOLY Ta PpOorpaMHe 3a0e3MeueHHs IS IPOBEICHHS eKCIIePUMEHTAITBHIX
JOCIIDKEeHB. 3a pe3yIbTaTaMy WX JOCIIHKEHb He00X1IHO OMiHUTH e(EeKTHBHICTh IPAKTUYHOTO BUKOPUCTAHHA 3a-
MIPOIIOHOBAHOTO METOAY fIK y IUIaHI HAJIHHOCTI KOXyBaHHS/IEKOAYBAaHHA NAaHWX, IO MEPENaroThCs, TaK i B IDIaHI
ckpuTHOCTI (hakTiB nepenayi indopmarii. OTpumano Taki pesyiabratu. CHopMyIbOBaHO yHIBEpCATIbHY KOHIECIIIIIO
CTBOPEHHS Ta BUKOPUCTAHHS CY9aCHUX METO/IB 3aXUCTy iH(QOpMAIlil B CHCTEMaX ONTHYHOTO PO3Ii3HABAHHS TEKCTIB
py Tiepeavi KoH(QIASHIIHHIX TaHUX MO0 BIAKPUTUX KaHAJIaX 3B's3Ky. BU3HA4Ye€HO OCHOBHI KpHUTEpIT SIKOCTI IIUX CHC-
TeM. 3amponOHOBAHO HOBHI OPUTIHATBFHINA KOMOIiHOBaHUI METO/ KOTYBaHHS ITOB1IOMIICHb, IO MTEPENArOThCS, 32 J10-
moMororo QR-kxomiB 3 moganemM MackyBaHHSM (DakTiB mepenadvi JaHUX pisHUMH criocodamu LSB-cTeranorpadii.
Jis mpoBeieHHS eKCIIepUMEHTABHUX JOCTIKEHD 0y10 po3po0IIeHO IporpaMHe 3a0e3eueH s sl po3Mi3HaBaHHS
TEKCTIB, ske 0a3yeThcsi Ha mporpami ontudHoro posmizHaBaHHS cuMBoIiB (OCR) Tesseract Bepcii 4.0. IIporpama
HamrcaHa MoBoro Python 3 BuKopucTanHsM cydacHHX pecypceiB 6i0miorekn OpenCV. [IporpaMHo pearizoBaHa METO-
JIVKA OLIIHKHU e()eKTUBHOCTI pOOOTH aNTOPUTMIB KOITYBaHHS JAaHUX i CKDUTHOCTI CeaHCiB 3B'si3Ky. HaBemeHo mpukmaan
poOOTH CHCTEMU Ta Pe3yAbTATH TECTYBAHHS MPOTPAMHOT0 3a0€3TIeYCHHS B PSKUMi KOITYBaHHS Ta TIOTaHOI miepenadi
moBiToMJIeHb. BHCHOBKH. AHali3 eKCIIEPHIMEHTAIBHUX JOCIHIHKEHb IIOKa3aB BHCOKY €(DeKTHBHICThH 3aIpOITOHOBA-
HOTO METOAY 3aXHUCTy HiJ 4ac 0OMiHy KOH(QIIEHIIHHUMHI TaHUMH Y BIIKpUTHX Mepexax. Lli pesynbraTtét MOXYTbh
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OyTH B35Ti 32 OCHOBY PO3pOOKH IPOrpaMHOro 3a0e3neyeHHs 3aXiCTy iHpopMallii, OTpIMaHOI B CHCTEMax ONTHYHOTO
PpO3ITi3HaBaHHS TEKCTIiB Bifl Pi3HUX BUPOOHUKIB.

Koarouogi ciioBa: 3axuct iHopmarlii B cicTeMax ONTHYHOTO PO3ITi3HABAHHS TEKCTIB; MOMJINBICTH MTPaBHIILHOTO
PO3ITi3HaBaHHS TEKCTY, aJTOPUTMH MOINepenHbol 0OpOOKM BHUXIAHUX JaHWX; KOAYBaHHS TEKCTOBOI iH(opmarii
QR-komamu; anropurmu LSB-creranorpadii st notaifHOI nepeiayvi JaHUX.

PA3PABOTKA CPEJICTB HH®OPMAIIMOHHOM 3AIIMUTHI JIJIsI CHCTEM
OIITUYECKOI'O PACTIO3BHABAHUA TEKCTA

K. FO. /lepzaués, JI. A. Kpacnos, B. A. Bunosepckuit, A. A. 3umoeun

IIpeamer uccienoBanuii. zy4angack BO3SMOXKHOCTb CO3/[aHUSI COBPEMEHHOT'O YHHUBEPCAIBHOT'0 METO/[a 3AIIUTHI
nH(popManuK I CUCTEM ONTHYECKOTO Paclo3HaBaHUs TEKCTOB IPH Nepenade KOHQHUACHIMAIBHBIX JaHHBIX 110 OT-
KpBITHIM KaHanam cBs3u. Lleab padoTbl — chopMyIHpoBaTh KOHIEIIHIO CO3/IaHHMS COBPEMEHHOI'O MPOCTOro U
Ha/ISKHOTO METOJIa 3alIUTHl HHPOPMAINH ITpH €€ repeaade 1o KaHallaM CBSI3H, ONPENIENIUTh 00bEKTUBHBIE KPUTEPUHT
Ka4yecTBa ero padoThl, co3/1aTh HAOOp AJITOPUTMOB YISl PeaM3aliy MPEeIOKEHHOTO METo/la U PorpaMMHoe obec-
TIeYeHne U1l IPOBEACHUSI IKCIIEPUMEHTAIBHBIX HccienoBanuil. [1o peynbTaTtam 3THX HCClIeNOBaHUH HEOOXOIUMO
OLIEHUTH 3(P(PEKTHBHOCTH MPAKTUIECKOTO UCIIOIH30BAHHMS MTPEJIOKEHHOT0 METO/a KaK B IUIaHE Ha/Ie)KHOCTU KOJIH-
POBaHHMs/AEKOIMPOBAHHS NIEpeIaBaeMbIX JIaHHBIX, TaK U B TUIaHE CKPBITHOCTH (hakToB nepenaun uHpopmarmu. Io-
JIy4eHbl cieqyromue pe3yabratbl. CHopMynupoBaHa yHHUBepCaibHas KOHIETIIHUS CO3/IaHHsl U UCIIONIb30BAHHMS CO-
BPEMEHHBIX METOJIOB 3aIIUTHl HH(POPMAIMU B CHCTEMaX ONTHYECKOr0 Paclio3HaBaHUs TEKCTOB IPH Iepeiadye KOH-
(UIeHIMATBHBIX JaHHBIX [0 OTKPHITHIM KaHanaM cBsi3u. OnperesieHbl OCHOBHBIE KPUTEPHUH KadecTBa paboThI ATUX
cucteM. [IpeasioxxeH HOBBIN OpUTHHAIIBHBI KOMOMHUPOBAHHBIA METOJ] KOJUPOBAHHMS NEpelaBaMbIX COOOLICHUH C
nomoIeo QR-KOMOB ¢ nmocneayromei MacKUpOBKOW (hakTOB Mepeadl TaHHBIX pa3iindHbIMU criocobamu LSB-cte-
raHorpaguu. [y npoBeneHns IKCIIEPUMEHTAIBHBIX HCCIIEI0BaHUI ObUIO pa3paboTaHo MPOrpaMMHOE 00ecriedyeHNe
JUIs. pacrlio3HaBaHUSl TEKCTOB, Oasupylolleecs Ha TPOrpaMMe ONTHYECKOro pacro3HaBanHus cumMBoioB (OCR)
Tesseract Bepcuu 4.0. [Iporpamma HanrcaHa Ha si3bike Python ¢ ucnonb30BaHHEM COBPEMEHHBIX PECYPCOB OUOIHO-
texr OpenCV. TIporpaMMHO peann3oBaHa METOIMKA OILIEHKH A((PEKTUBHOCTH PaOOThI AJITOPUTMOB KOJAMPOBAHUS Tie-
penaBaeMBbIX JaHHBIX M CKPBHITHOCTH CEAHCOB CBs3U. [IpuBeIeHbI MpUMeEpHI pabOThI CUCTEMBI U PE3YAbTAaThl TECTUPO-
BaHMsI POrPAaMMHOr0 o0ecrieueH sl B peXXUMe KOAUPOBAHUSI M CKPBITHOH mepeiaun coolieHnil. BoiBoabl. AHamu3
OKCIICPUMECHTAJIbHBIX I/ICCJ'ICJIOBaHI/Iﬁ IToKa3ajl BBICOKYIO 3(1)(I)GKTI/IBHOCTI) MPEATOKEHHOI0 METOAAa 3allUTHI ITPU 06-
MeHe KOH(QUAESHINATIbHBIMY JAHHBIMU B OTKPBITBIX CETAX. DTH Pe3yJIbTaThl MOTYT OBITh B3ATHI 32 OCHOBY IIPH pa3pa-
0OTKe MPOrpaMMHOI0 00ECIeUeHHs 3alUThl HHYOPMALUH, NTOTYYEHHOH B CHCTEMaX ONTHYECKOTrO Paclio3HaBaHHA
TEKCTOB OT PA3JIUYHbBIX IPOU3BOAUTEICH.

KnroueBble cjioBa: 3amura HHGOPMALUK B CHCTEMAaX ONTHYECKOI'0 PACIIO3HABAHUS TEKCTOB; BEPOSTHOCTD Ipa-
BUJILHOT'O PacliO3HABAaHMS TEKCTa; aJrOPUTMBI IIPEABAPUTEIHLHON 00paOOTKH UCXOAHBIX JaHHBIX; KOIUPOBAHHE TEK-
croBoit nuHpopmarmu QR-konamu; anropurmel LSB-creranorpaduu [yist CKppITHOW Tepejayy JaHHbIX.
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