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systems belong to the class of critical systems. A detailed
overview and classification of such systems is presented
in the paper [1].

hardware system and its inoperability results in an

FUNCTIONAL SAFETY ANALYSIS OF SAFETY-CRITICAL SYSTEM USING
STATE TRANSITION DIAGRAM

The subject of research is to determine the functional safety indicators of a fault-tolerant safety-critical system,
namely, the minimal cut sets’ probability for a given duration of the system’s operation, using the state transition
diagram (STD). The aim is to create a new method for analyzing the functional safety of a fault-tolerant safety-
critical system. This method is based on the methodology of developing models of operational reliability behavior
in the form of STD. This methodology provides a detailed representation of inoperable states and their relation
with pre-failure (inoperable critical) states. The task is to propose a new classification for inoperable states of
the STD to obtain all possible emergencies in the same space of inoperable states. This approach allows
consideration the correlations between the failures, that it is impossible to use the fault trees. Since the space of
inoperable states can reach hundreds and thousands of states, a method is proposed for their automated
determination according to the classification. The state space method was used to conduct the validation of the
method of functional safety analysis. The following results were obtained: the system of Chapman-Kolmogorov
differential equations is formed in accordance with the STD and it provides the dependence of the functional
safety indicator — the minimal cut sets’ probability as a function of the operational duration of the fault-tolerant
safety-critical system. This dependence is called the emergency function. The method for determining the
emergency function is based on the usage of the emergency mask. Note that the proposed model of operational
reliability behavior in the form of STD provides the possibility to conduct both the functional safety and the
reliabilizy indicators. The value of the minimal cut sets’ probability for a given duration of operation is
determined using the fault tree for the validation of the proposed method of functional safety analysis. The fault
tree was built by Reliasoft BlockSim software. The obtained value coincides with the value of the minimal cut
sets’ probability, which was defined by the emergency function for the same operational duration. Thus, the
designer can comprehensively analyze the feasibility of introducing redundancy (structural, temporal,
functional). Conclusions: the scientific novelty of the obtained results is the following: the new method for
determining safe, critical and catastrophic states in the set of inoperable states is used in the methodology of the
STD developing to obtain the stochastic model of operational reliability behavior of fault-tolerant safety-critical
system. This technique ensures an automated defining of emergency function by using an improved structural-
automatic model.

Keywords: functional safety; safety-critical system; reliability engineering; safety engineering; minimal cut sets;
fault tree analysis; Markov analysis.

energy systems, military equipment, technological lines,
etc. [1, 4]. For designing such systems firstly, along with
the reliability indicators, the requirements are set for
ensuring a given level of functional safety. The required
level of SCS functional safety is set at the stage of its
system design. At other stages of the system’s life cycle,
safety can be maintained only through the stability of
technological processes, maintenance and proper
operation.

1. Introduction

The majority of modern electronic information

A Safety-Critical System (SCS) is a software and

emergency at a site where it is installed. The emergency
at the site poses a threat to human life or health, an
environment or other systems [1 — 3]. Examples of SCS
are control systems for complex technical objects such as
(telecommunications  systems, transport (aviation,
railways, pipelines)), medical and robotic systems,

According to IEC 61508 and 1SO 26262, safety is
the freedom from unacceptable risk of physical injury or
of damage to the health of people, either directly, or
indirectly as a result of damage to property or to the
environment. Functional safety is part of the overall
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safety that depends on a system or equipment operating
correctly in response to its inputs. Safety can be
determined as an absence of unacceptable risk due to
hazards caused by mal-functional behavior of electrical
and/or electronic systems and the interactions of these
systems. A characteristic feature of SCS is the ability to
actively respond to potentially dangerous situations and
minimize its consequences [5]. To do this, additional
means of ensuring functional safety are introduced into
the structure of the SCS, which reduces its reliability.

Therefore, the problem of ensuring a given level of
functional safety of SCS without reducing its reliability
is relevant for system design. So, it is needed to identify
the "weaknesses" of the system and to introduce some
kind of redundancy. It is possible to check the efficiency
of such solutions either at the stage of field tests, or by
modeling the operational behavior of systems in case of
failure. As the cost of unsuccessful solutions due to
potential consequences for SCS is very high, so the
checking should be done only at the stage of system
design. For this, it is necessary to have appropriate
models, methods and software that allow to consider
several options for design solutions for limited time of
the system design stage and reject the unsuccessful ones.
This approach allows not only to ensure the necessary
reliability and functional safety, but also to reduce the
amount of field tests.

2. State-of-the-Art of obtaining functional
safety indicators

To quantify the functional safety indicator, namely
the risk of SCS operation, the minimal cut sets’
probability is used. The development of the fault tree
(FT) is carried out to obtain this indicator that allows
identifying critical sections of the system in terms of
functional safety [6, 7].

Minimal cut sets (MCS) are combinations of the
minimum number of failures of system elements that lead
to an emergency [6]. Removing at least one defective
element of the system from the combination of the
minimum number of failures of the elements of this
system prevents an emergency [7]. Using minimal cut
sets give us the possibility to assess the impact of failures
of elements sets on the occurrence of a system emergency
and to identify critical elements of the system
("weaknesses of the system"), in terms of the risk of its
operation [8]. The indicator "the probability of MCS" is
the quantitative assessment of the risk of operation of
fault-tolerant SCS, which considers the loss of
performance of its elements [6 — 8].

Another indicator for assessing functional safety is
the risk factor — RPN (Risk Priority Number), which is
determined using FMEA/FMECA analysis technology

[9, 10]. The key point in this technology is to obtain the
MCS, the probability of which is the quantitative
indicator of the risk of system’s operation [11]. And
considering its value, the indicator is determined as the
average value of the frequency of emergencies
(Occurrence), which is part of the RPN [12].

Minimal cut sets are obtained by transforming the
logical structure of a fault tree by Boolean algebra [7]. As
a result of transformations, a new tree is logically
equivalented to the original, which consists of a top-level
event "accident”, a logical element "OR™ and minimum
sections as basic events, combined with logical elements
"AND" [6, 7].

However, the existing method of obtaining MCS
has a number of significant shortcomings, which reduces
the feasibility of its use at the stage of system design of
SCS [13]:

— the probability of MCS is determined only for
one (fixed) value of the duration of system’s continuous
operation (operational duration);

— itis problematic in the fault trees to consider the
sequence of events that occur after the failure of separate
subsystems or modules. For example: backup system
connection, repair and replacement of faulty subsystems
or modules, etc. Therefore, the value of the probability of
MCS differs significantly from the real value;

— fault-tolerant  configurations, in particular
sliding reserve, combined structural reserve, etc., are
incorrectly implemented using fault trees, which leads to
overestimation or underestimation of the probability of
an emergency;

— when making changes to the structure or
algorithm of the system, the fault tree should be rebuilt.
And this requires a lot of labor and time resources.

These shortcomings are partially eliminated in the
methodology of development of dynamic fault trees
(DFT) [14 — 16]. The main differences between DFT and
conventional FT are the introduction of new dynamic
types of logical elements or dynamic vertices (operators)
[15], which are implemented by, Petri nets, Bayesian
networks [14], Markov models [16].

However, a significant part of the shortcomings
characteristic of FT are remained for DFT. For example,
it is difficult to consider the operational reliability of the
system in the presence of functional redundancy, it is
impossible to display correctly the limited number of
repairs and it is impossible to consider the downtime of
the system during maintenance. In addition, DFT does
not allow considering the influence of means of control,
diagnosis and switching on the value of the probability of
MCS.

The use of DFTs at the stage of system design is
limited due to their construction is not automated, so it
requires a lot of expertise and manual steps. Therefore, it
is an expensive procedure both for money and time
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required to build DFT. This is especially noticeable when
considering modifications of the system’s structure and
the corresponding restructuring of the fault tree.

Binary decision diagram [17, 18] is a powerful tool
for MCS carrying out. This tool allows quick and
accurate determining of probability of system
emergency.

Based on the analysis, the task of development the
method for obtaining the values of probability of MCS,
which considers both operational and reliability behavior
of the system is relevant with various ways to increase its
reliability due to fault tolerance (different types of
redundancy, maintenance and repair) and functional
safety (control and diagnostics). Therefore, the
credibility of the values of the probability of the MCS
should be increased. However, the method should have
high degree of formalization and be suitable for
automated use for elimination of the main limitations of
FT and DFT, namely a manual construction of tree. And
this is especially relevant for a multivariate analysis of
fault-tolerant software and hardware SCS at the stage of
their system design.

3. Application of the state space method for
the analysis of functional safety indicators

Safety-critical systems during their operation may
be in certain states. Changing the mode of operation or
values of system’s parameters determines the transition
from one state to another, and the duration of staying in
each state is a random variable. Therefore, the model of
SCS behavior is discrete-continuous stochastic model,
and the method used to conduct the research is called the
state space method [19 — 21].

The state space method is widely used at the stage
of system design of various complex systems, including
SCS [22]. The model formed by this method is presented
in the form of a system of Chapman-Kolmogorov linear
differential equations, and allows an adequate
representation of all features of the structure and
operation algorithm of fault-tolerant SCS:

dP(t) _ , 5
— —APO, 1)

where P(t) — vector-column of probabilities of SCS
staying in states;

A — matrix of intensities of transitions from state to
state.

As a result of solving the system of differential
equations (1) we obtain the dependences of the
distribution of the probability of staying in the states of
the graph on the duration of SCS operation and the
average values of the duration of SCS being in each state:

PL(t), Py(t), ooy P(), ooy T, T2, o Tiy o (2)

where Pi(t) — probability of SCS in the i-th state;
i=1...s, s—number of states;

Ti — average value of the duration of being in the
i-th state.

From the obtained probability distribution, it is
possible to form expressions of both standardized and
non-standardized performance indicators by summing
the probabilities of being in the appropriate states. It is
important that a developer receives the value of these
indicators at the stage of system design.

The use of the state space method is regulated by a
number of international (FIDES, MIL-HDBK-217,
Telcordia SR-332, MIL 217 Plus, IEC TR 62380) and
Ukrainian (DSTU 2861-94) standards. However, at the
stage of system design, the practical use of the state space
method is quite limited due to the complexity of
developing models whose phase space is 10% - 10° states
and, accordingly, the system of differential equations has
the same order. And considering the need to solve the
problem of synthesis through multivariate analysis, in
most cases it is performed using typical simplified
models [23, 24].

The technique of using the state space method is
partially implemented in a number of well-known
software products such as ReliaSoft Synthesis Master
Suite (ReliaSoft USA), RAM Commander (ALD, Israel),
Reliability Workbench (Isograph, USA, UK), PTC
Windchill Quality Solutions (PTC, USA), Item Toolkit
(Item Software, USA, UK). However, in these software
products, models in the form of state transition diagram
(STD) are built manually with the subsequent automated
solution of the system of differential equations of the
form (1) and obtaining reliability indicators.

In paper [25] the improvement of the technique of
using the method of state space is shown. As a result of
improvement, the construction of the STD is carried out
automatically. Automated construction of the STD is
based on a structural-automatic model [25]. Structural-
automatic model (SAM) is a formalized representation of
the structure and algorithm of SCS behavior in the form
of three data sets: state wvector, reliability and
functionality of fault-tolerant SCS components and tree
of rules for modification of state vector components.

The algorithm for automated graphing of STDs is
implemented in the software ASNA [26]. Basing on the
structural-automatic model, ASNA software automates
the construction of the STD and forms an analytical
model in the form of a system of Chapman-Kolmogorov
linear differential equations.

The state space method is not used to assess
functional safety indicators. On the one hand, in the
known methods of obtaining the STD, all inoperable
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states which lead to an emergency are combined into one
absorbing state. For the reliability analysis of SCS
failure, the consequences of the failure itself are not
considered.

On the other hand, if inoperable states are not
combined, the total number of states increases by 2 or
more times. In the case of manual construction, the time
spent on obtaining STD can significantly exceed the
duration of the stage of SCS system design. The method
that ensures the obtaining of MCS directly from the STD
was not found during the informational search.

4. Separation of inoperable states into safe,
critical and catastrophic states

In order to analyze the functional safety indicators
of SCS, in contrast to the analysis of reliability indicators,
it is necessary to have a distribution of the probability of
the system being inoperable. Moreover, it is important
not only to separate the space of states into operable and
inoperable states, but also to classify inoperable states
into states that directly lead to an accident and that lead
to an accident after passing through several intermediate
states.

It should be noted that the improved state space
method is described in the monograph [25] and does not
involve the selection of types of disabled states, as it was
focused on the analysis of the reliability of fault-tolerant
SCS.

The scheme of construction of the general model of
SCS functioning with considering various groups of
reasons of failures and division of failures into safe and
dangerous is resulted in work [27].

Thus, to obtain the values of the probabilities of
MCS with STD, it is necessary to correctly separate all
possible inoperable conditions in which the system can
be, into the following groups:

— inoperable safe states are states that the system
enters after failure of subsystems or modules. However,
from these states the system does not directly fall into an
emergency;

— critical (pre-emergency) states are the states that
the system enters and that precede the emergency. The
next step is for the facility where the SCS is installed to
be in an emergency;

— catastrophic  (emergency) conditions are
conditions that correspond to the actual emergency for
the site where the SCS is installed.

This classification of conditions makes it possible
to compose formulas for determining the functional
safety indicator directly from the STD from the
distribution of probabilities of being in inoperable safe,
critical and catastrophic conditions. At the same time,
formulas for determining reliability indicators are
compiled from the same STD, on the basis of operational

states, and accordingly, it is possible to study the
influence of increasing functional safety on the reliability
of the system.

The block diagram of the method of separation of
disabled states is shown in Fig. 1, and the method itself
is described in work [28]. For the practical
implementation of this method, an improvement of the
structural-automatic model was carried out, that is given
in paper [29].

Formation of a structural-automatic
model

v

Formation of " SCS emergency conditions"

v
v v

Generation of STD Generation of STD
with using "Conditions without using "Condi-
of occurrence tions of occurrence
of emergency of SCS" of emergency of SCS"

v v
v

Comparison of phase spaces
of two STDs

v

Formation of phase subspace
of inoperable states

Fig. 1. Block diagram of the method for formation
inoperable safe, critical and catastrophic conditions

Thus, from the state transition diagram (Fig. 2), the
values of both functional safety indicators (from
classified inoperable states) and the values of system
reliability indicators (from operational states) can be got.
Such  structural-automatic  model is called a
comprehensive model of SCS.

INOPERABLE STATES 'moperable
P critical states
@% O O

OPERABLE STATES

B S

Inoperable safe T Inoperable

~~~~~

states catastrophic states

Fig. 2. State transition diagram with separate space
of inoperable states for emergency function determining
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We note as well that the comprehensive model
(STD) allows us to study the dependences of the impact
of reliability tools on the value of the safety indicator and
safety tools on the value of the reliability indicator.

With such model it is possible not only to determine
the indicators of functional safety and reliability, but also
to study the impact on the safety of the introduction of
fault-tolerant configurations, the application of certain
maintenance, recovery strategies and more.

To represent emergencies by the relevant group of
incapacitated conditions, it is necessary to form a logical
expression "SCS emergency conditions" for each
emergency situation of the SCS.

The logical expression "SCS emergency
conditions™ is formed from the components of the state
vector (SV), connected by logical operations. This
expression is necessary for the selection from the STD
the states that are included in the set of inoperable states
corresponding to the emergency situation.

Considering the affiliation of a certain part of the
inoperable states of the STD to two or more aggregates
(groups) of emergency situations, it is necessary to
minimize the logical expression "SCS emergency
condition", using the rules of Boolean algebra. This gives
the possibility to consider the interdependence of
emergencies and get rid of the significant shortcoming of
FT and DFT when it is considered (assumed) that all
emergencies are independent.

The division of the array of inoperable states of the
SCS is performed in the following sequence:

1) the minimized "SCS emergency condition" is
introduced into the structural-automatic model of fault-
tolerant SCS. "SCS emergency condition™ is a condition
of combining all inoperable states into one state. On the
basis of such SAM, using ASNA software, the
construction of the first STD is carried out. The result is
an array of all possible operable states and one state in
which all inoperable states are combined,;

2) the "SCS emergency condition " is removed
from the structural-automatic model. On the basis of this
SAM, using ASNA software, the construction of the
second STD is carried out. This STD includes in addition
to all operable conditions, all inoperable conditions;

3) comparing the states of both STDs it is
necessary to remove the operable conditions that are in
the first and in the second STD. As a result, we get an
array of all inoperable conditions.

5. Formation of the emergency function
to assess the functional safety

To assess the functional safety of systems using FTs
or other logical-probabilistic methods, the concept of
MCS, which is represented in the form of logical
functions [6 — 8, 13], is used. However, an approach for

determination the probability of MCS using the state
space method is not known. By the way, applying our
experience of developing models in the form of STD, we
suppose that such possibility exists. Moreover, the model
in the form of STD makes it possible to obtain
dependence of the MCS probability due to the
operational duration. We propose to call such
dependence as an “emergency function".

Thus, the emergency function (EF) is a dependence
of the probability of MCS that lead to an emergency
situation within the operational duration of the SCS.

The value of the emergency function is defined as
the sum of the probabilities of being in safe,
incapacitated, critical and catastrophic states. The
transitions between these states show the trajectory of the
transition (evolution) of the system from insignificant
failure to accident. Moreover, the fewer transitions are
from inoperable to catastrophic safety, the worse
functional safety of the system is, and accordingly there
are fewer opportunities to avoid an emergency.

The value of the emergency function is defined as
the sum of the probabilities of being in safe inoperable,
critical and catastrophic states. The transitions between
these states show the trajectory of the transition
(evolution) of the system from insignificant failure to
accident. Moreover, the fewer transitions are from
inoperable to catastrophic safety, the worse the functional
safety of the system is, and accordingly there are fewer
opportunities to avoid an emergency.

Properties of the emergency function:

—the emergency function is a non-negative function

0, t=0;

Qp(t)=41(t), 0<t<oo; (3)
1 t=o0;

—for a particular system, the number of emergency
functions QA(t) is equal to the number of MCS leading
to an emergency;

—the value of the emergency function for a specific
service life of the system is equal to the MCS probability,
which is obtained from FT for the specific operation time
of the system;

—the combination of all emergency functions QA(t)
corresponds to the probability of emergency QAS(t) for
the specific operation time of the system:

K
Qas(®) =1-]J@-Qn, (1) (4)

i=1

where Qai(t) — the i-th emergency function;
k —number of emergency functions.
The method of determining the emergency function
is shown in the following sections.
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5.1. Creating an emergency mask to create
an emergency function

To create the expression of EF, it is necessary to
establish a set of inoperable conditions that lead to an
emergency. Since the same conditions may be part of
different EFs, it is necessary to have the ways to
unambiguously identify them. It is proposed to use the
emergency mask as such a tool.

The emergency mask is a logical expression formed
from the components of the state vector. In the case
where they take a value equal to 0, this is a necessary and
sufficient condition for an emergency. The emergency
mask is obtained from the "SCS emergency conditions"
by minimizing it according to the rules of logic algebra.

The emergency mask has the following properties:

—if the logical expression that describes the
emergency situation for SCS consists of components of
the state vector, combined only with the operator "AND",
then such SCS is characterized by one emergency
function:

Vg =AMy =0)A..A (Vi =0),

where Vg, Vh, ..., Vi — components of the vector states
of SCS, which describe state of its modules.

—ifthe logical expression describing the emergency
situation for the SCS consists of N groups of components
combined by the operator "OR", and in each group the
components of the SV are combined only by the operator
"AND", then such SCS has number of N emergency
functions:

((Vm =0) A (V, =0)/\.../\(Vq =0)v..v
V((Vs =0) A (Vy =0) A (Vy =0)).

For example, if the following logical expression is
obtained as a result of minimizing the "SCS emergency
condition", consisting of three groups of the SV
components connected by the logical operator OR:

((V1=0) A(V2=0) A(V3=0))v
V((V2=0) A (V5=0))v ((V1=0) A (V5 =0)).

Then in this case there are three emergency
functions. The first emergency function is formed by
inoperable states of the system, in which the 1st, 2nd and
4th modules are inoperable. The second EF is formed by
inoperable states of the system in which the 2nd and 5th
modules are inoperable, and the third is formed by
inoperable states of the system in which the 1st and 5th
modules are inoperable. The emergency function is
formed on the basis of the received masks.

5.2. Formation of the emergency function
from disabled states

The formation of EF consists of two stages. At the
first stage, a group of states corresponding to a specific
EF is determined from the set of inoperable states by
using the emergency mask. At the second stage
expressions are formed from the selected states to
calculate the values of array of transition rates (ATR).

Identification of groups of states corresponding to
one emergency function. All states in which the
components of the SV that correspond to 0 in the
emergency mask are selected. If the emergency mask has
several components combined by the logical operator
OR, then accordingly there is the EF. So, for each EF
there is a group of states in the STD.

The input data for the method is a set of inoperable
states, which are obtained from the STD. To obtain an
array of inoperable conditions, it is necessary to use the
method described in papers [28 — 30].

To develop an algorithm for automated
determination of ATR, the following statements are
proposed:

—at least one emergency function is inherent for any
fault-tolerant SCS;

— catastrophic state is a state in which the SCSiis in
an emergency situation;

—if at least for one component of the SV, which has
value of 0 and is included in the ATR, the value of 1 is
given in all these inoperable states (transit into working
state), then the SCS emergency is not happened.

To find the ATR, it is necessary to organize the
array of inoperable states of the SCS on the basis of the
smallest number of events that lead to an emergency
situation of the system. That is, the minimum number of
components of the SV, which is equal to 0. These are
those inoperable states into which the transition was
made directly from the operable state. As a rule, there are
inoperable safe conditions. On the basis of the sorted
array of inoperable states of the system, in accordance
with the components of the emergency mask find the
states of the system, from which some specific EF is
formed. The result is an ATR.

Sorting of emergency masks components. Sorting
is performed by comparing two adjacent components of
the emergency masks. In the matrix of the components of
the emergency mask, you need to swap the components
of the mask, i.e. swap the components of the SV.

As a result of moving the components of the
emergency mask in the matrix, a sorted matrix of these
components is obtained. Sorting is performed by the
number of 0 values in the ATR. The first row of the
resulting matrix contains the SV with the smallest
number of components whose values are equal to 0.
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This line corresponds to the component of the
emergency mask. The next is the component of the SV
mask with the same or more components of the SV,
which are equal to 0 and so on until all states are selected
for which the value of the component of the SV
corresponds to the emergency mask.

Formation of expressions for emergency
functions. The result is a matrix which contains four
columns: the sequence number N of ATR is recorded in
the first column, and the component of the SV and its
value is written in the second column, the state numbers
of STD, which form the corresponding ATR, is written
in the third. The procedure for obtaining the probability
values of the corresponding AFs is to sum the values of
the probabilities of staying in the STD states, the numbers
of which were recorded in the third column of the
corresponding EF in the EF array. The result is filled in
the fourth column.

Thus, the formula for determining the values of the
emergency function is equal to the sum of the
probabilities of being in those states that correspond to
the mask of the emergency situation.

q
Qa (=Y Pj()+..., (5)
j=m

where Pj(t) is the probability of SCS in the j-th group of
inoperable states m...q, in which the value of the
component of the SV is 0 in accordance with the i-th
emergency mask. The group of inoperable conditions in
the simplest case can include all inoperable conditions.
For fault-tolerant SCS, there may be several groups of
such states in the STD.
For example, if the emergency mask is:

(V1=0) A (V2=0)A(V4=0).

And it corresponds to the states of STD number 20... 27
and 32... 35, i.e. in these states the SV components V1,
V2, V4 are 0, and components V3, V5 are any other value
than 0, the expression for EF is defined as:

27 35
Qa®= 2 R+ X Ri(D).

i=20 =32

6. Validation the developed methods
and techniques

Validation of the developed methods and
techniques was performed for tested fault-tolerant SCS
by comparing the values of the MCS probabilities, which
were obtained from a comprehensive model in the form

of STD, and the MCS probability, which were obtained
from the FT by Reliasoft BlockSim software.

A fault-tolerant system consisting of two different
redundant modules was used as a tested fault-tolerant
SCS. The structural scheme of reliability of fault-tolerant
SCS is presented in fig. 3. Both modules have hot
reserve. The first module, as less reliable, has two backup
modules, and the second has one backup module. If the
main module fails, the backup module is connected
instead. Switching devices are considered to be
absolutely reliable and fast. The duration of switching is
considered infinitesimal. Backup modules can fail
regardless of the main ones.

At the first stage of validation, the SAM was built
and on the basis of which a STD, which has 32 states,
was generated. According to the method [29], the array
of inoperable conditions was determined. In the obtained
STD, states 1-7, 9-15, 17-23 are operable. Conditions 8,
16, 24-32 are inoperable, so depending on these states the
emergency functions are formed.

T 1 4
L{ - \\ 5
L 3 -

Fig. 3. Reliability block diagram
of tested fault-tolerant SCS

For the formation of emergency functions, in
accordance with the developed methodology, it is
necessary to form emergency masks by minimizing the
SCS emergency condition:

(V1=0)A(V2=0)A(V3=0))v
v ((V4=0)A(V5=0)).

The first emergency function has a mask:
(V1=0)A(V2=0)A(V3=0)),
and the second emergency function has a mask:
((V4=0)A(V5=0)).
Therefore, the first emergency function is
represented by the sum of the probabilities of staying in

states in which components V1, V2 and V3 are 0. These
are states 8, 16, 24 and 32:

Q1 =Pg(t) +Pyg +Posa (1) + P (1) .
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The second emergency function is represented by
the sum of the probabilities of staying in those states in
which components V4 and V5 are 0. These are states
from 24 to 32:

Q2 (1) = Poy (t) + Pos (t) + Pog (1) + Po7 (1) +
+Pog (1) + Pyg (1) + P3g (t) + P3y () + P3 (1)

Basing on the obtained STD, ASNA software
compiled the system of Chapman-Kolmogorov
differential equations, solved it, and obtained the
distribution of probabilities of staying in each state. The
obtained distribution was exported to Excel spreadsheets
and constructed emergency functions Qa(t), Q(t), which
are presented in Fig. 4.

1,2

qi(t)+q2(t)
1,0 Y -

/N
y 1=
/_/' e
06 v

‘ / l{’
.-I ,f’
0,4 /

0,2

. ~
.-\
“a,

0,0
0 10 20 30 40 50 60 70 80

Fig. 4. Emergency functions Qi(t), Q(t)
and probability of an emergency Q (t) — curve
Qa(t)+Q2(t) covered the curve Q(t)

The dependence of the MCS probability due to
operational duration as the sum of the probabilities of
being in all inoperable conditions is also constructed:

32
Q1) =P(1) +Pis (D) + 2 Pi(t)

i=24
and as the sum of the emergency functions

Qu()+Qx(D):
Q) =Qu() +Qa (1) =1-(1-Qy(1))- A-Qz(1)) .

As can be seen from Fig. 4 dependencies of both
variants for calculating the probability of an emergency
are coincided.

A similar structural reliability block diagram (see
Fig. 3) was constructed using ReliaSoft BlockSim
graphics editor. The next stage of validation was the

transformation of the structural reliability block diagram
by tools of ReliaSoft BlockSim into the fault tree, which
is presented in Fig. 5. The MCS for this FT also were
carried out by ReliaSoft BlockSim.

FaultTree1 - ReliaSoft BlockSim /RENO
Help [ Faulk Tree

)

Pubiish
!] Fitted Modsl
e

o Format: £ analysis

reel

Q0

System Failure

Q:0,513136

Q:0,222134

Q:0,471311 ‘ Q:0,471311

M5 Failure

Q:0,374103

Q:0,720549
Q:0,720549

] u
Q:0,720549
M1 Failure M2 Failure M4 Failure
] []
M3 Failure

Fig. 5. The fault tree obtained
from ReliaSoft BlockSim software

The MCS probabilities of the tested SCS at the same
service life were calculated as the emergency function
and obtained results were compared with the provided
ones by ReliaSoft BlockSim. As it can be seen from
Fig. 6 the values of the emergency function Q1(t) and the
values of the minimal cut sets’ probability MCS1fta are
completely coincided. Similarly, the values of the
emergency function Q2(t) and the values of the minimal
cut sets’ probability MCS2fta also are coincided.

1,2
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Ql(t) ke A

_ ke
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0,4 -
A
,
/}’
0,2 <

0,0

0 1l0 ZIO 3I0 AIO SIO BIO 7ID S'D
Fig. 6. The value of the emergency function Qi(t)

and Q(t) and the value of the minimal cut sets’
probabilities MCS;fta and MCS;fta
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Based on the analysis, the following conclusions
can be drawn:

1) developed methods and techniques for
determining the value of the minimal cut sets’ probability
from the STD give reliable results;

2) indicator of functional safety of operation of
fault-tolerant SCS, which are still obtained on the basis
of the developed fault tree, can be obtained by using the
model of operational behavior of fault-tolerant SCS in the
form of STD.

7. Conclusions

To overcome the contradiction between the
introduction of means for ensuring functional safety and
reducing the reliability of SCS, an approach for building
the comprehensive model in the form of STD is
proposed. This model provides the definition of both
reliability and functional safety indicators. For this
purpose, a new classification of inoperable states was
introduced, which made it possible to obtain the values
of the minimal cut sets’ probability from the STD without
constructing a fault tree. Reliability indicators can also be
obtained from the same STD.

1. The comprehensive model in the form of STD
provides determination not only of the minimal cut sets
probability for a given operational duration without
constructing a fault tree, but also to obtain the
dependence of the minimal cut sets’ probability due to
the operational duration.

2. For the practical construction of a comprehensive
model of SCS in the form of the STD, a new method was
developed for determining safe, critical and catastrophic
states in a set of inoperable states. The method is based
on the generalized structure of the state vector with a
representation of the state of each SCS module and an
additional description of its features: maintenance;
operational reliability behavior; performance of means of
SCS control, diagnostics and switching.

3. To quantify the impact of fault tolerance on safety
and the impact of functional safety on reliability, the term
of emergency function is introduced. The values of the
emergency function for any service life of the SCS are
coincided with the values of the minimal cut sets’
probabilities obtained for the same service life using the
fault tree. The term "emergency mask" is introduced to
select the inoperable states that form the expression of the
emergency function.

4. The emergency function provides determination
of the operational duration of the fault-tolerant SCS, in
which the value of the indicator "the minimal cut sets’
probability" does not exceed the specified value — the
probability of an emergency at the site due to loss of
serviceability of the fault-tolerant SCS.

5. The proposed modification of the structural-
automatic model provides the automated acquisition of
the emergency function. This allows us to provide the
multivariate analysis of methods to ensure the functional
safety of SCS operation without excessive time, which is
crucial for the system design phase. In comparison with
the known methods of functional safety analysis, the time
spent on obtaining functional safety indicators for one
variant of the system is commensurate. However, if it is
necessary to analyze changes in the structure of fault-
tolerant SCS, in the algorithm of its operation or in the
maintenance strategy, the developed methods give a gain
in time spent on each new version of the analysis in two
or more times.

6. Further research should show the usage of the
"emergency function” in the design of fault-tolerant
safety-critical systems and the usage of the "emergency
function™ to analyze the functional safety of critical
infrastructure, for which there are contradictions: safety
means reduce reliability; or reliability enhancers do not
provide the expected increase in functional safety.
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AHAJII3 ® YHKIIAHOI BE3NEYHOCTI BUIMOBOCTIMKHUX CUCTEM
BIAIIOBIJAJIBHOI'O ITPU3HAYEHHA 3A JOIIOMOI'OIO T'PA®A CTAHIB I ITEPEXO/1IB

JI. /1. Ozipkoscokuit, b. IO. Bonouii, O. I1. Lkinwk,
M. M. 3mucnuun, I1. I. Kazan

IIpenmMeToM BHBYEHHS B CTaTTi € MPOIEC BU3HAUYCHHS MOKA3HUWKA (PYHKIIHHOI OE3MEYHOCTI BiAMOBOCTIHKOI
CHCTEMH BIANOBiNATHHOTO TPH3HAYCHHA, a caMe WMOBIPHOCTI iCHyBaHHA MiHIMaJbHHUX Ci4€Hb [UIA 3aJaHOol
TPUBAJIOCTI 11 eKCIuTyaTallii, 3a JOmoMoror rpada craHiB i mepexomiB. MeTOWw € CTBOPEHHS METONy aHAJI3y
¢yHKIiHHOI 0e3MeYHOCTI BiAMOBOCTIMKOI CHCTEMH BiAIMOBINANBHOTO TPH3HAYEHHSA, B OCHOBY SKOIO MOKJIAIEHO
METOJIMKY PO3pPOOJICHHSI MOJENI eKCIUTyaTal[iiiHOl HaJiWHICHOI MOBEMIHKU Yy BHIUISI rpada CTaHIB 1 Mepexois,
MIPUOATHOTO [UIA Takoi 3amavi. B rpadi craniB i mepexoniB Mae OyTH JeTaxi30BaHO MPEICTABICHO HeTpare3naTHi
CTaHM Ta iX 3B’SI30K 3 MepeAaBapiiHUMU CTaHAMH. 3aBIaHHS: 3aMPOMOHYBATH Ul HENpalle3JaTHUX CTaHiB rpada
knmacuikamiro, sSKka Jae€ 3MOTy IIOKa3aTH yCi MOXJIMBI aBapifiHi CHTyalii B OJHOMY ¥ TOMY > IPOCTOpi
HeTpare3JaTHUX CTaHiB. TakWil MiAXil Jae€ 3MOTy BPaXxOBYBaTH KOPEIIil MIX aBapiiHIMHU CHTYalisiMH, IO €
HEMOXXIIUBUM TIPY BUKOPHCTaHHI JepeB BimMoB. OCKIUIBKH MPOCTIp HEMpaIre3JaTHUX CTaHIB MOXE CSATaTH COTHI —
THCSYl CTaHiB, 3alPONOHYBATH METOJN Ui iX aBTOMAaTH30BAHOIO BW3HA4YeHHS 3rimHo Kiacudikamii. [IpoBectn
BaiJaIlil0 METOAY aHalidy (yHKIiHHOI Oe3medHocti. Bukopucrano meronm mpoctopy cradiB. OTpmMaHi Taki
pesyasTatu. CopmoBana 3a rpad)oM CTaHiB i TepexofiB cucreMa nudepeHIianbHnX piBHAHL Kommoroposa -
UYerMeHa Jae 3MOTy BU3HAYATH 3AJICKHICTh 3HAUCHHS MMOKa3HUKA (PYHKIIHHOI 6€3MeYHOCTI «AMOBIPHICT iCHYBaHHS
MiHIMAIGHUX Ci9eHb», K (YHKIHIO BiJ TPHUBAJOCTI EKCIUTyaTallil BiJIMOBOCTIMKOI CHCTEMH BiIIOBiTaIEHOTO
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nipu3HadeHHs. Lo 3anexHicTb Ha3BaHO «(YHKIIS aBapiitHoCTI». MeTos Bu3HaueHHs (QyHKIIT aBapifHOCTI Oa3yeThes
HAa BUKOPHCTaHHI Mackw aBapiifHoi cutyarii. Ciix BiI3HAYUTH, IO 3aIpPOIIOHOBAHA MOJENb CEKCIUTyaTaIliiftHOl
Ha/iiHICHOI MOBEIIHKM Yy BUIJISIAI rpada CTaHiB i MepexofiB Ja€ 3MOTy BH3HAYATH SIK IMOKA3HUK (DYHKIHHOI
0e31eyHOCTI TaK i MOKa3HUKH HaiiHOCTI. J{y1s Bamiamii 3arpornoHOBaHOTO METOY aHali3y (QyHKIIHOI Oe31eYHOCTI
BHM3HAYEHO 3HAYEHHS HMOBIPHOCTI iCHYBaHHS MiHIMaJbHUX CiYeHb JUIS 33/laHOI TpPHBAIOCTI 11 eKcIuTyartarii 3
BHUKOPHCTAaHHSM JiepeBa BiAMOB. [lepeBo BiIMOB o0y 10BaHe 3a JOIIOMOTOI0 MporpaMHoro 3adesneuenHs: Reliasoft
BlockSim. Otprmane 3HaueHHS CIIBNAAa€ 3 3HAUYCHHSIM HMOBIPHOCTI iICHYBaHHS MiHIMaJIbHUX CiUeHb, SIKE TIOKa3ye
(GyHKIST aBapiHOCTI JUIS Takol K TPHUBAJIOCTI eKCILTyaramii. TakuM YMHOM NPOEKTaHT OTPUMYE MOMIIUBICTBH
KOMIUIEKCHO aHAJII3yBaTH JOIUIBHICT BBEACHHS HAUIUIIKOBOCTI (CTPYKTYpHOi, YacoBoi, ()yHKIIIOHATBHOI).
BucnoBku. HaykoBa HOBU3HA OTPUMAaHUX PE3YJbTaTiB IOJSTaE B HACTYTHOMY: B OCHOBY METOJMKH PO3POOIIEHHS
rpada craHiB 1 IEpeXomiB I OTPHUMAHHSA CTOXACTUYHOI MOJENi CKCILTyaTaliiHOi HaIidHICHOI TIOBEIiHKH
BiTMOBOCTIHKOi CHCTEMH BiIIOBIJAJILHOrO NPHU3HAYECHHS IIOKIAJCHO HOBHH METO/ BU3HAYCHHS OE3IeYHHX,
KPUTUYHHUX Ta KaTacTpO(iuHUX CTaHIB B MHOXKMHI CT@HIB 3 HECHpPaBHUMH IijicicTeMaMu ab0 MOIYISIMH; IS
3a0e3MeueHHs] aBTOMaTH30BAaHOTO OTPUMaHHs (DYHKIIT aBapifHOCTI yIOCKOHaJeHa CTPYKTYpHO-aBTOMaTHA MOJIENb
eKCILTyaTalliifHoi Ha [Ii{HICHOT MOBEIIHKN BIIMOBOCTIMKOI CHCTEMH BiJIIOBIIAJILHOTO MPU3HAUECHHS.

KarouoBi caoBa: ¢yHkiifiHa Oe3MeuHICTh, CHUCTEMa  BIIMOBITAIBHOTO IPHU3HAYCHHS, HAIiHHICHE
MIPOEKTYBaHHS,; rpad CTaHIB 1 MepexoiB; MiHIMalbHI CIYEHHS; IEPEBO BiIMOB; MapKOBCbKa MOJEIb.

AHAJIN3 ® YHKIIMOHAJIbBHOM OTKA3OBE30ITACHOCTU OTKA30YCTOMUYMUBBIX CUCTEM
OTBETCTBEHHOI'O HABHAUYEHU S C IOMOIIbLIO I'PA®A COCTOSIHUI U IMTEPEXO/IOB

JI. /1. O3upkosckuii, b. IO. Bonouuii, A. I1. IIkuniox,
M. M. 3muicuoun, I1. H. Kazan

IlpenMeToM WU3yueHHsT B CTaThe SBISETCS TPOLECC OMNpeNeNeHHs TMokasaTens (QyHKIHMOHAIbHOM
0TKa300€30I1aCHOCTH  OTKA30yCTOWYHMBOW CHCTEMBbl OTBETCTBEHHOTO HA3HAuUeHMs, a HWMEHHO BEPOSTHOCTH
CYIIECTBOBAHUSI MUHUMAJIBHBIX CEUEHUH [UIS 3aJJaHHOM MPOAOHKUTEIBHOCTH €€ SKCILTyaTallly, C UCTIOIb30BaHHEM
rpada cocrosuuii 1 nepexoos. LlesIbIo ABIAETCS CO3IaHUE METOa aHAIN3a (PYHKIMOHATIBHON OTKa300€30IacHOCTH
OTKa30yCTOWYMBOI CHCTEMbI OTBETCTBEHHOI'O HA3HAYEHWs, B OCHOBY KOTOPOrO IIOIOXKEHa METOAMKA pa3paboTKH
MOZEIH SKCIUTYyaTallMOHHOI'O HAaJIeKHOCTHOI'O MOBEICHUS B BHAE rpada COCTOSHUN U NIEPEXO0B, IPUTOAHOTO IS
Takod 3asaud. B rpade cocrosHMI U MepexooB AODKHBI ObITh MOAPOOHO TPENCTaBICHbl HEPabOTOCIIOCOOHBIE
COCTOSIHMS U UX CBSI3b C IIPEJaBapUHHBIMU COCTOSTHUAMMU. 3aa4a; MPEAIoXUTb [yl HepaboTOCIIOCOOHBIX COCTOSIHUIN
rpada kmaccudukanuio, MO3BOJSIONIYIO IIOKa3aTh BCE BO3MOXKHBIC aBapHilHblE CHTYallMd B OJHOM M TOM JKe
MPOCTPAHCTBE HEPAOOTOCIIOCOOHBIX COCTOSHMH. Takol MOAXOX IO3BONSET YYUTHIBATH KOPPEISAUMH MEXIY
aBapUMHBIMH CUTYaLMsIMM, YTO HEBO3MOXKHO IPU HCIIOIb30BAaHUU JAEPEBHEB OTKA30B. TaK Kak IPOCTPAHCTBO
HEpabOTOCHOCOOHBIX COCTOSIHUM MOXKET JOCTUraTh COTHH — TBICAYM COCTOSIHHM, HPEUIOKUTh METOR HX
aBTOMaTU3UPOBAHHOIO ONpEIeNeHnusl corjacHo kinaccudukanuu. [IpoBecTw Bamumanuio MeToja aHaIM3a
¢byHKIMOHANBHON —Oe3omacHocT. Mcmonb30BaH METOJ MPOCTPAHCTBAa coclioBuid. [lodydeHbl  cienyromue
pesynbratel. CocTaBieHHAs COTIacHO rpada COCTOSHHMI M HepexomoB cucTeMa Au(QepeHINanbHbIX YpaBHEHUH
KonmoropoBa - UenMeHa IO3BONSET ONPERENATh 3aBUCUMOCTh 3HA4YEHHS IOKa3aTels (YHKIHOHAJIBHOM
0€30I1aCHOCTH «BEPOATHOCTh CYIIECTBOBAaHMS MHHHUMAJBHBIX CEUECHHI» Kak (YHKIHIO OT JUIHTEIBHOCTH
9KCIUTyaTallid OTKa30yCTOMYMBOI CHCTEMBI OTBETCTBEHHOTO HAa3HAYEHHs. DTa 3aBHCHMOCTH IONy4HMIa Ha3BaHHUE
«hyHKOUS aBapuidHOCTH». Meron ompeneneHuss (YHKIMU aBapHUHHOCTH OCHOBaH Ha HCIIONB30BAaHHH MAacKU
aBapuifHOM curyaruu. Mg BamumanuyM IpeUiaraéMoro MeToAa aHanmm3a (YHKIMOHATBFHOW 0e30macHOCTH
OIIPEJIETIEHO 3HAUCHNE BEPOSATHOCTHU CYLIECTBOBAHHS MUHIMAIBHBIX CEUCHHUH JUTSA 3aJaHHON MPOAOIKUTETHHOCTH €€
9KCIUTyaTallid C HCIIOIb30BAHMEM J€peBa OTKa30B. J[epeBO OTKAa30B IIOCTPOEHO C IOMOIIBIO IPOrPaMMHOTO
obecrieuerns Reliasoft BlockSim. IlomydenHoe 3HadeHne COBMAfaeT cO 3HAUCHUEM BEPOSTHOCTU CYIIECTBOBAHUS
MUHHAMAJIBHBIX CEYEHHH, KOTOpOE MOKa3blBaeT (YHKIWS aBapUHHOCTH ISl TaKOH K€ IPOAOIKUTEIBHOCTH
sKkcIuTyatamy. Ciemyer OTMETHTh, YTO TPEUIOKEHHAsT MOJIEb AKCIUTYaTallMOHHOTO HaJISKHOCTHOTO MTOBEACHUS B
BHze rpada COCTOSTHUI U ITepex0/10B MO3BOJISIET ONPEAEIIATh KaK MoKa3aTeNb (PyHKIIMOHAIBHON 0€30MMacCHOCTH, TaK U
TIOKA3aTeIN HaJASKHOCTH. Takum 00pa3oM, MPOEKTHPOBIIMK MOITYyYaeT BOZMOXXKHOCTh KOMIUICKCHO aHAJIN3UPOBATH
1esrecoo0pa3HOCTh BBEACHUS M30BITOYHOCTH (CTPYKTYPHOH, BpeMEeHHOU, (pyHKIHOHanmbHOI). BbiBoabl. Hayunas
HOBH3HA TIOyYEHHBIX PE3yJIbTATOB COCTOUT B CIEAYIOIIEM: B OCHOBY METOMUKH Pa3paboTku rpada COoCTOSHUN 1
TIEPEXOI0B IS OTYICHUS CTOXaCTHUECKOI MOJIENN IKCINTYaTAIIOHHOT'0 Ha/ISKHOTO TTOBEICHHST OTKa30yCTOHIMBOI
CHCTEMbI OTBETCTBEHHOI'O HA3HAYCHWS IIONOKEH HOBBIM METOJ OIpEAETEeHUs Oe30MacHbIX, KPUTHUECKUX H
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KaTacTpO(hUIECKUX COCTOSHHHA BO MHOXXKECTBE COCTOSIHHII C HEHCHPaBHBIMH ITOJICHCTEMAaMH WM MOAYJSIMHM; IS
obecrieueHHs aBTOMATH3MPOBAHHOTO TONY4YeHHs! (YHKIMM aBapUMHOCTH YCOBEPIIEHCTBOBAHA CTPYKTYpPHO-
aBTOMATHAsI MOJIENIb HKCILTyaTAllMOHHOT'O HAJIEXKHOCTHOIO TIOBEICHUS OTKA30yCTOMYMBOM CUCTEMBI OTBETCTBEHHOIO
Ha3HA4YEHUs.

KnroueBble cioBa: (QyHKIMOHANBHAs OTKAa300€30MaCHOCTh, CHCTEMa OTBETCTBEHHOI'O Ha3HA4YEHUS,;
Ha/IS)KHOCTHOE TPOEKTUPOBAaHUE; Tpad COCTOSIHUH M TEPEeXOn0B; MHUHMUMAJbHBIE CEUEHUs; AEPEBO OTKA30B,
MapKOBCKasi MOJIEIIb.
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