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TECHNIQUE FOR 10T MALWARE DETECTION BASED
ON CONTROL FLOW GRAPH ANALYSIS

The Internet of Things (10T) refers to the millions of devices around the world that are connected to the Inter-
net. Insecure 10T devices designed without proper security features are the targets of many Internet threats.
The rapid integration of the Internet into the IoT infrastructure in various areas of human activity, including
vulnerable critical infrastructure, makes the detection of malware in the Internet of Things increasingly im-
portant. Annual reports from loT infrastructure cybersecurity companies and antivirus software vendors show
an increase in malware attacks targeting loT infrastructure. This demonstrates the failure of modern methods
for detecting malware on the Internet of things. This is why there is an urgent need for new approaches to loT
malware detection and to protect 10T devices from loT malware attacks. The subject of the research is the
malware detection process on the Internet of Things. This study aims to develop a technique for malware de-
tection based on the control flow graph analysis. Results. This paper presents a new approach for loT mal-
ware detection based on control flow graph analysis. Control flow graphs were built for suspicious loT appli-
cations. The control flow graph is represented as a directed graph, which contains information about the com-
ponents of the suspicious program and the transitions between them. Based on the control flow graph, metrics
can be extracted that describe the structure of the program. Considering that loT applications are small due to
the simplicity and limitations of the 10T operating system environment, malware detection based on control
flow graph analysis seems to be possible in the 10T environment. To analyze the behavior of the 10T applica-
tion for each control flow graph, the action graph is to be built. It shows an abstract graph and a description
of the program. Based on the action graph for each 10T application, a sequence is formed. This allows for de-
fining the program’s behavior. Thus, with the aim of loT malware detection, two malware detection models
based on control flow graph metrics and the action sequences are used. Since the approach allows you to ana-
lyze both the overall structure and behavior of each application, it allows you to achieve high malware detec-
tion accuracy. The proposed approach allows the detection of unknown IoT malware, which are the modified
versions of known loT malware. As the mean of conclusion-making concerning the malware presence, the set
of machine learning classifiers was employed. The experimental results demonstrated the high accuracy of l1oT
malware detection. Conclusions. A new technique for loT malware detection based on control flow graph
analysis has been developed. It can detect l1oT malware with high efficiency.

Keywords: malware; 10T; 10T devices; loT application; cybersecurity; cyberattack; control flow graph; detec-
tion of cyber threats.

structure leads to a rapid increase in cyberattacks on
Android-based devices [2]. The main factors that con-

Introduction

The infrastructure building of modern cities is im-
possible without the usage of the Internet of Things
(10T) devices. The rapid proliferation of loT devices has
led to virtual infrastructure controlling physical objects
everywhere: from CCTV cameras and smart devices in
private homes, on various purposes and highways to
machine tools in factories, dams and power plants. It
increases the probability of cyberattacks executed by the
malware on those areas that previously did not pose
risks to cybersecurity [1, 2]. Critical infrastructure is
particularly vulnerable to loT cyberattacks. Extensive
exploitation of the Android platform in the loT infra-

tribute to the unprecedented increase in the number of
10T cyberattacks [3] are:

—exponential growth of 10T devices amount;

—dangerous deployment of IoT devices with the
possibility of direct access to them via the Internet;

—lack of security updates for loT devices, that
makes them vulnerable to already known attacks;

—lack of transparency regarding the security status
of loT devices.

Vulnerable components in the loT infrastructure
can be [4]:
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— 10T devices, that are usually the main means of
initiating attacks. Malicious users can use, in particular,
unsecured default settings, legacy components and un-
secured update mechanisms;

—channels connecting 10T components. Protocols
used in 10T systems can have security issues that can
affect the entire infrastructure;

—applications and software.

0T vulnerabilities in web applications and soft-
ware are able to compromise systems, such as stealing
user credentials or sending malicious updates. In this
situation, any smart loT device, such as a coffee maker,
can be a source of cyberattacks and affect critical organ-
ization systems such as Intranet and database servers,
through the ability to collect data and monitor 10T sys-
tems [1].

At the same time, the motivation of criminals can
be different: terrorist acts for political or other purposes,
theft of information that is a trade secret, blackmail and
extortion for financial gain, revenge or entertainment.
The Fourth Industrial Revolution provides new possibil-
ities for cyber-criminals that employ networks, web
bots, botnets etc. [9-12]. The inability to apply security
or monitoring solutions on 0T devices is a major prob-
lem to prevent malicious activity in the 10T infrastruc-
ture. Thus, the growing number of cyberattacks caused
by malware on 10T infrastructure [13-16] is currently a
very important issue that needs to be addressed.

The aim of this paper is to develop a technique for
loT malware detection based on control flow graph
analysis.

The paper structure is the following.

Section 1 presents the state-of-art works section —
a brief analysis of the very modern and the latest ideas
and methods addressed to solve the problem of loT
malware detection with its advantages and disad-
vantages.

Sections 2 discusses the stages of the proposed
technique for loT malware detection based on control
flowgraph analysis.

Section 3 describes the experiments. In addition,
conclusions present further work concerning the loT
malware detection.

1. Related works

There are a large number of various works devoted
to the problem of preventing, detecting cyberattacks on
the 10T infrastructure.

In [17] several methods to mitigate the attacks on
loT infrastructure have been developed. One of the
methods is based on opcodes analysis to classify 10T
malware. These opcodes are retrieved from disassem-
bled 10T malware programs. To evaluate the effective-
ness of the proposed approach supervised machine

learning classifiers such as Support Vector Machine,
Decision Tree, Random Forest, Naive Bayes and K-
Nearest Neighbor and data set of 512 loT malware sam-
ples and benign application have been used. Results of
experiments showed that the Random Forest classifier
performed better than other classifiers.

In [18] a wrapper technique-based feature selection
algorithm to filter the features accurately and to select
effective features for the machine learning algorithms
was developed.

In [19] the prospects of using machine learning
classification algorithms for securing 10T infrastructure
against attacks were investigated.

In [20] the security issues inherent to federated
learning paradigm and possibilities enabled by this par-
adigm concerning loT malware detection. A framework
for 10T malware detection based on federated learning
was presented. To evaluate the proposed framework the
dataset N-BaloT which modeling network traffic of real
0T devices infected by malware, has been used. Two
federated models - supervised and unsupervised (multi-
layer perceptron and autoencoder) - were evaluated. The
performance of both models has been compared with
using two traditional approaches. The first approach
allowed each participant train a model locally with only
its own data. The second approach used to share data by
the participants with a central entity which is responsi-
ble of training a global model. It was concluded that the
use of more diverse data has a considerable positive
impact on the performance of model. However, the fed-
erated models showed similar results as the centralized,
and wherein they allowed preserving the participant’s
privacy. At the same time, the aggregation averaging
step of baseline model which was used in most of feder-
ated learning algorithms was highly vulnerable to dif-
ferent attacks.

The paper [21] focuses on capturing the attacks in
10T networks by using Cowrie honeypot.

In paper [22] deep learning model DBN-IDS
(Deep Belief Network intrusion detection system) was
proposed. For experiments conduction the dataset was
utilized which contains the examples of attacks caused
by malware.

In [23] a web attack detection system which is
based on URLs analysis and distributed deep learning
was developed. It employs several concurrent deep
models which deploys in different servers and trains
separately. The overall detection results are obtained
from these concurrent deep models to enhance the sta-
bility of the system and the convenience in updating.

In paper [24] deep learning models were proposed
and evaluated using datasets for attack detection. Also,
aspects of using deep learning algorithm for loT
cyberattack detection were reviewed.
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In [25] an intelligent ADE-based (the averaged de-
pendence estimator) framework for 10T attack detection
was presented.

In [26] Security Information and Event Manage-
ment-based system which detects and blocks 10T mali-
cious traffic by monitoring of the specific packet types
including TCP SYN, ICMP and DNS packets was pro-
posed.

The paper [27] proposes a decentralized security
architecture that relies on the three core technologies in
order to detect the loT attacks: Software Defined Net-
working (SDN) to continuously monitor and analyze the
traffic data; Blockchain which supports decentralized
attack detection to overcome the single point of failure
problem; Fog and mobile edge computing which con-
tributes to lesser storage constraints, cheaper computa-
tion, and shortening the time taken to detect and miti-
gate attack.

In [28] a security scheme named learning-driven
detection mitigation (LEDEM) that detects and miti-
gates attacks was proposed. LEDEM scheme is based
on semi-supervised machine-learning and leverages the
cloud and software-defined network (SDN) paradigm to
mitigate the attacks.

Majority of machine learning approaches for mal-
ware detection require a significant prior knowledge
about malware features. To solve the problem of limited
availability of malware samples in [29] a framework for
generating and detecting new loT malware samples was
proposed. For this purpose, the raw byte code at the
edge layer of the 10T networks was utilized. Convolu-
tional Neural Network was used for high-level features
extraction. To generate new loT malware samples tech-
nique of boundary-seeking Generative Adversarial
Network was used. To capture the long-term and short-
term features dependency an attention-based model, a
combination of CNN and LSTM (Long Short-Term
Memory) were applied. The attention mechanism allows
improving the performance of model by decreasing or
increasing attention to certain parts of the malware fea-
tures.

In [30] two defense approaches against attack to a
loT malware detection system for mobile multimedia
applications were proposed. They are CNN and 1- near-
est neighbors (C4N) combination and Robust-NN.
These approaches allow to modify training data set that
has been poisoned by an attack. Thus, the trained ma-
chine learning model accuracy is improved, and if the
malicious 10T program is executing on any loT device,
the model generates the alerts.

In [31] a dynamic analysis-based approach for new
and well-known 10T malware detection was proposed.
The proposed approach used the convolution neural
network model for dynamic analysis loT malware in
cloud environment. It extracted behaviors related to

process, system call, memory, virtual system and net-
work. Extracted and analyzed behavior data are con-
verted into the 1oT malware behavior images. These
images are classified with using the Convolution Neural
Network.

In the paper [32] thorough survey of approaches
based on static 10T malware detection was conducted.
The definition, security threats and evolution of loT
malware were introduced. The latest 10T malware detec-
tion approaches were analyzed and compared. 1oT mal-
ware detection approaches were divided into two
groups: graph-based and non-graph-based methods. The
non-graph based approaches can be useful when detect-
ing known malware without obfuscation or customiza-
tion. But these methods lose accuracy for unknown
malware detection. The graph-based approaches are
based on analysis of the control flow and therefore
characterized by certain complexity. Wherein these ap-
proaches show advantages to accurately detect compli-
cated or unknown loT malware. Thereafter these ap-
proaches were tested and evaluated with using the same
experimental configuration and loT malware dataset,
consisting of 11200 samples. The advantages and limi-
tations of these approaches summarized that they can be
used to improve the efficiency of loT malware detec-
tion.

In [33] MQTTset — the legitimate dataset related to
the MQTT protocol, which can be used to train machine
learning models to implement the detection systems
ability to protect 10T networks was described.

Despite the large number of different methods for
detecting and mitigating cyberattacks caused by mal-
ware on the loT infrastructure, the steady increase in
their number confirms that this problem is not solved
today.

2. Technique for loT malware detection
based on control flowgraph analysis

The proposed method is based on the analysis of
control flow graphs built for 10T applications. It allows
detecting unknown loT threats caused by malicious
software, which are the modified versions of known loT
threats. The control flow graph is represented as a di-
rected graph, which contains information about the
components of the program and the transitions between
them, taking into account unconditional transitions,
branches, cycles, function calls and exclusions. The
control flow graph describes the control flows that may
occur during the program execution.

Typically, methods based on CFG analysis deal s
with the NP-complete problem when are used for large
codes analysis. However, IoT applications are small in
size due to the simplicity and limitations of the loT op-
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erating systems environment. This makes it possible to
effectively detect 10T threats based on CFG analysis.

The proposed method consists of the following
stages:

—creation of training/testing data;

—system training;

—system testing and evaluation of detection accu-
racy,

—1oT malware detection.

Let’s consider the steps of the stages of the pro-
posed method.

2.1. Stage of Training / Testing Data Creation

The steps of the stage of training/testing data crea-
tion are shown in Fig. 1.

In order to create training /test data, a set of mal-
ware and benign 10T applications are disassembled.

For each loT application the control flow graph
from source codes is constructed.

Let’s denote the control flow graph for IoT appli-
cation v as:

Gerg (FR) =(FR), 1)

where F:{fi}gl — the nodes (vertices) of the CFG,

which present functions of the loT application v ;

R:{ri }is—l — the edges of the CFG, which present
the call relationship between f; in v;

O —is the order of the CFG;
S —is the size of the CFG.
At the next step the obtained control flows graphs
are to be analyzed in order to evaluate the set of metrics

(Table 1), that characterize the structure of the CFG and
thus describe the structure of the 10T application code.
In order to process the control flow graph

GCFG(F,R) it can be presented as the adjacency

. : 00
mat”XACFG‘(ai,j )izl,jzl
CFG metric extraction and CFG metrics feature vectors

. Then let us denote the

M formation function ¢; as: (pl(ACFG)—H\_/[,

where M — is feature vector formed from the metrics
obtained  for  each loT  application v,

I\_/I:(O,S,ml..ms) .

The set of feature vectors M are further marked as
one of the lIoT malware families class or a benign loT
application and are added to the database of training /
testing data.

Also, in order to analyze the behavior of the loT
application for each of the control flow graph

Gepg (FR)  the actions graph Gg(B,E)is to be
build. It is an abstract graph description of the program.

Such description consists of 10T application’s ac-
tions (for example, API calls). Let denote the actions

graph Gg(B,E)=(B,E), where B:{bi}L — the nodes

i=1
of the Gg(B,E), each of which presented the action

made by loT application v; L — the number of nodes;

E:{ei}rzl— the edges of the Gg(B,E), which pre-

sented transitions between b;; P —the number of edges.
On the basis of the obtained actions graph
Gg(B,E) for each IoT application v the set of se-

quences of actions Bag is formed.

data
malicious / benign CFG metrics | 'abelling frairiy Testingdata
applications feature vector
di bl CFG metrics dat;?
isassembly CFG siilcilation labelling
building
: aligned
source code CFG actions sequencesof se fnces of
graph actions e )
actions

actions graph

building

sequences of actions
formation

sequences alignment
performing

Figure 1. Stage of training / testing data creation
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Table 1
The set of CFG metrics that characterize the structure
of the 10T application

Metric The metrics value

o) the order of graph (the number of nodes)

S the size of graph (the number of edges)

the radius — the minimum distances among
all the maximum distances (the edges num-
ber in a shortest path) between a node to all
other nodes

my

the diameter — the maximal distance (the
M, | edges number in a shortest path) between the
pair of nodes

The graph density — the ratio of the number
Mg | of graph edges with respect to the maximum
possible number of edges

My | the shortest path in the graph

the centrality degree is defined as the num-

m A
5 ber of links incident upon a node
the normalized closeness centrality — the
mg reciprocal of the sum of the shortest path‘s

length between the graph node and all other
nodes

the normalized betweenness centrality — the
m5 number of shortest paths that pass through
the node

the number of components — number of sub-
graphs in which any two nodes are connect-
ed to each other by paths and is not connect-
ed to other nodes in the rest of the graph

Mg

Let us denote the formation function ¢, for ac-
tions sequences Bpg as: (pzz(GB(B,E))—)BAct,

3
i=1
Let us denote the actions sequences as following:

where BAct:{Bi}

N . .
Bl—{bi }izl — a sequences of unique actions, that

determines what unique actions are made by the loT
application, where N is the number of unique actions;

K . .
BZ‘{bi}izl — a sequences of actions, which de-

termines the order of actions in time, where K is the
total number of all actions;

B3:{<b,n>i}:\:‘1 — a sequences of actions, which

determines how many times each action is uses, where n
is the number of times the action was executed.

At the next step, the Multiple Sequence Alignment
algorithm (MSA) is applied to the resulting actions se-

quences, then they are also marked and added to the
database of training / testing data.

Further, the resulting database D is divided into
two parts: training data T and test data E samples:
D=TUE.

Thus, each of training and test data samples con-
sists of two subsets: T=Ty,uTgand E=E,,UEpg,

where Ty, and E,, are CFG metric-based data, which
are built from the feature vectors M; T, and E, are
data, which are built from actions sequences B -

2.2. Stages of System Testing and Evaluation
of Detection Accuracy

The steps of the stage of system testing and eval-
uation of detection accuracy are shown in Fig. 2.

At this stage the system is trained. For this pur-
pose, we use the training data T.

After that we use the test data E for two malware
detection models based on CFG metric and on sequenc-
es of actions.

Mentioned models make it possible to obtain its
accuracy score that indicates that the loT application
belongs to a particular malware class or is a benign ap-
plication.

These accuracy score obtained by each of models
is further applied as weight and will be used to evaluate
the overall result via the soft voting method.

2.3. 1oT Malware Detection Stage

The steps of the 1oT malware detection stage are
shown in Fig. 3. In order to detect 10T malware for each
suspicious loT application the control flow graph is
built. On the basis of each constructed graph the feature
vectors M of CFG metrics that characterize the struc-
ture of the 10T application is formed. Also, on the basis
of each constructed graph the sequences of actions set
Bact are formed which describe behavior of 1oT appli-

cation. After that, a decision on the presence or absence
of 1oT malware using both attack detection models is
made.

The classifier in each of two malware detection
models provides the prediction that a suspicious appli-
cation belongs to a malicious or benign class. The pre-
diction of each malware detection models is weighted
according to the previously obtained detection accuracy
and are summed up.

Let’s define an IoT malware detection function ¢3

as:

03:{ LIy (M )X Dy (12 (B )* @)} - D, (2)



146 ISSN 1814-4225 (print)
Radioelectronic and Computer Systems, 2022, no. 1(101) ISSN 2663-2012 (online)
conclusion accuracy CFG metric
ML based ML based - assessment based
; ; abou
CFG metric CFG metric malware analysis
analysis analysis accuracy
presence
training testing score
data data
i accuracy
ML based ML based conclusion | sssessment | S€duences of
sequences of sequences of about actions based
actions actions malware analysis
analysis analysis presence accuracy score
a) b)
Figure 2. The training and testing of the detection system:
a) system training stage;
b) system testing and evaluation of detection accuracy
CFG metric based analysis
accuracy score
CFG CFG metrics
source building - calculation CFG conclusion
code F metrics ML based CFG about -
- feature metric analysis malware combined
actions A—— presence soft result
disassembly bgr:.)h votlir?g about
=% lianed ML based conclusion | 2PPY'"8 | malware
e aligne
suspicious y
. ﬁcatign actions sequences sequences | seque.nces of about presence
pp graph I —— of aetione act|onf; malware
analysis presence
sequences sequences f n
of actions alignment sequences of actions
formation  performing based analysis accuracy score

Figure 3. The IoT malware detection stage

where y; — the Matching Learning function based on

CFG metric analysis;
v, — the Matching Learning function based on se-

quences of actions analysis;
M, — CFG metrics feature vector formed for v ;
B, — set of sequences of actions formed for v ;
®,, -CFG metric-based analysis accuracy score;

®,, —sequences of actions-based analysis accuracy

score;
D — combined result about an 0T malware presence.
Thus, soft voting is applied and the target label with
the highest weighted probability is used as a resulted
vote.

3. Experiments

In order to evaluate the efficiency of the proposed
approach the experiments were held. They were based

on the usage of the BotGRABBER — cyberattacks’ de-
tection tool — was used [34-38].

In order to conduct the experiments, 5762 samples
of loT malicious applications such as Mirai, Ares,
IPStorm, ADB.miner, Fbot, Matryosh, Trinity, Guerril-
la, Hiddad, Hajime, Gafgyt and other from [39-41] and
1824 samples of 10T benign applications collected from
Google Play Store [42] and [43] were used.

With purpose of the loT applications disassem-
bling as well as the CFG’s and the actions graphs con-
struction, a framework for reverse-engineering and bi-
naries analyzing Radare2 [44] was used.

For CFG metrics to obtained a library for studying
graphs and networks NetworkX [45] was employed. For
each sample of the loT application from the obtained
CFG metrics the feature vectors M were formed. In
addition, the actions series B from the action graphs
were extracted.

The obtained feature vectors and actions series
were labelled as malicious or benign 10T class, respec-
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tively. Further they were split into three parts in the ra-
tio of 2:3:5 to create:

1. The training data.

2. The test data E that is used to obtain the accu-
racy score of each of two malware detection models
based on CFG metric and on sequences of actions are
used.

3. Data for reliability assessment of proposed
method, respectively.

For the experiments conducting the following ma-
chine learning algorithms for each detection model were
employed: C-means, Support Vector Machine, Naive
Bayes, K-Nearest Neighbors, Random Forest and Rota-
tion Forest [46-49].

The prediction of each detection models is
weighted according to its detection accuracy and are
summed up.

In order to evaluate the efficiency of the proposed
approach the following quantity measures were used:

SN=TP/(TP+FN), 3)
SP=TN/(TN+FP), 4)
Q=(TP+TN)/(TP+TN+FP+FN), (5)

where TP — True Positives;

TN — True Negatives;

FP — False Positives;

FN — False Negatives;

SN — Sensitivity;

SP — Specificity;

Q — Overall Accuracy.

The obtained results are presented in the Table 2,

and they showed that detection efficiency is up to 98 %,
while the false positives is about 3-5 %.

Conclusion

The research presents the new technique for loT
malware detection based on control flow graph analysis.

It is based on the analysis of control flow graphs
built for 10T applications.

Proposed approach allows detecting unknown loT
threats caused by malicious software, which are the
modified versions of known I0oT threats.

The main core of the approach is the usage of the
control flow graph that is represented as a directed
graph and contains the information about the compo-
nents of the program. Developed approach is based on
CFG analysis.

As the mean of conclusion making concerning the
malware presence a set of machine learning classifiers
were employed.

Experimental results demonstrated that the pro-
posed technique’s detection efficiency is up to 98 %,
while the false positives is about 3-5 %.

Further work will be devoted to techniques for loT
malware detection that may be further improved by
choosing a more refined set of malicious samples, as
well as the involving different machine learning algo-
rithms.

Contribution of authors: developed the concep-
tual provisions of the technique for 10T malware detec-
tion based on control flowgraph analysis —
K. Bobrovnikova; performed the review and analysis
of references devoted to the problem of preventing, de-
tecting cyberattacks on the loT infrastructure — S. Ly-
senko; held the experimental research and provided
main results — B. Savenko and P. Gaj; made the intro-
duction section of the paper — O. Savenko. All authors
have read and agreed to the published version of the
manuscript.

Table 2
The detection results
Tf?_in_ing SEtd Number of evaluation samples Results
. malicious an — )
Classifier (benign sam- | Malicious Benign Sensitivity, | Specificity, | Overall ac-
ples) TP | FN TN FP % % curacy, %
c-means 7586 44 7207 333 95,65 95,58 95,58
SVM 7586 98 7357 123 92,45 98,36 98,27
Naive Bayes 7586 19 2 7388 177 90,48 97,66 97,64
K-Nearest 7586 78 | 2 | 7333 | 173 97,50 97,70 97,69
Neighbors
Random Forest 7586 91 5 7236 254 94,79 96,61 96,59
Rotation Forest 7586 85 7 7316 178 92,39 97,62 97,56
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METO/J BUABJIEHUA 3JIOBMUCHOI'O ITIPOI'PAMHOI'O 3ABE3ITEYEHHA
IHTEPHETY PEYE HA OCHOBI AHAJIN3Y I'PA®OB IIOTOKIB KEPYBAHH S

K. FO. booposnikoea, C. M. Jlucenxo, b. O. Cagsenxo, I1. I'ait, O. C. Casenko

[Tix IaTepHETOM peuell po3yMiOTh MIJIBHOHH MPUCTPOIB Y BChOMY CBITI, migKito4eHi 1o [Hrepuery. Hezaxu-
1ieHi npuctpoi [HTepHeTy peueit, po3pobiieHi 0e3 HaleKHUX (YHKIIN Oe3nekH, € MeToro 6araTbox [HTepHeT-3arpos.
[IBunka inTerpauis [aTepuery B iHdpacTpykTypy [HTEpHETY peueii y pi3HHX cdepax JIOACHKOI AisIbHOCTI, BKIIIO-
Yal4d Bpa3IHBY KPUTHYHY iHOPACTPYKTYpy, POOHMTH BHSIBIICHHS 3JOBMUCHHX mporpam B IHTepHeTi pedeil Bce
oiner BaxxuBuM. 11{opivHi 3BiTH KOMITaHiH, 10 3aliMarOThCs KibepOesnekoro iHppacTpykTypu [HTepHETY pedeid, Ta
BUPOOHMKIB aHTUBIPYCHOT'O MPOTrPaMHOro 3a0e3NeueHHs TT0Ka3yloTh 3pOCTaHHs KUIBKOCTI aTak 3JI0BMHUCHOT'O TIPO-
TpaMHOro 3a0e3NeueHHs], CupsMOBaHUX Ha iH(pacTpykTypy IHTepHeTY peueii. Lle cBiquuTH PO HECTIPOMOXKHICTH
CYYaCHHX METO/IIB BHSBJICHHS 3JIOBMHUCHUX MporpaM B IHTepHeTi peueil. Och 4OMy icCHYye HaralibHa 1oTpeda B po3-
pOOJIeHHI HOBHUX MiIXO/IB J0 BHUSBICHHS 3JI0OBMHCHHX MporpaM B IHTepHeTi pedeil i 3axucty npuctpoiB [HTepHETY
pedelt BiJ| aTak 3JIOBMHCHOI'O MPOTrpaMHOro 3abesmnedeHHs [HrepHeTy pedeit. IIpemMeToM MOCTIIKEHHS € TpoIec
BUSIBJICHHS 3JIOBMUCHUX TNporpam B [HTepHeTi peueil. MeToro poOoTH € po3poOKka METOAY BHUSIBICHHS 3JI0BMHCHOTO
IporpamMHoro 3abe3neueHHs B [HTepHeTI pedyell Ha OCHOBI aHaNi3y rpady MOTOKy ynpasuinHs. PesyasTaTn. Y crar-
Ti TIpeCTaBIEHO HOBUH IMiJXiJ] A0 BUSBICHHS 3JIOBMHCHOTO ITporpamMHoro 3abe3nedyeHHs B [HTepHeTi peueii Ha oc-
HOBI aHaJi3y rpada noToKy ynpasiiHHs. ['padu moToKy yrnpaBiiHHA OyIYyIOThCS IS TiI03PITNX A0NaTKiB [HTEpHE-
Ty pedeid. ['pad) moTOKy yrpaBiiHHS NPENCTABICHUI Y BUIJISI OPIEHTOBAHOrO rpada, KU NpeacTaBIisie KOMIIOHe-
HTH Mi103piiol porpaMu ta nepexoau Mixk Humu. Ha ocHOBI rpada moToky ynpasiiHHS MOXKHA BUITYYUTH METpPH-
KM, SIKi OIUCYIOTh CTPYKTYpY nporpamu. BpaxoByrouu, mo nporpaMu [HTepHETYy pedeil MaloTh HEBEJHMKI pO3Mipu
4yepe3 MPOCTOTY Ta OOMEXKEHHS Cepe/IOBHINA OIepalliifHiX crcTeM [HTepHeTy peueil, BUSBIEHHS 3JI0BMHCHOT'O TIPO-
rpaMHOro 3a0e3IeUYeHHs Ha OCHOBI aHanlizy rpady MOTOKY YNpaBIiHHS € MOXKJIMBHM Y cepenoBuili [HTepHETY pe-
yeid. 11100 npoaHanizyBaTy NoBeNiHKY nporpamu [HTEpHETY peueil [J1si KOKHOro rpada MoToKy yrnpaBiiHHS HOTpio-
HO noOyayBaTu rpad naiit. Lle abcTpakTHuii onuc nmporpamu y Burisiai rpada. Ha ocHoBi orpumaHoro rpada min s
KOXHOro fofatka IHTepHeTy peuell ¢opMyeTbess HaOip mocmigoBHOCTel il Ile m03BONsIE BU3HAYMTH TOBEIIHKY
nporpaMy. TakuM YMHOM, 3 METOIO BHSABJICHHS 3JI0BMHCHOTO IIPOrpaMHOro 3adesmnedeHHs [HTepHeTy pedeli BHKO-
PHUCTOBYIOThCS ZIBI MOJENI BHABJICHHS 3JIOBMHCHUX IIPOrpaM: 3aCHOBaHA Ha METPHKaX, BUIy4EeHHX 3 Ipadyy HOTOKY
YIIPaBJIiHHS, Ta Ha MOCIIJOBHOCTSX Ail. 3aBISKH TOMY, IO MiJXiJl O3BOJSIE aHAII3YBATH SIK 3arajibHy CTPYKTYPY
Mporpamu, Tak i MOBEAIHKY KOXKHOTO J0/IaTKa, BIH JO3BOJISIE OCSITH BHCOKOI TOYHOCTI BHSIBJICHHS 3JIOBMHCHHX
nporpam. 3anporoHOBaHMH MiIX1 JO3BOJIsIE BUSABIISTH HEBIZIOMI 3JIOBMHUCHI Mporpamu [HTepHeTy pedei, siki € Mo-
J(hiKOBaHUMHU BEPCISIMU BIJIOMHUX 3JIOBMHCHUX Nporpam [HTepHeTy pedeit. Sk 3aci0 asisi BUCHOBKY LIOZ0 HASIBHOCTI
3JI0BMHUCHOI'O IPOrpaMHOro 3a0e3leveHHs] BUKOPHCTOBYBaBCsl Hallp KiacugikaTopiB Ha OCHOBI MAallMHHOI'O HaB-
YyaHHA. Pe3ynbTaT eKCIepUMEHTIB MPOJEMOHCTPYBAIM BUCOKY TOYHICTh BHABIJICHHS 3JIOBMUCHHX IIporpam IHrep-
Hery pededl. BucHoBku. Po3pobiieHo HOBUIT METO/I BUSIBIICHHS 3JIOBMHUCHUX Tporpam [HTepHeTy pedeill Ha OCHOBI
aHami3y rpada moToky yrnpariiHHs. MeToj 34aTHHI 3 BUCOKOK €()EKTHBHICTIO BHUSIBIIATH 3JIOBMHCHE IIPOrpaMHe
3abe3neueHHs [HTepHeTy peveil.

Koarwouosi ciioBa: 3110BMUCHE NporpaMHe 3a0e3neueHHs; [HTepHeT pedeil; npuctpoi [HTepHeTy pedeid; 101aToK
InrepHery peueit; kibepOesneka; kibepaTaka; rpad HOTOKY yIpaBIIiHHI; BUSBICHHS KiOep3arpo3u.

METOJ BbISIBJIEHUA BPETOHOCHOI'O ITPOTPAMMHOI'O OBECHIEYEHU A
HMHTEPHETA BEIIEU HA OCHOBE AHAJIN3A I'PA®OB ITIOTOKOB YIIPABJIEHU A

K. IO. booposenuxoea, C. H. Jlvicenxo, b. O. Casenko, I1. Iaii, O. C. Casenko

ITon MHTEepHETOM Beliel MOHUMAOT MUJUIMOHBI YCTPOMCTB BO BCEM MHUpE, NOAKIIOUeHHbIE K HTepHEeTY. He-
3alMIIeHHbIe ycTpoiicTBa MHTepHeTa Beleil, pa3paboTanHbie 63 HaIexanmx QyHKIHH 0€30MaCHOCTH, SBISFOTCS
uenbio MHorux WHTepHer-yrpo3. beictpas unterpanust MurepHera B uHpacTpykTypy MHTepHeTa Belel B pas-
JUYHBIX c(hepax 4enoBEeUEeCKON AESTENbHOCTH, BKIIOYAs YSI3BUMYIO KPHUTHUECKYIO HH(PPACTPYKTYpY, JI€NaeT oOHa-
pyXeHne BpeIOHOCHBIX IporpaMM B VIHTEepHETe Belell Bce Ooiiee BayKHBIM. EkeromHpie OT4eThl KOMIAHHH, 3aHHU-
Maronuxcsl KuoepOe30nacHOCTEI0 HHPPACTPYKTYphl MHTepHeTa Belleid, W IPOM3BONUTENECH aHTUBHPYCHOTO IIPO-
TPaMMHOTO 00€CIIeYeHHsI TOKA3hIBAIOT POCT KOJIWIECTBA aTaK BPEAOHOCHOTO MMPOrPaMMHOT0O 00eCTIeueH s, HarpaB-
JICHHBIX Ha nH(ppacTpykTypy MHTEepHETa Bemiell. TO CBUICTENBCTBYET O HECOCTOATETHHOCTH COBPEMEHHBIX METO-
JI0B 00OHApY)KEHHS BPEIOHOCHBIX IporpamMM B MHTepHeTe Bemer. Bor mouemy cymecTByeT octpasi MOTPpeOHOCTD B
pa3paboTKe HOBBIX MOIXOMOB K BBISBICHHIO BPEIOHOCHBIX Nporpamm B MHTepHETE Belneill M 3amuThl YCTPOHCTB
WuTepHera Bemieil OoT aTak BpeIOHOCHOTO mporpaMmmMHoro obecrnieuenns Muteprera Bemeil. [Ipeamerom mccireno-
BaHUA ABJSIETCA Ipouecc oOHAPYKEHHS BPeJOHOCHBIX mporpamm B MHteprete Bemieil. Llesiblo paboTh! siBisieTcst
pa3paboTka MeToaa 0OHapYKEHHsI BPEAOHOCHOI0 porpaMMHOro obecriedenus B IHTepHETE Belel Ha OCHOBE aHa-
nm3a rpada nmoroka ynpasneHus. Pe3yabTaThl. B cTaThe npeacTaBieH HOBBIH MOAXOA K BBISIBICHUIO BPEIOHOCHOTO
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IporpaMMHOr0 obecriedeHust B VlHTepHeTe Bemei Ha OCHOBE aHajM3a rpada MoToka ynpasieHus. [ 'padsl moToka
YIIpaBIICHUS CTPOSITCS JUIS ITOIO3PUTENBHBIX MpWIokeHni MHTepHeTa Bemel. ['pad noToka ynpaBieHus npencTas-
JIeH B BUJIE OPUEHTUPOBAHHOTO rpada, IpeICTaBIAIONIEro KOMIOHEHTHI MOJJ03PUTENILHOM MPOrpaMMBbl U TIEPEX OB
Mexay HuMd. Ha ocHoBe Tpada moroka yrmpaBieHHs MOXKHO HM3BJIEYb METPHKH, ONHMCHIBAIOUINE CTPYKTYPY IpO-
TpaMMBbl. YUUTBIBas, 4TO IporpaMMbl VIHTEpHeTa Beleid NMEroT HeOOoNbIINe pa3Mephl H3-3a IPOCTOTHl M OTpaHUYe-
HUSI Cpe/ibl ONEpaloOHHBIX cucTteM VHTepHeTa Bemel, oOHapyXeHHe BPEIOHOCHOTO MPOrpaMMHOIO 00eCIIeYeHUs
Ha OCHOBE aHayu3a rpada MoToKa YIpaBlIeHHs BO3MOXXHO B cpene MHTepHeTa Bereil. UToObI MpoaHann3upoBaTh
TIOBe/IeHHEe MpOorpaMMbl MIHTepHeTa Bemiel, U1 Kax1oro rpada noToKa ynpaBiIeHHs HYKHO ITOCTPOUTH rpad aei-
CTBUI. DTO abCTpaKTHOE OMKCaHUE MPOrpaMMEI B Buze rpada. Ha ocHoBe momydeHHOro rpada IeicTBui 1 Kax-
JIOro TpuioKeHus: MHTepHeTa Beniel (opMupyercss HaOOp MOCIeA0BaTEIbHOCTEH AeHCTBUI. DTO TO3BOJISET Ompe-
JIETIUTH TIOBeIeHHE MporpaMMbl. Takum o0pa3om, /It BBISIBICHUS! BPEAOHOCHOTO ITpOrpaMMHoro obecneuenus: Mu-
TepHeTa BEIeHd HCIOJb3YITCS JBE MOJEIH OOHAPY)KEHHS BpPEIOHOCHBIX NPOrpaMM: OCHOBaHHAs Ha METPHKaX,
W3BATHIX U3 rpada MOTOKa yIpaBIEHHs, U Ha IIOCIEA0BATEIFHOCTSX AeHCTBUIA. biaronaps Tomy, 94To MOIXO. 1M03-
BOJISIET aHAJIM3UPOBAThH KaK OOIIYIO CTPYKTYPY MPOrpaMMBl, TaK U OBEJCHUE KaXKI0I0 IPUIIOKEHUS, OH MTO3BOJISIET
JOOUTHCSI BBICOKOW TOUHOCTH OOHAPY)KEHHUS BPEIOHOCHBIX TporpamM. IIpearaeMplii OAX0/ O3BOJISIET BBISBIISTH
HEHM3BECTHBIE BPEJIOHOCHBIE MPOrpaMMbl ViHTEpHETa Belleil, KOTOpble SIBISIIOTCS MOAU(DUIIMPOBAaHHBIMU BEPCUSIMU
W3BECTHBIX BPENOHOCHBIX Nporpamm MHTepHera Bemied. B kadecTBe cpeicTBa BBIBOAA O HAJIMYWK BPEIOHOCHOTO
MIPOrPaMMHOTI0 00€CIeUEeHHsI UCIIONB30BaJICS HA0Op Kiaccu(UKaTOpoB Ha OCHOBE MAalIMHHOI'O OOyudeHwus. Pe3yib-
TaThl SKCIIEPUMEHTOB IIPOJAEMOHCTPHPOBAIIM BBICOKYIO TOUHOCTh OOHAPY)KEHHsI BPEJTOHOCHBIX TporpaMm VHTepHe-
Ta Bemield. BeiBogbl. Pa3zpaboran HOBBIN MeTO/ OOHApYXKEHHSI BPeIOHOCHBIX NporpammM MHTepHeTa Beleil Ha oc-
HOBe aHayiu3a rpaga MoToka yrnpasieHUs. MeTos crocoOeH ¢ BBICOKOH (D (EKTUBHOCTHIO BBISBISATH BPEJOHOCHOE
nporpamMmMmHoe obecrieueHue B MIHTepHeTe Beleil.

KuiioueBble ciioBa: BpeZoHOCHOE MporpaMMHoe obecrieuenue; MurepHeT Beleil; ycrpolictBa MHTepHeTa Be-
mieit; npunoxenue MHTepHeTa Belieil; kndoepOe3onacHoCTh; KnbepaTaka; rpad MoToka ynpasiieHHs; OOHapyKeHUE
KHOEPYTrpO3bI.
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