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SERIAL ENCRYPTION USING THE FUNCTIONS OF REAL VARIABLE

Context. Using the functions of a real variable in cryptosystems as keys allow increasing their cryptographic
strength since it is more difficult to select such keys. Therefore, the development of such systems is rele-
vant. Objective. Cryptosystems with symmetric keys are proposed for encrypting and decrypting a sequence of
characters represented as a one-dimensional numerical array of ASCII codes. These keys are functions of a
real variable that satisfies certain restrictions. They can be both continuous and discrete. Method. Two cryp-
tosystem options are proposed. In the first embodiment, the transmitting and receiving sides select two func-
tions, the first transmitted symbol, the area of the function definition, and the step of changing the function ar-
gument. Discrete messages are encrypted by calculating the first-order integral disproportion of the encrypted
array using a function. The corresponding value of the second function is added to the obtained cipher of each
symbol for scrambling to complicate the analysis of the intercepted message. On the receiving side, the second
function is subtracted and decryption performed by the inverse transformation of the formula for integral dis-
proportion. In the second version, sequential encryption is performed when the cipher obtained using one of
the key functions in the first stage is encrypted again by calculating the disproportion using the second func-
tion, the key. Accordingly, in two stages, decryption is performed. Results. Examples of encryption and decryp-
tion of a sequence of text characters are presented. It is shown that the same character is encoded differently
depending on its position in the message. In the given examples it is presented the difficulty of key functions
parameters choosing and the cryptographic strength of the proposed cryptosystem. Conclusions. Variants of
the cryptosystem using the first-order integral disproportion function are proposed, in which the functions of a
real variable serve as keys. To “crack” such a system, it is necessary not only to select the form of each func-
tion but also to find the values of its parameters with high accuracy. The system has high cryptographic
strength.

Keywords: cryptosystems; disproportion functions; first-order integral disproportion function; real variable
functions; key function; encryption; decryption; text messages.

encryption;

P(i) is an element of the cipher array after the sec-
ond encryption;

t is a parameter;

x is an argument of the function representing the
message and the key functions;

y(x) is a transmitted message;

Abbreviations

AES — Advanced Encryption Standard.

Nomenclature

o is a constant;

B is a constant;

v is a constant;

p is a constant;

¢(t) is a function defined parametrically;

y(t) is a function defined parametrically;

b is a constant;

c is a constant;

h is a step of changing the argument in the mes-
sage and in the key functions;

i is @ number of the element in the message;

f1(i) is an element of the array of the key function;

fo(i) is an array element of the second key func-
tion;

f1(x) is a key function;

f2(x) is a second key function;

N is a maximum number of characters transmitted;

P1(i) is an element of the cipher array after the first

@dg(”)y is a disproportion over the n-th order de-
rivative of y(x) with respect to x;
@ Igl()x)y(x) is an integral disproportion over the

first-order derivative of y(x) with respect to f(x).

Introduction

The problem of ensuring the quality of information
protection in information and communication systems is
one of the most urgent one nowadays [1]. One of the
possible ways to improve this quality is development of
the new approaches in the cryptosystems creation.

Currently, symmetric and asymmetric encryption
algorithms are used [2-4]. In symmetric systems, the
same key is used for encryption and decryption. Hack-
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ing such a system requires listing the possible keys. The
complexity of the search depends on the length of the
key in bits.

For asymmetric algorithms, there are cryptanalysis
methods that work faster than exhaustive search [5].
Therefore, in the case of their use, it becomes necessary
to use longer keys compared to keys in symmetric sys-
tems.

Both symmetric and asymmetric systems use natu-
ral numbers, which makes it possible to develop various
methods of breaking such cryptosystems up to the im-
plementation of a simple selection of keys. Therefore, in
order to increase the cryptographic strength, it is neces-
sary to increase the length of the keys. However, this
should consider constantly growing capabilities of com-
puter technologies that can be used to hack a cryptosys-
tem. In particular, the creation of quantum computers
can have a great impact [6]. It is expected that their us-
age will significantly reduce the cryptographic strength
of existing cryptosystems [5]. In particular, Grover's
quantum algorithm [7] reduces the complexity of recov-
ering the key of a symmetric encryption algorithm from
the message text and cipher text 2 times.

Quantum algorithms also reduce the cryptographic
strength of systems with asymmetric encryption [7-9].

All these facts indicate the need to develop cryp-
tosystems based on other principles. In particular, en-
cryption methods based on the use of real numbers may
be of interest. It is known [10] that the set of real num-
bers has greater cardinality compared to the set of natu-
ral numbers. It can be expected that such cryptosystems
may turn out to be more cryptographically stable in case
of an attempt to brute force the key. A variant of this
approach using a function of a real variable as a sym-
metric key is given in [11]. For encryption, the dispro-
portionality function is used [12]. One of the possible
options for the development of this approach is present-
ed in this article.

1. Problem statement

It is necessary to develop two algorithms for en-
crypting and decrypting messages, using two functions
of the real variable fi(x) and f»(x) as symmetric keys.
Both functions can be either continuous or discrete. If
the functions are continuous, then they are calculated
with the same step for x to obtain N elements of the
corresponding arrays fa(i) and f2(i).

The transmitted sequence of characters in the form
of numerical values of their codes, for example, from
the ASCII table, is represented as a one-dimensional
array y(i), i = 1, 2, ... N, where N is the maximum pos-
sible number of characters in the message.

In the first algorithm, it used a combination of en-
cryption by calculating the disproportionality of the

message by the key function f1(x) and additional scram-
bling, by adding the function f»(x) to the result.

In the second algorithm, it is needed to perform
sequential encryption, when the disproportionality ob-
tained after encryption using the key fi(x) is encrypted
using the second key - the function f(x).

2. Review of the literature

Modern cryptosystems use a block cipher. It works
with fixed-length groups of bits - blocks. Their size can
be from 64 to 256 bits. The widely used block symmet-
ric ciphers (BSS) are based on the use of several sym-
metric cryptographic transformations (elementary ci-
phers) [13]. When building them, three main approaches
are used:

- based on Feistel networks; -IDEA-like ciphers;

- SPN (Permutation Replacement Network)
structure. One of the common AES systems belongs to
the SPN-based BSN [14, 15].

In it, cryptographic transformations are performed
in simple substitution mode on 128-bit blocks (16
bytes), the length of which is 128 bits. The key length
has several options: 128, 192, 256 bits.

Encryption algorithm GOST 28147-89 [16] also
belongs to the category of block ciphers, where the two
parts of the selected block of information are of equal
size. This is a classic symmetric encryption algorithm
based on the Feistel network.

In 1978, the RSA algorithm was proposed [17].
This algorithm was the first full-fledged public key al-
gorithm.

Hash functions are widely used in the implementa-
tion of modern cryptosystems [18]. Hashing algorithms
are commonly used to digitally fingerprint the contents
of a file, often used to ensure that a file has not been
altered by an attacker or virus. Hash is one way encryp-
tion. Its use prevents finding the original string that cre-
ated it, despite the fact that many websites claim or
suggest otherwise [18].

To enhance the protection of information, a variety
of scrambling methods are used [19-21].

In addition to classical crypto systems using natu-
ral numbers, algorithms based on functions of real vari-
ables have been proposed. So in [12] a function of a real
variable is used as a symmetric key. To obtain the ci-
pher, the integral disproportionality of the first order
[22] of the encrypted message by the key function is
calculated. At the receiving end, decryption is carried
out using the same key function. The use of the dispro-
portionality function makes the message invariant with
respect to the amplitude of the signal transmitted over
the communication channel. This property allows you to
use not only digital, but also analog communication
channels.



Memoou i 3acodu 6e3neunoi 0opodKu oanux

41

3. Materials and methods

The proposed methods for encrypting and decrypt-
ing messages are based on the use of disproportion
functions. There are several types of these functions: the
disproportion over n-th order derivative, the dispropor-
tion over n-th order value, relative and sequential dis-
proportions. All of them are characteristics of numerical
functions. Below is a summary of all these functions.

The disproportion over n-th order derivative of the
function y (x) with respect to x is described by the ex-
pression:

m,_y _1.d%
@dx Y= T g 1)

Here, the @ symbol is chosen to indicate the oper-
ation of calculating disproportion. The symbol “d”
means “derivative”. The order is indicated in parenthe-
ses. The left side of (1) reads “at d n y with respect
to x”.

The disproportion (1) is equal to zero if the func-
tion y(x) has the form y = kx" and it is invariant with
respect to the coefficient of proportionality k.

The disproportion over first order derivative (n=1)
has the form:

d
@dfy="-2. @

If the functions x = ¢ (t), y = v (t), are defined par-
ametrically (t is parameter), the disproportion (2) has
the form:

v

(t__/dt

@dfyw(n =L - LA ©
o) do

If there is a proportional dependence y(t) = ko(t)
between two functions y(t) and ¢(t), the disproportion
(3) is equal to zero in the entire area of their existence,
regardless of the value of the proportionality coefficient.

It should be noted that the disproportion functions
allow one to calculate unknown coefficients before the
known functions that form the sum y(x), using the val-
ues obtained for the current value of the argument.

If the function is discrete or constant at some in-
tervals, it is impossible to use the imbalance (3). In this
case the first order integral disproportion can be
used [22].

This disproportion of the function y(x) with re-
spect to f(x) has the form:

[y YOO 59
J.;(ihf(x)dx o0

@ I%l()x)y(x) = 4

where h is the preset step for changing x.

For the discrete representation of text symbols se-
quences this step is equal to one. For discrete function,
y(x) and f(x) are represented by one-dimensional arrays.
If the approximate values of the integrals in (4) are cal-
culated using the trapezoidal formula, then for the one
and the same step h for y(x) and f(x), disproportion (4)
takes the form:

@Oy, = Yicatyi Yi 5
@157y Forf T ®)

Expression (6) defines the inverse transformation
through integral disproportion (5):

_ Vi =i -(fig +) i
fia '

Yi (6)

For encrypting text messages, it is most convenient
to use integral disproportion (5). However, in addition
to the functions fi(x) and f(x), it is also necessary to
provide for some symbol known to the transmitting and
receiving sides, from which the transmission of messag-
es must necessarily begin. This condition provides
knowledge of the initial values of the arrays used.

Two cryptosystem options are proposed. The first
of them is one of the given functions, for example, f1(x),
is used as a key. With its help, the text will be encrypt-
ed. For this, the elements of the array P1(i) (i =1, 2, ...,
N) of integral disproportion (5) y(x) with respect to f1(x)
are calculated:

s SO R
R (O AR A R AN

The final cipher P.(i) for the i-th character is
formed by scrambling.

The corresponding element fy(i) is added to the
disproportion (7)

P, (i) = Py (i) + T2 (1). (8)

This cipher is transmitted over the communication
channel.

At the receiving end, fx(i) is subtracted from the
received cipher first. The obtained result P4(i) is used
for decryption in accordance with expression (6):
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y() = (y(i =) =P (), (i -+

+f1(i)))%. ®

The second option is a sequential (cascade) en-
cryption/decryption of the message using two functions
- keys. The initial message y(i), i = 1, 2, ..., N is en-
crypted by calculating its integral disproportion (7) us-
ing the first key function fi(i). For the code Pi(i) ob-
tained during the first encryption, the integral dispropor-
tion of Pa(i) is calculated using the second key-function

fi(i):

P-D+P () Po(i)
fo(i-)+f,(1) f,()

P (i) = @11 Pr(i) = (10)

This disproportion is the final cipher of the i-th
character and is transmitted over the communication
channel. At the receiving point, the code is first de-
crypted using the second key function fa(i):

Py (i) = (P(1=1) =Py ()(F2 (i-1) +

+f2<i)»f:(2i—(i)1).

(11)

Then this code is decrypted again using the first
key- function fi(i):

y() = (y(i =) =P ()(f, (i - +

+H) flf(li(i)l) .

(12)

As a result, the transmitted message is completely
decrypted.

4. Experiments

For each version of the cryptosystem the results of
messages encryption and decryption are investigated
using computer simulation. In addition, the results of
attempts to crack these systems by selecting functions
parameters are presented.

Functions used:

fl (x) = eacos(Bx) i Ysin(px) +p(0.1+ bx)sin(cx)’ (13)

Fa () = 7™, (14)
Here, x=ih is an argument,
i is a sequence number of the character in the en-
crypted message,
h =1 is a step of changing the argument,

a = 0.1, p = 0.25 b = 0.65, ¢ = 0.15, y=0.14,
p=1.25 are constants.

The symbol 'G', whose ASCII code is 71, is taken
as a required first character.

5. Results

First, the results of the study of the first version of
the cryptosystem are shown, in which encryption is per-
formed using the key function fi(x). Second function
fo(X) serves to hide the resulting cipher. Encrypted and
decrypted texts are shown in the Table 1.

To crack the cryptosystem, you need not only to find
expressions for fi(x) and f2(x), but also to select their
parameters with high accuracy, as it can be seen from
Table 2.

This table shows the results of incorrect selection
of only one parameter of the key function. When de-
crypting, instead of b = 0.65, an incorrect value of 0.648
was selected.

Obviously, even such a slight discrepancy makes it
impossible to decrypt the text.

The effect of incorrect parameter selection for the
function f2(x) is also separately shown.

When decoding, instead of p = 1.25, an incorrect
value of 1.248 was selected. From Table 3 it is seen that
in this case, the source text is not restored.

Table 4 represents codes for some repeating charac-
ters. It is shown that these codes are not repeated. This
property greatly complicates the hacking of system.

Below the experimental results for the second var-
iant of the cryptosystem are shown, in which the mes-
sage is encrypted / decrypted sequentially. Obviously,
sequential encryption increases computational complex-
ity. Accordingly, minor errors can lead to distortion of
the transmitted message. Therefore, as in the previous
case, below are the results of the normal operation of
the system, as well as for unsuccessful attempts to select
the parameters of the key functions.

Table 5 shows the results of sequential encryption
and decryption of the text during normal operation of
the cryptosystem.

Table 6 shows the message of repeating characters.

It can be seen that the ciphers of consecutive iden-
tical characters differ significantly.

Table 7 shows the results of an attempt to select
the value of at least one of the parameters of the key
functions. When trying to break in, instead of o = 0.1, a
= 0.098 was used. The values of the remaining parame-
ters of the functions f1(x) and f(x) remained correct.

Obviously, even such a minor change in the de-
cryption system did not allow the recovery of encrypted
characters. For many characters, even incorrect decryp-
tion failed. The cell of result is empty.
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Table 1 Table 2
Results of the study of the first version Results of incorrect selection of only
of the cryptosystem one parameter b of the function
Character Source Character Decrypted Character Source Character Decrypted
number character code character number character code character

1 4.736651 1 4.736145

2 T 9.827081 T 2 T 9.827502 T
3 h 0.755083 h 3 h 0.755026 h
4 i 5.261803 i 4 i 5.262350 h
5 S 1.152270 S 5 S 1.154490 t
6 3.755743 6 3.757312

7 i 9.116020 i 7 i 9.119426 h
8 n 0.786342 n 8 n 0.783920 m
9 f 2.269933 f 9 f 2.269396 e
10 0 1.826009 0 10 0 1.826811 m
11 r 1.472602 r 11 r 1.476416 q
12 m 1.002936 m 12 m 0.997617 m
13 a 0.201286 a 13 a 0.205887 )
14 t 0.809798 t 14 t 0.815445 s
15 | 0.709713 i 15 i 0.708061 h
16 0 0.305642 0 16 0 0.306217 m
17 n 1.089021 n 17 n 1.093251 I
18 2.385154 18 2.394330

19 [ 5.722505 i 19 i 5.724770 [
20 S 2.220175 S 20 s 2.229892 s
21 5.790948 21 5.787251

22 % 7.284821 v 22 v 7.284874 )
23 e 3.446238 e 23 e 3.450069 a
24 r 0.744297 r 24 r 0.732833 u
25 y 11.901334 y 25 y 11.897505 -
26 10.441133 26 10.427940 !
27 S 21.930138 S 27 S 21.937176 t
28 e 4.811599 e 28 e 4.810447 c
29 c 7.407188 C 29 c 7.410173 a
30 r 2.014043 r 30 r 2.025765 y
31 e 10.269830 e 31 e 10.258139 r
32 t 29.005365 t 32 t 29.018993 X
33 25.716858 33 25.704985 !
34 1 3.933851 1 34 1 3.936796 1
35 6.844367 35 6.846261 #
36 2 0.908304 2 36 2 0.918751 =
37 0.476755 37 0.458459 ,
38 3 17.774094 3 38 3 17.782860 9
39 2.668039 39 2.650315 "
40 & 1.690020 & 40 & 1.695828 '
41 5.701226 41 5.701799 "
42 % 2.056424 % 42 % 2.064831 0
43 0.008956 43 0.030493 1
44 + 12.513533 + 44 + 12.511976 5
45 2.917707 45 2.940573 #
46 $ 1.573350 $ 46 $ 1.583545 &
47 4.929141 47 4.928022 "
48 @ 1.444875 @ 48 @ 1.451049 F
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Table 3 Table 4
Results of incorrect selection Codes results for repeating characters
of only one parameter p of the function £(X) Character Source Character Decrypted
Character Source Character Decrypted number character code character
number character code character 1 4.736651
1 4.736328 2 a 12.332898 a
2 T 9.827351 T 3 a 3.870525 a
3 h 0.755047 h 4 a 4.947813 a
4 i 5.262154 i 5 a 1.464428 a
5 s 1.153693 t 6 a 5.052976 a
6 3.756739 7 a 1.745526 a
7 i 9.118203 i 8 a 1.140239 a
8 n 0.784798 n 9 6.086579
9 f 2.269593 f 10 A 0.644718 A
10 0 1.826527 n 11 A 0.908728 A
11 r 1.475055 r 12 A 0.710290 A
12 m 0.999550 n 13 A 0.508348 A
13 a 0.204263 a 14 A 0.075961 A
14 t 0.813394 t 15 A 0.110512 A
15 i 0.708669 i 16 A 0.335408 A
16 0 0.306020 n 17 1.473863
17 n 1.091755 m 18 0 0.895035 0
18 2.391024 19 0 1.114129 0
19 i 5.724051 i 20 0 0.666694 0
20 s 2.226370 r 21 0 0.588647 0
21 5.788615 22 0 0.105267 0
22 v 7.284837 t 23 0 1.115444 0
23 e 3.448728 b 24 0 0.021846 0
24 r 0.736921 t 25 1.822263
25 y 11.899046 | 26 1 6.832296 1
26 10.432673 27 1 1.938426 1
27 s 21.934574 S 28 1 0.840899 1
28 e 4.810894 C 29 1 1.335157 1
29 C 7.409145 a 30 1 5.506334 1
30 r 2.021633 v 31 1 11.042415 1
31 e 10.262514 m 32 3.697263
32 t 29.014231 v 33 % 0.325424 %
33 25.709368 ! 34 % 4.033030 %
34 1 3.935677 1 35 % 1.813313 %
35 6.845631 ! 36 % 2.172785 %
36 2 0.915115 9 37 % 10.710403 %
37 0.465123 ' 38 % 4.579929 %
38 3 17.780052 6 39 % 0.696619 %
39 2.656818 ! 40 5.428902
40 & 1.693630 & 41 * 1.877837 *
41 5.701655 ! 42 * 0.484670 *
42 % 2.061946 , 43 * 10.899045 *
43 0.022813 * 44 * 8.360439 *
44 + 12.513064 1 45 * 0.088501 *
45 2.932309 " 46 4.769559 *
46 $ 1.579694 % 47 3.726852 *
47 4.928509 ! 48 1.383015
48 @ 1.448968 D 49 N 18.771311 A
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Continuation of the Table 4

Continuation of the Table 5

Character Source Character Decrypted Character Source Character | Decrypted
number character code character number character code character
50 A 11.266954 A 39 7.617536
51 A 2.538162 A 40 d 20.759953 d
52 A 5.122117 A 41 e 12.218971 e
53 A 5.237040 A 42 C 5.407150 C
54 A 2.362503 A 43 r 5.710254 r
55 A 1.346288 A 44 y 3.656684 y
45 p 1.611940 p
Table 5 46 t 0.797022 t
Results of sequential encryption and decryption 47 i 1.737167 i
of the text during normal operation of the cryptosystem 8 o 0.847489 o
Character Source Character Decrypted 49 n 0.706682 n
number character code character 50 @ 0.698381 @
1 4.690454 51 0.125770 =
2 T 8.047946 T
3 h 4010225 h Table 6
4 2791579 Message of repeating characters
5 2.530756 Character Source Character | Decrypted
6 r 8.546450 r number character code character
7 e 2.965447 e 1 4.690454
8 S 1.918389 S 2 a 10.239541 a
9 u 1.524762 u 3 a 5.899044 a
10 I 1.526856 I 4 a 2.497451 a
11 t 0.502380 t 5 a 6.476577 a
12 S 0.291666 S 6 a 0.164803 a
13 3.795387 7 a 1.700911 a
14 S 2.034440 S 8 a 2.365286 a
15 u 3.246364 u 9 3.086447
16 C 0.828073 Cc 10 A 2.453165 A
17 C 1.495243 Cc 11 A 0.061252 A
18 e 1.082021 e 12 A 0.137451 A
19 S 1.262968 S 13 A 0.497965 A
20 S 12.145824 S 14 A 0.465165 A
21 i 9.436130 i 15 A 1.760381 A
22 v 6.408713 % 16 A 1.248392 A
23 e 10.422213 e 17 2.009082
24 6.812392 18 0 0.626486 0
25 e 24.949280 e 19 0 0.858078 0
26 n 25.262545 n 20 0 5.069551 0
27 C 3.958015 c 21 0 5.009539 0
28 r 10.328294 r 22 0 1.455607 0
29 y 5.330626 y 23 0 3.659701 0
30 p 21.770363 p 24 0 1.969203 0
31 t 33.014248 t 25 4.520895
32 i 5.095774 i 26 1 14.347497 1
33 0 13.558111 0 27 1 0.095464 1
34 n 5.956150 n 28 1 5.738425 1
35 0.900549 29 1 2.401474 1
36 a 46.172897 a 30 1 9.890567 1
37 n 2.926001 n 31 1 13.504825 1
38 d 15.682445 d 32 1 0.350023 1




46

PAJAIOEJIEKTPOHHI I KOMITI'IOTEPHI CUCTEMM, 2021, Ne 2(98)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

Continuation of the Table 6

Continuation of the Table 7

Character Source Character Decrypted Character Source Character | Decrypted
number character code character number character code character
33 8.080703 20 0 4.980809 $
34 % 1.531735 % 21 0 4.925797 )
35 % 7.400918 % 22 0 1.386247 )
36 % 11.073833 % 23 0 3.719603 "
37 % 0.775017 % 24 0 2.040457
38 % 4,971673 % 25 4.432795
39 % 1.988361 % 26 1 14.249585 +
40 % 5.483652 % 27 1 0.162092 +
41 2.815113 28 1 5.794245 #
42 * 0.158020 29 1 2.470923
43 * 2.833350 30 1 9.796751 %
44 * 1.414040 31 1 13.409384 +
45 * 0.771326 * 32 1 0.415038 +
46 * 0.365959 * 33 8.130970
47 * 0.518192 * 34 % 1.600165
48 * 0.382304 * 35 % 7.312530
49 0.377935 36 % 10.983509
50 A 0.824084 N 37 % 0.837987
51 A 0.128106 N 38 % 5.025629
52 A 0.090439 N 39 % 2.054488
53 A 0.042821 N 40 % 5.399350
54 N 0.051633 N 41 2.738085
55 N 0.320289 N 42 * 0.093902
56 A 0.445522 N 43 * 2.890316
44 * 1.480261
Table 7 45 * 0.693815
Results of an attempt to select the value 46 * 0.438466
of at least one of the parameters_of the key functions 47 " 0581506
for the message of repeating characters 18 x 0.443650
Character Source Character Decrypted 49 0.445842
number character code character 50 A 0.746201 L
1 4.748097 51 A 0.201591 &
2 a 10.167147 52 N 0.155069
3 a 5.949846 _ 53 N 0.105113
4 a 2.563663 [ 54 N 0.120200
5 a 6.391641 ] 55 A 0.242766 )
6 a 0.093599 ] 56 N 0.370484
7 a 1.760433 [
8 a 2423949 v 6. Discussion
9 3.154067
10 A 2.370525 2 The proposed cryptosystems are sensitive to com-
11 A 0.012345 1 putational errors. It should also be noted that in these
12 A 0.201686 / systems there is an effect similar to the “avalanche ef-
13 A 0.561330 ) fect” in the AES cryptosystem. It consists of the fact
14 A 0.537713 that behind an incorrectly decrypted character the re-
15 A 1.676859 , maining message is decrypted incorrectly.
16 A 1.171159 0 Therefore, key functions must satisfy the following
17 2.071810 requirements:
18 0 0.560162 1) the functions should not be constant and not
19 0 0.931029 take zero values;
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2) when using the key-function, a situation should
not arise when the number is divided by a number close
to zero, which leads to the appearance of an unaccepta-
ble calculation error. To this end, it is recommended to
test the cryptosystem for the entire alphabet of charac-
ters that will be used in messages.

Conclusions

New methods are proposed for encrypting and de-
crypting text messages based on two functions of a real
variable. In this case, first-order integral disproportions
are used. To create such a system, it is necessary to de-
fine two functions of a truly variable that satisfy certain
requirements. Also, a character is set that must be
transmitted at the very beginning of the message. The
simulation results of these systems confirm their per-
formance. To crack these systems, you need to know the
form of both key functions, as well as the values of their
parameters. Given examples confirm the high crypto-
graphic strength of the systems. However, such cryp-
tosystems are sensitive to computational errors. There-
fore, it is recommended to check decrypted message
before sending an encrypted one.

Usage of the disproportionality function makes the
message invariant with respect to the amplitude of the
signal transmitted over the communication channel.
This property allows you to use not only digital, but also
analog communication channels.

In the future, it is expected to do more detailed
study of the requirements for Key Functions and their
coefficients. In addition, it will be considered to study
proposed cryptosystem resistance to cracking.
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HOCJIIOBHE IIU®PYBAHHSA 3 BAKOPUCTAHHSM ®YHKIIA JIMCHOI 3SMIHHOI
B. B. Aspamenko, B. M. /lem’anenxo

AKTyanbHicTb. Buxopucranus QyHKIiH AificHOT 3MIHHOT B KPUIITOCHCTEMAX SIK KJIIOUIB JJO3BOJISAE 301TBIIUTH
ix kpunrorpadidyHy CHITy, OCKUIBKH BHOIp TaKMX KIIOUIB CKIagHIMUHA. ToMy po3po0Ka TaKWX CHCTEM € aKTyallb-
Hoto. KpunrocucreMn 3 CHMETPUYHIMH KIIFOUYaMH TIPONOHYIOTHCS JUIsl MH(pyBaHHA Ta Jenn(pyBaHHS MOCHTIIO0B-
HOCTI CHMBOJIB, MMPEICTABICHUX Y BUTIISAI OTHOBUMipHOTO MacuBy umcioBux 3HaueHb ASCII koxis. Lli xirodi €
(GYHKIISIMA IifiCHOT 3MIHHOI, 110 33/I0BOJIBHSE NIEBHIM OOMEXEHHSIM. BOHH MOXYTh OyTH SIK Oe3IepepBHUMH, TaK i
auckpetHuMu. Metoa. [IpornoHyOThCS 1Ba BapiaHTH KPUIITOCUCTEMH. Y TIEPIIOMY BapiaHTi MepeaaBalibHa 1 Mpuid-
Maroya CTOPOHH BUOMpAtoTh NBi QyHKLI, Mepunii nepeaanuii CUMBOJI, 00JIacTh BU3HAYEeHHs (DYHKIIT, a TAKOX eTar
3MiHHM aprymeHTy QyHkuii. JJMCKpeTHI moBinOMIeHHs MU(PYIOTHCS HUISIXOM O0YMCIICHHS IHTerpalibHOT HEeIpoIop-
LIITHOCTI MepIIoro MopsIKy 3allu(pOBYBaHOrO MacHBY 3a JOINOMOIOr oOJHi€l 3 (yHkuid. BianoBigHe 3HaueHHs
Apyroi GyHKIIT Uit CKpeMOIIOBaHHS JIOAAETHCS 10 OTPUMAHOTO MH(PY KOXKHOTO i3 CUMBOIIIB, MO0 YCKIAIHUTH
aHaJli3 IepexoIyIeHoro nosigomiieHHs. Ha npuiiMatodiii cropoHi BifHIMaeTbest Apyra QyHKIis 1 po3mmppyBaHHs
BUKOHYETHCS IVIIXOM 3BOPOTHOTO MEPETBOPEHHS (hOPMYIIH iHTErpaibHOI Auctponopuii. ¥ npyrii Bepcii mociino-
BHE MIM(PYBaHHS BHUKOHYETHCS, KOJIH MNP, OTPUMAHNK 3 BUKOPUCTAHHIM OJIHI€T 3 KIOYOBHX (PyHKIiN Ha mep-
IOMY €Tarli, 3HOBY 3aIlU(pPOBYETHCS OUITXOM OOYUCIICHHS TUCIIPOMOPIIIi 32 JOMOMOTOI0 Ipyrol QyHKINI, KITFoJa.
BinmoBigHO, Ha IBOX eTamax BinOyBaeThes nemudpysanas. PesyabTaTu. [IpencrasieHi npukiaay muppyBaHHsS Ta
Jemr(pyBaHHS TOCIITOBHOCTI TEKCTOBHX cMMBOIIB. [TokazaHo, 110 oWH 1 TOIt k€ CHMBOJI KOJIYETBCS O-Pi3HOMY
3aJIeXKHO BiJ| oro mo3uuii B noBijiomieHHI. HaBeneni npukiaam, sKi MoKa3yloTh CKIaJHICT, BUOOpPY mapaMeTpiB
KITFOYOBUX (PYHKIIIH Ta KpunrorpadidyHy CHITy 3alIpOIIOHOBAHOI KPUIITOCUCTEMHU. BHCHOBKH. 3amponoHoOBaHO Bapi-
aHTH KPUNTOCHCTEMH, 110 BUKOPHCTOBYIOTH iHTErpanbHy (YHKIII0 HEHIPOIOPLIHHOCTI HEepIIOro MOPSAKY, B SKiH
¢yHKOii aiicHOl 3MiHHOI CiTyaTh Kimrodamu. {1 Toro, mo6 “3mamarn” Taky cHCTeMy, HEOOXigHO BHOpaTH BHI
KOXHOI (DyHKIIi, a TAKOK 3HAWTH 3HAYEHHS ii MapaMeTpiB 3 JyXe BHCOKOIO TOUHicTIO. CHCTeMa Ma€e BUCOKY KpHII-
TorpadigyHy MilHICTb.

Karouosi cmoBa: xpunrocucremu; (yHKUii HeNpomopuiiHOCTI; iHTerpajbHa (QYHKISI HENpPONOPUiHHOCTI
MIepIIOro MOPSAKY, GYHKIUIT AIHCHUX 3MIHHMX; KJIIO4OBa (GyHKLIs, MU(pyBaHHs; NeMU(ppPyBaHHS, TEKCTOBI IMOBI-
JOMJICHHSI, CKpeMOJITipyBaHHS.

MOCJIEJOBATEJBHOE IIU®POBAHUE C UCITOJIb30BAHUEM ®YHKIIUAM
JNEUCTBUTEJBbHON NEPEMEHHON
B. B. A¢pamenxo, B. H. /lemvanenko

AkTyanbHoOCThb. lcrons3oBanne GYyHKOWN AEHCTBUTEIHHON NEpeMEHHOH B KPHIITOCHCTEMax B KadecTBE
KIIFOUEH MO3BOJISIET MOBBICHTh MX KPHUNTOrPa(HUIEcKyr0 CTOMKOCTb, MOCKOJIBKY TaKHWe KIIOYHM TPYIHEE BBIOPATH.
ITosTomy pa3zpaboTka TakHX CHCTEM akTyasubHa. [Ipeanmararorcsi KpUNTOCHCTEMBI C CHMMETPUYHBIMHU KITIOYaMU IS
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mrppoBaHUs U ACIIUPPOBaHUS MOCIEI0BATEIILHOCTH CUMBOJIOB, IPE/ICTABICHHBIX B BHJIE OJTHOMEPHOTO MaccHBa
yucnoBbix 3HaueHuit ASCIl xomoB. OTh imoun SABISIOTCS GYHKUUSAMHU JICHCTBUTEILHOM NEpEeMEHHOM, KOTOpbIe
YIOBJICTBOPSIIOT ONpPEACIICHHBIM OrpaHHdeHIsIM. OHU MOTYT OBITh KaK HENPEPHIBHBIMH, TaK U JUCKPETHBIMU. Me-
tol. [IpennararoTcs Ba BapuaHTa KPUNTOCUCTEMBI. B mepBoM BapuaHTe nepenaromas U MPUHUMAIONIAs CTOPOHBI
BEIOMpAIOT 1Be (PYHKITUH, TIEPBBIN IepeJaBacMblii CHMBOJ, 00JIaCTh OIpeaeseHus (yHKINH, a TaKXKe IIar u3MeHe-
HUA apryMeHTa QyHKIHH. JJuCKpeTHbIe cOoOIIeH s MHU(PYIOTCS MyTeM BBIYHCIICHUS HHTETPaIbHOW HEIPOIIOPIIHO-
HaJBHOCTH IIEPBOTO MOPsIAKa MIH(PPYEeMOro MacCHBa ¢ IIOMOLIBI0 OTHON U3 (yHKIHil. COOTBETCTBYIOIIEE 3HAYCHUE
BTOPOW (PYHKITMH A1 CKpeMONIHMpOBaHUS HOOABISETCS K MOMYYCHHOMY HIH(PY KakaOTOo W3 CHMBOJIOB, YTOOBI
YCIIO)KHUTB aHaJIN3 NepexBaueHHOro coolmenus. Ha npuemMHo# cropoHe BTopast (yHKLUS BEIUUTACTCS, M pactud-
POBKa IPOU3BOJUTCS IyTeM 00paTHOro npeoOpazoBaHusi (OPMYNbl MHTErPabHOM HENPONOPLUOHAILHOCTH. Bo
BTOPOi1 BEpCHHU IMOCIIEA0BATENbHOE MN(POBAHUE BBIIOJIHAETCS, KOTra MUQp, NOITYUYSHHBIH C UCIIOJIL30BaHHEM O]I-
HOM M3 KIIIOUEeBBIX (PYHKUMIT HA IEPBOM 3Tare, CHOBA 3alIM()POBBIBACTCS ITyTEM BBIYMCIICHUS AUCTIPOIIOPLUH C HC-
I0JIb30BaHNeM BTOPOi (pyHKIuH, Kitoya. COOTBETCTBEHHO, paciui(poBKa BBIIOIHIETCS B Ba dTana. Pe3yabTarol.
[TpuBenens! npuMeps! mWH(POBaHUS U Jem(pOBaHUs MOCIEA0BATEIILHOCTH TEKCTOBBIX CUMBOJIOB. [TokazaHo, uTo
OIWH M TOT XX CUMBOJ KOIMPYETCs MO-Pa3sHOMY B 3aBUCHMOCTH OT €TI0 HOJIOXKEHHs B cooOmeHuH. [IpuBeneHs
NPUMEPHI, MOKA3BIBAOIINE CIOKHOCTh BBIOOpA MapaMeTPOB KIIOYEBBIX (GYHKIUI U KPUNTOCTOWKOCTH Mpeliarae-
MO KpUNTOCHCTEMBI. BbIBOABI. [IpennioxkeHbl BapHaHTBHl KPHUITOCHCTEMBI C HCIOJb30BaHHEM (QYHKLIUH HHTE-
rpajJbHOI HENMPONOPIHOHAIBLHOCTH MEPBOTO MOPAAKA, B KOTOPBIX (QYHKIUH ACHCTBUTENBHBIX EPEMEHHOM CITyXaT
KIro9aMu. YToOBI «B3JIOMATh» TaKyl0 CHCTEMY, HEOOXOAUMO BHIOpATh BHI KaKHOH QyHKIHMH, a TaK)Ke HAWTH 3Ha-
YeHHs ee IapaMeTPOB ¢ OYEHb BBICOKOH TOYHOCTHIO. CHcTeMa o0nazaeT BBICOKOW KpuITOrpaduueckoi CTOMKO-
CThIO.
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