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OF COMMUNICATION PROTOCOLS FOR INFORMATION TRANSFER
IN INTERNET OF THINGS SYSTEMS

The subject of study in the paper is the analysis of technologies, architectures, vulnerabilities and cyberattacks,
communication patterns of smart objects, messaging models, and Internet of Things (10T) / Web of Things (WoT)
protocols for solving applied problems of critical and non-critical systems. The goal is to develop a method for
selecting messaging models and application-level protocols in non-critical and critical multi-level 10T/WoT
systems, provided that the type of access to intelligent objects is initially determined by the initial data, as well
as analysis of vulnerabilities and attacks using these protocols. Objectives: to formalize the procedure for
choosing communication protocols for 10T/WoT systems; analyze possible vulnerabilities of communication
protocols; develop a method for selecting communication protocols for given initial data, depending on the
selected type of communication template for smart objects; check practically the proposed method.
The methods of research are methods of system analysis. The following results were obtained. The analysis of
the features of communication protocols is conducted by comparing the main interrelated characteristics of
I0T/WoT, the results of which are presented in the form of a table. A method has been developed for selecting
communication protocols, depending on the selected type of communication template. The analysis of possible
vulnerabilities of communication protocols and possible attacks using these protocols is conducted. The author
has tested the method using the example of a corporate system (Smart House) based on the WoT
concept. Findings. The scientific novelty of the results obtained is as follows: the analysis conducted in the paper
shows that currently there is no unified approach to the choice of a messaging model and application-level
protocols for building 10T/WoT, depending on the selected type of communication template for smart objects.
The method for selecting communication protocols for the given conditions (for each 10T system its interaction
pattern will correspond, depending on which components interact with each other), improved by the authors of
the paper, makes it possible to simplify the task of using separate protocols for given 10T systems, considering
vulnerabilities of protocols.
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1. Introduction

One of the promising direct links to current
information and telecommunications technologies is
Internet of things (loT), which can be stored in the
following domains: business, energy, defense, transport,
business intelligence, health protection, automation. loT
- the price of the Internet of people (loP), extensions
behind the additional connected to new computers, the
network of physical objects (Smart Things), which can
independently organize the development of the model of
the day. Communication protocols are a necessary and
essential part of data transfer in 10T applications. There
are several loT domains and the choice of a
communication protocol is challenging as it depends on
the nature of the loT system itself and its data
transmission system. In recent years, scientists have
developed and used many new communication protocols
according to their requirements. However, in the given
hour, there is no single approach to the selection of

protocols in exchange by new ones and protocols of the
same amount of information to induce loT / Web of
Things (WoT) in the form of a connection of the opposite
type of templates for intellectual objects. For all types of
loT systems, communication protocols are an ongoing
challenge for the Industrial 10T (lloT), hence it is
important to analyze communication protocols to
determine their most appropriate scenarios. Therefore,
this document analyzes the HTTP (Hypertext Transfer
Protocol), MQTT (Message Queuing Telemetry
protocol), DDS (Data Distribution Service), XMPP
(Extensible Messaging and Presence Protocol), AMQP
(The Advanced Message Queuing Protocol) and CoAP
(Constrained Application Protocol) communication
protocols for 10T applications, and analyzes the main
cybersecurity vulnerabilities of 10T systems and possible
cyberattacks.

Areas of loT application: production, energy,
defense, transport, construction, health care, smart cities,
home automation, etc. 10T systems include a large
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number of components whose vulnerabilities can be
affected by cyberattacks. Different 10T application
protocols are used by smart devices to achieve
compatibility between different 10T nodes. The authors
of many publications have considered some features of
communication protocols. Sensors and actuators used in
the creation of 110T systems must have, on the one hand,
an interface for interaction with physical devices, and on
the other hand, a wired or wireless interface with the
communication  network.  Comparison  between
conventional 10T communication protocols are given in
[1]. There are many standardized communication
protocols for 1oT [2]. The loT uses communication
between devices to increase their efficiency and ease of
use, and [3] provides an overview of the most common
wired and wireless communication protocols. In [4]
discusses the features of organization and automation of
security for the 10T: providing advanced security features
from Edge to Cloud for 10T. In [5] the evaluation of the
efficiency of AMQP, CoAP and MQTT communication
protocols in loT for the application layer is presented.
Authors of [6] provides a detailed 10T architecture in the
form of layers, ranging from the level of business logic
to the level of perception, including both hardware and
software and 10T calls. The effectiveness of CoAP and
MQTT protocols using the past tense as metrics and
various simulations for medical devices was evaluated in
[7]. To establish a single communication standard, in [8]
were analyzed the relative factors in terms of data status
and data timeliness. The most popular 10T protocols used
for embedded 10T systems are described in [9] and their
advantages and disadvantages are investigated. Properly
selected application layer protocols can reduce network
traffic, increase reliability [10]. The authors [11]
analyzed the communication protocols TCP, UDP, CoAP
and MQTT, which can be used for data transmission in
mass loT scenarios, in parallel compared the overhead of
the protocols and subsequent use of data, as the amount
of transmitted data determines the monthly fee. In [12], a
comparison of common loT communication protocols
was performed: Internet Protocol version 6 (IPv6),
wireless personal area networks (6LoOWPAN), ZigBee,
Bluetooth low-power (BLE), Z-Wave and near-field
communication (NFC), SigFox and Cellular with an
emphasis on the main features and behavior of different
metrics of data rate distribution on energy consumption
and other features. Various telecommunication protocols
have been considered in the known literature, but the
issues of creating a method for selecting and analyzing
vulnerabilities of such protocols have not been presented.

Therefore, the goal of the paper is to analyze
existing communication protocols, analyze their
vulnerabilities and develop a method for selecting
communication protocols for given initial data (for each
specific 10T system its own interaction pattern will

correspond, depending on which components interact
with each other).

The paper has the following structure: section 2
analyses communication technologies, protocols and
devices in loT; communication templates of smart
objects are discussed in section 3; section 4 analyses
main vulnerabilities and attacks on lloT communication
protocols; method of choosing the communication
messaging protocols for 10T systems described in section
5. Conclusions discusses the results of the paper and
future research directions.

2. Analysis of communication technologies,
protocols and devices in 10T

Communication protocols should address security
issues for loT [13 — 17].

Currently, 1loT uses embedded systems based on
popular microcontrollers and microcomputers to control
physical devices: Arduino, Espruino, CC2538xFnn,
Tessel, Raspberry Pi, Banana Pi, Creator Ci20, Orange Pi
PC, Beagle Board, etc. Programs are created for
embedded systems in programming languages: C / C ++,
Python, Java, JavaScript, etc.

Smart objects can be organized into a network of
physical objects that can be connected to a traditional
Internet using one of the devices [17 — 23]:

- Gateway (hubs or specialized I10T platforms);

- Border router or CoAP-to-HTTP proxy server;

- Router.

The choice of how to connect a network of physical
objects to the Internet depends on the compatibility of
their protocol stack with the TCP / IP stack. lloT
infrastructure consists of networks of physical objects
based on heterogeneous hardware and software
platforms, the protocol stacks of which are usually
incompatible with each other. As a result, the network of
physical objects is fragmented, and ensuring the
integration of physical devices connected to the Internet
with incompatible protocol stacks is expensive.

IloT uses physical networks with various wireless
technologies to connect physical objects:

- Sensors and personal networks with low power
consumption WPAN;

- Short-range WLAN (IEEE 802.11 a, b, g, n,
IEEE 802.11s, IEEE 802.11ah);

- Narrow Band Internet of Things (NB-IoT)
narrowband network;

- Long-range broadband network - LPWAN
(LoRaWAN, SIGFOX, cellular Internet of Things or
CloT).

WPANSs include wireless sensor networks based on
the following technologies: 6LoWPAN, IEEE 802.15.4,
Thread, ZigBee, ZigBee IP, Z-Wave, WirelessHART,
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FHSS, EnOcean, RFID / NFC, BLE 4.2 (Bluetooth
Mesh), Ultra Wide Band (uws),
ISO 8000-7 DASH?Y, Bluetooth low energy, etc. IEEE
802.15.4 low-power wireless personal area networks
with the 6LoWPAN protocol stack are subnets of IPv6
networks, they can interact with other networks and
nodes of the IP network, but are not transit for network
traffic of IP networks. It should be noted that IP networks
with the 6LOWPAN protocol stack include networks
based on 6LOWPAN, Thread and ZigBee technologies.
These networks are self-organizing networks that may
not have access to external IP networks. In this case, they
use the 6loWPAN protocol stack to organize the
operation of the autonomous network and transfer data
between the nodes of the autonomous network. Most 10T
devices operate after firewalls and use bidirectional
software or messaging agents for two-way
communication and remote control [9]. Several protocols
have been developed to achieve this two-way
communication between loT (D2D) devices and between
devices and the server/cloud (D2S).
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Figures 1 [12] and 2 show the main communication
protocols of 10T systems.

A digital or virtual representation of a physical
object available through the RESTful web API to
integrate physical devices from different manufacturers
connected to the Internet with incompatible protocol
stacks. The RESTful web API, built with the REST
architecture for virtual representation of physical objects,
identifies URLs and uses application-level protocols
such as HTTP, WebSocket, CoAP, MSTT in JSON
format and cryptographic streaming protocols TLS /
DTLS. Thus, virtual analogues of physical objects (Web
Thing), which are assigned a URL via the Web API, can
interact with each other or with programs that use
application-level protocols, and communicate with them
in JSON text format.

Physical objects or intermediate devices, such as a
gateway, with a URL and a software interface with the
RESTful Web API, can communicate in JSON text
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Fig. 1. Interconnection standards in 110T [12]
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format with each other and with SOA-based applications.
To support the device-user interaction model, Web
Things must have user interfaces.

Because not all Web Things can offer their own
RESTful web API, based on the concept of WoT [24, 25],
for limited integration of smart objects into the Internet,
there are three different integration models: direct
connection, connection-based gateway, and cloud
connection.

A. Data transfer technologies between physical
devices.

I1oT includes the following technologies for data
transfer between physical devices [14, 25]: wireless
sensor network (WSN) and M2M (machine-to-machine).
By a Smart Object we mean a device in the 10T network
that has a MAC and IP address (for IloT: robotics,
frequency-controlled machines, sensors, e.t.c.).

I1oT is characterized by large-scale changes in the
global Internet infrastructure and new connection
schemes (templates) [18, 19, 21, 22]: Device-to-Device,
Device-to-Cloud, Device-to-Gateway, an internal
communication template and a user device (GUI client).

An overview of Smart Objects communication
templates and messaging models on the 10T: point-to-
point, response to a request (request / response),
subscription to a publication (pub / sub) and data-oriented
pub / sub (DCPS) is presented in [18 — 21]. The choice
of Internet messaging model depends on the type of
Smart Objects communication model.

B. lloT application layer protocols.

Many application-level protocols are used to
transmit data in 11oT, the most common of which are
DDS [25, 26], MQTT [27], MQTT-SN, MQTT / Web
socket, MQTT-REST bridge, SMQTT [27], XMPP [28],
AMQP [29], JMS [30], CoAP [31], REST Hooks [32],
REST / HTTP, Web socket, REST / Web socket - these
are messaging protocols based on the broker: publication
/ subscription. The broker (server) can be deployed on a
cloud platform or on a local server. Clients must be
installed on smart device applications. MQTT and
MQTT-SN (for sensor networks), SMQTT (Secure
Message Queue Telemetry Transport) - an extension of
the MQTT protocol, in which the security function is
supplemented to the existing MQTT protocol based on
encryption based on policy / key / attribute ciphertext
(KP / CP-ABE) using light elliptic curve cryptography. It
is recommended that you enable additional security
measures for MQTT by providing SSL / TLS with
certificates and session key management. However, for
10T, due to the multitude of disparate devices, storing
and managing certificates and key exchange for each
session is cumbersome, and SSL / TLS can be vulnerable
to attacks such as BEAST, CRIME, RC4, Heartbleed,
and more.

Consider in more detail the features of the
implementation of communication protocols.

AMQP is an opensource middleware that provides
interoperability between messaging servers. It is a
message-oriented  intermediary  protocol at the
application software level with the following functions:
message orientation, queuing, routing, reliability, SASL
(simple authentication and security level) and / or TSL
(transport layer security). Each of the end servers can be
independent of both the platform and the language of use.
Delivery authentication is provided by SASL (simple
level of authentication and security). Encryption is
provided by TLS (Transport Layer Security), which is the
successor to SSL (Secure Sockets Layer).

CoAP (Constrained Application Protocol) is a
M2M (Machine to Machine) web transfer protocol for
use with limited nodes and limited networks, a client-
server architecture protocol that allows two endpoints to
communicate without a connection. It is based on the
REST (representative state transfer) model. As this also
applies to HTTP, a continuous connection to the web
client interface is possible. COAP uses minimal resources
to provide encryption via DTLS (Datagram Transport
Layer Security), which is equivalent to 3072-bit RSA.
CoAP allows you to develop your own M2M protocols.

DDS is a protocol for device interconnection that
provides fast delivery of messages simultaneously to an
array of receivers, suitable for real-time analysis and
sensor monitoring [33 — 38]. The DDS publishing-
subscription architecture is different from the client-
server and messaging architectures. Communication is
based on the data being transmitted, not on the source and
destination of the data. DDS systems include an
authentication service plug-in, means for mutual
authentication between participants and establishment of
common secrecy, access policy, cryptographic service
plugin  (encryption, decryption, hashing, digital
signatures), means for obtaining keys from general
secrecy, security event registration plugin, data tag
service plugin. DDS is a core loT implementation
technology based on the DCPS messaging model. The
DDS standard has a large set of service quality
parameters (QoS). Devices interact through different
types of networks: DDS via LAN and DDS via WAN.
DDS technology provides a DDS API with smart device
applications and real-time subscription publishing
(RTPS) for data exchange (byte sets) between devices.
DDS serves devices that directly use device data with a
common connection topology bus. DDS is the only open
messaging standard that supports the unique needs of
both enterprise and real-time systems [33].

The MQTT protocol is an I[IoT M2M connection
protocol that uses a message transport method for
publishing / subscribing to connect a device to a server.
It was designed as an extremely easy messaging transport
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for publishing / subscribing. This is useful for two-way
communication over unreliable networks, connections to
remote locations where small code size is required, and /
or network bandwidth is expensive.

MQTT and CoAP are included in a variety of
enterprise-class products [35], from controls and
analytics panels to connectivity, to software running on
field sensors or network devices. Despite meeting
different needs, both protocols play a fundamental role in
the IoT and lloT trends, where fast and flexible data
exchange between devices is a key operational
requirement.

RESTFUL (Service Architecture) provides a set of
standards for communication between computer systems
on the Internet. The basic HTTP-compatible architecture
provides data transfer between Il10T devices using this
protocol. It uses the same HTTP GET, POST, PUT, and
DELETE methods to provide request / response
interaction. REST / HTTP [32] consists of two
technologies REST and HTTP.

REST is a software architecture for distributed
systems. REST describes the principles of interaction of
smart device applications with REST API programming
interfaces (web service). Using the REST API, programs
interact with each other using four HTTP methods: GET,
POST, PUT and DELETE.

HTTP - is an application layer protocol for data
transmission. HTTP is used for communication through
the device-to-user scheme. REST / HTTP based on the
messaging request / permission communication model.

SMQTT is an extension of the MQTT protocol that
encrypts messages before publication by a broker. An
encrypted message is sent to several subscriber nodes,
where the message is decrypted using the same master
key.

WebSocket provides full-duplex communication
between clients and a remote server on a single TCP
connection. WebSockets can be implemented in both
web browsers and servers, as well as in any other
application that uses the client / server paradigm. In
addition to the initial handshake with HTTP servers,
WebSocket is an independent protocol that supports two-
way communication between the client and the server
using TCP port 80 or TLS port 443 for encrypted traffic.

XMPP is one of four instant messaging (IM)
protocols designed to meet the rapidly growing need of
the information society for short message services.

Using XMPP Extensible Markup Language (XML)
overcomes previous difficulties in connecting an instant
messaging system to a system that does not have such an
exchange. Several major government instant messaging
services, such as LJ Talk, Nimbuzz, and HipChat, use
XMPP exclusively. Other popular instant messaging
programs, such as WhatsApp, Gtalk and Facebook Chat,
also use XMPP.

JMS is a message-oriented intermediate software
APl for creating, reading, sending, and receiving
messages between two or more clients based on / Java
Enterprise Edition. Separate application and transport
layer functions allow you to freely connect, reliably and
asynchronously maintain communication between
different components of a distributed program via
TCP/IP.

TR-069 (CPE WAN Management Protocol
(CWMP)) is a technical specification that defines an
application layer protocol for remote management of
end-user devices. As a bidirectional protocol based on
SOAP / HTTP, it provides communication between
hardware for clients (CPE) and automatic configuration
servers (ACS).

OMA-DM is a device management protocol
defined by the Open Mobile Alliance (OMA) Working
Group (DM) and the Data Synchronization Working
Group (DS) designed to manage mobile devices such as
mobile phones, PDAs, and tablets.

OMA-DM OMA Lightweight M2M is a protocol
from the Open Mobile Alliance for managing M2M or
10T devices. The lightweight M2M defines an application
layer communication protocol between the LWM2M
server and the LWM2M client located in the LWM2M
device.

3. Communication templates
of smart objects

The choice of application layer protocol type in a
multilevel 1loT architecture depends on the type of
device connection pattern and the messaging model
between 10T components.

A. Device to device.

For device-to-device templates of distributed
critical systems, in which devices interact with each other
in real time, it is advisable to use a data-oriented
communication model pub / sub [25]. The DCPS
communication model operates without intermediaries
and point-to-point servers based on a decentralized
architecture. The DCPS communication model is aimed
at the DDS application software protocol with multicast.

In non-critical stand-alone systems based on
technologies such as Bluetooth, Z-Wave or ZigBee,
native protocols are used to establish direct
communication between devices. Device-to-device
templates in non-critical offline systems based on
6LOWPAN, Thread, ZigBee technologies use the req / res
and pub / sub messaging models, as well as the CoAP and
MQTT protocols, respectively.

DCPS, pub / sub and req / res models are used for
device interaction via a complex network (Internet), and
DDS, MQTT, CoAP, XMPP protocols, respectively.
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XMPP is a protocol for exchanging messages and
presence information using the pub / sub and req / res
models. In addition, WoT uses the req / res and pub / sub
models, and the REST / HTTP, WebSocket, and MQTT
protocols, respectively. To enable communication
between devices via the RESTful web API, the Direct
Connectivity integration template [13] is used.

B. Gateway device.

Device-to-Gateway templates use query /
permission models, pub / sub messaging, and CoAP and
MQTT application protocols. DDS [29] can also be used,
for example, for a gateway located in conjunction with a
device or intermediary. It should be noted that the
Device-to-Gateway template can use its own application
protocols for Z-Wave, ZigBee, etc. devices. MQTT,
XMPP, AMQP, JMS, REST / HTTP, pub / sub, req / res
messaging models can be used to transfer data from the
gateway to the local or cloud server (Gateway-to-Cloud
template).

C. Device-cloud.

Device-to-Cloud templates use messaging models:
pub / sub and MQTT and XMPP application protocols,
respectively. The Cloud-to-Real-Time-Cloud template
uses the DCPS messaging model and the DDS
protocol [29]. The User-to-Cloud template uses the pub /
sub messaging model and the AMQP, XMPP and MQTT
protocols [30].

D. Background communication template.

Device-to-Local Gateway templates use req / res
messaging models and use CoAP, REST / HTTP
protocols. MQTT, XMPP, AMQP, JMS, REST / HTTP,
pub / sub, req / res messaging models can be used to
transfer data from the gateway to the cloud server
(Gateway-to-Cloud template).

E. User device.

Req / res, pub / sub messaging models and,
respectively, CoAP, HTTP, WebSocket and MQTT,
XMPP protocols are used for User Device templates.
Integration templates can be used to interact device to
device via the RESTful web API: Direct connection,
Gateway connection, and Cloud connection [13].

4. Main vulnerabilities and attacks
on lloT communication protocols

The growing number of cybercriminals
compromising 1loT devices to launch cyberattacks
indicates the adverse effects of 110T security threats [19].
In the I1oT ecosystem, users can remotely access lloT
devices by making them directly accessible from the
Internet or through messaging agents or middleware
technology. It is important to connect IloT devices
directly to the Internet for messaging and remote security
risk management, as 10T devices lack extensive security
mechanisms due to limited resources [20]. Each lloT

communication channel is just as vulnerable to potential
cyberattacks "in the middle” as simple e-mail
communication between two end users. There are four
types of such active attacks [40, 41]:

1. Recurrence — the attacker replays data between
communication sessions to impersonate the user to obtain
information.

2. Masquerade — the subject of the attack gains
access to the system or performs a malicious act, posing
as an authorized body.

3. Modification — the subject of the attack performs
the addition or removal of the contents of the network
connection.

4. Denial of Service — an attack that prevents
legitimate users from accessing computer services.

The commonality of MQTT and CoAP makes them
flexible and adaptable to a variety of uses. MQTT is often
used in industrial 10T, and can be subject to a variety of
attacks because it has not been designed to meet
cybersecurity requirements, and cybercriminals can
exploit design flaws and vulnerabilities for intelligence,
sideways movement, covert data theft, and denial-of-
service attacks.

MQTT and CoAP-based M2M technology is
available in many sectors, including, but not limited to,
manufacturing, public administration, aerospace,
defense, building automation, maritime affairs,
transportation, agriculture, food and health. From the
point of view of security and confidentiality, attacks in
these conditions have a great impact due to the important
assets operating in these sectors [39].

1. Several MQTT wvulnerabilities identified in the
Trend Micro Zero Day (ZDI) initiative were identified
cybersecurity vulnerabilities (CVE) [39]: CVE-2017-
7653, CVE-2018-11615 and CVE-2018-17614. An
example of the impact of these vulnerabilities is CVE-
2018-17614 - an out-of-limit restriction that could allow
an attacker to execute arbitrary code on vulnerable
devices that implement the MQTT client.

Regular denial of service expression (ReDoS) — this
is an attack technique that takes advantage of the
algorithmic complexity of matching regular expressions,
which can grow exponentially in parsing specially
crafted expressions.

2. Although no new CoAP vulnerabilities have
been found, this protocol is based on a custom datagram
protocol and follows a request response scheme, making
it suitable for amplification attacks.

When choosing a protocol for IloT devices, data
security is the most important limitation to consider, as
some IloT communication protocols do not have a data
protection mechanism [17]. Data protection consists of
three main components: data confidentiality, data
availability and data integrity. It also contains additional
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security requirements to ensure access, such as
authentication, authorization.

The security mechanisms provided by the transport
layer must implement a data layer data protection
function. Transport layer security involves the security of
both the messaging protocol and the protection of the
network layer. Both should provide endpoint
authentication, message encryption, and message
authentication mechanisms. The protection implemented
by each function can provide different controls.

At the network level, network endpoint protection
mechanisms can provide access based on access policies
and provide security through encrypted virtual local area
networks (VLANS) and firewalls.

At the messaging protocol level, different data
streams can be configured to use different cryptographic
keys, such as permissions, and the program's access to
one stream does not allow it to observe another stream.

End-to-end security between endpoints is desirable,
security should not be compromised when crossing
gateways, trustees and bridges.

3. The Unified OPC Architecture is a standard
for the connection framework used in industry. The
vulnerability is identified as CVE-2020-29457, easy to
operate. You can initiate an attack remotely. No form of
authentication is required for operation. The technical
details are unknown and the exploit is not publicly
available. The vulnerability was identified in the OPC
Foundation OPC UA .NET Standard up to 1.4.357.28,
classified as critical. This affects an unknown part of the
Random Generator component. Manipulation of an
unknown entrance leads to vulnerability in the disclosure
of information. Common software and hardware
weaknesses (CWE) classifies this issue as CWE-522 and
affects privacy, integrity, and availability. In the OPC
Foundation OPC UA .NET Standard code base
1.4.357.28, servers do not generate enough random
numbers in OPCFoundation.NetStandard.Opc.Ua until
1.4.359.31, which allows middle-level attackers to reuse
encrypted user credentials sent through network.

REST API attacks [30]: authentication attacks,
cross-site scripts, also known as XSS attacks, forgery of
cross-site requests, also known as CSRF, sea-surf or
XSRF, denial-of-service (DoS) attack, injection attack,
attack " man in the middle "(MITM), replay attacks and
spoofing are also known as playback attacks.

Integrating WSN or IloT with cloud computing is
becoming very important for clients and servers that
know about the presence. Extensible XMPP messaging
and presence protocol is an open standard protocol. The
purpose of this protocol is to transmit numerous
secondary XML data codes over a decentralized network
in real time [26].

4. Jabber.org - is the original XMPP instant
messaging service and is now one of the largest nodes in

the XMPP network. XMPP traffic or content is not
encrypted by default, although network-level encryption
protection using SASL and TLS is built into the kernel.
In addition, according to the XMPP Foundation, the
development team is working to update the standard to
support end-to-end encryption.

5. The Off-the-Record (OTR) protocol is an
extension of XMPP and provides end-to-end encryption
and strong user authentication, unlike PGP messages,
which can later be used as a verified record of a
communication event and the identity of participants
[19]. OTR is considered a security update over PGP, at
least because it doesn't have long-term public keys that
can be hacked.

6. There are alternatives to XMPP: Matrix.org,
designed as an open specification for decentralized
communication using JSSON, not XML. Like XMPP, it is
an application-level communication protocol for real-
time federated communication. It is encrypted by default.
The Open Whisper Systems signal protocol provides
end-to-end encryption for groups.

It can also be used for a wide range of applications,
in addition to instant messaging, including multi-faceted
chat, voice and video calling, interoperability, and
general XML data routing. The XMPP-1oT version
allows you to send and receive messages between
machines.

7. Data Distribution Service (DDS) is a middleware
protocol for data-driven connection from a group of
control objects. DDS integrates system components
together, as well as this protocol, which provides the
connection to low-latency data, scalability, and robust
architecture required by businesses and critical loT
applications [34]. The DDS protocol is used for various
programs that require real-time data exchange. DDS is
required for a variety of applications, such as defense and
aerospace, air transport management, autonomous
vehicles, medical devices, power generation, robotics,
modeling and testing, intelligent network management,
transportation systems, and other applications needed for
real-time data exchange. time. The DDS protocol
provides a basis for protecting systems at the data / topic
level through: authentication, access control; encryption
/ decryption; data designation; keeping a log of security
events.

The CVE-2019-15135 handshake protocol
vulnerability in Object Management Group (OMG) DDS
Security 1.1 is that plain text information is sent about all
participant capabilities (including capabilities not
applicable to the current session). An attacker can detect
potentially sensitive information about the availability of
a data distribution service (DDS) network [39].
Malicious DDS configuration change when a publisher
can redirect data from one set of subscribers to another
set of subscribers. This configuration change can cause
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problems for the novice, especially if it displays results
for the human operator - the operator will no longer see
the data and will not necessarily know that any data is
missing. A low LIFESPAN QoS policy for a specific data
topic can result in a malicious DDS publisher
configuration change, and valid data is either not sent to
subscribers or processed by subscribers.

10. The AMQP CVE-2019-4227 wvulnerability
could lead to an attack - IBM MQ AMQP users may
allow an unauthorized user to perform a session lock
attack due to improper client shutdown processing [42].
Cybersecurity vulnerabilities have been identified in the
AMQP I10T protocol: CVE-2017-7911 found a problem
with code entry in the CyberVision Kaa loT platform,
version 0.7.4. Insufficient encapsulation vulnerability
has been identified, which allows remote code execution;
CVE-2017-7243 Eclipse Tinydtls 0.8.2 for Eclipse loT
allows remote attackers to cause a denial of service (peer-
to-peer DTLS failure) by sending an "Change Cipher
Specification™ packet without a prior handshake.

Let’s analyze the attacks on MQTT protocol.
MQTT uses a broker's server that comes into contact with
the Internet to facilitate messaging between clients,
which are typically loT devices, smartphones, and
computers. Therefore, to protect the 10T environment, it
is necessary to identify security threats in the MQTT
protocol, which is built on this protocol. When
processing Unicode MQTT in topic lines, cybercriminals
exploited a vulnerability (CVE-2017-7653) when the
Mosquitto broker did not apply the standard and skipped
any invalid Unicode character, causing a possible "chain
reaction" scenario. The MQTT reseller library
implemented in NodelS contains an instance of the
vulnerability (CVE-2018-1161530). This library is built
into several products, the most notable being Mainflux
and Logsene, while for Node-RED it is an additional
application for the MQTT broker [41].

MQTT uses a client/ server model [33]. The MQTT
specification version 3.1.14 describes a set of forbidden
Unicode control codes and non-Unicode characters, and
does not require an endpoint to check the encoded strings,
which allows to disable each implementation after
receiving any of these invalid characters. When a broker
decides not to check encoded strings in Unicode-8-bit or
UTF-8 (themes) conversion format, a malicious client
can initiate a DoS attack that will disable clients if they
are forced to disconnect after receiving forbidden
characters. Older versions of the standard also present
dangerous examples of parsing variable-length fields in a
package. The vulnerable template is implemented in the
most popular built-in client library MQTT, which
supports multiple architectures and devices (Arduino,
Intel Galileo) and is commercially accepted for
automation and industrial applications. Combining with
unlimited static buffer writing results in remote code

execution. By analyzing  message-subscription
publications, can to identify attacks on the MQTT broker.

A. Denial of service attack.

The MQTT broker must be analyzed by obtaining
network traffic. An attacker could initiate a DoS attack
on a broker, often sending multiple connection requests
and making the broker busy, as in a flood attack. If there
are several connection requests at the same time, then the
buffer will be full and the broker will not be able to
process all new incoming requests. In addition, the broker
is unable to distinguish between ordinary and fake
CONNECT message packets [27]. When the broker
receives a flood request message, it starts confirming the
CONNACK message. During a DoS attack, the number
of CONNECT and CONNACK packets increases
rapidly, which stops the broker and prevents the
operation of the intended 10T network.

B. Attack "Man in the middle" (MitM).

MitM interrupts messages that communicate
between two points to change the content, this is done
between the broker and modifying the sensor data. The
tools for the attacks are the Kali Linux distribution and
the Ettercap tool [36]. This protocol provides a two-way
handshake, allowing client authentication. If SSL / TLS
is available on limited resource devices, then this
mechanism allows you to encrypt the data in the message.
When SSL / TLS is not available, the user name and
password that authenticate the client are in clear
instances. This two-way handshake is vulnerable to
human attacks in the middle. Both mutual authentication
and encryption are required to avoid MitM attacks.

Proper design and deployment of a network IDS
(Intrusion Detection System) when intruding into an I1oT
network will help block intruders.

C. MQTT-Based Intrusion.

This attack involves the use of a well-known port
for this protocol, and a command that uses a special "#"
character is often used by an external attacker to know
the active topics available for subscription. The attack
can harm the user in different domains. MQTT provides
various security mechanisms in many of them they are
not configured as data encryption or entity
authentication. During authentication mechanisms, when
a device tries to connect to an intermediary, the broker
registers device information that includes the physical
address of the device (MAC). The broker can authorize
access using an access control list (ACL), which contains
the password and ID of different clients, and allows you
to access different objects, as well as indicate to the client
what function he should perform.

Privacy can be achieved at the application level by
encrypting the message on the publisher side. This type
of encryption can be achieved both end-to-end and from
client to broker. In the client-to-broker type, the broker
decrypts the information coming from the publisher and
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encrypts the information that needs to be passed to the
other side of the client. After all, a broker cannot decrypt
information coming from a publisher instead of sending
the ciphertext directly to another device.

The MQTT protocol does not have a complete
protection mechanism; it contains only an authentication
mechanism without encryption capabilities [27].

Reasons why loT implementation does not use a
security mechanism:

1. Device limited by resources. The MQTT payload
length (CVE-2018-17614) remains.

2. The Nick O’Leary Public Library is MQTT’s
most popular opensource client library for embedded
systems such as Arduino-compatible boards (ESP8266)
or Intel Galileo and is used by IloT platforms.
Vulnerability “The kernel of an error” is an unlimited
entry caused by a missing check mark in the "remaining
length" field in the library, which allows an attacker to
execute arbitrary code on wvulnerable devices
implementing the MQTT client and call during the
PUBLISH package analysis procedure for MQTT,
namely while reading fields "residual length" and "topic
length”. To successfully exploit this vulnerability, an
attacker must either manage a malicious MQTT broker,
or the broker must skip the appropriate checks for the
remaining length of the field and simply transmit MQTT
packets from publishers to subscribers. At the same time,
built-in network libraries can allow off-route attacks
(allowing an attacker to forge packets).

The AMQP CVE-2019-4227 vulnerability could
lead to an attack — IBM MQ AMQP users may allow an
unauthorized user to perform a session lock attack due to
improper client shutdown processing [43, 44].

5. Method of choosing the communication
messaging protocols for 10T systems

Based on the survey and analysis of loT and IloT
technologies, Table 1 was created [22], which for the first
time shows interconnected sets: application layer
protocols, communication templates, messaging models
for different domains of multilevel non-critical and
critical systems.

There is an approach when the method described in
[22] is used to select communication protocols for loT
systems. The cybersecurity standard for industrial
systems ISA/IEC 62443-4-2, “Security for Industrial
Automation and Control Systems: Technical Security
Requirements for IACS Components™ stipulates that in
order to assess cybersecurity and the choice of
cybersecurity procedures and policies, it is first necessary
to analyze the vulnerabilities in the cybersecurity of these
systems. The standard is known to separate security
procedures and security policies to better respond to
changing cybersecurity risks. One of the ways to

implement the security policy of the loT system is a more
flexible response to the emergence of risks associated
with the cybersecurity of systems, since the threat of a
cyberattack can arise through exposure to vulnerabilities
in the system. To minimize cybersecurity risk, both risk
components need to be addressed.

The presented in [22] technique does not allow
considering the presence of vulnerabilities for cyber
attacks when choosing a communication protocol.
Therefore, it is advisable to improve the methodology for
choosing communication protocols for loT systems,
taking into account the criticality of vulnerabilities.
Based on the analysis of interconnected characteristics
(Table 1), a method for selecting messaging models and
application layer protocols in non-critical and critical
multilevel 11oT / WoT systems is proposed, provided that
the type of access to intelligent system objects is initially
based on the initial data for system development [22]
which includes such stages:

1) determination the type of distributed 10T / WoT
system and main criterias (critical or non-critical system:
time delay, transmission speed, reliability and other
quality parameters);

2) selection a tiered architecture and technology
for building a computer network of physical objects
(selection an loT architecture that includes a device
domain, network domain, application domain. Then
selection the type of communication technology: WSN,
M2M, WoT);

3) definition the communication patterns between
the components of the 1loT / WoT multilevel system,
taking into account the selected type and network
architecture (based on the specified types of access to
smart objects, according to the selected system
architecture);

4) selection the IIoT / WoT hardware and software
platform, taking into account the communication
templates and architecture of the I1oT multilevel system
(the choice of sensors, drives and platforms for
interaction with intelligent objects is based on the
requirements set out in the original data);

5) selection messaging models and data link
protocols to transfer data between network components,
taking into account the selected communication
templates (the choice of model type depends on the
selected template type);

6) installation the required servers or client
libraries (e.g. HTTP, WebSocket, MQTT, XMPP, CoAP,
etc.), taking into account the chosen hardware and
software platform (the choice of server depends on the
chosen model type and system requirements, for
example, the system can be designed for monitoring,
manage or exchange data with other devices online or
offline);
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Table 1
Interdependent characteristics using of communication protocols [22]
Protocol Critical Templates Models Web Domain
DDS Device-to-Device,
yes Device-to- Gateway, DCPS no LAN/WAN
Device-to- Cloud
Device-to-Device,
MQTT no Device-to-User, pub/sub no PAN/LAN/WAN
Gateway-to-Cloud
Device-to-Device,
MQTT-SN no Device-to- Gateway pub/sub no PAN
Device-to-Device, reg/res,
CoAP no Device-to- Gateway pub/sub yes PAN/LAN
Device-to-Device, rea/res
XMPP no Device-to- Gateway, u% /suB no LAN/WAN
Gateway-to-Cloud P
Gateway-to-Cloud, rea/res
AMQP no Cloud--to-Cloud, u%/suB no WAN
Server-to-Server P
Gateway-to-Cloud,
JMS no Cloud--to-Cloud, o%ﬂlgfjbdint no WAN
Device-to-Device P P
HTTP no Device-to-User reg/res yes LAN/WAN
Device-to-Device,
REST/HTTP no Device-to- Cloud, reg/res yes LAN/WAN
Gateway-to-Cloud
REST Device-to- Cloud,
Hooks no Gateway-to-Cloud pub/sub yes LAN/WAN
Device-to-Device,
Web Device-to- Cloud,
Socket yes Device-to-User, reg/res yes LAN/WAN
Gateway-to-Cloud
REST/ Device-to-%evice, | /
yes Device-to- Gateway, req/res yes LAN/WAN
Web Socket Gateway-to-Cloud
MQTT/ Device-to-Device, reg/res,
Web Socket yes Gateway-to-Cloud pub/sub yes LAN/WAN
MQTT-
REST Device-to-Device, reg/res,
Bridge no Gateway-to-Cloud pub/sub yes LAN/WAN

7) choosing a suitable communication protocol. If
several options are suitable, we compare them with each
other by the presence of vulnerabilities, their criticality
and the presence of patches for them. If the protocol has
fewer vulnerabilities, with less criticality, and patches are
released for them, then conclude in favor of this
communication protocol;

8) building lloT / WoT applications based on
system output, selected hardware and software platforms,
servers, PAN or LAN network technologies, physical
devices, communication templates, message
communication models, and application layer protocols.

Checking the method. For example, we want to
build a Smart Home system. Initial data: the system
should consist of motion sensors (PIR), temperature,
humidity (DH22) and lighting (LED). Type of access to
smart objects: sensors must be accessed through
browsers and smart devices.

The method of selecting messaging models and
application layer protocols for the corresponding
example is as follows:

1) determining the type of system. It was
determined that the Smart Home system belongs to the
corporate non-critical systems;

2) choosing architecture and build technology. It
was determined that the system should be a one-tier
architecture, with build technology based on the concept
of WoT [7], the implementation of the Web Thing API
on its own platform;

3) defining the communication patterns between
the components of the WoT system - "User Device". The
template was chosen to interact with devices through web
browsers and Device-to-Device to communicate with
other devices:

- selecting the WoT hardware and software
platform: the Raspberry Pi 3 Model B computer based on
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Linux Raspberry Pi 4.9.59-v7 was selected from different
platforms. This version of the computer (Raspberry Pi 3
Model B) has built-in support for Wi-Fi and Bluetooth
4.1. Motion (PIR), temperature, humidity (DH22) and
lighting sensors (LED 1) are connected to GPIO ports;

- selecting messaging models and application
layer protocols: the req / res messaging model has been
selected for the Device-to-User template and HTTP
application layer protocol. The request / permission
model is selected for the Device to Device template,
which is used to transfer data to other devices over a
composite network (Internet). In this case, you can apply
REST via HTTP requests or real-time REST via
WebSockets requests to obtain data from sensors in
JSON format. Using WebSockets is more efficient than
using HTTP;

- installing the required servers or client libraries
(for practical implementation, the required HTTP and
WebSocket servers, Node.JS (v7.10.1) and using the
Express.js-based web server (4.16.2). It was
implemented on the basis of a web server hosted on the
Raspberry Pi 3 Model B, to which the listed devices are
connected);

4) checking protocol by the presence of
vulnerabilities (in CVE and CWE databases), their
criticality and the presence of patches for them;

5) creating WoT applications based on selected
platforms, parameters and characteristics. Resource
model and components of web applications have been
created. Applications for managing physical objects at
the device domain level are created in the JavaScript
programming language. The API for Web of Things was
written in JavaScript based on the selected hardware and
software platform, servers, communication templates,
messaging models and application layer protocols.

The template was created to interact with devices
through web browsers and devices to the device to
communicate with other devices:

1) selecting the hardware and software platforms
WoT (Raspberry Pi 3 Model B computer based on Linux
Raspberry Pi 4.9.59-v7 was chosen for practical
implementation, it was updated on different platforms.
This version of the computer (Raspberry Pi 3 Model B)
has built-in support for Wi-Fi and Bluetooth 4.1 Motion
(PIR), temperature, humidity (DH22) and lighting
sensors (LED1) are connected to GPIO ports);

2) selecting messaging model and application layer
protocols. The request/allow messaging model will be
created for the Device-to-User template and the HTTP
application layer protocol. The request/ permission
model is selected for the Device to Device template,
which is used to transfer data to other devices over a
composite network (Internet). This option can be
implemented using REST via HTTP request or real-time
REST via WebSockets request to obtain data from

sensors in JSON format. Using WebSockets is more
efficient than using HTTP;

3) installing the required servers or client libraries.
The required HTTP and WebSocket servers, Node.JS
(v7.10.1) have been installed to implement web servers
based on the Express.js module (4.16.2). In this example,
the Web Thing API was implemented on a web server
hosted on a Raspberry Pi 3 Model B to which the listed
devices are connected;

4) creating additional WoT based on selected
platforms, parameters and characteristics. A resource
model and components of web applications is created.
Applications for managing physical objects at the device
domain levels create JavaScript language programming.
The API for Web of Things was created using JavaScript
based on visual hardware and software platform, servers,
communication templates, messaging models and
compound layer protocols.

The method was tested on the example of a
corporative system (Smart Home) based on the concept
of WoT. The practical significance of the method is that
it will be useful for application developers to choose
application-level protocols in the process of creating
different multi-level 11oT / WoT systems, provided that
the type of access to intelligent objects is specified in the
initial data.

6. Conclusions

IloT includes many physical networks with
different technologies, protocol stacks, smart object
communication patterns, messaging models, and
application layer protocols for transferring data between
network components. It should be noted that non-critical
and critical (in terms of time delay, transmission speed,
reliability and other quality parameters) distributed I1oT
systems require a different approach to the choice of
messaging models between smart objects and application
protocols.

The analysis showed that currently there are no
uniform criteria and methods for selecting application
protocols for integrating physical devices from different
manufacturers with incompatible protocol stacks and
organizing interaction between components of different
levels of a multi-layer 10T network. Therefore, the paper
proposed an improved method for choosing
communication protocols depending on the type of
interaction pattern and considering vulnerabilities of
these protocols. The analysis of wvulnerabilities and
possible cyberattacks through communication protocols
showed that they are vulnerable, and this casts doubt on
the cybersecurity of the entire 10T network, therefore, it
is necessary to take additional measures to improve the
cybersecurity of such networks. The method of selecting
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communication protocol considering vulnerabilities in
them was improved.

Further research will be aimed at comparing
methods of protecting against cyberattacks and
vulnerabilities of communication protocols of IloT
systems, taking into account their criticality, and
compiling a tuple of criteria that depend on the
mathematical law of cyberattacks.
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AHAJIA3 YA3BUMOCTENW U METO/I BBIBOPA KOMMYHUKAIIMOHHBIX TIPOTOKOJIOB
JJIA IEPEJJAYU UHOOPMAIIMU B CUCTEME HHTEPHET BEIIIEU

M. A. Konecrnuk

IlpenMeToM HcciIe0BaHUSI B CTAaThe SIBIISIETCS aHAIN3 TEXHOJIOTHH, apXUTEKTYp, YI3BUMOCTEll 1 KubepaTaxk,
KOMM YHHKATHBHBIX MTATTEPHOB CMapT-00BEKTOB, MOJieiell 0OMeHa COOOIIEHUSIMH M IPOTOKOJI0B MHTepHeTa Bemei
(loT) / Web of Things (WOT) asst pereHnsi TpUKIaIHBIX 3a1a4 KPUTHUECKOTO W HECTAHIAPTHOTO Xapakrepa. -
kputHueckue cucteMsl. Lleas - paszpaboraTs MeTox BEIOOpa Mozenell 0OMeHa COOOIEHUSMHU U POTOKOIOB YPOBHSA
MIPUJIOKEHUI B HEKPUTHYECKHX W KPHUTHYECKMX MHOroypoBHeBbix cucremax loT / WoT mpu ycnoBuu, 4to THn
JOCTyIla K HHTEJICKTYaJbHBIM OOBEKTaM H3HAYAJILHO OIpelessieTcss MCXOOHBIMH [aHHBIMHU, a TakkKe aHalu3
yA3BUMOCTEH U aTaK C UCTIONB30BAaHUEM ITHX NIPOTOKOIOB. 3axaum: popMann3oBaTh NIpoOLEAypY BEIOOPa IPOTOKOJIOB
cs3u st cucrteM loT / WoT; aHanu3upoBaTh BO3MOXHBIE YSI3BHMOCTU MPOTOKOJIOB CBSI3U; pa3paborarh MeETo
BBIOOpa IIPOTOKOJIOB CBA3H UIA 33JaHHBIX MCXOJHBIX JaHHBIX B 3aBHCHMOCTH OT BBIOPaHHOr'O THIIA IIA0JIOHA CBSA3H
IUIsl CMapT-00BEKTOB; IPOBEPUTH MPAKTUUECKU IIpeylaraeMblii cnoco0. MeToabl MCCJIEI0OBAHUS — 3TO METOABI
CUCTEMHOIO aHanu3a. bbuln MoIydeHbl Clenyroliue pe3yiabTaTbl. AHAIM3 OCOOCHHOCTEH KOMMYHHKALMOHHBIX
MIPOTOKOJIOB ITPOBOJIUTCS IIyTEM CpPaBHEHHsI OCHOBHBIX B3aMMOCBs3aHHBIX xapaktepuctuk 1oT / WoT, pe3ynbrars
KOTOpOr'o IpPEACTABICHBl B BUIe TaOiaMipl. Pa3paboTaH MeTon BhIOOpa NPOTOKOJOB CBS3M B 3aBHCHMOCTH OT
BBIOpaHHOTrO THMa mabIoHa cBs3H. [IpoBeneH aHaIM3 BO3MOXKHBIX YSA3BHMOCTEH MPOTOKOJIOB CBSI3U U BO3MOXHBIX
aTaK C HCIIOIb30BAHMEM 3THX IPOTOKOIOB. ABTOp ampoOHMpoBall METOJ Ha IIPUMEPE KOPIOPATUBHOM CHUCTEMBI
(YMubIA moM), ocHOBaHHOW Ha KoHuemmu WoT. BpiBoabl. HaydHas HOBH3Ha NONYYEHHBIX pPE3YyJIbTaTOB
3aKJII0YAETCs B CIEAYIOIEM: POBEACHHBIH B CTaThe aHAJIM3 MOKAa3bIBACT, YTO B HACTOAIIEE BPEMS HE CYIIECTBYET
eIMHOr0 MOAX0a K BEIOOpY Mozenn oOMeHa COOOIEHUSIMH U MPOTOKOJIOB NMPUKJIAAHOTO YPOBHS AN IIOCTPOC HUS
IoT / WoT B 3aBucuMocTd OT BBHIOPAaHHOTO THNA MIA0MOH KOMMYHHKAIIMA Ui CMapT-OOBEKTOB.
Y COBepIICHCTBOBAHHBIA aBTOpPAMU CTaThH METOZA BBIOOpPAa MPOTOKONOB CBSI3M ISl 3aJaHHBIX YCIOBUH (Kaxkmon
koHKpeTHOU loT-cucreme Oyaer COOTBETCTBOBATH CBOSI CXEMa B3aMMOJICHCTBHUS, B 3aBUCHMOCTH OT TOr'O, KaKue
KOMITOHEHTBI B3aWMOAEHCTBYIOT MEXIy C000i), MO3BONSIET YMPOCTUTh 3a4ady HCIIOIb30BAHHUS OTAEIBHBIX
MIPOTOKOJIBI ISl JaHHBIX cucTeM [0T ¢ yueTom ysa3BUMOCTEN IPOTOKOIIOB.

KiloueBsble ciaoBa: MHTEpHET Bemiell; kuOepaTaku;, MOJETH OOMEHa COOOIICHUAMU; IAOIOHBI COOOIICHHIA;
TIPOTOKOJIBI IPUKJIAAHOIO YPOBHSI.

AHAJII3 BPA3JIMBOCTEM I METO/T BUBOPY KOMYHIKAIIIMHAX ITPOTOKOJIIB
JJISI HEPEJAYI IHOOPMAIII B CUCTEMI IHTEPHET PEYEHN

M. O. Konicnuk

IIpenmeToM AocaifKeHHsI B pOOOTi € aHANI3 TEXHOJIOTIN, apXiTEKTyp, BPa3IMBOCTEH Ta KibepaTak, Mozemei
KOMYHIKaIlii po3yMHHX 00'€KTiB, MOzieneit 0OMiHy moBigoMieHHAME Ta npoTokomi Internet of Things (IoT) / Web of
Things (WoT) mis BupimeHHs TPUKIATHAX TPOOIIEM KPUTHIHHX Ta HE -KPUTWYHI cucTeMu. MeTorw € po3podka
MeToAy BHOOpY Mozeneii 0OMiHy TOBiJOMJICHHSAMH Ta TMPOTOKOMNIB PiBHS JOAATKIB Y HEKPUTUIHUX Ta KPUTHIHHX
6araropiBaeBux cucremax loT / WoT 3a yMOBH, IIO TWUN AOCTYIY IO IHTEIEKTyaJIbHHX OO0'€KTIB CIOYATKY
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BH3HAYAETHCS BUX1THUMU JaHUMH, a TAKOX aHaJi3 Bpa3JIMBOCTEH Ta aTak 3a JOIIOMOIOI0 IIUX MPOTOKOJIB. 3axayi:
(dbopmatizyBatu mpoIerypy BUOOpY MpoTOKOIIB 3B's13Ky s cucteM [oT / WoT; aHamizyBaTi MOXIIMBI BPa3IMBOCTI
KOMYHIKallifHUX MPOTOKOJIiB; PO3pPOOHUTH METO]] BHOOPY MPOTOKOJIIB 3B'S3KY IS 3a/laHNX BUXITHUX JTaHHUX 3aJI€KHO
Big oOpaHOro Tumy maOJOHy 3B'A3KY Ul PO3YMHHX 00’€KTiB; IEPEBIPUTH NPAKTUYHO 3alpOIIOHOBAHWI CIIOCIO.
MeToau nocJifzkeHHS - 1Ie METOAN CUCTEMHOro aHami3y. OTprMaHi HaCTYIHI pe3yabTaTH. AHali3 ocoOIMBOCTEi
KOMYHIKaIlifHUX ITPOTOKOIIIB ITPOBOIUTHCS IIUISIXOM ITOPIBHAHHS OCHOBHHMX B32€MOIIOB'SI3aHUX XapakTepucTrk [oT /
WoT, pe3yabpTaT SKAX NpPEACTaBICHI Y BUTJIAAI Ta0mIi. Po3pobieHo MeTo BUOOPY MPOTOKOIIIB 3B'S3KY 3aJICKHO
BiJ 0OpaHOro THITy MIa0yoHy 3B's3KY. [IpoBeieHO aHai3 MOXIIMBHUX Bpa3IMBOCTEH KOMYHIKAIIHHIX TIPOTOKOIIB Ta
MOXIIUBHX aTaK 3 BUKOPHCTAHHSM IIMX MPOTOKOJIB. ABTOp BUIPOOYBaB METO]] Ha MPUKJIAl KOPIIOPATHBHOI CHCTEMH
(Smart House), 3acHoBanoi Ha koHmenmii WoT. BuchHoBkn. HaykoBa HOBHM3HA OTpUMaHHX pe3yJbTaTiB Taka:
MIPOBEACHUH B poOOTI aHai3 MOKa3ye, M0 B JAHUK 4Yac HE iICHYe €JUHOTO MiAXOAy 0 BHOOpPY Mojeni oOMiHy
TIOBIZIOMJICHHSIMH Ta MPOTOKOJIB piBHS noxaTkiB it moOynou loT / WoT, 3anexHo Bix obpanoro tumy malnoH
CHUTKYBaHHS JUIsl PO3YMHHX 00'€KTiB. MeToa BHOOpPY MPOTOKOJIIB 3B'A3KY IS 33/IaHUX YMOB (JUIs1 KOYKHOT KOHKPETHOT
cuctemu loT BigmoBimaTHMe BIIACHHUM MIAOJOH B3a€MOIl, 3aJ€KHO BiJ TOrO, sSIKi KOMIIOHEHTH B3a€MOJIIIOTH MiX
c00010), BIOCKOHAJICHUI aBTOPaMHM CTATTi, JI03BOJISIE CIIPOCTUTH 3aBJIAHHS BUKOPUCTAHHSI OKPEMHX HMPOTOKOJH JIIS
3amanux cucreM [oT, BpaxoByloun Bpa3iIMBOCTI MPOTOKOMIB.

Koarwouosi cioBa: [arepHer peuell; kibeparaku; mMoneni oOMiHY IMOBIJOMIICHHSMU; IIA0JIOHW CIHIIKYBaHHS,
MIPOTOKOJIU MPHKJIITHOTO PiBHS.
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