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AHAJIN3 MEXAHU3MOB 00ecreYeHUa 0€30IMACHOCTH
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HauyuoHanbHbil aspokocmudeckul yHusepcumem um. H.E. XKykoeckoao
«XapbKo8CKUU agualyUOHHbIU UHCMUMymx

PaccMoTpeHbl npeumyliectBa M HegoCTaTKM  MCMOMb30BaHWst OOMadHbIX TEXHOMOrMh B
koMnaHusx. [MpoaHannaMpoBaHbl MPOrpamMMHbIE MEXaHU3Mbl 3aluTbl AaHHbIX U PEecypcoB
nonb3oBaTenen OT HEeCaHKUMOHWPOBAHHOIO AOCTyna, MpefocTaBlfsieMble  MOCTaBLUVKOM
obnayHbix ycnyr Amazon Web Services (AWS). lNMpoaHanna3npoBaHbl OCHOBHbIE YA3BUMOCTMY,
KOTOpble MOryT MPWUCYTCTBOBaTb MNpM Hanmuumnm 3@EKTUBHBIX MNPOrPaMMHbIX CPEACTB
obecneyeHns ©Oe3onacHOCTM obOnayHbIX pecypcoB. BblgeneHbl Takue npobnembl, Kak
ycTapeBaHWe Kno4yen A0CTyna, OTKPbITble MOPTbl M HEHACTPOEHHbIE MpaBuia Ge3onacHocTy,
HanMumne Heucnosnb3yemblx pecypcoB B obnake. NpeanoxeHbl NOAXOAb! A NOBbILEHNUST YPOBHS
6e3onacHoCcT 1 3awmnTbl MHpopmaumm B obnake AWS. lMNMpeanoxeHa paspaboTka dperimBopka,
OCHOBHbIMW (PYHKLUUSIMW KOTOPOIO SIBMSIOTCH: CKaHUMPOBaHME U yaareHne yCTapeBLUMX KIoYen,
OTKPbITBIX MOPTOB, HEWUCMOMb3YEMbLIX PECYPCOB W YSA3BUMbIX KOHdUrypaumin ©GesonacHoCTy
JaHHbIX B obnake. [Ons ypoGcTBa npuMeHeHMst Takoro pperMBoOpka npeanonaraeTcs
pa3paboTka CKpUNTOB Afsi aBTOMaTU3auun NpoLiecca ero pasBepTbiBaHUS.

Knrodeenbie cnoea: AWS, obGnayHble TEXHONMOMMKU, MEXaHW3Mbl 3aLUMTbl OAHHbLIX, YSA3BMMOCTH,
hbpernMBOpK.

BBepeHue

TpeboBaHMsi COBPEMEHHOrO pblHKA MpMBOAAT Bce Oonblue KOMMaHunh K
HeobXoANMOCTN UCMONb30BaHUA pabounx CTaHUMn, XpaHunui, gannos, 6a3 OaHHbIX,
CEPBEPOB UM XOCTUHIOB. WX npuMeHeHne SABNSeTCca OOCTAaTOMHO [JOPOroCTOSLLEN
cTaTber pacxogoB KOMMAHWW, TaK KaK BO3HMKaeT HeobXoAMMOCTb 3akynaTb,
KOH(pUrypmpoBaTb 1 CBA3bIBaTb MeXAy COOOM OT HECKONbKUX OECATKOB OO HECKOSbKUX
TbICAY BbIYUCINTESbHBLIX YCTPOMCTB, Ha KOTOPbIX AepXuTcs Gu3Hec KoMnaHuu, a B
Oyaywiem — ewe 1 NOCTOSAHHO OOHOBNATL M NOAAEPXMBATbL 3TN YCTPOMCTBA U KaHanbl
cBa3n. B Takux ycnoBmaxX MCNofb3oBaHWE BUPTyasibHbIX pecypcoB B obnake
CTaHOBUTCA  OOCTATOMHO  MNpPUBIEKaATENbHOM  anbTEpPHATMBOM  UCMONb30BaHUIO
M3nMYECKMX BblUMCNIUTENBHBIX pecypcoB. OgHako Bonpoc obecrneyvyeHus HageXHOCTH
XpaHeHus n 6e3onacHoCcTM gocTyna K MHdpopmaumm B obrnake npeacrtaenser coboun
OAWH U3 rMaBHbIX aCcNeKToB A4St KOMMNaHUM Npu NPUHATUM pelieHns 06 ncnonb3oBaHMm
obnayHbIX pecypcoB, MO3TOMYy WUCCNegoBaHME MeXaHM3MOB obecrneyeHus 3agaHHOro
YPOBHs1 6€30NacHOCTU U UX yIyYLLEHUS SIBASIETCSA akTyarbHbIM.

1 NMocTaHoBKa 3agayu

lMoHATMEe obnayvHbIX PecypcoB U KOHUENuUMa obnadHbiX BblYUCIIEHUW BrepBble
Obin  06o3HadeHbl B 2006 rogy [1]. lNocTteneHHO Ka4yecTBO NpeaocTaBnseMbiX
obnayHbIX yCnyr n pecypcoB ynyylunochb 1, Kak cnegcteme, 3a nocnegHue 3 — 5 net
MHOIMO KOMMaHWM pasHbiX MacwTaboB W cdep [eATENbHOCTU nepewsno Ha
ncnonb3oBaHMe BUPTyanbHbIX 06MayvHbIX pecypcoB [2]. [MpuBnekaTenbHOCTb WX
MCNONb30BaHMA OEPXKUTCH HA HECKONbKNX 6a3oBbIx npuHumnax [3]:
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- pay-as-you-go — noTtpebuTenb nnatuT TOMbKO 3a Te pecypcbl, KOTOpble
peanbHO MCMNOMb3YKTCHA, T. €. He NnnaTUT 3a npocton 6Grarogaps MCNONb30BaAHWUIO
NOCEKYHAHOW 1 MOMUHYTHOW Tapudukaumu;

- HEeOrpaHM4YeHHOCTb PECYpCOB — BO3MOXHOCTb MNOTpebneHna obnadHbix
pecypcoB (4MCKOBOro NpoCTpaHCcTBa, onepaTMBHOW NamMAaTH, NPOLECCOPHOIro BPEMEHU U
T.N.) B Nt06GON MOMEHT BPEMEHW 3aBUCUT TOSNBKO OT CMOCOBHOCTM KOMMNAaHUKU NNaTUTb 3a
X ucnosnb3oBaHve 6e3 HeobXoAMMOCTM 3aTpaT BpeMeHU U (PUHAHCOB Ha MOKYMKY,
TPaHCNOPTUPOBKY, PM3NYeCcKoe pasmeLLeHmE;

- NepeHoc OTBETCTBEHHOCTU 3a COCTOsiHME (PU3MYECKMX pPecypcoB Ha
npoBangepa obnadHbiX PECYPCOB — CHWXAET ANA KOMMaHUU Takyko G0nbluyto CTaThbio
3aTpart, Kak nogaepxka n npodunaktmka uandeckux (on premise) BbIMUCIIUTENBHbIX
pecypcoB, a UMEHHO pacxof Ha Aoporve maTtepuansl U KOMMMEKTYoWWe, a Takke Ha
onnaTy TpyAa BbICOKOKBaNMMuLUMPOBaHHbIX CrneLmanmcToB.

HecmoTpsa Ha Bce nepedvncrieHHble npevMmyLlecTBa, Ha CerogHsaWHUA OeHb B
Hallen CTpaHe 4YacTO MOXHO BCTPETUTBLCH C HEQOBEPYMBBIM OTHOLLEHWEM K 0BayHbIM
pecypcam, MHOTMe KOMMaHuM COMHEBAOTCS, HYXXEH NN UM «nepees3ay C «kKernesa» Ha
«obnako». OCHOBHbIMW NPUYMHAMK COMHEHUIN ABASOTCA cnegyoLwme:

- KaxyLlasics He3alwuLweHHOCTb MHdopMaLmm, KoTopas XxpaHuTca B obnake: Bce
pecypcbl OOCTYNHbl 4epe3 WHTepHeT, cnefoBaTenbHO, €CTb AOMOfHUTENbHas
BO3MOXHOCTb A1 3MOYMbILSIEHHUKA MOMNYYUTb HECAHKUMOHMPOBAHHbLIA LOCTYN K
AaHHbIM;

- OCO3HaHue Toro (pakta, 4YTO MpU nepexoge Ha UCNonb3oBaHMe 0b6nayvHbIX
pecypcoB KOMMaHWUS Tak UNn nHade nepefaeT BCe CBOU AaHHble (KOHMAeHUManbHble,
nepcoHarnbHble) TpeTbeMY 1LY, KOTOPbLIM SBRsieTCA npoBangep obsiayHbIX pecypcos;

- CcTpax neped TeM, 4YTO B KOHUEe Mecsua npuaeT OrpoOMHbIA cYyeT 3a
MCNonb3oBaHMe BUPTYyaribHbIX PeCypCoB;

- KaXyLllasiCsd HeyCTOMYMBOCTb MH(PPACTPYKTYpbl, MOCTPOEHHOM B obnake —
CMULLKOM MHOFO COCTaBRSAIOLWMX, KOTOpPble SABNAKTCA BUPTYyanbHbIMU, WKW, YTO eLle
Xyxe, atbeMepHbIMU (TaKUMK, KOTOpPbIE TEPSIOT BCE HAKOMSEHHbIE AaHHbIE N COCTOSHUS
nocne yganeHus)

MoXxHO  3amMeTuUTb, 4YTO OOMbLIMHCTBO  MNEPEYUCTIEHHbIX  HEeOOoCTaTKOB
MCNoNb30BaHMA 06MayHbiX pPecypcoB OCHOBLIBAETCA Ha MPOCTOM YerioBeYeCKOM
HeJOBepUU K NpoBanaepy.

Llenbto uccnegoBaHua B [aHHOW CcTaTbe SABNSETCA NpoBedeHWe aHanmsa
npUMeHsieMbIX NOAX0A0B Ans obecnevyeHnss 6e30MacHOCTU UCMONb30BaHUS 0B1ayHbIX
pecypcoB anga komnaHun. Ocoboe BHMMaHWE B UccnegoBaHun npeanaraetcsa yaenuTb
aHanuay 1 Bblbopy AOMNOMHUTENBbHbLIX MEXaHU3MOM 3alUTbl OT YerIoBEYECKNX OLLINMOOK B
npoLecce MUCMorb30BaHWs 06navyHbIX pecypcoB.

2 AHanus ya3BMMOCTEN U COBPEeMEeHHbIX NoaxoaoB Ans obecneveHus
3alWmnTbl AaHHbIX B obnake

CerogHsi Ha pbIHKE KOHKYPUPYIOT MHOXXECTBO MOCTaBLUMKOB 00navHbIX pecypcoB.
Ho Hanbonee nonynsipHbIMK M NOAXOAAWMMKU AN 60nblWMX KOMNAHUIM sSBNSeTca ABa
npeactasutens — Amazon Web Services (ganee AWS) un Microsoft Azure.

B kauectBe ob6bekta ans aHanu3a Obin BbibpaH AWS, Tak Kak B HeEM
peanu3oBaHO Hambornbllee KONMYEeCTBO MEeXaHM3MOB oObecnevyeHusa 3almTbl U 3TU
MEXaHU3Mbl MOCTaBMATCA B BWAE OTAENbHbIX PECYPCOB, a He ChOLWHbIM
KOHrnomMepaToMm, YTO yrnpoLlaeT npouecc aHanmsa.
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B xome aHanm3a ObinnM paccMOTpEHbl KOMMAHMM WM OpraHu3aumu, KOTopble
MOMHOCTBID WM YaCTMYHO MEepeHecnn BCe CBOM  BbIYMCAUTENbHbIE MOLLHOCTH,
dannoBble xpaHunuuia n gaxe 6asbl AaHHbIX B O4HO U3 CaMbIX MOLLHBLIX U NOMYNSPHbIX
006nakoB Ha CErogHALWHUN OEHb:

- NASA — ucnonb3ytoT cepBepbl B AWS gns obecneyeHus cTpumuHra meaua
AaHHbIX ¢ poboTta ATHLETE [4];

- Netflix — mupoBon nugep B ccepe mMeaua M TeneBUOEHUS C MOMOLLbIO
pecypcoB AWS aHanuanpyeT munnunapgbl coobweHun cpean 100 ThiCaY NPUNOXKEHUI

[5];

- Autodesk — komMnaHus ucnonb3yeT aBTOMaTMYecKoe MacluTabupoBaHWe Ha
nnatgopme AWS Onsi BbIMNOSIHEHUS COTEH CUMYnNAUMA B Yac (paHee gnsi 9Toro
TpeboBanuck Yacel unn gaxe gHu) [6];

- Hitachi — MynbTMHaUMOHarNbHbIN KOHrNOMEepaT, KOTOPbIA NMOMOraeT KpynHbIM
Koprnopauuam ynpasnaTb rubpuaHon obnavyHom nHgpactpyktypon n SaasS [7];

- McDonalds — nocrnie nepexoga B o6nako noBbICUNN 3PPEKTUBHOCTb Ha 66% 1
cenyac UHgpacTpyktypa moxeTt obcnyxmeaTtb 8600 TpaH3akum B cekyHay [8];

- NaBopaTopusa Kacnepckoro — KpynHenwasa B MMpe KoMnaHud, paboTatollasa B
chepe MHGPopMaunoHHon 6e3onacHoCcTH, ucnonbayet cepsucbl AWS ans paspaboTku
N NOAOEPXKKN CBOUX NPOOYKTOB;

- Royal Opera House — sBnsieTca O4HMM M3 CaMblX MOCELLAEMbIX OMEPHbIX
TeaTpoB B MuMpe, B MNpPOWoM umen 6onblwmne WHEPPaACTPYKTypHble npobnemsl,
CBA3aHHble C HEeBO3MOXHOCTbI TIMbKoro macwrabupoBaHus pecypcoB. [locne
nepexoaa B obnako Bce aT1 npobnembl yaanocb yCnewHo pewmnTb [9];

- Coursera — obpasoBaTernbHOE y4pexaeHue, KOTopoe COTpyaHMYaeT ¢ nyywmnmm
yHuBepcutetamn mupa. Beb-cant komnaHum pabotaetr Ha nnatcopme AWS, 4To
no3BonsieT exemecssyHo obpabaTbiBaTh 6onee 500 T6 Tpadwmka [10];

- Foursquare — ncnonbdyet AWS ana aHanusa MUnsIMOHOB MOJSIb30BaTESIbCKUX
METOK, YTO MOMOraeT KOMMAHWW CHU3UTb pacxodbl Ha JULUEH3MPOBaHME W
MCNonb30BaTh COTPYAHMKOB KOMMNAHUN Ons pelwleHnst 6onee BaxHbIx 3agad [11].

CnepyeT 3amMeTUTb, YTO aHanM3MpoBaNUCb fULb MPOrpaMMHbIE MEXaHU3Mbl
3aWwnTbl. Takme acnekTbl, kak 6e3onacHOCTb PU3NYECKNX PeCcypcoB (Hanpumep, CeTb,
MEXNPOLLECCOPHOE B3auUMOAENCTBME B CBeTe MocrnegHuMx HOBOCTEW O Spectre u
Meltdown), B pgaTa-ueHTpax AWS He paccmaTpuBanacb, Tak Kak 3TOW CTOPOHOM
3aHMMaeTCs NOSMIHOCTBLI0 MOCTaBLUMK M NONb30OBaTeNb AaXe He 3adyMblBaeTcs O TOM,
roe v Kak 9To Bce hn3nyeckn peanns3oBaHo.

B xope aHanusa Takke Obinn pacCMOTpPeHbl MeXaHM3Mbl, KOTOpble Ha AaHHbIN
MOMEHT pa3paboTaHbl B obfiakax U MOMOraroT MakcumanbHO 3PdEKTMBHO 3alumiaTh
AaHHbIE KNMEHTOB OT NOTEPU, HE3AaKOHHOMO MCMOMb30BaHNS, YTEYKM U KOPNOpPaTUBHOIO
wnuoHaxa. K Hanbonee nonynsipHbIM MexaHM3mMaM MOXHO OTHECTW criegytoLume:

- ldentity and Access Management (IAM) — wmexaHu3m, obecneuvBaroLLni
KOHTPOSIb W pasrpaHUYeHne ocTyna K pecypcam B obnake, OCHOBbIBAETCS Ha TaKux
CYLLHOCTSIX, KaK rpynnbl nofnb3oBaTenen, ponu wu nonb3oBatenu. [pegocraBnsieT
AOCTyn 4epe3 napbl Knwyen m naponu, obecnedmBaeT QYHKUMIO MHOrogakToOpHOW
ayteHTudukauum [12];

- Key Management Service (KMS) — cepBuc ana paboTbl C Krw4Yamu
WndpOBaHNA, KOTOpPble MNPUMEHAOT ANS  KOAMPOBaHMs Bcern ©0e3  UCKYeHus
nHpopmauun, kotopasa xpaHutcs B obnake. lNMybnvyHble 4acTu KIYen XpaHsaTcs B
obnake, nNpmBaTHble — TOMbKO Y KNneHTa. ATo obecnevrBaeT HEBO3MOXHOCTb YTEHUSA
npoBangepoM AaHHbIX knueHTta [13];
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- Trusted Advisor — cepBuC, KOTOpPbIA NEPUOSNYECKM NN NOCTOAHHO CKaHUpyeT
pecypcbl KNMeHTa Ha Hanuuve YA3BUMOCTEW, CaM He npeanpuHUMaeT HUKaKUX
AENCTBUA, TONbKO MOKasblBaeT KIMEHTY BO3MOXHble npobenbl B 6e3onacHoOCTU U
cnocobbl nx 3akpbiTna [14];

- uHTerpaumsa c Active Directory cepBucom, koTopbi ByaeT ynpaBnaTb 4OCTYNOM
nonb3oBaTtesien K TeM U UHbIM pecypcam;

- Cognito — cepBuc ayTeHTUdMKaLMM Nonb3oBaTenen B obnake [15].

HecMmoTpa Ha TakoW LUMPOKUM CMEKTP MEeXaHW3MOB 3alUUTbl, HUKTO HEe MOXeT
3alWNTUTD KIMEeHTa OT YyenoBeyecknx owmnbok. MNMoaTomy paspaboTka AONONHUTENBHbLIX
CPEACTB 3alUnTbl PECYPCOB OT YENOoBEYECKNX OLLIMOOK 1 NOCNeayoLWnX yTedek JaHHbIX
SABMNAETCA BaXHOM 3ajaden, AN pelleHna KOTOpoM B [JaHHOM UccrnesoBaHUu
npegnararTcsa cnegyowmne noaxogbl.

OcHoBHas npobnema 6e3onacHoCcTM B obnake — ycTapeBaHue Kn4ven goctyna.
lMpoBangepbl BCSYECKM HacTamMBaloT Ha TOM, YTOObI MpoBOAUIACL NOCTOSHHAsA poTauns
Kntoyen, Ho He dopcnpytoT aTo. O4YEBUOHO, HYXKEH UHCTPYMEHT ANsi NPUHYAUTENBHON
poTaumn. bornee TOro, WHCTPYMEHT [OOSMKEH  YyOOBMETBOPATb  MONUTMKaAM
KOH(PMAEHUMANBHOCTU U TEXHUYECKUM HOPMaM KOHKPETHOW OpraHu3aLmu.

BTopasa npobnema — He HacTpOeHHble MNpaBuna 6e30rnacHOCTU U Ype3MepHOo
OTKpbITbIE MOPTbl B CETEeBOW WHpacTpyktype. [lpoBanagepbl 3Ty npobnemy
paspelaloT, TaKk Kak 3TO MOXeT OblTb O0OYyCrOBMEHO CheunduKon MpPUNOXeEHWUs,
KOTOpOEe pa3BepHYTO Ha AaHHbIX pecypcax.

TpeTba npobnema — Hanuune OONbLUOrO KoNM4ecTBa Heucnosnb3yeMblx
pecypcoB. OTo YpeBaTo ABYMSA nNpobrnemamu:

- MNOBbILLEHME CTOMMOCTU, TaK KakK HY)XHO NnaTuTb 3a pecypcbl, KOTOpble
npocTamBatoT;

- MposiBfieHNe YA3BUMOCTEW, MOCKOMbKY 3a4acTyld pecypcbl, KOTOpble He
KOHTPOSNIMPYIOTCA U OCTaBfeHbl ©0e3 BHUMaHus, MOryT OblTb HAcCTPOEHbl C
MUHUMarbHbIMM NpaBunamMm 3aLnTbl.

Ona  aBTOMatTM3auum  3aKpbITUS  3TUX  MNEPEYUCNEHHbIX  YSA3BUMOCTEN
npegnaraeTca MNpoekTupoBaHWe, paspaboTka koda M MCMNONb30BaHWE CriedytLmx
WHCTPYMEHTOB, KOTOpble OyayT obecneynBaTb 6Gonee BbICOKMA YPOBEHb 3alUUTbI
NHpopmauun Npy NCNoNb30BaHNN 0651aYHbIX PECYpPCOB:

- MHCTPYMEHT ONs CKaHWPOBaHUA WU yaaneHusa ycTapeBLUMX KM4ven AocTyna,
KOTOpbIN B KayecTBe napameTpa 6yaeT npuHMMaTb MOPOroBoe 3HaveHuMe Bo3pacTa
KnioYa v yaanaTb BCe KIYuM cTaplle 3a4aHHOro KonnyecTsa BpEMEHM;

- MHCTPYMEHT AN CKaHUPOBAHUSA OTKPbITbIX MOPTOB M KOH(Urypaumm npasun
BGesonacHocTn, B pesynbTate 4ero 6OygeTr dopmMmumpoBaTb CAUCOK  MOPTOB,
peKOMeHAyeMbIX K 3aKpbITUIO UM OrpaHMYeHnto ocTyna ans 6onee y3koro guanasoHa
agpecoB, a Takke OygeT npeaocTaBnsaTb BO3MOXHOCTb Af1i  aBTOMaTU4eCKOro
3aKpbITUSA NOPTOB U3 CrMcKa Nocre CKaHMpPoBaHUS;

- UHCTPYMEHT, KOTOPbIN ByAeT BbINOSHATL TPU OCHOBHbIE PYHKLMU: CKAHMPOBATb
aKKayHTbl Ha Hanu4yMe CTapblX U HEWUCnorb3yeMblX PecypcoB, yaanaTb 3TU pecypchbl,
reHepupoBaTb OT4eTbl C  NOoApOOGHbIMM  cBedeHus MM 06  OBHapyKEHHbIX
Heucrnonb3yemMblx pecypcax, 4YTo, B CBOKW oOYepedb, OacT BO3MOXHOCTb MOBbLICUTb
6e30MacHOCTb U CHU3UTb CTOMMOCTb PECYpPCOB.

[aHHble MHCTPYMEHTbI pa3pabaTbiBalOTCA Kak pperiMBOpK n 6yayT BbINOMAHATb
cBoM OYHKUMM BHYTpM camoro obnaka pgnsa obecneyeHust MakCUManbHOro
GbicTpogencTBma. B kayectBe peanmsaumm n 3anycka Kaxgoro u3 MHCTPYMEHTOB B
obnake BblbpaHbl Tak HasbiBaeMble Lambda-dyHKLMM, KOTOpbIE OTHOCATCSA K Knaccy
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Serverless applications, T.e. He TpeOylT OTAENbHLIX CEPBEPOB ANSA BbINONHEHUS. B
KayecTBe s3blka pa3paboTkm npeanaraetcsa ncnonb3oBaTb A3blk Python. [ns yooberea
NPUMEHEHNa Takoro dpenmMBopka npegnonaraeTcsa paspaboTka CKpUNTOB ANS
aBTOMaTM3aLmm rnpoLecca ero passepTbiBaHUS.

3aknroyeHue

MNepeyncneHHble WHCTPYMEHTbl npeanoraraetcs paspabaTbiBaTtb C  y4eTOM
ocobeHHocTel npumeHeHuss B obnake AWS, ogHako OyaeT yyTeHa BO3MOXHOCTb
NpUMEHeHns ux B ApyrMx obrakax ¢ HebonbwuvMW  [OMNOMHUTENbHLIMU
moaudukaumamu.  Mcnonb3oBaHne — NpensioKeHHbIX  UHCTPYMEHTOB  MO3BOJSIUT
MakcumansHO 6bICTPO MNpOCKaHMpoBaTb akkayHTbl B obnake, nokasaTb HarnsgHbIv
oT4yeT 06 yA3BMMOCTAX U B NOIyaBTOMATUYECKOM peXnme 3T YA3BUMOCTU 3aKpbITb.

Cnucok nutepatypbl

1. APN Partner Stories - Written Case Studies [Electronic resource]. - Mode
of access: https://aws.amazon.com/partners/success

2. A HISTORY OF CLOUD COMPUTING: [Electronic resource]. - Mode of
access: https://cloudtweaks.com/2011/02/a-history-of-cloud-computing

3. AWS  Pricing [Electronic resource]. — Mode of access:
https://aws.amazon.com/pricing/?ncl=h_Is

4, AWS Case Study: NASA/JPL's Desert Research and Training Studies

[Electronic resource]. — Mode of access: https://aws.amazon.com/solutions/case-
studies/nasa-jpl/

5. Netflix & Amazon Kinesis Streams Case Study [Electronic resource]. —
Mode of access: https://aws.amazon.com/solutions/case-studies/netflix-kinesis-streams/

6. Autodesk Case Study [Electronic resource]. — Mode of access:
https://aws.amazon.com/solutions/case-studies/autodesk/

7. AWS Case Study: Hitachi [Electronic resource]. — Mode of access:
https://aws.amazon.com/solutions/case-studies/hitachi/

8. McDonalds Case Study [Electronic resource]. — Mode of access:

https://aws.amazon.com/solutions/case-studies/mcdonalds/

9. AWS Case Study: The Royal Opera House [Electronic resource]. — Mode
of access: https://aws.amazon.com/solutions/case-studies/royal-opera-house/

10. AWS Case Study: Coursera [Electronic resource]. — Mode of access:
https://aws.amazon.com/solutions/case-studies/coursera/

11. Foursquare Case Study [Electronic resource]. — Mode of access:
https://aws.amazon.com/solutions/case-studies/foursquare/

12.  AWS ldentity and Access Management (IAM) [Electronic resource]. —
Mode of access: https://aws.amazon.com/iam/

13. AWS Key Management Service (KMS) [Electronic resource]. — Mode of
access: https://aws.amazon.com/kms/

14. AWS Trusted Advisor [Electronic resource]. — Mode of access:
https://aws.amazon.com/premiumsupport/trustedadvisor/
15. Amazon Cognito [Electronic resource]. — Mode of access:

https://aws.amazon.com/cognito/

MocTtynuna B pegakumio 26.09.2018

114


https://aws.amazon.com/pricing/?nc1=h_ls
https://aws.amazon.com/solutions/case-studies/nasa-jpl/
https://aws.amazon.com/solutions/case-studies/nasa-jpl/
https://aws.amazon.com/solutions/case-studies/netflix-kinesis-streams/
https://aws.amazon.com/solutions/case-studies/autodesk/
https://aws.amazon.com/solutions/case-studies/hitachi/
https://aws.amazon.com/solutions/case-studies/mcdonalds/
https://aws.amazon.com/solutions/case-studies/royal-opera-house/
https://aws.amazon.com/solutions/case-studies/coursera/
https://aws.amazon.com/solutions/case-studies/foursquare/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://aws.amazon.com/cognito/

OTKpbITblIE MHGPOPMALIMOHHbIE Y KOMMNBLIOTEPHbIE MHTErpUpOBaHHbIe TexHonorum Ne 81, 2018

AHaJii3 MexaHi3MiB 3a0e3neyeHHs Oe3nexu iHgopmaiii B xmMapi
Amazon Web Services (AWS)

PosrnaHyto nepeBarn i HeOONIKA BUKOPUCTAHHA XMapHWUX TEXHOSOrn B
KomnaHigx. [lpoaHaniaoBaHO nporpamMHi MexaHiaMn 3axucTy [daHux i pecypcis
KOpPUCTYBaYiB Bi HEeCaHKUIiOHOBAHOro [AO0CTyny, WO HagakTbCA MNocTayarbHUKOM
xmapHux nocnyr Amazon Web Services (AWS). NpoaHarnizoBaHO OCHOBHi Bpa3nnBOCTiI,
AKi MOXYTb OYyTWM NPUCYTHIMWU 3@ HaAABHOCTI e(EeKTMBHMX MporpamHuMx 3acobis
3abe3neyveHHsa 6Ge3nekn xmapHux pecypcis. BugineHo taki npobnemun, gk 3actapiBaHHA
KNIoYiB OOCTYNy, BiOKPUTI NOPTU i HEHACTPOEHI npaBuna 6e3neku, HasiBHICTb Y XMmapi
pecypciB, SIKi He BUKOPUCTOBYHOTLCSA. 3anponoOHOBAHO MiAXoAW ANs MigBULLEHHS PiBHA
Gesnekn i 3axucty iHdopmauii B xmapi AWS. 3anponoHoBaHO po3pobneHHs
dperiMBOpKa, OCHOBHUMU (OYHKLISIMA SIKOTO €: CKaHyBaHHSA | BuAareHHsl 3actapinux
KNoYiB, BIOKPUTUX NOPTIB, HEBUMKOPUCTOBYBAHUX PECYPCIB i BpasnueBMX KOHQirypawin
OGesnekn pdaHmx y xmapi. [Ona 3pyyHOCTi 3acToCyBaHHS Takoro dpenmBopka
nepenbavaeTbca  po3pobneHHa CKpuNTiB  Anst  aBToMatmsauii  npouecy  1oro
PO3MiLLEHHS.

Knroyoei cnoea: AWS, XxXMapHi TexHOMOril, MexaHi3aMu 3axuUCTy [aHuX,
Bpas3nunBoCTi, PpenMBOpK.

Analysis of Information Security Mechanisms
iIn Amazon Web Services (AWS) cloud

Advantages and disadvantages of using cloud technologies in companies are
considered. The programmatic mechanisms for protecting data and users’ resources
from an unauthorized access that are given by an Amazon Web Services (AWS) cloud
service provider are analyzed. The basic vulnerabilities which can be present even
when effective programmatic methods for cloud resources safety exist are analyzed.
Such problems as obsolescence of the access keys, open ports and untuned safety
rules, presence of resources which are not in use in a cloud are highlighted. In the
article approaches for increasing data protection strength and information security in the
AWS cloud are proposed. Development of the framework is proposed, the main
functions of this framework is the following: scanning and removing outdated access
keys, open ports, resources which are not in use and vulnerable configurations of
protection mechanisms in a cloud. For ease of use of the framework, it is supposed to
develop scripts for automating the process of its deployment.

Keywords: AWS, cloud technologies, data security mechanisms, vulnerabilities,
framework.
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