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Formulation of the problem. In the modern conditions of global challenges, along with climate
action failure, extreme weather, human environmental damage, there are cyberattacks and data fraud or
theft, the spread of infectious diseases (pandemics), which resulted in the activation of digitalization
processes of social, economic and political processes in general and business entities financial and
economic activity in particular. Modern business processes cannot be imagined without the use of
information assets, because today they are becoming the most valuable resource for business
development. However, in the conditions of modern global challenges and the state of war, there are
more and more threats associated with the loss of access by business entities to the information assets
of their own business, therefore the topic of enterprise information protection is an urgent issue that
requires research and practical recommendations development. The aim of the research is analysis the
enterprise's information security audit process and the development of practical recommendations for
securing the enterprise's information assets in the global challenges conditions. The methods of the
research: logical and meaningful method, methods of comparison, systematization, induction and
deduction, analysis and synthesis, coefficient method. The hypothesis of the research was assumptions
about the possibility of determining the state of information security of business assets through the
enterprise vulnerability indicator and securing its information assets by conducting an information
security audit. The statement of basic materials. The place of Ukraine in the World Digital
Competitiveness Ranking was analyzed and the main weak points are identified. The model of building
an information security system is presented. The enterprise information security indicators are
considered. It is proposed to identify the state of security of the enterprise's information assets using
the company's vulnerability indicator. It is proposed to conduct an audit of the enterprise's information
security in four interrelated stages, which will make it possible to protect the company's information
assets from potential threats and attacks by intruders. The originality and practical significance of the
research confirmed by research and substantiation of the importance of the enterprises information assets
protecting in the conditions of martial law and recommendations for the information assets securing from
potential threats using the enterprise vulnerability indicator and conducting regular information security
audit. Conclusions and perspectives of further research. It was determined that the company's
information threats can be identified using a vulnerability indicator, and the company's information
assets can be secured by applying an information security audit of its assets. Further research will be
aimed at a more extensive analysis of factors that can influence the determination of the enterprise's
vulnerability and the emergence of potential costs from cyber attacks and data theft.
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AYJIUT THOOPMAIIHHOI BE3NEKH JJI 3AXACTY THO@OPMAIIMHUX AKTUBIB
MIANPUEMCTB B YMOBAX I'VIOBAJIBHUX BUKJIUKIB

Hocmanoexa npodremu. Y CydacCHHX yMOBax INI0OabHUX BUKIIUKIB TOPS 31 3MIHOKO KJIiMary, eKc-
TpeMaJIbHUMH NOTOAHUMH SBUIIAMH, BUKIMKAaHUMH JIIOJCHKUMU JTiSIMH, € Ki0epaTaku Ta IaxpaicTBo abo
KpaIiKKa JaHUX, & TAKOXK IMOMTUPESHHS 1HQEKIIIHHNX XBopoO (TaHmeMii), o Mau HaCJIiIKOM aKTHBI3aIlito
MPOIIECiB JiHKUTANI3aIlli CyCITFHO-TIONITHYHUX TPOIECiB B HMIJOMY Ta (DiHAHCOBO-TOCTIOAAPCHKOI HislTb-
HOCTi Cy0’€KTiB TocmojaproBaHHsl 30kpema. CydacHi Oi3HEC-POLIECH HEMOXIJIMBO YSIBUTH 0€3 BUKOPU-
cTaHHA 1H(GOPMAIIfHIX aKTHBIB, aJp)ke ChOTOJHI BOHH CTAlOTh HAWIIHHIIIMM PECypCcOM IS PO3BUTKY
Oi3Hecy. IIpoTe B yMOBaxX cydacHMX IIIOOATBHUX BUKJIMKIB Ta BOEHHOTO CTaHy BUHUKAE BCE OLIBINE 3arpo3,
MOB’sI3aHUX 13 BTPATOl0 CYy0’€KTaMH TOCIOJApPIOBAHHA AOCTYIY A0 iHQOpMaliiHUX aKTHBIB BIACHOTO
0i3Hecy, ToMy TeMaTHKa 3axHCTy iH(opMalii mianpueMcTBa € akTyaJbHUM MUTaHHIM, 10 MOTpedye ao-
CJIIJUKEHHS Ta pO3pPOOKHM MPAKTHYHUX pEeKOMEHMAIiil. Mema docnioxcenHsa CIpSMOBaHa Ha aHAJI3 MPOIIECY
ayauty iHdopMamiifHoi Oe3neKH miAIprueEMCTBA Ta PO3POOKY MPAaKTUYHUX PEKOMEHIAIiH Mmoo yoe3neueH-
Hsl iHQOpMaLiiHUX aKTUBIB MigNpUEMCTBA. Memoou O0ocniodcenHs: NOTIYHO-3MICTOBHUN METOZ, METOIU
MOPIBHAHHS, CUCTeMaTH3allii, IHAYKIi Ta TeAyKii, aHai3y Ta CHHTe3Y, KoedimieHTHHIA MeToa. OcHOBHOW
2inome30t0 00Cai0JCeHHs CTANl0 TIPUIYIISHHS 010 MOXIIMBOCTI BU3HAYEHHS CTaHy iH(opMarliiiHoi 0e3-
MEeKU aKTUBIB Oi3HeCy uepe3 IHIUKATOp BPas3IMBOCTI MiAMPHUEMCTBA Ta yOe3neueHHs Horo iHdopMariiHmux
aKTWBIB INIIAXOM TPOBEACHHS ayaAuTy iHGopMalliiiHoi Oesneku. Buxnad ocuosHoeo mamepiany. Ilpo-
aHayi3oBaHO Miclie YKpainu B CBITOBOMY pPeHTHHTY IH(PPOBOi KOHKYPEHTOCIPOMOXKHOCTI ¥ BH3HAYEHO
ocHOBHI cnabki micus. [Ipeacrasineno mozxens moOyAoBH cucTeMH iHpopManiitHoi Oe3neku. PosrmsHyTo
MOKa3HUKH 1HQOpMAIiiiHOT Oe3MeKHu MiANMpPUEMCTBA. 3ampolOHOBAHO 3IMCHIOBATH iNeHTU(IKAIIIO CTaHy
3aXUIICHOCTI 1HPOPMAIITHAX aKTHUBIB MiAMPUEMCTBA 32 JTOTIOMOTOI0 IHAMKATOPA BPa3IHUBOCTI ITiAMIPHEM-
cTBa. 3alpONOHOBAaHO MPOBEJCHHS ayauTy iH(MopMamiiHOi Oe3MeKH MiANPHEMCTBA y YOTHPH B3aEMO-
MOB’s13aHi eTamny, o J03BOJUTh yOe3neunuTn iHpopMaliiiHi aKTUBY MiINPUEMCTBA Bijl MOTEHIIHHUX 3arpo3
Ta aTak 3 OOKY 3JOBMHCHHKIB. OpueinanbHicms ma npakmuyta 3Ha4umMicms TITBEPIUKY€ETHCS TOCIIIKEH-
HSM Ta OOIPYHTYBaHHSIM Ba)KITMBOCTI 3aXUCTY iH(GOpPMAIiTHIX aKTUBIB MiAIPUEMCTB B YMOBaX BOEHHOTO
CTaHy Ta peKOMEHAaLisIMHU yOe3rneueHHs iH(QopMaliifHuX aKTUBIB MiINPUEMCTBA Bil MOTEHIIHHUX 3arpo3
3a JOMOMOT'OI0 1HAWKATOPY BPa3IMBOCTI MiAMPUEMCTBA Ta TPOBEJCHHS PETrYJISIPHOTO ayauTy HOro iHop-
MaIlifHoi 0e3neKu. BucrHosku ma nepcnekmugu nooaibuux 0ociiodcens. BusHaueHo, mo ineHTrdikyBaTu
iH(pOpMaIiiiHI 3arpo3u MiANPUEMCTBA MOXKHA 32 JIOTIOMOTO0 1HJIUKATOpa BPa3JIMBOCTI, a yOE3MeynTH iH-
¢dbopmariiiHi aKTUBU TIINPUEMCTBA PEKOMEH/IOBAHO MUIIXOM 3aCTOCYBAaHHAM ayAuTy iH(popMamiiHOoi Oe3-
neku oro aktuBiB. [lomanpmi nociimkeHHs OyAyTh CIpsSMOBaHI Ha KOMIUIEKCHUM aHali3 YHHHHKIB, IO
MOXKYTh BIUTMBATH HA BPiBeHb BPA3JIMBOCTI IMiIITPHEMCTBA Ta MOSBY MOTEHIIHHUX BUTPAT BiJl Kibeparak Ta
KPaJiKKH JTaHUX.

Kurovogi ciioBa:

aymuT iHpopMaIliitHoi 0e3neKu, ria00alkHI BUKIWKY, iHGOpMaIliiiHuii akTwB, iH(pOpMamiiHa cUcTe-
Ma, iHJMKaTOp BPa3IMBOCTI, KibepaTaku, cy0’€KTH rocrojaproBaHHsl.
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Formulation of the problem. In the mod-
ern conditions of global challenges, along with
climate action failure, extreme weather, human
environmental damage, there are cyberattacks
and data fraud or theft, the spread of infectious
diseases (pandemics), which resulted in the acti-
vation of digitalization processes of social, eco-
nomic and political processes in general and
business entities financial and economic activity
in particular. The availability of information cre-
ates numerous risks, each of which is aimed at
establishing access to information assets, again,
in order to obtain certain benefits. Information is
the most widespread and needing protection re-
source in the company's activities, since it is the
information assets that accumulate, update and
store data about the company's creditors, debtors,

suppliers, consumers of goods and/or services
and other counterparties, and information of a
technical and financial nature, representing a
commercial value, the disclosure of which may
harm the interests of the enterprise and cause the
appearance of numerous risks for its activities,
including reputational ones. The security of en-
terprise information assets (EIA) can be affected
by many factors, which researchers often classi-
fy as sources of threats to the information re-
sources security. In modern conditions, the main
threat is uncertainty, which is explained by the
current global challenges and martial law regime.
It is quite logical that in such conditions, the po-
tential possibility of capture of EIA by third par-
ties is growing rapidly, which justifies the need



to develop practical recommendations for the
EIA protection.

Analysis of recent research and publica-
tions. The results of studies of the business in-
formation assets protection features by conduct-
ing an audit of its information security are re-
flected in the papers of many researchers, such
as: S.0. Hnatiuk, O.G. Korchenko, S.V. Kazmir-
chuk, V. M. Panchenko, S. V. Melnyk, S. M.
Yaremko, O. M. Kuzmina, E. I. Lapinska, R. A.
Kalyuzhny, A. A. Dmitriev, Y. V. Roy, N. V.
Mazur, P. M. Skladanniy, V. I. Shulga and oth-
ers. Most of the scientific developments revealed
the features of the protection of business infor-
mation assets without taking into account the
latest political and economic changes, which are
now having a significant negative impact on
business activities. Therefore, the issue of EIA
protection in the conditions of global challenges

requires practical recommendations development.

Determining the need to involve special-
ists in the enterprise information security audit
by calculating the indicator of the vulnerability
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of the enterprise was not considered in the
above-mentioned scientific papers. This creates
interest in the issue of protection of EIA and
possible ways of securing them. Therefore, in
the conditions of martial law, the search for ef-
fective tools to protect the company's infor-
mation assets is currently an insufficiently re-
solved and multifaceted problem that requires
complex research and effective proposals.

The purpose of the article is aimed at an-
alyzing the enterprise's information security
audit process and the development of practical
recommendations for securing the enterprise's
information assets in the global challenges con-
ditions.

Presentation of the main research re-
sults. Unfortunately, Ukraine ranks low in 2017-
2021 in the World Digital Competitiveness
Ranking (from 64 countries) (Table 1). Due to
the limited reliability of the data collected in
2022, Russia and Ukraine are not included in
this edition of the Ranking.

Table 1 — Ukraine ranks in the World Digital Competitiveness Ranking

Overall and factors Years
2017 2018 2019 2020 2021
Overall 60 58 60 58 54
Factors
Knowledge 45 39 40 38 37
Technology 62 61 61 59 58
Future readiness 61 61 62 61 58

Source: developed by the authors based on [10]

The results of the rating confirm the need
to increase Ukraine’s digital competitiveness and
ensure information security, especially in order
to adapt and face global challenges.

"Information security" as a concept first
appeared at the end of the 80s of the 20th centu-
ry and, in the context of an information threat,
was studied by the German scientist H. Oderman
[5].

The concept of information security as a
state of protection of information and the
infrastructure that supports it from accidental or
intentional actions of a natural or artificial nature
that can cause unacceptable damage to subjects
of information relations, in particular, owners
and users of information and infrastructure was
provided by V.A. Luzhetsky [4].

Along with this, R.A. Kalyuzhnyi under-
stands information security as a type of public
informational legal relations regarding the crea-
tion, support, protection of safe living conditions

desired for people, society and the state, special
legal relations related to the creation, storage,
distribution and using information [8]. It is worth
noting that this interpretation most accurately
describes the essence and importance of infor-
mation security for both individuals and business
entities and the state.

In this context, it is appropriate to present
the interpretation of the concept of "information
security" in the Ukrainian legislative framework.
Thus, according to the Concept of the national
informatization program, approved by the Law
of Ukraine dated February 4, 1998 No. 75/98
[2], "information security” is an integral part of
political, economic, defense and other
components of national security. The objects of
information security are information resources,
telecommunications, channels of information
exchange, functioning of telecommunication
networks and systems, and other elements of the
country's information infrastructure.
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Considering this, it can be assumed that
the information security of each enterprise is an
element of the information security of the state.
Considering the essence of information security
from this point of view, it is worth concluding
that in the conditions of martial law, the
information  security of each individual
enterprise acquires special importance, as a
component of the state information security,
which emphasizes the importance of its
protection.

A generally accepted interpretation of the
concept of "enterprise information security
audit" has not yet been formed, however, it can
be provided based on the essence of this concept.
Thus, it can be determined that an enterprise
information security audit is a process of
collecting,  systematizing and  verifying
information about the security of the EIA, with
the aim of providing an objective assessment of
the level of security of the company's
information resources and developing practical
recommendations for eliminating sources of
threats to the enterprise's security, if they are
detected.

The importance of protecting information
systems is reinforced by the global trend towards
an increase in the number of information attacks,
which can cause significant material and

reputational costs for the enterprise. According
to the statistics of the Infowatch portal [3], only
in the first half of 2018 there were 1039
incidents of data leakage around the world. At
the same time, in the same period of time in
2010, three times less similar cases (only 382
incidents) were recorded. These statistics clearly
indicate that the information security of any
company comes under new threats every year.
The enterprise management must take timely
measures for information protection of data,
which will depend on the prospects for the
enterprise development.

The presented in the article model of
building an information security system (Figure
1) reflects the interaction of the main subjects
and objects of information security, and their
influence on the state of information security and
the preservation of material or information as-
sets.

In order to protect the enterprise from po-
tential threats of such attacks, there is an actively
developing practice of the enterprise information
security audit, which makes it possible to objec-
tively assess the level of security of the enter-
prise's information system. The classification of
types of enterprise information security audit is
shown in Figure 2.

make an assessment
Owners
want to minimize
to reduce
»| Countermeasures
take -
measures which are directed to
which can be
reduced
can know .
suVulnerabiliti
which use A\ 4

which increase

which lead to

Sources of threats

give birth to

Threats

Risk

for

> Assets

for A

want to abuse and/or can cause damage

Figure 1 — The model of building an information security system
Source: developed by the authors.



Types of information

security audit of the
enterprise

Expert security audit in the course of the audit, deficiencies in the

> information protection system are identified based on the
experience of experts participating in the audit procedure

Audit of compliance with international standards (15O 17799)
_| during the audit process, the compliance of the actual provision of

the level of information security at the enterprise with the
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recommendations provided in the standards is revealed

3 .| Active audit in the audit process, suspicious activity is promptly
detected and means are provided for automatic response to it
Y
4 .| Comprehensive audit includes all the above types of audits in a
complex “

Figure 2 — Types of enterprise information security audit
Source: [1, 3]

As researchers [1, 3, 9] noted any of those
types of audit can be carried out both
individually and complex, depending on the
specific needs of the business. In the conditions
of global challenges and martial law, it is
advisable to apply a complex audit, since this
form of information security audit provides the
maximum analysis of the security of the
company's information assets.

Regardless of the enterprise’'s field of
activity, its type, tasks and goals, an information
security audit often affects the following work
aspects:

- the rights of employees to access
servers and databases of collective use;

- methods of confirming each user's
login (authentication);

- principles of data backup;

- configuration and setting of network
devices, data storage and transmission systems;

- the operation of antivirus and anti-
spyware software, the availability of a license;

- theoretical and practical knowledge of
company employees about data protection.

As a result, a complex audit of information
security will help reveal how effective the
company's personal and corporate data
protection system is. If it has no weak points, the
manager will receive confirmation of the
security of the entire organization. But if the

report shows hidden risks, then management
needs to develop and implement an action plan
to eliminate potential risks. In addition, high-
quality analytics will help the company choose
the most effective methods of data protection
and reduce its costs in this area. However,
regardless of the form of conducting a security
audit, this process consists of four logically
interconnected stages, presented in Figure 3.

Of course, all stages are important, but the
second stage is the most important in the audit of
the information security of the enterprise, since
the quality of the security audit largely depends
on the accuracy and completeness obtained in
the process of collecting information.

The article proposes to consider the enter-
prise information security indicators (Table 2).

As indicators of information security level,
such coefficients are also determined as:

— completeness of information (C), which
is calculated as the ratio of the amount of
information at the disposal of the person making
the decision to the amount of information
necessary for making this decision;

— accuracy of information (A), which is
determined as the ratio of the amount of relevant
(reliable) information to the total amount of
available information;
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security audit

Stages of an enterprise information

I

first stage

Clear definition of the

Determine the

limits of the [ «——main task—|

Establishment of audit regulations

responsibilities of the
parties to avoid

ecessity

security audit

second stage

controversial situations

The quality of the audit

Gathering information for analysis

necessity depends on the

third stage

completeness and accuracy
of the information

Obtaining the
necessary | «—main task—
information
Assessment of the
current level of main task

security of the

Analysis of collected information

Identification of sources of

necessity—»| threats to the company's

company's
information assets

Sourth stage

information security

The recommendations

Increasing the level
of protection of

main task

Formation of practical reccommendations—necessity

contribute not only to the
elimination of threats to

information assets
against information
threats and attacks

information security, but
also to the improvement of
the efficiency of the
enterprise

Figure 3 — Stages of an enterprise information security audit
Source: [1, 3].

Table 2 — The enterprise information security indicators

coefficient (IPC)

Indicator Calculation formula
V.
Information IPC =,
- at
productivity where V;, — volume of industrial production, hryvnias;

C,i — costs for the acquisition of information resources, hryvnias.

Information
armament

coefficient (IAC)
Must be more than 20%.

IAC = X 100%,

where C,; — costs for the acquisition of information resources, hryvnias;
N, — average number of employees, people

Cai

ea

Information
security
coefficient (1ISC)

where Cp; —
hryvnias;

Must be less than 20%.

1SC = 22 x 100%,
costs of the enterprise for the protection of information resources,

C,; — costs for the acquisition of information resources, hryvnias.

ai

Source: developed by the authors based on [9]

— inconsistency of information (1), which
is determined as the ratio of the number of
independent testimonies in favor of making a
decision to the total number of independent
testimonies in the total amount of relevant
information.

For conducting the information security
audit the enterprise needs to determine the
degree of information security risk for attacks. It
is assumed that the potential costs of an

information attack cannot be determined without
an IS audit. However, the company's financial
results last year can give an idea of the
company's vulnerability to attacks in the future.
So, if the enterprise received a loss based on the
results of the period's activities, first of all, the
management will take actions to eliminate
existing problems (repayment of debts,
elimination of reputational risks, etc.), and not
potential ones, which are the state of information



security. The unprofitable activity of the
enterprise makes vulnerable not only its
operational, financial and investment activities,
but also creates potential threats of attacks on the
information assets of the enterprise by
fraudsters. Understanding the importance of
ensuring the EIA security, it is possible to de-
termine an indicator by which the enterprise
should identify the state of information security
and forecast potential costs for future periods. It
is worth noting that the strategy of preparing the
company for a potential attack on information
assets and the amount of funds allocated in
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advance to attract information security auditors
is more economically beneficial for the company
than the actual information attack and the
resolution of the consequences resulting from
such attacks.

Therefore, this indicator of the company's
vulnerability is a useful tool for the company to
develop a risk management strategy for the
following periods. The vulnerability indicator is
expressed by the level of the financial result of
the business (Table 3) and the corresponding
level of the need to strengthen the control and
security of the company's information assets.

Table 3 — Indicator of enterprise information security according to the profitability
of the enterprise

Ne | Level of Description Necessity to ensure Description
lost information security
-10, 1
1 Small (t(:wel /Ol'(i‘o\fi:)rl]JeS preorl;g d(;f Very low At this stage, there is no urgent need to
(1_3& of the grofi tof strengther_\ control_over the company's
2 | Moderate . . information assets.
the previous period)
(3-5% of the profit of At this stage, the cost of strengthening
3 | Medium the reviousp eriod) Medium control over the company's information
P P assets increases.
(5-10% of the profit At thl_s stage, the company's |_nformat|on
. X . security is vulnerable. There is a need to
4 Large of the previous peri- High .
od) strengther) control over the company's
information assets.
At this stage, the company's information
. - security is the most vulnerable. There is
0,
5 | Critical (>10%) Very high an urgent need to strengthen control over
information assets

Source: developed by the authors

From the Table 3, we conclude that the
financial result obtained by the enterprise in the
past period is an indicator of the enterprise
vulnerability to the procedure for conducting an
information attack by fraudsters in the future. It
should be noted that in the Table 3, the
enterprise financial result is presented in the
form of a loss, not a profit. This can be explained
by the fact that in the conditions of martial law,
shelling and irregular electric power outages
become the cause of loss-making activities of
enterprises.

Under the conditions of martial law,
companies that are responsible for the country
defense capability of need special attention, but
such companies should not forget about their
protection, namely their own information assets.
The vulnerability indicators of the State Concern
“Ukroboronprom” and some of its constituent
enterprises, namely the Shepetiv Repair Plant,

which specializes in the repair of rocket and
artillery weapons systems, and the Artillery
Weapons Design Bureau, whose main activity is
the implementation of research, design and
technological works aimed at creating modern
samples of artillery and small-arms weapons and
cartridges are calculated in Table 4.

From the Table 4, it can be concluded that
enterprises  providing defense capabilityof
Ukraine are too vulnerable in 2021, due to which
there is an urgent need to protect, in particular,
the information assets of these enterprises in fu-
ture periods.

Of course, it is possible to accurately de-
termine the conduct of information attacks at the
enterprise only with the involvement of special-
ists and conducting a detailed state of the enter-
prise's informational system, that is, an infor-
mation security audit.
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Table 4 — Determination of enterprises vulnerability indicator of the defense industry of

Ukraine
Financial result, thousand Level of
Ne Enterprise UAH vulnerability in
2020 year 2021 year 2021
1 | SC "Ukroboronprom" 58890 (252709) Very high
2 | Shepetiv Repair Plant 85585 59461 Very low
3 | Artillery Weapons Design Bureau (11559) 8707 Very high

Source: developed by the authors based on [6]

The State Concern “Ukroboronprom”
should pay attention to the state of its own
information security, and the enterprises
included in it and use the Tab. 1 in the forecast
of risk management for the future period,
because in the initial stages of an information-
al system threat, it is easier for management to
cope with the consequences of potential
attacks. Therefore, spending money on an
information security audit is more appropriate
than receiving losses from attacks and
incurring reputational risks, declassifying
internal information and losing potential
customers.

Thus, it is proposed to carry out an audit
of the company's information security,
especially in strategic sectors of the economy,

which will become an effective tool for
protecting and securing the company's
information resources from information

attacks, especially in conditions of uncertainty
caused by global challenges and martial law
conditions. It is worth emphasizing that the
audit of the company's information security is
not a one-time event, but should take place on
a regular basis, with a gradual increase in the
protection of the company's information assets.

Conclusions and prospects for further
research. Thus, it is proposed to apply the en-
terprise information security audit, which will
make it possible to protect the information as-
sets of the enterprise from potential threats and
attacks by intruders. It is proposed to identify
the state of information security using the vul-
nerability indicator. It was determined that it is
advisable to conduct an information security
audit comprehensively, using all possible types
of audit. The audit process is proposed to be
carried out in four interconnected stages. Fur-
ther research will be aimed at a more extensive
analysis of factors that can influence the enter-
prise information security audit and the for-

mation of practical recommendations for en-
suring the information assets security of enter-
prises of specific industries.
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