Mooentoeanns ma yugposizauis 111

UDC 005.963.1:629.7.-027.3 doi: 10.32620/aktt.2025.4.11

Oleg FEDOROVICH?!, Oleg ZAMIRETS?, Andrei POPOV?, Oleksii HUBKA!,
Yulila MALIEIEVA!, Andrii RYBKA!

! National Aerospace University "Kharkiv Aviation Institute™, Kharkiv, Ukraine
2 State Enterprise Scientific Research Technological Institute of Instrument Engineering
(SE SRTIIE), Kharkiv, Ukraine

MODELING OF THREATS TO CRITICAL INFRASTRUCTURE OBJECTS
FOR THE CREATION OF DEFENSES AGAINST SWARM ATTACKS
BY STRIKE DRONES

Modern technologies used in hybrid warfare allow the enemy to perform large-scale attacks on critical infra-
structure (e.g., transport, energy, industrial enterprises, etc.), which affects the country's economy. The use of
unmanned aerial vehicles (UAVs) by the enemy in the form of swarms of strike drones has significantly in-
creased the risk of damage to critical infrastructure objects (CIOs), which degrade over time and have dan-
gerous vulnerabilities. Therefore, modeling defensive measures to protect ClIOs from massive enemy air at-
tacks is important. The subject of this study is the creation of mathematical and simulation models for plan-
ning preventive measures in ClO defense. This research aims to create a set of models that can be used to ana-
lyze and identify threatening vulnerabilities of critical infrastructure objects triggered by wave attacks of ene-
my strike drones and to plan appropriate preventive defensive actions under limited capabilities. The tasks to
be solved are as follows: conduct a systematic analysis of the sequence of actions for planning CIO defense;
identify the most threatening vulnerabilities of CIOs that could be attacked by the enemy; make a rational dis-
tribution of defense capabilities to protect CIO, taking into account the enemy’s capabilities to create strike
capabilities using combat drones; and develop a multi-agent simulation model to analyze possible CIO dam-
age from massive attacks by strike drones. Mathematical methods and models used: system analysis of pre-
ventive measures for CIO defense; qualitative assessment of ClO indicators to identify threatening vulnerabili-
ties; lexicographic ordering of options to identify a set of relevant ClOs that need to be defended; integer
(Boolean) optimization for the rational distribution of limited defense capabilities across locations of threaten-
ing CIO vulnerabilities; multi-agent simulation modeling of enemy wave drone attacks to analyze CIO dam-
age. The following results were achieved: a logical sequence of preventive measures for Cl1O defense has been
formed; a set of threatening vulnerabilities in CIO has been identified; the strike potential and capabilities of
the enemy in terms of CIO vulnerability have been analyzed; the necessary defense potential for protecting
CIO has been formed; various scenarios of strike drone attacks and possible CIO damage have been modeled;
and a rational distribution of anti-drone means has been carried out to reduce the risks of CIO damage. Con-
clusions: the proposed set of models allows us to justify the logical sequence of preventive measures to defend
CIOs against massive wave attacks by enemy strike drones. This will ensure the effective use of existing anti-
drone defense measures against enemy attacks, even under conditions of limited capabilities. The scientific
novelty of the proposed approach lies in the justification of protective measures for critical infrastructure
against massive wave attacks by enemy strike drones based on a set of original and new mathematical and
simulation models.

Keywords: critical infrastructure vulnerabilities; preventive measures for defense; wave attacks by strike
drones; qualitative assessment of vulnerabilities; lexicographic ordering of options; optimization of defense
potential distribution; multi-agent modeling of wave drone attacks.

time, altitude, speed, combat load, etc.) requires an
analysis of possible targets selected by the enemy [3, 4].

1. Introduction

The widespread use of new technological warfare
tools, such as UAVs, by the enemy has led to the need
to create reliable defenses for critical infrastructure ob-
jects (ClO) (transportation routes, logistics warehouses,
energy facilities, industrial enterprises, etc.) against
wave attacks by enemy strike drones [1, 2]. Improving
the characteristics of combat drones (range and flight

The set of objects that can be attacked by the enemy
makes it necessary to take preventive decisions regard-
ing the creation of defenses [5, 6]. However, limited
possibilities for the use of defensive means lead to the
search for threatening vulnerabilities, which will be
used by the enemy as targets in the first place. There-
fore, there is a complex task of analyzing possible vul-
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nerabilities that are critical for CIO when developing
preventive measures for defense and preventing their
destruction [7, 8]. After identifying threatening vulnera-
bilities, it is necessary to form a defense capability ca-
pable of ensuring protection and minimizing damage
from aggressive enemy actions [9, 10]. To create a de-
fense for vulnerable CIQOs, it is necessary to analyze the
enemy's potential strike capability in the form of a
swarm of attacking drones (F”) [11, 12]. Next, it is nec-
essary to create an appropriate defensive capability (F’)
to protect CIOs, using existing anti-drone measures (air
defense, electronic warfare, etc.), so that (F’>F”) [13,
14]. However, limited capabilities to allocate anti-drone
measures (ADM) for defense have led to the need to
identify the most threatening CIO vulnerabilities, which
must be protected first [15, 16]. Taking into account the
above, we can conclude that it is relevant to conduct
research on the analysis of vulnerabilities that affect the
damage to critical infrastructure objects in order to cre-
ate the necessary defense.

1.1. Motivation

Planning defensive actions to protect critical ob-
jects, taking into account their vulnerabilities, from
massive wave swarm attacks by enemy strike drones is
a difficult task, as it is necessary to predict possible at-
tacking actions as well as the enemy's ability to create
strike potential (F”>F’) and select targets to be attacked.
Preventive defense measures must be taken in advance
to minimize the risk of CIO damage. To do this, it is
necessary to create a set of anti-drone means using the
possibility of allocating them. Therefore, it is important
to identify threatening CIO vulnerabilities to assess the
necessary defense potential for their protection.

1.2. State of the Art and problem statement

There are a number of problems that have arisen
and are related to the protection of critical infrastructure
from massive wave attacks by enemy strike drones.
Some of them are being resolved, but there are new
problems that require research. Let us consider some of
the work in the areas listed below.

1. Formation of a set of critical infrastructure facil-
ities that need to be protected from massive enemy at-
tacks, given the limited capabilities for creating a full-
fledged defense.

The authors of [17] provide a definition of critical
infrastructure, which is used by governments to consoli-
date all resources necessary for the economic, financial,
and social systems of a country. In the US, Presidential
Policy Directive 21 (PPD-21) identifies 16 sectors of
critical infrastructure. In Ukraine, the task of forming
registers of critical infrastructure objects is being solved

using a methodology based on relevant criteria that will
determine whether a particular object is critical to the
state [18]. The integration of ten criteria with the possi-
bility of further expansion has been proposed, which is
used to prioritize the protection of critical infrastructure
facilities from attacks.

2. Identification of critical vulnerabilities of criti-
cal infrastructure facilities that affect their functioning.

The work [19] analyzes the vulnerability and risks
of critical infrastructures. The structure of the vulnera-
bility and risk analysis system is considered in connec-
tion with its application for the protection and resilience
of critical infrastructures. It is argued that the complexi-
ty of these systems requires the integration of different
modeling perspectives and new approaches to analysis.
The authors of article [20] have developed a sustainable
vulnerability model that measures and quantifies thresh-
old wvulnerability. The model reflects a system of
measures for protection and resilience, requires input
from experts in the subject area, and is deployed in a
typical natural gas pipeline system, with data uncertain-
ty taken into account through data aggregation and
modeling.

3. Forecasting the enemy's capabilities to carry out
a massive attack on multiple critical infrastructure ob-
jects.

Article [21] proposes a model of threats to critical
infrastructure that takes into account the possible syner-
gistic features of the integration of target threats and
their hybrid nature; a method for determining enemy
capabilities has been developed. A security assessment
concept has been implemented that allows the formation
of a unified threat database. The authors [22] address
the tasks of assessing hostile situations, threats, and in-
tentions, as well as forecasting these conditions for the
future for decision-making purposes.

4. Assessment of the enemy's potential strike ca-
pability in the form of a swarm of strike drones that will
be used in a wave attack on critical infrastructure facili-
ties.

Article [23] proposes a methodological approach
to assessing the combat potential of unmanned aerial
vehicle systems (UAVS), their units, and formations,
which takes into account the specific features of modern
UAVS. The approach also takes into account combat
conditions: the presence of false enemy targets and their
camouflage; the presence of UAVs of different purposes
in the group and the specifics of their joint use. Publica-
tion [24] highlights the task of assessing swarms of
strike UAVs, which are divided into combat tasks and
combat support (security) tasks. The main requirements
for performance indicators are presented, and a general
classification of indicators for the use of strike UAV
swarms is proposed, with a conditional division into
several groups.
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5. Analysis of the possibilities for creating defens-
es for critical infrastructure facilities, taking into ac-
count their vulnerabilities.

In [25], a methodology for determining the im-
portance of air defense facilities using factor analysis is
proposed. The importance of facilities is adapted to the
realities of the current situation, which is predicted and
constantly changing. This ensures high-quality planning
of air defense and assessment of its effectiveness in op-
erations. The authors of study [26] consider the issue of
comprehensive construction of a system for active pro-
tection of critical infrastructure facilities from air attack
using several types of weapons. Based on the analysis of
the enemy's use of various classes of missiles and
Shahed-type strike UAVS, the use of engineering muni-
tions is proposed as one of the means of destroying low-
flying, slow-moving air targets.

6. The problem of the rational distribution of de-
fense resources for the protection of critical infrastruc-
ture facilities under conditions of limited capabilities.

The work [27] considers the organizational and
technical aspects of building an effective engineering
protection system. According to the “fortress country”
principle developed by the authors, three types of engi-
neering protection of objects and stages of their gradual
implementation are proposed. There is a study [28]
aimed at improving the protection of critical infrastruc-
ture objects, which proposes the use of a wide range of
short-range weapon systems and complexes. The issue
of the location of protection systems directly in or near
populated areas has been resolved, as has the rational
use of weapons, ammunition, and other equipment and
materials related to the functioning of facility protection
systems.

7. Development of necessary preventive measures
to protect critical infrastructure facilities while minimiz-
ing the risk of their destruction by massive enemy drone
attacks.

Work [29] proposes a methodological framework
for assessing the risk of drone intrusion into airports,
adapted to the characteristics of drone attacks, airport
characteristics, and current operations, as well as taking
into account reasons related to both safety and security.
The structure is based on a combination of model- and
data-based approaches to: assess an airport's vulnerabil-
ity index to measure its susceptibility to drone intrusion
based on reference datasets; determine a set of event
trees to assess the risks of various threat scenarios relat-
ed to drone intrusion. The authors of article [30] imple-
mented a decision support procedure for prioritizing
threats to critical infrastructure, taking into account the
degree of risk, probability, and potential damage from
damage. The use of expert assessment methods makes it
possible to study risks to critical infrastructure in condi-
tions of a priori uncertainty, taking into account the

probabilistic nature of military actions and the stochas-
tic nature of missile and drone attacks.

This is not a complete list of problems, which con-
tinue to be supplemented by new ones in the context of
modern hybrid warfare, indicating the relevance of con-
ducting research to identify threatening vulnerabilities
in critical infrastructure facilities for planning measures
to defend them. This paper presents solutions to some of
these pressing problems.

1.3. Obijectives and methodology

There is a contradiction between the need to justify
the protection of critical infrastructure from enemy
strike drone missions and the imperfection and lack of
methods, models, and information technologies that
would allow fully conduct a systematic analysis of the
existing vulnerabilities of critical infrastructure facilities
to enemy strike drone air attacks, assess the possible
level of damage, plan preventive measures for protec-
tion, and develop the necessary defense capabilities.

The aim of the study is to create a set of models
that can be used to analyze and identify critical infra-
structure vulnerabilities to enemy drone wave attacks
and plan appropriate preventive defense actions under
limited conditions.

In accordance with the stated aim, the following
tasks must be solved:

1. Conduct a systematic analysis of the logistical
sequence of actions for planning preventive measures to
defend critical infrastructure facilities against wave at-
tacks by enemy strike drones.

2. Analyze the vulnerabilities of critical infrastruc-
ture facilities and identify the most threatening ones.

3. Develop defensive capabilities in the form of
anti-drone measures.

4. Develop a multi-agent model for analyzing pos-
sible damage to critical infrastructure facilities from
enemy strike drone attack missions.

The article is structured as follows:

Section 2 is devoted to a systematic analysis of the
planning of preventive measures for the defense of criti-
cal infrastructure facilities.

Section 3 contains an analysis and identification of
the most threatening vulnerabilities of critical infrastruc-
ture facilities to possible damage from enemy drone
attacks.

Section 4 is devoted to assessing the potential
strike capability of the enemy in the form of combat
drones and justifying the necessary defense capabilities
for protecting critical infrastructure facilities under con-
ditions of limited capabilities.

Section 5 is devoted to the creation of a multi-
agent model for analyzing possible damage to critical
infrastructure from enemy strike drone attacks.
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Section 6 contains a discussion of the scientific re-
sults and their presentation in the form of a methodolo-
gy that emphasizes the significance of the research for
practical application.

Chapter 7 concludes the article by summarizing
the conclusions and providing prospects for further re-
search and the creation of applied information technolo-
gy for planning defensive actions against enemy drone
attacks.

2. System analysis of the logistics sequence
of actions for planning preventive measures
to defend critical infrastructure facilities
from wave attacks by enemy strike drones

Critical infrastructure facilities are used by the en-
emy as targets because they have dual purposes (mili-
tary and civilian). The enemy's offensive missions, us-
ing strike UAVs, are aimed at completely destroying
CIO facilities that have vulnerabilities. Vulnerabilities
arise from the deterioration of external conditions for
CIO operation and the aging of individual components
of the distributed system, leading to degradation and an
increase in the number of vulnerabilities that can be
exploited by external aggressive influences from enemy
attacks. The enemy's preliminary actions before launch-
ing a massive attack with a swarm of strike drones are
aimed at identifying, using reconnaissance, the vulnera-
ble locations of CIO wvulnerabilities in order to inflict
maximum damage with minimum strike potential.
Therefore, it is necessary for each CIO to analyze in
advance the possible set of vulnerabilities in order to
identify the most threatening ones. The identified CIO
vulnerabilities require, first and foremost, protection
against enemy strike drone attacks. Locations where
threatening vulnerabilities are found must be protected
using anti-drone measures (ADM) in the form of anti-
aircraft, air defense, electronic warfare, etc. The exist-
ence of multiple CIOs that can be attacked by enemy
strike drones, taking into account threatening vulnera-
bilities, necessitates the rational distribution of available
ADM, given the limited possibilities for allocating them
to protect all CIOs. The assessment of the enemy's po-
tential strike capability (F'*) is the basis for the distribu-
tion of ADM, taking into account the level of threat to
CIO vulnerabilities, when creating defense capabilities
(F’) in the form of a set of ADM. It is necessary that
F'>F", which is not always possible. Thus, a logistical
sequence of defensive measures arises, which must be
investigated to create ClO protection with the presence
of vulnerabilities:

analysis and identification of possible vulnerabili-
ties — identification of the most threatening CIO vul-
nerabilities — prediction of possible wave attacks by

enemy strike drones — assessment of the enemy's strike
potential — assessment of the necessary defense poten-
tial for CIO protection (taking into account threatening
vulnerabilities) — distribution of anti-drone means
(available) for CIO protection — modeling of possible
enemy damage to CIO after vulnerabilities are exploit-
ed.

To study the presented logistical sequence of ac-
tions for defending CIO from swarm attacks by enemy
drones, it is necessary to:

1. Develop a model for identifying C1O vulnerabil-
ities.

2. Use military experts' assessments of the CIO
that will be attacked by the enemy first.

3. Develop indicators for assessing and identifying
critical CIO vulnerabilities.

4. Develop an optimization model for the rational
formation of defense capabilities in the form of ADM
for CIO protection, taking into account the enemy's
strike potential.

5. Simulate, in time, a massive attack by enemy
strike drones to analyze possible damage to CIO.

The presented list of logistical actions and neces-
sary models for research can be supplemented with new
ones as innovations appear, both operational-tactical
and technological, in modern hybrid warfare, using
wave swarm attacks by the enemy.

Thus, it can be argued that there is a need to de-
velop a set of models that will allow researching and
predicting the success of preventive measures to protect
critical infrastructure, taking into account their vulnera-
bilities to enemy air attacks using strike drones.

3. Analysis of critical infrastructure objects’
vulnerabilities, with identification
of the most threatening ones

Over time, critical infrastructure gets old, which
can lead to vulnerabilities that enemies can use to attack
with strike drones.

So, it's important to find CIO vulnerabilities and
figure out where they are so enemies can't use them to
attack.

The formation of vulnerabilities in CIOs is associ-
ated with the manifestation of the following factors:

- physical condition of the CIO;

- long period of CIO operation, with possible vio-
lation of service life;

- presence of CIO components that frequently fail
and require repair (emergency) actions;

- violation of scheduled maintenance deadlines;

- violation of CIO operating conditions;

- lack of qualified personnel to maintain the CIO;
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- the impact of aggressive external factors on the
functioning of the CIO.

Vulnerabilities that arise and deepen over time
have specific locations in distributed critical infrastruc-
ture systems that are potential targets for enemy attacks,
taking into account waves of strike drones.

This leads to the exploitation of vulnerabilities and
the disruption of CIO functioning and losses. To ana-
lyze vulnerabilities, it is necessary to develop indicators
for their assessment. In this paper, we will use the fol-
lowing indicators to assess the contagiousness of CIO
vulnerabilities:

1. Impact of the exploited vulnerability on the
overall state of the CIO — (L1).

2. Number of personnel who may be affected by
the exploitation of a vulnerability (enemy attack) — (L2).

3. Size of damage caused by enemy drone attacks
on CIO vulnerability locations — (L3).

4. Risk of man-made impact of the triggered vul-
nerability on the external environment and people (pos-
sible man-made disaster) — (L4).

5. Level of protection of the CIO location (taking
into account the category of the object) — (L5).

This is not a complete list of indicators, which may
vary depending on the characteristics of the CIO and
possible enemy attacks using strike drones.

The simplest use of the presented indicators for
vulnerability impact analysis will be carried out by ex-
perts based on qualitative assessment.

Therefore, to present the values of the indicators in
a qualitative form, we will use the linguistic variable yi,
where the index “i” is related to the i-th vulnerability of
the CIO, and “k” refers to the k-th indicator:

G — level of k-th indicator is "green"
in relation to i-th vulnerability;
O —level of k-th indicator is "orange"
Yie = in relation to i-th vulnerability; @
R —level of k-th indicator is "red"

in relation to i-th vulnerability.

Using the values of the linguistic variable yi, for
each vulnerability, we can form a set of indicator values
(L1, L2, L3, L4, L5) that characterizes the threat level
of the i-th vulnerability. At the same time, it is neces-
sary to establish in advance the priority of indicators
depending on the characteristics of the CIO and its im-
portance for the country's economy. For example, to
assess the i-th vulnerability, the following indicator pri-
ority will be used: L4, L3, L2, L1, L5. The priority of
indicators will be used to identify the most threatening
CIO vulnerabilities.

Let us consider an example of a CIO in which 10
vulnerabilities were identified after analysis. After eval-

uation by CIO specialists and military experts, a set of
indicator value tuples was created for all 10 vulnerabili-
ties in the form of options:

. ORGOG
. GOORR

. OGORG

. ROGOO

. OGGRO @)
. ROORG

. ORGRO

. ROROR

. GOGGO

10. GRROR.

[N

© 00 NO Ol b wiN

To identify the most threatening vulnerabilities, we
will use lexicographic ordering of options (corridors of
indicator ratings). After lexicographic ordering, we
have:

9. GOGGO

2. GOORR

10. GRROR

. OGGRO 3)
. OGORG

. ORGOG

. ORGRO

4. ROGOO

6. ROORG

8. ROROR.

~N = 0o

The most threatening vulnerabilities are located at
the end of the sorted list of vulnerabilities. The most
threatening is vulnerability 8, which has the following
indicator values (L4, L3, L2, L1, L5): ROROR. Howev-
er, due to limitations on the creation of defenses, in or-
der to protect all 10 vulnerabilities, we will continue to
form defensive actions for the vulnerabilities located at
the end of the sorted list. To do this, with the help of
experts, it is necessary to form a tuple of acceptable
indicator values. For example, the tuple looks like

this:|O000|.

Let's sort this tuple into a list. We get:

9. GOGGO
2. GOORR
10. GRROR
5. OGGRO (@)
3. OGORG

1. ORGOG
7. ORGRO
4. ROGOO
6. ROORG
8. ROROR.
It follows that vulnerabilities 1, 7, 4, 6, and 8 can
be classified as threatening and must be defended first.



116

ABIAIIIMHO-KOCMIYHA TEXHIKA I TEXHOJIOT'ISL, 2025, Ne 4(204)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

Thus, this section analyzes the factors that influ-
ence the formation of vulnerabilities. Indicators have
been developed to assess the impact of vulnerabilities
on the state of critical infrastructure. Enemy attacks
using strike drones lead to the excitation of vulnerabili-
ties and the appearance of damage to critical infrastruc-
ture objects (partial or complete damage). To analyze
and identify threatening vulnerabilities, qualitative as-
sessments of indicators in the form of linguistic variable
values were used. Threatening vulnerabilities were iden-
tified by lexicographic ordering of variants. The number
of threatening vulnerabilities to be protected depends on
the availability of defense resources, which is limited.

4. Building defense capabilities
in the form of anti-drone means

Analysis of intelligence data and the opinions of
military experts allow us to identify a number of critical
infrastructure objects that could be the primary targets
for massive wave attacks by enemy strike drones. To
create a ClO defense that takes into account threatening
vulnerabilities, it is necessary to assess the enemy's
strike potential (F;"") that will be used to attack the CIO.
This is very important because when creating the appro-
priate defense potential (F), it is necessary that
(F"> F{""). However, limited capabilities to allocate the
necessary amount of anti-drone assets (air defense, elec-
tronic warfare, etc.) do not allow for full compliance
with the requirement (Fy> F;”") for each j-th CIO, taking
into account threatening vulnerabilities. Therefore, there
is a difficult task of rationally allocating existing re-
sources (air defense, electronic warfare, etc.), taking
into account threatening vulnerabilities, to create the
necessary defense. Let us form indicators that will be
used to assess CIOs in conditions of martial law and
limited capabilities to create a defense potential against
wave attacks by enemy strike drones:

1. Defense potential for protecting the j-th CIO —
F.

2. Importance of the j-th CIO for the country's
economy — .

3. Risk of possible damage to the j-th CIO, taking
into account threatening vulnerabilities — R;.

For the rational allocation of anti-drone means
(ADM) available for CIO defense, taking into account
threatening vulnerabilities, we will use the integer
(Boolean) programming method. Let us introduce the
Boolean variable Xii:

1, if e—th ADM is allocated
for defending i — th vulnerabilit
of i—th CIO,

0, otherwise.

When allocating ADM resources, it is necessary to
take into account existing restrictions on the creation of
defense potential (F;*) for the j-th CIO, which is related
to the impossibility of allocating them at present. There-
fore, it is necessary to fulfill the requirement (F’<F;*),
which affects the risk of damage to the j-th CIO (R)), as
a violation of the requirement (F;”>F;”) may occur.

Let us present the indicators of defense potential
and the risk of possible damage to the CIO, taking into
account the Boolean variable Xje:

Y533 R T

=1 i=1 e=1

where fii — defensive potential created with the help of
e-th configuration of the ADM and allocated for protect-
ing the location of the i-th vulnerability of the j-th CIO;
M — the number of CIOs that need to be protected
from massive enemy attacks;
m; — number of critical vulnerabilities in j-th CIO;
ni — number of possible ADM facilities that can be
allocated to protect the i-th vulnerability.

M M M n

3R -3Y S 0)

=1 =1 i=1 e=1

where rjie — risk of damage to the j-th CIO when the i-th
vulnerability is exploited in an enemy drone attack, tak-
ing into account the e-th configuration of the ADM.

The following optimization problems can be for-
mulated for the rational distribution of ADM for pro-
tecting a set of CIOs, taking into account their critical
vulnerabilities:

1. Minimize the risk of damage to critical infra-
structure, taking into account critical vulnerabilities:

with restrictions:

F/<F*, Fj‘—ZZf”ex“e, =1L M. ©9)

i=1 e=1

2. Maximize defense capabilities to protect critical
infrastructure, taking into account the importance of
individual facilities:

MmN My N
max Fl, FI = alzzflie mzzzfzie +
i=1 e=1 i=1 e=1 (10)
My N

...+aMZZfMie,

i=1 e=1
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with restrictions:

mj n .

Fy<Fj*, Fj‘:Zijierimj:lvM (11)
i=1l e=1
mj n -

Ri<Rj*, R; :erjiexjie’j:]-’ M, (12)
i=l e=1

where Rj* — acceptable risk of damage to the j-th CIO,
taking into account its importance.

Thus, this section sets out and resolves the task of
forming the defense of critical infrastructure facilities
against massive attacks by enemy strike drones, taking
into account the existence of threatening vulnerabilities.
Limited capabilities for allocating anti-drone assets have
led to the need for their rational distribution among in-
dividual facilities, taking into account their importance.
The indicators used to assess the distribution of anti-
drone assets are in the form of defense potential and
risks of facility damage. Limited capabilities to create
the necessary number of anti-drone assets for defense
affect the significance of the risks of damage. An opti-
mization model was created for the rational distribution
of anti-drone assets among critical infrastructure facili-
ties using the integer Boolean programming method.

5. Multi-agent model for analyzing possible
damage to critical infrastructure objects
from enemy strike drone attack missions

The timing of an enemy attack mission using strike
drones is an important factor influencing the planning of
defensive measures to protect critical infrastructure,
taking into account threatening vulnerabilities. The
damage caused by an enemy attack depends on the
number of threatening vulnerabilities that have been
triggered and the fulfillment of protection conditions
(Fi’>F;”). Dynamic analysis of a possible enemy drone
attack allows assessing the scale of CIO damage and the
necessary preventive measures to minimize the risk of
damage (R;). Therefore, a simulation model was created,
with the help of which, by simulating a possible enemy
attack (flight of a swarm of strike drones), it is possible
to plan preventive measures to protect the CIO, given
the presence of threatening vulnerabilities. The simula-
tion model was developed on the Any Logic platform
and has an agent-based representation. The agents in-
clude:

1. Agent “map”. Allows you to create a map to
visualize the flight of a swarm of drones, marking their
launch sites and the locations of vulnerable objects in
the CIO.

2. “Drone swarm” agent. The characteristics of the
strike drone swarm are formed (combat potential Fj",
launch time, speed, possible movement distance, etc.).

3. “Vulnerabilities” agent. The characteristics of
threatening vulnerabilities are formed (locations, possi-
ble anti-drone measures, etc.).

4. Defense agent. ADM resources are distributed
according to CIO vulnerabilities with the formation of
defense potential (F;’).

5. Swarm flight agent. The flight of a swarm of
drones along a given route to the locations of vulnera-
bilities is simulated in time.

6. Agent “risk of damage”. The risk value Rj is set
for CIO vulnerabilities in terms of possible damage.

7. Agent “losses”. Losses are formed when CIO
damage occurs.

8. Agent “simulation control”. Possible scenarios
for a massive enemy drone attack are formed.

9. Agent “results.” After simulation modeling, the
following results are generated:

- time of the enemy's attack mission using a swarm
of strike drones;

- enemy strike potential (Fj:”);

- defensive potential for protecting C1O vulnerabil-
ities (F});

- CIO damage risk (Ry);

- launch sites of enemy strike drones;

- locations of C10O vulnerabilities;

- damaged CIOs;

- scale of damage after CIO damage.

To ensure the reliability of the results, the simula-
tion is performed multiple times. The results are aver-
aged.

Fig. 1 shows a block diagram of the multi-agent
model.

2.Drone | 1. Map | 3. Vulner-

Swarm | v ability

\ A
A 4 v
5. Swarm 8. Modeling 4. Defense
flight < control >

l N 6. Risk of

damage

9. Results
7. Losses

Fig. 1. Structural scheme of the multi-agent model

6. Discussion

A systematic representation of preventive
measures for the protection of critical infrastructure
(CIO) has been developed. Possible vulnerabilities aris-
ing during the operation of CIO have been analyzed.
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Threatening vulnerabilities that affect the possible dam-
age to CIO from enemy strike drone swarm attack mis-
sions have been identified. An assessment of the strike
potential of enemy drone swarms (F;”) that the enemy
will use when planning an attack, based on the locations
of critical vulnerabilities of CIOs, has been carried out.
An assessment of the creation of defensive potential
(F;") for the protection of CIOs, taking into account crit-
ical vulnerabilities, has been carried out. To create CIO
defense using anti-drone measures (ADM), the require-
ment (Fy’>F;”) must be met. However, limited capabili-
ties to allocate the necessary amount of ADM do not
allow these requirements to be fully met for the entire
set of ClOs. Therefore, a task arose, which was solved
in the work on the rational distribution of ADM among
the most important CIOs, taking into account threaten-
ing vulnerabilities. Multi-agent modeling was carried
out, in time, of an enemy attack mission using a swarm
of strike drones to analyze possible CIO damage after
the attack. The modeling helps to assess the scale of
damage and develop various scenarios for the enemy's
attack mission.

The following research methodology is proposed:

- a systematic representation of the sequence of
preventive measures for C1O defense;

- identification of threatening CIO wvulnerabilities
that can be exploited during a massive enemy attack
using a swarm of strike drones;

- formation of the necessary defense potential (F;’)
to ensure CIO protection, taking into account a possible
enemy attack with the strike potential of drones (F”);

- rational distribution of ADM resources according
to the location of CIO vulnerabilities;

- minimization of the risk of damage (Rj) to par-
ticularly important CIOs;

- investigation of possible massive enemy attacks
using strike drones with the help of multi-agent simula-
tion modeling;

- formation of research results for analyzing the
impact of threatening vulnerabilities and the scale of
damage to CIOs from enemy drone attacks.

The relevance of the proposed approach is related
to the need for scientific justification of the impact of
threatening vulnerabilities on the possible damage to
critical infrastructure objects due to enemy drone at-
tacks.

The developed set of models is aimed at planning
preventive measures to protect critical infrastructure
facilities that have threatening vulnerabilities. This al-
lows us to conclude that the proposed approach is time-
ly and effective for creating protection for critical infra-
structure facilities that have threatening vulnerabilities.

Future research will focus on improving applied
information technology for modeling preventive
measures to protect critical infrastructure from massive

attacks by enemy strike drones. This will ensure active
counteraction against an enemy focused on completely
destroying the country's critical infrastructure.

7. Conclusions

The conducted research allows, through modeling,
to analyze and plan preventive measures to protect criti-
cal infrastructure from massive wave attacks by enemy
strike drones, namely:

- to form a logistical sequence of preventive
measures for establishing security at critical infrastruc-
ture facilities;

- identify multiple threatening vulnerabilities in
critical infrastructure facilities that could be exploited
by enemy attacks;

- assess the strike potential and capabilities of the
enemy to damage critical infrastructure with attack mis-
sions using strike drones;

- develop the necessary defense capabilities to pro-
tect critical infrastructure facilities, taking into account
threatening vulnerabilities;

- carry out a rational distribution of anti-drone
measures to reduce the risk of damage to critical infra-
structure facilities;

- analyze various scenarios of enemy strike drone
attacks to create the necessary defense of critical infra-
structure facilities.

The scientific novelty of the proposed approach
lies in the justification of protective measures for critical
infrastructure against massive wave attacks by enemy
strike drones based on the use of a developed set of
original and new mathematical and simulation models.

Thus, the main conclusion of the study can be
drawn:

The proposed set of models allows justifying the
logical sequence of preventive measures to defend criti-
cal infrastructure facilities against massive attacks by
enemy strike drones. This will ensure the effective use
of available means of defense against enemy attacks
under conditions of limited capabilities.
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sequence of actions for creating defenses — Oleg Fedo-
rovich; assessment of the enemy's capabilities to create
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MOJIEJIIOBAHHSI 3ATPO3JIMBAX BPA3JIMBOCTEN
OB’EKTIB KPUTUYHOI IHOPACTPYKTYPH JIJI1 CTBOPEHHSI OGOPOHU
BIJ XBUJIbOBUX ATAK POIO YAAPHUX JPOHIB

0. €. Deooposuu, O. M. 3amipeus, A. B. Ilonos,
0. C. I'yoka, IO. A. Maneeea, A. B. Pubka

Cy4acHi TeXHOJOTI1, sIKI BUKOPUCTOBYIOThCSl y TIOpHIHIN BiifHI, JO3BOJISIIOTH MPOBOIUTH IPOTHBHUKY MAaCII-
TabHi aTaKyodi 1ii 3a 00’ €KTaMH KPUTUYHOI iIHPPaCTPYKTypH (TpaHCIIOPT, EHEPreTHKa, TPOMUCIIOBI TiANPUEMCTBA,
TOIO), IO BIUIMBAE€ Ha MOTIPIICHHS CTAHY SKOHOMIKHM Kpainu. Bukopucranus npotuBHukoM BIUIA, y Burmsmi
XBHWJIb POIO YIApHHUX JPOHIB, Pi3KO MiJBHUIIMIO PU3UKU ypa)keHHs 00 €KTiB KpuTH4yHOi iHppacTpykTypu (OKI), siki
JIETPAIyIOTh y Yaci Ta MaloTh 3arpo3jivBi Bpa3iuBocTi. ToMy, aKTyaJdbHO TPOBEICHHS TOCITIIKCHHS 1010 MOJIe-
JIIOBaHHS 000pOHHMX 3axo/iB st oxoporn OKI Bl MacoBaHMX TMOBITPSIHUX aTak npoTtuBHKKA. [IpeameTrom moci-
JDKEHHSI, B MyOJTikalii, € MaTeMaTH4HI Ta iMiTalliiiHa MOJeNi, sSIKi CTBOPIOIOThCS JUIA TUIAaHYBAaHHS IPEBEHTUBHUX
3axomiB moa0 oboponu OKI. MeTor noCiiPKEHHS € CTBOPEHHS KOMIUIEKCY MOJIENeH, 3a JOMOMOT OO SIKMX MOXKHA
aHaJIi3yBaTW Ta BUSIBIISITH 3arpo3JIMBi BpPa3lIMBOCTI 00 €KTIB KPUTUYHOI iHPPACTPYKTYpH, SIKi 30Y/UKYIOTHCS NPHU
XBHJIbOBHX aTakax yIapHUX JPOHIB IPOTHBHUKA, IIAHYBaTH BiJIIOBIIHI 0OOPOHHI Jii MPEBEHTHUBHOI'O XapakTepy, B
YMOBax OOMEXEHHUX MOXKJIMBOCTEH. 3aBIaHHs, sKi HEOOXiJHO BUPININTH: MPOBECTH CHCTEMHHI aHai3 ITOCIiIOB-
HOCTI /il o0 mianyBaHHs oooponu OKI; BusBuTH HaiOinbm 3arposiusi Bpasnusocti OKI, micist skux MOXyTh
OyTu aTakoBaHi MPOTHBHUKOM; 3pOOUTH palliOHaIbHUI pO3Moisl 000poHHOr0 noTeHiany s 3axucry OKI, 3 ypa-
XYBaHHSIM MOXKJIMBOCTEH MPOTHBHKKA MO0 CTBOPEHHS YIAPHOTO TMOTEHIiany, 3 BUKOPUCTAHHIM OOHOBUX IIPOHIB;
PO3POOUTH MYNBTHATEHTY IMITAIiHY MOJEb Ul aHalizy MOXJIMBUX ypaxkeHb OKI Micib MacoBaHHX aTak yaap-
HHX JPOHIB. BukopucTani MaTeMaTH4Hi METOIHM Ta MOJEJi: CUCTEeMHUI aHaji3 MPEBEHTUBHHUX 3aXOiB JUIsi CTBO-
pennst oboponn OKI; sikicHe ouinroBanHs nokasHukiB OKI s momryky 3arpo3ivBHUX Bpa3iIHBOCTEN; JIEKCHKOTPa-
(iuHe BIOPSIIKOBYBAaHHsI BapiaHTIB yIsl BUSIBICHHS MHOXHMHH akTyanbHux OKI, siki migmsirarorb 00OpOHi; HijIOYH-
cenbHa (OyneBa) onTUMI3allisl Ui PaliOHAILHOTO PO3MOALTY OOMEXEHOro 0O0OPOHHOrO MOTEHIIady 32 MICHSIMHU
po3TanryBaHHS 3arpo3nuBux BpaznuBocred OKI; MynapTHareHTHe iMiTalliiiHe MOAECMIOBAHHSA XBHJIBOBUX IPOHOBHX
aTak NMPOTUBHHKA s aHauizy ypaxxenb OKI. OtpuMani pe3yabraTi: chopMoBaHa JOricTHYHA MOCIIIOBHICTD Ipe-
BEHTUBHHX 3axofiB moao oooponu OKI; BusBieHa MHOXKMHA 3arpo3niuBux Bpaznusocrteit B OKI; npoanasnizoBaHo
yOapHHUH MOTEHIa] Ta MOXJIIMBOCTI NPOTHBHUKA miono ypaxkenocti OKI; cdopmoBanuii norpiOHUII 000pOHHUI
norenuian it 3axucty OKI; nmpoBeneHo pariioHaabHUI PO3MOIUT IPOTHIPOHOBHUX 3aCO0IB JUIS 3MEHILICHHST PHU3H-
kiB ypaxxenns: OKI; mpoMoenboBaHi pi3Hi clieHapii aTak yJapHHUX JpoHiB Ta MOxJuBi ypaxeHnHs OKI. BucHoBku:
3alPOIIOHOBAHMI KOMIIIEKC MOZEINEH 103BOJIAE OOIPYHTYBATH JIOTICTHYHY IIOCITIJOBHICTb IPOBEACHHS IPEBEHTUB-
HUX 3aXO0fiB 110J10 cTBopeHHst oboponu OKI Bix MacoBaHMX XBWIIbOBHX aTaK yIapHUX JPOHIB mporuBHUKA. Lle
3a0e3neunTh e(DEeKTUBHICTh BUKOPUCTAHHS HASBHUX MPOTHAPOHOBUX 3ac00IB 0OOPOHU BiJl aTAKYIOUHX il MPOTUB-
HHMKa, B YMOBaxX OOMEXeHHX MoxiauBocTeldl. HaykoBa HOBH3HA 3aIpOIIOHOBAHOTO IAXOIY IIOJSArae B OOIPYHTY-
BaHHI 3aXMCHHX Jii MI00 00’€KTIB KPUTHYHOI 1H(PACTPYKTYypH BiJl MACOBAHMX XBUJIOBUX aTaK yIapHUX JPOHIB
MPOTUBHHMKA HA OCHOBI BUKOPHCTAHHS PO3POOJIEHOr0 KOMIUIEKCY OPUTiHAIBHUX T4 HOBUX MaTEeMaTHYHUX Ta iMiTa-
IIHOT MOJIEIIEH.

KarwuoBi cioBa: Bpa3nuBocTi KpUTUYHOT 1HGPACTPYKTYPH; MPEBEHTUBHI 3aX0/M MIOAO0 CTBOPEHHSI 00OPOHU;
XBHJIbOBI aTaKM YIApPHUX JIPOHIB; SIKICHE OI[IHIOBAHHS BPAa3JIMBOCTEH; JIEKCUKOrpadidHe BIIOPSIKOBYBAHHS BapiaH-
TiB; ONITUMI3allisl PO3MOALTY 0OOPOHHOI'O OTEHIIIATY; MYJIbTHAT€HTHE MOJICTIOBAHHS XBIIIBOBHUX JIPOHOBUX aTak.
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