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IHOOPMALIAHO-AHAJIITUYHE 3ABE3IEYEHHS
TIPEBEHTUBHOI TA IPABOOXOPOHHOI JJII/ILHOCTI

AHoTagia. 3aBfaHHA CTATTI — BH3HAYHTH MOXJIMBOCTI Ta 3aCafH 3aCTOCY-

BaHHA [HPOpMaliHHO-aHATITHIHHX METOJHK B 3a0€311€9€HH] IDEBEHTHBHOI Ta
1IPaBOOXOPOHHOI JIA/IbHOCTI. O6I DYHTOBYETHCS, IO MEPES] MPABOOXOPOHHOO CH-
CTEMOIO [T0CTAE BAXKJ/IHBE MU TAHHS I[O[0 3aMT00ITaHHSA BUKOPHCTAHHIO I TYIHOTO
IHTEeJIEKTY Yy NPOTHIPABHHX JIAX, a4 Nepe] HaAVKOBLAMH - 3aBJaHHA BHBYEHHA
gporo geHomeHy. CTBEP/IKYETHCA, IO MEPIIHM BHAOM 00 €KTIB 3all00IraHHS
KPHMIHA/IbHHX [IPABONOPYIIEHb 3 BAKOPHCTAHHAM IITYYHOIO IHTEJIEKTY € 3ara-
JIbHI ABHINA, SIKI BH3HAIOTHCSI KPHMIHOTE€HHHMH H JJIA IHIITHX 3aX04IB TaAKOro
DpoJy: aHTHCOL[IAJIbHI BJIACTHBOCTI OCOOHCTOCTI, HEJOJIKH OXOPOHH, KPHMIHO-
reHHl cutyayii i T.0H. TexHoJIorli TpOTHIPaBHHX MOCATAHb 3 BHKOPHCTAHHAM
WITYYHOIO IHTE/IeKTY 3a3BHYaH 1epefoaqaroTs BHKOPHCTAHHA IIPOrPAMHOro 3a-
be3neyeHHA Ta Mepexi [HTepHeT. OpieHTAaNid HAa [[l 00CTABHHH BH3HAYAE 3MICT
KOHKPETHHX 3aIT0ODKHHX 3aX04IB. 3amoODKHI 3aX04H HJ040 00 €KTIB MPOTHIII
KPHMIHA/IbHHM IPABONOPYLIEHHAM 3 BHKOPHCTAHHAM QVHKIIOHAIIB LITYYHOIO
IHTEJIeKTY MaroThb IPYHTYBATHCA HA PE3Y/IbTATaX JOC/II/KEHb KDHMIHOTEHHHX
npoyecip. BpaxoByryn TexHOIONTYHY clieHPIKY 10CATaHb, IPOIOHYETHCA BHKO-
DHCTOBYBATH CaMe€ IHQOpMAaLiHHO-aHAIITHIHI IHCTpyMeHTH, Taki gk RICAS,
Shotspotter, Palantir Gotham Ta iHmil,
ABTOpH AIHII/IH BHCHOBKY, IO HA TeNEPILIHIH Yac aKTHBHO BEAETHCA pO3pPOo0-
JIEHHA creliaJIbHHX IHQOPMAI[IHHHX CHCTeM, [0 MICTATH JaHI Ipo [JeHTHPIKa-
[iHHe H JIarHOCTHYHE 3HAYeHHA 03HAK, IIPO BJAACTHBOCTI OLIBIIOCTI 00 €KTIB €KC-
IEPTHOrO JOCJI/PKEHHS, ITPO aJIrOPHTMIYHI Ta eBPHCTHYHI CIIOCOOH BHPIIIEHHS
eKcrepTHHX 3aBAaHb. KoMm'loTepHa TexHika [03B0JIAE AKHAHIIHPILIE BUKOPHC-
TOBYBAaTH LI 6AHKH JAHHX €KCIIEPTaM, AKI IpalioroTh B €KCIEPTHIH yCTaHOBI Ta
HAaBITh IIPOBOJATH JOCII/PKEHHA HA MICHI TOAIL Y Teopii H NpakTHI]I eKCITEPTHIH
34CTOCOBYETBCA CHCTEMHHH MIAXLA, TPHHOMH CTPYKTYPHOIO Td CHCTEMHOIO aHa-
JII3IB. B pe3y/ibTaTi aHa/li3y TeopeTHYHHX IIAXO04IB Td HOPMATHBHO-IIPABOBOIO
3abezmedeHHs 00iry Ta BHKOPHCTAHHA IHPOopMaIjii B MpaBo3acTOCOBHIH, IIPaBOO0-
XOpOHHIH JIAABHOCTI Ta IPH MPOBEJEHHI CY/A0BO-EKCIEPTHHX JOC/II/KEHb, BH-
3HAYHTH Miche I poJib IHQopMalii Ta IHPOpMALIHHUX TEXHOJIOITH B 3a3HAYEHHX
npoyecax. [103uTHBHHH BIIJIMB BHKOPHCTAHHA IHQOpMaLIHHHX TEXHOJIOTIH B
IPaB03acTOCYBAHHI, B IPABOOXOPOHHIH TAd €KCIEPTHIH JIA/IbHOCTI JJOCATAETHCH,
0-neplie, 3aBAAKH PaLioOHaI3aLli Mi3HaBaJIbHUX IPoLeqyD; I10-4PyTe, 4epe3 1o-
KpaljeHHs aBTOMAaTH3alll fIA/JIbHOCTI; MO-TPETE, HIJIAXOM OMNTHMI3anii IpHH-
HATTA CKJI3JHHX PILI€Hb 3 BHKOPHCTAHHAM CHCTEM, 3ACHOBAHHX HAa 6331 3HAHB.
TakuM 9HHOM, IHQOpMAaL[IHHe 3a6e3me9eHHS IPAB03ACTOCOBHOI Ta MPABOOXOPOH-
HOI JIA/IbHOCTI, & TAKOX JIA/IBHOCTI I[O/0 IIPOBEAEHHA €KCIIEPTHHX JJOC/L/DKEHb,
MO>XHA BH3HAYHTH AK CHCTEMHY 34 QOPMOI0 Ta CHCTEMATH30BaHY 3a IIPOLE]Y-
paMH, HAYKOBO OpraHI30BaHy Ta Oe3lNepepBHY JIA/IbHICTD 3 BIJOOpPY, aHAJI3y,
KJIAcHpIKaNil, cHHTE3y IHGOopMaLii, HeOOXIJHOI /IS MPABHIBHOIO 3aCTOCYBAHHSI
HOPM IpaBa, 34IHCHEHHS MPaBOOXOPOHHOI JJI/IbHOCTI 260 ) BUDILIEHHS CY/[OBO-
eKCIepTHHX 3aBJaHb.
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Korro90BI croBa: 3/109HHHICTD, 3a1106IraHHA Ta IPOTHIA 3/I0YHHHOCTI, IHPopMa-
HIHHO-aHAITHYHE 3a6€e31e49eHHS, IHYOpMAaliHHI TEXHOJIOTT], KPHMIHOJIOTTYHA IH-
Qopmalria, KpHMIHAIICTHYHA IHPOpMaIif.

[loctaHoBKa mpo6JieMH. Sk HaMu yXe 3a3Hava-
JIOCh, 3JIOUMHHICTb € HANUO6i/IbII HETATUBHUM CYyCIiJb-
HUM siBUILEeM. TpaHCHOPMYIOUYHUCH Mif| BIJIMBOM pi3-
HUX COLjaJIbHUX, TEXHOJIOTIYHUX Ta MOJITUYHUX YUH-
HUKIB, BOHA 3aBJIa€ CYTTEBY LIKOJY OXOPOHIOBAaHUM
colljaJIbHUM LIHHOCTAM, I[epelKo/pKae HopMaJib-
HOMY QYHKIIIOHYBaHHIO Jlep>KaBHUX i 'pOMaJiCbKUX
iHcTuTyLil. B yMoBax noBHoMaciTabHoi arpecii pd
NpOTH YKpaiHU HeraTUB KpPUMiHa/y CTa€ 0COGJIUBO
KPUTHYHUM. TOXK NPOTHUAIA 3JI04UHHOCTI CTA€ OJJHUM
3 rOJIOBHUX 3aB/iaHb Cy0’EKTIB 3aM06iraHHs Ta Mpo-
TUAi 37104MHHOCTI [1, ¢. 489] 51K Ha 3arasibHOCOLia/b-
HOMY, TaK i Ha creliaJbHO-KpUMiHOJIOT{4YHOMY | iH-
JuBiAyasbHOMY piBHAX. CJIiJi TAaKOX 3a3HAYUTH, 110
B3a€EMO/Iifl B JisI/IbHOCT] BCiX Cy6’€KTiB IpeBEHTUBHOI
JisIIBHOCTI € HaraJibHOI YMOBOIO yCHillHOTro 3/ic-
HEHH4 CcreljaJIbHUX 3aX0/iB 11100 00JaHHS CYCIIi-
JIbHO-IIKIZJIMBUX HACJAIAKIB 3JI04MHHOCTI [2, c. 298].

[Tornin6seHHs cycniJbHO-MOMTHYHOI Ta $iHaH-
COBO-€KOHOMIYHOI KpH3H, BiliHa, CIpUYUHEHa arpe-
cieto Pocificbkoi @eznepanii, cTuxifina mMirparist Hace-
JIEHHS$1, Ha/I3BUYalHO BUCOKUI piBeHb 6e3po6iTTs Ta
3pOCTaHHA COLiaJIbHOI He3aXUILEeHOCTI MPU3BEJH 10
coLjaJIbHOI HAIpPYXKEHOCTi, MiJABULIEHHS KPUMIHO-
FeHHOTO NOTeHIia/ly CycliJIbCTBA Ta peaJIbHOI lepc-
MeKTHBU 3POCTAaHHA 3JIOYMHHOCTI B YKpaiHi.

3 orJiAAy Ha Li 06CTaBUHY, BJ,OCKOHAJIEHHS iCHY-
I0YHX Ta PO3pP06Ka HOBUX CTpaTeTiH i 3aX0/iB 3amo06i-
raHHs 3JI0YMHHOCTI NepebyBalOTh y LEHTPi yBaru
NpeJCTaBHUKIB YCiX TiJIOK BJaJu Ta HayKoBLiB. /o
OCHOBHHUX TeHJIeHLii cy4acHOI NpaBOOXOPOHHOI Ta
MPaB0O3aCTOCOBHOI [isI/IBHOCTI, @ TAKOX 0COGJIMBOC-
Tel Cy[J0BO-eKCIIepTHUX JOC/I/P)KeHb HA Cy4aCHOMY
eTamni c/ij, BiJHeCTH X BUCOKY HAayKOEMHICTb, BUKO-
pPUCTaHHA JOCATHEHb KibepHEeTHKH, AKi BUCTYNAIOTh
KaTaJli3aToOpOM MOJAJIbIIOr0 PO3BUTKY il TpaAuLili-
HUX 3aC06iB i MeTO/iB, 10 6a3y0ThCS HA JOCITHEH-
HAX IPUPOSAHUYMX, TEXHIYHUX | TYMaHITapHUX HaYK.

Bukiaz ocHoBHOro MaTepiasy. [lepexiz Bif iHayc-
TpiaJIbHOTO CyCIiJIbCTBA J10 iH$opMalLiiHoro i nepe-
HeceHHs B KibepmpocTip He TiJIbKHU collia/ibHOI Ta fi-
JIOBOI KOMYHIiKamii, aJie i 6i/bIIOCTI aKTiB iHAWBIAya-
JIbHOI colliaJIbHOI Ta MJIaTiXKHOI aKTUBHOCTI i Maike
BCiX BU/iB TpaJAULiAHOr0 NiAIpHUEMHULITBA PU3BO-
JIUTh J10 TOTO, 1110 iHpOopMallisi CTaE CAaMOCTIHHUM 06'-
€KTOM, 3/JaTHUM BILJIMBATH fIK Ha IHAMBIJyaJbHUH,
TakK i Ha rpynoBUi 260 HABITh CYCMiJIBHUI KPUMiHO-
reHHUU noTeHUias. Take nepeHeceHHS KOMYHikaLlii
MPU3BOJUTD /10 Mirpariii B KibepnpocTip JecTpyKTu-
BHUX GOPM JII0/ICbKOI NOBEJ{HKY, BKJIIOYAIOYH TTOLIH-
peHHs1 KibepOyJTiHTy, BUKOPUCTAHHS NMPUBATHOI iH-
¢dopmaii A1 TpoBOKYBaHHSA CYIl[U/IaJbHOI MOBe/i-
HKM Ta pi3HUX BHUJIB IIAHTAXYy, IepecsifyBaHHS
Too [3, c. 146].

3Ha4yHuH BI/KMB iHGOPMAaTHUKU Ha MPaBO3aCTOCY-
BaHH#, IPABOOXOPOHHY JiAJIbHICTb Ta CyJ0BO-EKCIIe-
pPTHY NIPaKTHUKY 0GYMOBJIEHHH, [TO-TIepllie, ONTHUMI3a-
Lli€}0 Ni3HABaJIbHUX MIPOLLECIB; [10-Jpyre, N04a/IbIIO0
aBTOMaTH3alj€l0 6araTbox eTamniB MPaBOOXOPOHHOI
Ta eKCIepTHOI JifJIbHOCTI; MO-TpeTe, pauioHaJsisa-

66

1[i€10 pillieHb, 1[0 NPUIMaOThCS 32 ,0IOMOT o0 iHdO-
pManifHUX CUCTEM TOLO.

KibepHeTuka He TiJIbKM 3alpoBajiujia BUCOKOII-
POAYKTUBHUM iHPopManinHUM nifxiJ, SsKUi po3iiu-
PUB MOJIMBOCTI IPAKTUYHO BCiX BUJIB €KCIIEPTHU3, A
1 BiZKpuWJIa UIJIIXU aBTOMaTH3allil ekcnepTrs. AKTH-
BHO pO3pO6JISIIOTHCA clelia/ibHi iHpopmManiiHi cuc-
TEMHU, 1110 MiCcTATH JaHi npo ifeHTUdiKaliliHe Ta Jia-
FHOCTUYHE 3HAUYEHHS O3HaK, PO BJIACTUBOCTI 6iJb-
110CTi 06'€KTIB €KCIIePTHOI0 AOCJIiIPKEHHS, PO aJIro-
pPUTMIiYHI Ta eBPUCTUYHI MeTO/[1 pO3B'sI3aHHS eKcIle-
pTHUX 3a7a4. KoMm'toTepHi TexHoJ0Til Aal0Th MOX-
JIMBICTh MaKCHUMaJIbHO IIOBHO BUKOPUCTOBYBATH I
6a3u JaHUX eKcliepTaM, sIKi palol0Th B eKCIIepTHIN
YCTAHOBI 1 HABITh NPOBOJAATL AOCJIJXKEHHSA Ha Micii
noAil. Y Teopii Ta NpakTHL eKCIepTU3XU BUKOPUCTO-
BYETbCSI CHCTEMHUH NiJXiJl, METOM CTPYKTYPHOI'O Ta
CUCTEMHOro aHaJi3y. OfHUM i3 nepCcrneKTUBHUX IIJIA-
XiB yJOCKOHa/IeHHs ifjeHTHdiKaliHUX MPOLECIB €
BUKOpHUCTaHHS Teopii iHdopmaril.

[HbopMaliiHUU TigXix MO3BOJUTH OKPECIUTH
IIJISIXK aHaJTi3y Ta OLiHKU BTpaT iHdopMamii mpo izge-
HTUOIKaLilHI 03HAaKW Ha pi3HUX eTamax ixX Bizo6pa-
>)KeHH; BUKOPHUCTOBYBAaTHM MaTeMaTHYHUM amnapaT
JJIsl aHaJli3y He TIJIbKKM CUCTEMAaTUYHUX | 3araJlbHUX,
a ¥ BUIIQJIKOBHUX I JIOKaJIbHUX CIIOTBOPEHb O3HAK Ta
iHmMx BTpaT iHdpopMalii Ha OCHOBI €AMHOTO, yHiBED-
CaJIbHOIO MiJAX04Yy 0 HUX; 3MEHIIUTH HETOYHOCTI B
ySIBJIEHHSIX EKCIIEPTIB PO XapaKTep 03HaK [4, c. 14].

HesBaalouu Ha 6araTy NpaKTHUKYy BUKOPUCTAHHA
iHpopManifiHUX NOTOKIB B iHTeNEeKTyalbHIH Aisiib-
HOCTI Cy4YaCHOI JIIMHU Ta LIUPOKY TEOPETUYHY PO3-
po6Ky 1iei HaykoBoI KaTeropii, Ha cboroAHi He icHyE
CTaJIOTO BU3HA4YeHHS MOHATTS "iHdopMmariisa”. Lle mo-
B'sI3aHO, MMO-Tepllle, 3 pi3HOMaHITHICTIO chep 3acTo-
cyBaHHs iHdopManii; mo-apyre, 3 6araToBeKTOPHi-
CTI0 iHGOpMAI[iHHUX MMOTOKIB; MO-TPETE, 3 BEJIUKOI0
KIJIBKIiCTIO omepaTopiB, 110 06MiHIOIOTHCS (MOIIHPIO-
10Th) iHpOpMaIli€lo; mo-4eTBepTe, 3 OYPXJIMBUM PO3-
BUTKOM Cy4aCHUX KOMYHiKaIliiHUX 3B'A3KiB i TexHO-
Jorii Tomo. Ha cyTHicTh KaTteropii, mo po3srasaza-
€TbCS, TAKOX CUJIbHO BIIJIMBAE BIJCYTHICTb €JUHOI
yHipikoBaHOI HayKOBOi MOBU (TOGTO MOHSATTS BUKO-
PUCTOBYETHCS B MeKax Ti€El HAYKH, B SIKill BOHO 3aCTO-
coBy€eTbcs). PaxiBIiB BXKe He 3aJ0BOJIbHSIE CTape BU-
3HaueHHs iHopMallii, BOHH MOTPEOYIOTH GiJIbII KOH-
KPeTHUX XapaKTepuUCTHUK. TUM 6ijblie, 110 BU3HA-
4yeHb iHQopMalii icHye 6araTo, i KOXKHe 3 HUX BiJl0-
6pakae a6o cnenudiky raaysi 3HaHb, B IKid BUKOPH-
CTOBYETLCS Te YU iHIlle BU3HAUYeHHSH, abo crnenudiky
npodeciiiHol IisIbHOCTI JIIOUHH, fIKa AaJjia abo 3a-
MPOTIOHYBaJIa 1ie BU3HAYeHHs1, a60 mpocTo il ocobuc-
TUU CMaK i TEpMiHOJIOTIYHI HAXUJIU.

IITo cToCy€eTbCA HAaYKOBOTO BU3HAYEHHA L{bOTO I10-
HSATTS, TO MAKpPecJnMo, 1o iHdopMallis - 1le BU3HA-
YeHHS 3MIiCTy, OTPMMaHOTO i3 30BHILIHBOIO CBITY B
npoueci Halloro NPUCTOCYBaHHA 0 HbOTO 1 IPUCTO-
CyBaHHA [0 HbOrO HallMX MOYyTTiB. [Iponec oTpu-
MaHH$ i BUKOpUCTaHHSA iHdopMalii - 1e mporec Ha-
IIOr0 NPUCTOCYBaHHSA [I0 Helepe6auyyBaHOCTi 30B-
HIIIHBOTO CepefoBUILIA | HALIOI XXUTTEAIAIBHOCTI y
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30BHILIHbOMY Cepe/loBUIILi. 3aCTOCYBaHHS 3arajJlbHUX
3aKoHiB Teopii ¢inocodii f03BOJISIE 3p0O3yMiTH NpU-
poAHy cyTHicTh iHpopmauii, Tomy mij iHpopmaliero
O6yZieMo pPO3yMiTH MeBHY XapaKTepUCTUKY Bifobpa-
>KeHHs1 yepes Te, 110 Bi/J0Opa)KeHHSs € 3araJibHOI0 BJia-
CTUBICTIO, aTpUOYTOM MaTepii i 3aBX/JU XapaKTepu-
3yETbHCA OPraHi30BaHICTIO.

[IpoanasisyBaBlIM HaBeJleHI BUIle MipKyBaHHS,
3a3HayMMoO, 110 caMe KaTeropis BiJjoOpakeHHs €
KJII0YOBOIO, IKa /J03BOJIMJIAa PO3KPUTH TPUpoAy iHo-
pManil. KoHkpeTu3anisa 3MicTy npussesia 0 OJHOYa-
CHOI'O PO3IIMPEHHS 06cATy NOHATTA "iHopMania” i
royaJjia XxapaKTepu3yBaTH He JIAILE ACNeKT JIHJCh-
KOTro CHiJIKyBaHHS, a 1 KOMyHiKaliliHi siBUIlla B TeX-
Hinj, 6io/s0riyHUX Ta iHIIKX nMpoiecax. MU BBaXKaeMo
iHpopmarito cTpaTeriyHUM NPOAYKTOM, BOHA € OCHO-
BOIO YMPaBJIHCBbKOI [isJIbHOCTi, BifoGpakae He
TIIbKM YMOBHU iCHYBaHHA, AKICTb, 3aKOHOMIPHOCTI,
0c06/1MBOCTI 06'€KTa, QYyHKIIIOHYBaHHSA Cy6'eKTa, a 1
CUCTEMY yIIpaBJIHHSA B LjiJIOMY, 3 Ii eJleMeHTaMHU 30K-
peMa.

[TosuTUBHUM edeKT Biji BUKOpUCTaHHS iHopMa-
LiHO-aHaITUYHUX TEXHOJIOTiH y NpeBeHTHUBHIH,
NIPaBOOXOPOHHIM, MPaBO3aCTOCOBYIN Ta eKCIEePTHIN
JIJIBHOCTI JOCATAETHC, O-TIepllle, 32 PaXyHOK palli-
OHauJti3auil NisHaBaJIbHUX NPOLeAyp; O-Apyre, 3a pa-
XYHOK IiIBUILLeHHS PiBHA aBTOMaTH3auii AiA/JIbHOCTI;
MO-TPETE, 32 paXyHOK ONTUMI3alil TPUUHATTA CKJIa-
JHUX pillleHb 3 BUKOPHUCTAaHHAM CUCTEM, 3aCHOBAaHUX
Ha 3HaHHSX.

Ha Hamy fymMKy, MakcuMasibHa epeKTHBHICTb 3ra-
JAHUX 3aX0/1iB 3an006iraHHs 3JIOUMHHOCTI Ma€ 3a6e3-
ne4yyBaTUCA 3 YpaxyBaHHAM, IO-Teplle, CyTHOCTI
06’€KTY 3aMob6i>KHOTr0 BIJIMBY, MO-Jpyre, KOMIETEH-
ii cy6’ekTiB 3am06iHOT iSIBHOCTI, a TO-TPETE, Ha-
ABHMUX METO/IiB 3a1106iraHH4.

B ocTanHi gecaTUIITTS, y 3B’13Ky 3 pO3BUTKOM iH-
dopMalifHUX TEXHOJIOTiH, 3’sIBJSETbCA Jenasi Oi-
JIbllle TaK O MOBUTHU «BipTyaJbHUX» 06 €KTIB 3aro-
6i>KHOT'O BILJIMBY. Wnerbcs nepejyciMm mpo KibepsJsio-
YUHU Ta iHIII KPpUMIiHAJIbHO-KapaHi Ail, npeaMeToM
SIKUX cTa€ iHpopMaris. | He AUBHO, IO Ha JeprKaB-
HOMY piBHI NPUAIISETHCSA 0cOBINBA yBara caMe Kibe-
pbesmeli, KO BU3HAYAETbCHA 3aXULIEHICTb KUT-
TEBO BAXK/IMBUX IHTepeCiB JIIOJUHU i rpoMaJAHUHA,
CyCNiJIbCTBA Ta JiepKaBU 11i /i 4ac BUKOPUCTaHHS Kibe-
pIpOCTOpY, KOJIM 3a6e311e4yeThCSA CTaIUN PO3BUTOK
iHpopmaniiiHoro cycnizibcTBa Ta 1MGPOBOro KOMYHi-
KaTUBHOTO CepeJIOBUILA, CBOEYACHEe BUSIBJIEHHS, 3a-
nobGiranHs i HelTpaJizalis pealbHUX i TOTEHLIIHHUX
3arpos HalioHaJIbHi# 6e3melni Ykpainu y Kibeprnpoc-
Topi. [loka3oBo, 0 B Halliil KpaiHi peasi3yeTbcs
[lnan peanizanii Ctparerii ki6ep6e3neku YkpaiHu
[5], Axuil nepen6ayae po3po6Ky CUCTEMH iHAMKATO-
piB KibepGe3neku, CTBOPeHHs MiJip03/1iJiB i3 TOBHO-
Ba’KEHHSIMU BeJleHHs1 36pOHHOr0 MpOTHO0PCTBA B Ki-
6eprnpocTopi, epeKTUBHY NPOTHU/Iil0 PO3BiyBaJbHO-
niJIpUBHIN JisIBHOCTI ¥ KiGepnpocTopi Ta KibepTe-
pOpU3My, NOCUJIEHHS TEXHOJIOTIYHOro i KaZpoBOTO
[OTeHLia/ly IPaBOOXOPOHHUX OPraHiB AJif IpeBeH Ll
Ta pO3CJilyBaHHS1 KiGep3/IouMHIB, 3abe3neyeHHs
6e3neku UG POBUX MOCIYT.

BucHoBku. CiiJ; HaroJoCUTH, IO NO3UTUBHUHU
edeKT Bif BUKOopUCcTaHHS iHGOpMA[iHHUX TEXHOJIO-
rill y NpaBOOXOPOHHIH, MIPaB03acTOCOBYiH Ta eKciep-
THIU AiSIIBHOCTI JOCATAEThCS, MO-Teplile, 3a paXyHOK
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pauioHasizauii nmi3HaBaJIbHUX NPOLEAyp; MO-APYTe,
3a paxyHOK IiZiBULIleHHS piBHA aBTOMaTU3alil Aisi/b-
HOCTi; IO-TPeTE, 32 paXyHOK ONTUMIi3alii NpUHHATTS
CKJIAJIHUX pillleHb 3 BUKOPUCTAHHAM CUCTEM, 3aCHO-
BaHUX Ha 3HaHHAX. TakuM 4yuHOM, iHbOpMaliHO-
aHaJiTU4YHe 3abe3NeyeHHs] NpeBeHTUBHOI, IpaBo3a-
CTOCOBHOI Ta NPaBOOXOPOHHOI AiJIBHOCTI, a TaKOX
JislIbHOCTI, TOB'SI3aHOI 3 €eKCIIEPTHUMHU JOCJiIPKEeH-
HAMM, MOXXHA BHU3HAYUTH K CUCTeMaTU30BaHy 3a
dbopMoro i cucTeMaTH30BaHUMH MpoOLeJypaMHy, Hay-
KOBO OpraHi3oBaHy i 6e3nepepBHY JisJIbHICTb 3 Biji-
6opy, aHausizy, kjaacudikanii, cuHTely iHdopmariii,
HeoOXiZHOT J/I1 MPaBUJIbHOI'O 3aCTOCYBaHHS MPaBa,
3/1iliCHEHHS TPeBEHTUBHOI IisI/IbHOCTI Ta MPaBOOXO-
POHHOI AisiIbHOCTI 260 BUPillIeHHS CY/10BO-eKCIepT-
HUX 3aBJIaHb.
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Abstract. The purpose of the article is to determine
the possibilities and principles of application of
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information and analytical methods in ensuring
preventive and law enforcement activities. It is
substantiated that the law enforcement system faces
an important issue of preventing the use of artificial
intelligence in unlawful acts, and scientists are faced
with the task of studying this phenomenon. It is
argued that the first type of objects of prevention of
criminal offences using artificial intelligence are
general phenomena which are recognised as
criminogenic for other measures of this kind:
antisocial personality traits, security shortcomings,
criminogenic situations, etc. Technologies of illegal
encroachments using artificial intelligence usually
involve the use of software and the Internet. The focus
on these circumstances determines the content of
specific precautions. Preventive measures against the
objects of counteraction to criminal offences using
artificial intelligence functionality should be based on
the results of research into criminogenic processes.
Given the technological specificity of attacks, it is
proposed to use information and analytical tools such
as RICAS, Shotspotter, Palantir Gotham and others.
The authors conclude that special information
systems are currently being actively developed which
contain data on the identification and diagnostic value
of features, on the properties of most objects of expert
research, on algorithmic and heuristic methods of
solving expert tasks. Computer technology makes it
possible to use these databases to the fullest extent
possible for experts working in an expert institution
and even conducting research at the scene of an
incident. In the theory and practice of expertise, a
systematic approach, structural and systemic analysis
techniques are used. As a result of the analysis of
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theoretical approaches and regulatory and legal
support for the circulation and use of information in
law enforcement, law enforcement activities and
forensic research, the place and role of information
and information technology in these processes is
determined. The positive impact of the use of
information technology in law enforcement, law
enforcement and expert activities is achieved, firstly,
through the rationalisation of cognitive procedures;
secondly, through the improvement of automation of
activities; thirdly, by optimising complex decision-
making using knowledge-based systems. Thus,
information support of law enforcement and law
enforcement activities, as well as activities related to
expert research, can be defined as a systematic form
and systematised procedures, scientifically organised
and continuous activities for the selection, analysis,
classification, synthesis of information necessary for
the correct application of the law, law enforcement
activities or the solution of forensic tasks.

Key words: crime, crime prevention and
counteraction, information and analytical support,
information technology, criminological information,
forensic information.
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