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DEVELOPING INFORMATION TECHNOLOGY FOR EVALUATING
AND ENHANCING APPLICATION-LAYER DDOSATTACK DETECTION METHODS

The subject matter of this article is the methods to detect distributed denial-of-service (DDoS) attacks at the
Hypertext Transfer Protocol (HTTP) level with the purpose of justifying the requirements for creating software
capable of identifying malicious web server clients. The goal of this article is to develop an information
technology to evaluate the efficiency of DDoS attack detection methods, which will quantify their operatingtime,
memory consumption, and approximate classificationaccuracy. In addition, this paper p roposes hypotheses and
a potential approach to improve existing application-layer DDoS attack detection methodswith the intention of
increasing their accuracy and identification speed. The tasks of this study are as follows: to analyse modern
methods for detecting application-layer DDoS attacks; to investigate their features and shortcomings; to develop
a software system to assess DDoS attack detection methods; to programmatically implement these methods and
experimentally measure their performance indicators, specifically: classification accuracy, operating time, and

memory usage; to compare the efficiency of the investigated methods; to formulate hypothesesand propose an
approach to improve existing methods and/or develop new methods based on the resul ts obtained. The methods
employed are abstraction, analysis, systematic approach, and empirical research. In particular, the datasets
generated by DDoS utilities were processed using the synthetic minority oversampling technique (SMOTE) to
balance them. Furthermore, the studied DDoS attack detection methodswere implemented, including fitting the
required parameters and training artificial neural network models for evaluation. The following results were
obtained. The average classification accuracy, operating time,and random-access memory (RAM) consumption
during Internet traffic classification were determined for six DDoS attack detection methods under the same
conditions. This study has demonstrated that the development of a novel method to detect DDoS attacks at the
HTTP level with enhanced accuracy and classification speed is strongly required. The experimental results
demonstrate that the time series-based method exhibited the shortest operating time (1.33 ms for 5000 vectors),
whereas the deep neural network-based method exhibited the highest average classification accuracy (ranging
from 99.07% to 99.97%) and the lowest memory consumption (39.09 KB for 5000 vectors). Conclusions. In this
study, a software system was developed to assess the average accuracy of DDoS attack classification methods
and measure the computational resources utilized. The scientific novelty of the obtained results lies in the
formulation of two hypotheses and a potential approach to the creation of a novel method for detecting DD oS
attacksatthe HTTP level, which will have both high classificationaccuracy anda short operating time to surpass
previously studied analogues in these respects. The first hypothesis is based on the additional usage of HTTP
request attributes during Internet traffic classification. The second hypothesis is to analyse a graph of user
transitions between website pages. The article also superficially describes a potential approach that involves the
implementation of the described hypotheses as well as the proposed software architecture of an application-
layer DDoS attack detection system for the Kubernetes platform and the Istio framework, which addresses the
issue of collecting web request parameter values for websites that use the cryptographically secured HTTPS
protocol.

Keywords: DDoS; DDoS attack detection; network traffic analysis; information security; AL-DDoS; HTTP;
cryptography; software system; Kubernetes; Istio.

bank servers, while distance education is carried out us-
ing video conferencing systems and online learning
platforms. Indeed, the modern development of
information technology has made it possible to automate
a multitude of routine tasks, rapidly process vast arrays

Introduction

Motivation

The availability and reliability of Internet services

are prerequisites for successfulcompletion of most tasks
in various areas of everyday life. For example, card
payments in a shop require transaction processing on

of data, identify optimal solutions for programmed tasks,
manage complex systems in an automated manner, and
so forth. In many cases, the success of these scenarios

Creative Commons_Attribution
NonCommercial 4.0 International



https://creativecommons.org/licenses/by-nc/4.0/deed.uk
https://creativecommons.org/licenses/by-nc/4.0/deed.uk

Information security and functional safety

133

depends on the stable operation and availability of web
servers that execute relevant software and serve user
requests. Moreover, the stability of an Internet
connection and data transfer speed play crucial roles in
the field of information and communication
technologies, as they facilitate remote provision of
services to any location worldwide.

A disruption in the functioning of an online service,
in addition to causing inconvenience to customers, may
result in significant losses to the owners of the service,
including financial and reputational losses, reduced
productivity, and data privacy breaches. Therefore,
ensuring the stability of servers providing online services
is an important task in the information technology field,
which involves protecting against various types of
cyberattacks. It is also important to note that cyberattacks
have become highly effective weapons of aggression in
the context of contemporary hybrid wars [1]. Such
attacks can disrupt the functioning of critical
infrastructure and even worsen the moral and
psychological state of the population, as is unfortunately
true in Ukraine. In the context of a full-scale war, the
stability of the computer systems used by civilians or
defence forces is critical because cyber threats only
increase in such circumstances.

There are numerous types of cyberattacks that aim
to make Internet services unavailable to users, but re-
searchers distinguish a separate type of cyberattack for
this purpose — denial-of-service attacks, among which
distributed denial-of-service (DDoS) attacks are the most
well-known [2]. Furthermore, among all types of
cyberattacks, DDoS attacks are among the most prevalent
causes ofserver outages [3]. This is because such attacks
do not incur high costs or special preparation, and the
damage caused is quite significant. It should also be
noted that in Ukraine during the third quarter of 2023, the
proportion of DDoS attacks in all cyberattacks was
approximately 90% [4]. Given the growing number of
Internet of Things (loT) devices that can be easily hacked
by attackers to be used in distributed attacks, the issue of
DDoS protection is becoming increasingly critical. In
addition, as cloud computing continues to develop
rapidly, an increasing number of companies will likely
use it to provide services to customers via the Internet.
The preceding argument leads us to conclude that the
number of Internet services and cyberattacks will
continue to increase. Thus, protecting computer
resources from DDoS attacks is highly relevant.

DDoS attacks are designed to overwhelm the victim
server with an excessive number of requests; thus, the
main way to protect against such attacks is to filter
incoming traffic from malicious users. It is evident that
detecting malicious requests is significantly more
complex than blocking network packets by IP address, so
this article will focus on DDoS detection methods.

State of the art

There are numerous types of DDoS attacks, and for
systematization, scientists have divided them into
categories. One such categorization distinguishes
between attacks in the network and application layers of
the Open Systems Interconnection (OSI) model. Over the
past few decades, scientists have conducted in-depth
analyses of the characteristics of Internet traffic during
network-layer DDoS attacks and have proposed effective
methods to identify such traffic. For example, Ohsita et
al. [5] described a method for detecting SYN flood
attacks using statistical analysis. They justified that the
rate of TCP SYN packets from benign users has anormal
distribution and proved that high variance values for this
rate can be a sign of a DDoS attack. Furthermore,
Bogdanoski et al. [6] proposed an adaptive threshold
algorithm for the detection of such attacks. This
algorithm calculates the number of TCP packets with the
SYN flag set and compares it with a threshold value that
can vary depending on the total number of packets
received over a given period. In addition, Boro et al. [7]
considered a method to detect UDP flood attacks, which
first counts the number of changes in the destination port
and source IP address across packets originating from
clients and then computes the Renyi entropy based on
these obtained values. When an anomalous entropy value
exceeds a predetermined threshold range, it is interpreted
as an indicator of a potential attack. In other words, there
are many methods for detecting network-layer DDoS
attacks that are highly accurate and offer high
classification speed. Moreover, the success of defence
against network-layer attacks depends on the distribution
of data centres involved and their bandwidth capacity to
withstand heavy loads. In contrast, application layer
attacks have a quite different situation.

Bxperts have highlighted that application-layer
DDoS attacks are challenging to identify [8] because they
behave similarly to user traffic; therefore, the speed of
sending requests is no longer a reliable indicator for
detecting this type of attack, in contrastto network-layer
attacks. Although application-layer DDoS attacks have
recently been actively studied by researchers, and
appropriate methods for their identification have begun
to emerge, thereis still a gap in the understanding ofboth
the characteristics and features of these attacks and
effective methods for defending against them. Therefore,
this article focuses on application layer attacks because
existing methods either cannot detect them with high
accuracy or take a long time to determine them.
Regarding the gaps in this subject area, it is also worth
noting that authors frequently fail to provide information
regarding the operating time and memory consumption
of developed solutions in their publications.
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Thus, research into the detection of application-
layer DDoS attacks is highly relevant. Analysis of
modern methods for identifying these cyberattacks, in
conjunction with experimental evaluation of the time and
memory utilization of the corresponding software
implementations during their operation, is essential to
identify shortcomings and objectively compare the
efficiency of existing solutions. This will facilitate the
formulation of new approaches intended to enhance the
detection process of application-layer DDoS attacks.

The paper structure

The remainder of this paper is divided into six
sections and conclusions. The structural organization of
the article is given below.

In Section 1, the main purpose of this study is
outlined, and all objectives, which were fulfilled during
this research, are enumerated in detail.

Section 2 presents a comprehensive literature
review of modern methods for detecting application-
layer DDoS attacks, providing an in-depth analysis of the
current state-of-the-art techniques. In this section, six
relevant methods are examined and their respective
advantages and disadvantagesare discussed, followed by
a comparative analysis.

Section 3 describes the methodology employed
during the experiment to assess the efficiency of the
analysed DDoS attack detection methods. This section
describes the approach used to generate datasets, the
tools used to implement selected methods and develop
the test software system, and the quantitative measures
used to evaluate the accuracy, operating time, and
memory usage of the considered methods.

Section 4 presents the case study of this paper by
describing the experimental evaluation process of the
analysed methods and the results of the conducted
experiments. This section explains the dataset generation
workflow and how the developed programs process data
to prepare balanced datasets. In addition, it describes the
software implementation of the system, which assesses
the accuracy, speed, and memory consumption of the
implemented DDoS attack detection methods during
classification.

Section 5 discusses the obtained results. This
section analyses the results of each method across all
metrics and highlights their strengths and limitations.
Furthermore, in this section, the methods are described in
detail, including the selected optimal parameter values.

In Section 6, hypotheses and an approach to
improve DDoS attack detection methods are proposed
based on the analysis of the results of the considered
methods. This section outlines the architecture of the
software system for detecting application-layer DDoS
attacks and describes the developed approach.

The paper ends with the Conclusions, which
summarize the findings and highlight the scientific
novelty and practical significance of this research. In
addition, future research directions are outlined.

1. Purpose and objectives

The purpose of this study was to develop an
information technology to evaluate the efficiency of
DDoS attack detection methods. The technology will
quantify the time and memory consumption of these
methods and provide an approximate estimation of their
average accuracy. Additionally, based on the analysis of
the quantitative results obtained for existing methods,
this study aims to propose an approach to improve
application-layer DDoS attack detection methods with
the objective of increasing their accuracy and/or
detection speed.

To achieve this purpose, the following objectives
must be performed: to analyse modern methods of
detecting application-layer DDoS attacks and investigate
their features and shortcomings; to develop a software
system to assess DDoS attack detection methods; to
programmatically implement the considered methods
and experimentally measure their performance indicators
(classification accuracy, operating time, memory usage);
to compare the efficiency of the investigated methods;
and to formulate hypothesesand propose an approach for
improving existing methods and/or developing new
methods based on the results obtained.

2. Application-layer DDoS attack
detection methods

It is necessary to analyses the specifics of this
subject area and its terminology. As previously stated,
DDoS attacks are categorized into two distinct classes
according to the OSI model employed: network-layer
(NL-DDoS) and application-layer (AL-DDoS) attacks.
In fact, DDoS attacks utilize a specific communication
protocol, such as ICMP, TCP, UDP, DNS, HTTP, and
others, according to which the affiliation to the
corresponding class is determined. However, regardless
of the protocol used, each class has its own specific
characteristics: NL-DDoS attacks aim at overloading the
bandwidth of communication channels, switches, and
other network devices by sending an excessive number
of packets per unit of time, whereas AL-DDoS attacks
aim at exhausting the computing resources of the server
that processes the requests. In addition, the following
types of DDoS attacks are distinguished by the speed of
malicious traffic generation: high-rate and low-rate. The
majority of NL-DDoS attacks are high-rate (HR-DDo0S)
attacks because modern data require an extremely large
amount of data to overload them. This is achieved by
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continuously sending network packets from numerous
devices simultaneously with minimal delays, i.e. the
transmission speed under such conditions is very high.
However, AL-DDoS attacks do not require sending a
substantial amount of data at high speed because the
target server can be overwhelmed by a relatively small
number of special requests, which nevertheless require a
considerable amount of computational resources (e.g.,
CPU time or RAM) for processing. This is the reason
why application-layer attacks are commonly low-rate
(LR-DDo0S), which significantly complicates the
detection process [9]. For example, uploading large files
to a server involves a resource-intensive write operation
on disk, yet this activity often appears to be a typical
client behaviour. Thus, the peculiarity of detecting
application-layer DDoS attacks lies in focusing more on
the content of requests and their attributes when
analysing Internet traffic datarather than on the speed at
which requests are received. To gain a more
comprehensive understanding of the classification of
DDoS attacktypes, Fig. 1 shows adiagram that organizes
the types of attacks into several categories.

The identification of DDoS attacks is a binary
classification task, whereby each senderof web requests
should be assigned to one of two classes: benign or
malicious user. To determine the appropriate class,
network traffic data are collected, processed, and
analysed. This information is then used to identify the
sources of DDoS attacks using a specific classification
method. Cybersecurity experts have identified two
distinct categories of DDoS detection methods: those
based on signature detection and those based on anomaly
detection [10]. Furthermore, the latter category
encompasses a humber of additional approaches that
employ statistical analysis, information theory, artificial
neural networks, and other techniques. It is evident that
algorithms that search for matches between traffic
attributes and attack signatures in a database can identify
attacks almost instantly. However, signature-based
methods are notsuitable for detecting AL-DDoS attacks
because such attacks do not have stable attribute values
that can be used to identify them. In contrast, anomaly -
based methods can detecteven new types of attacks, but
require more time for classification. Consequently, this
paper considers anomaly-based methods, which perform
more in-depth data analysis based on certain
mathematical techniques and are able to
comprehensively classify application-layer DDoS
attacks. A clear representation of the classification of
DDoS attack detection methods is provided in Fig. 2,
which shows the hierarchical structure of these methods,
dividing them into categories and types.

No et al. [11] proposed a method for detecting
DDoS attacks using information theory to reduce the
computational complexity of calculating the information

entropy of the rate of incoming network packets from
users. The primary advantage ofthe Fast Entropy method
is its ability to accelerate the detection of DDoS attacks,
thereby enabling their rapid blocking and mitigation. In
addition, No et al. [11] provided experimental evidence
that their Fast Entropy method has the shortest
identification time and the highest classification accuracy
among existing methods based on information entropy.
However, the main limitation of the proposed algorithm
is that it was evaluated only in the context of HR-DDoS
attacks at the network layer. Therefore, the proposed
method cannot detect application layer attacks due to its
reliance ona single network layer feature.

In contrastto No et al. [11], Zhao etal. [12] selected
other attributes to analyse user behavior on websites and
used such attributes to detect AL-DDoS attacks.
Similarly to the previously mentioned method, this
method is based on information entropy but employs
other formulas for new attributes. Specifically, it utilizes
the Uniform Resource Locator (URL) of the requested
resource and the client's IP address as attributes to
calculate two entropy values for each unique client and
web server resource. The entropy of URL resources
requested by a given client's IP address is as follows :

EUPl(i):éPERL(xi)logz(PlBRL(xi)), @

where EUPI(i) is the information entropy of URLs from

the it" IP address x; ;

PRE(x;) is the probability of occurrence of the

k" URL in requests from the it" IP address x; ;

K is the number of unique URLs in requests from
the it" IP address x; .

Formula (1) can be used to identify a DDoS attack
on a specific web server resource. However, during
periods of high user activity, such as a flash crowd event
where a large number of users visit, for example, a
promotional product page in an online store, this
indicator may falsely signal a DDoS attack. Therefore,
the authors proposed another formula for calculating the
entropy of IP addresses that have accessed a particular
URL resource on the server:

ElPU(k)=§:Pi'P(uk)|og2(Pi'P(uk)), v

where EIPU(k) is the information entropy of IP ad-
dresses for the K" URL uy ;

PP (uy ) is the probability of occurrence of the ith IP
address in requests to the k" URL uy ;
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Fig. 1. Classification scheme for DDoS attack types
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Deep neural Multilayer
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Fig. 2. Classification scheme of DDoS attack detection methods

N is the number of unique IP addresses in requests
to the ki URL u .

It is argued that the proposed method can accurately
detect HTTP DDoS attacks on web servers and
distinguish themfrom flash crowd events by checking the
entropy of IP addresses that accessed a URL resource
with suspicious activity using the formula (2). However,
this approach does not consider other attributes of web
requests that could covera wider range of attacks against
web server resources. Furthermore, it is unclear how
DDoS attack detection software can obtain specified
attributes from user requests using an HTTPS protocol,
which encrypts all data between the server and client.

Laptyev etal. [13] proposed amethod to detect LR-
DDoS  attacks executed via slow  HTTP

requests. The proposed method leverages time series
analysis to predict future user behavior, thereby allowing
for the pre-emptive classification of all site visitors and
blocking suspicious ones. A key attribute is the delay
time between packets received from the client, which is
quantified using the following formula:

K
;(tiﬂ_ti)

T=A , ©)

k-1
where T is the average delay between received packets;
k is the number of packets received for analysis;
ti,1 is thetime of receipt of thei+1% packet;

t; is thetime of receipt of the ith packet.
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The construction of this time series involves
analysing the time intervals between successive user
packets using the formula (3), and the focus of the
method is to identify abnormally large delays or a trend
toward increasing delays, which is indicative of an LR-
DDoS attack. One disadvantage of this method is that
analysing the time series data for each website visitor is
time-consuming, potentially requiring a separate high-
performance computer. A further limitation of this study
was thatit only analysed the time delay between packets.
In addition, the authors of this method did not provide
any conclusions regarding the optimal threshold value for
packet delay that should signal a DDoS attack.

Dong et al. [14] proposed a method to detect DDoS
attacks based on the k-nearest neighbours (KNN)
algorithm and proposed an improvement to this method.
The KNN method classifies network packets using their
attributes, represented as a vector

(f(x1).f2(X2) eonrfr (Xn ). This
information about the number of packets, duration of
receiving all packets, totalnumber of received bytes, and
average number of received bytes per second. This
representation creates a Euclidean space, allowing the
calculation of distances between packet vectors. As a
result, by analysing the nearest neighbors of a packet
being classified, we can determine whetherit is benign or
malicious. To enhance the classification precision, the
authors of this method improved the KNN model by
introducing an additional weighting factor into the
formula to determine the class of an object as follows:

vector contains

1
W—Wl (4)

where w is the weight factor in the formula used to
determine theclass of the object;
d(xp,xi) is the distance between the object under

classification X, and the current object x;, which is se-

lected for comparison with the given data set.

The application of formula (4) yielded a commend -
ably high classification accuracy of 91%. Another
noteworthy aspect of this method is its ability to gather
attributes in software-defined networking (SDN) through
the API of network controllers. However, a significant
limitation of this method is its requirement for
preliminary training using a dataset that provides
comprehensive information about common types of
application-layer DDoS attacks. In addition, this study
does not specify how to determine the optimal value of
parameter k, which determines the number of nearest
objects considered when classifying a packet. In addition,
the proposed solution has yet to be evaluated for its
efficacy in detecting low-rate attacks.

Johnson Singh et al. [15] presented a method to
classify HTTP DDoS attacks that employs artificial
neural networks (ANN), specifically, the multilayer
perceptron (MLP) and genetic algorithm (GA). The
structure of the proposed neural network comprises three
layers: an input layer, a hidden layer, and an output layer.
Each layer contains three neurons, with the exception of
the output layer, which contains only one node. This
method distinguishes itself from other ANN-based
approaches by using a genetic algorithm to initialize
weights during model training, as opposed to the
conventionaluse of gradient descent during the backward
error propagation phase. Johnson Singh et al. [15]
proposed using three attributes as inputs to the neural
network: the number of HTTP requests, entropy, and
variance of requests within each user session. Data
collection was conducted over a recurring 20 s interval,
which, according to the authors, was sufficient for a
DDoS attack to make a website inaccessible. It is also
important to note that in this method, only HTTP GET
requests are considered for analysis. The entropy of
HTTP GET requests during the session of the it" user
within the w, timeframe is:

Cliwy)

n
1<

E(iwy) =109 +|log

i,wi)
jwt)

where E(i,wt) is the information entropy of the web re-

quests of the it" userwithin thetime interval wy ;

C; is the number of requests received from the
(iwt)

it userwithin thetime interval w ;

n is the number of unique users captured within the
time interval wy ;

A is the parameter whose value is 0 when

C(i,Wt) > C(i~Wt+1) , or 1 when C(i,Wt) < C(ith+1) .
Upon calculating the entropy indicators of userweb
requests using formula (5) overseveral time intervals, the

variance of these entropy values is obtained as follows:

Vi = ; ©6)

where V; is the variance of the entropy values of the web
requests ofthe it user;

M; is the mean value of the entropy values of the web
requests ofthe it user;

N is the number of time intervals within which all
entropy values for the it userare obtained.



138

Radioelectronic and Computer Systems, 2024, no. 3(111)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

Formulas (5) and (6) are used to calculate the values
of the key attributes which characterize the client's
behaviour during communication with the HTTP server.
The proposed method can detect application-layer DDoS
attacks on web servers with a high degree of accuracy,
and the detection rate was approximately 98% based on
the experimental results. Furthermore, the proposed
method can distinguish between DDoS attacks and flash
crowd events by comparing the variance in the entropy
values of web requests and the total number of requests
for each suspicious user. However, the proposed method
has certain limitations. It is only capable of analysing
GET requests, which represents a significant restriction
because numerous HTTP DDoS attacks employ other
web request methods, such as POST, PUT, and PATCH.
Another drawback of this method is that the proposed
attributes are based solely onthe number of userrequests.
Consequently, although the proposed method can
identify LR-DDoS attacks generated by Slowloris and
SlowHTTPTest, it is unlikely to be able to detect other
types of low-rate DDoS attacks. In addition,
classification accuracy depends on the training dataset
that contains sample requests from various types of
HTTP DDoS attacks.

Muraleedharan et al. [16] proposed a deep neural
network (DNN) model to identify slow DDoS attacks at
the HTTP protocollevel. The choice of DNN in the given
study is justified by the fact that, among all artificial
neural networks, this type has one of the highest data
classification accuracy rates. Furthermore, deep neural
networks have gained significant popularity, as
evidenced by the rapid development of large language
models (LLMs), which are constructed using DNN
architectures and have demonstrated remarkable
capabilities in natural language processing tasks. The
difference between a deep neural network and a
conventional ANN (e.g.,, MLP) is that a DNN has
multiple hidden layers with neurons rather than a single
layer. In addition, a DNN is a fully connected feed-
forward neural network; thus, each neuron is connected
to all neurons in the subsequent layer. This allows us to
recognize nonlinear relationships between data. The
DNN model proposed in this study incorporates four
hidden layers, with each layer containing the same
number of neurons as the input layer. The input data for
this model comprise a set of 80 attributes from the flow
of network packets, including protocol type, number of
received bytes, packet count, and transmission speed.
Thus, the input and hidden layers contain 80 neurons. In
order to train the model, the open dataset CICIDS2017,
which contains all of the aforementioned attributes, was
employed, as well as a class label for each packet. This
label indicates benign traffic or one of the four DDoS
tools: Slowloris, SlowHTTPTest, Hulk, and GoldenEye.
The main feature of the proposed method is that it

performs multi-class classification, which enables
determination of the name of the program that generated
the detected DDoS attack. Thus, the output layer of the
DNN comprises five neurons, each responsible for a dis-
tinct class: benign traffic and four DDoS utilities. Among
the aspects ofthe implementation of this neural network,
the following should be noted: ReLU (rectified linear
unit) and Softmax activation functions were used for the
hidden layers and the output layer, respectively; the
Adam (adaptive moment estimation) optimization
algorithm was used to train the model; and the categorical
cross-entropy loss function was chosen for classification.
The proposed method exhibits a remarkably high
classification accuracy rate of nearly 99%, which
significantly  outperforms the existing methods.
However, the accuracy of the proposed method was
derived from a relatively small dataset comprising only
6000 attribute vectors, with only 2000 representing
benign traffic. The limited sample size raises concern
about the practical applicability of the findings. To obtain
more objective results, it is advisable to employ a
balanced datasetand a more substantialand diverse data
collection to thoroughly evaluate the proposed method.
Although this study did not measure the classifier's
operating time, given the complexity of DNN and the
high dimensionality of the data, it is fair to say that this
method has a relatively low attack detection rate
compared to the other analysed methods. In the DDoS
attack detection context, any delay is a significant
disadvantage because it is important to identify the attack
before it makes the website unavailable to users. Another
challenge in implementing this method is the
considerable time required to train the model and the
necessity to find a balanced dataset with different types
of HTTP DDoS attacks.

This section presents a comprehensive analysis of
six DDoS attack detection methods, evaluates their
advantages and weaknesses, pinpoints their limitations,
and explores their potential use in identifying DDoS
attacks at the application layer. In addition, a set of key
criteria was established to compare the abovementioned
methods (Table 1).

According to Table 1, the EUPI-EIPU [12], Time
series [13], MLP-GA [15], and DNN [16] methods can
be employed to detect application-layer DDoS attacks. In
addition, the KNN [14] method can be used if new
attributes that characterize AL-DDoS attacks are
selected, and in such cases, the model is trained on a
dataset containing the corresponding features. In
addition, almost each of the above methods is capable of
identifying LR-DDoS attacks; however, the authors have
not conducted exhaustive experimental trials to test their
proposed solutions against different types of attacks. For
example, the authors ofthe MLP-GA [15] method did not
assess the classification accuracy of low-rate DDoS
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Table 1

Comparative characteristics of DDoS attack detection methods

Criteria | OSI model Attributes Requirements for usage Type of DDoS attacks
layers; supervised parameters
Method protocols employed learning tuning NLo| AL [ HR LR
3 4 Icvp, | SPeedof
Fast entropy [11] TCP UDP’ receiving - + + - + -
’ packets
URL of the
. request, IP
EUPI-EIPU [12] 7; HTTP address of the - + — + - +
client
. . 4,7, TCP, delay time
Time series [13] HTTP between packets - * B * h *
number of
i packets and
3, 4; ICMP,
KNN [14] TCP. UDP bytes,speed and + + + - + -
’ duration of
receiving bytes
number of
MLP-GA [15] 7: HTTP requests, their + _ I I R
entropy,
variance
. properties of
4,7; TCP,
DNN [16] HTTP network packet + _ _ + _ +
flow

attacks. In addition, the number of requests does not
adequately characterize LR-DDoS attacks, it is advisable
to use other attributes in entropy calculations when using
this method. Therefore, selecting the optimal attributes to
detect low-rate AL-DDoS attacks is an important task.
Upon examination of the data presented in Table 1, it is
evident that the HTTP is the most prevalent application-
layer attack protocol. It is also important to note that all
methods require preliminary preparation prior to use,
including finding thresholds for correctly signalling an
attack, selecting parameters (e.g., k for KNN), and
training a model for machine learning methods.

In order to draw final conclusions about the analysis
of modern methods for detecting application-layer DDoS
attacks, it is necessary to compare the classification
accuracy, operating time, and memory consumption of
these solutions under the same experimental conditions,
specifically, with the same set of test data, the same
amount of free computing resources of the same
computer, and the same programming language for
simple meeting software components and their
dependencies.

3. Methodology

The methodology of the experiment to determine
the efficiency of the analysed AL-DDoS attack detection

methods requires discussion. This step is necessary to
objectively evaluate the considered solutions in a
common environment using the same test data. The
experimental study consistsofthree parts: preparation of
the dataset, implementation of the methods and software
system for testing, and quantitative evaluation of the
method efficiency.

The purpose of the dataset preparation phase is to
generate a dataset comprising network packets typical of
both benign and malicious traffic, which are
subsequently employed to train models and verify the
accuracy of the classification methods. Because the
available public datasets contain a limited number of
examples of HTTP LR-DDoS attacks [17], we decided to
generate a new dataset. This involves preparing a web
server, finding utilities to simulate relevant DDoS
attacks, capturing the generated network traffic,
processing the captured data according to the
requirements of the classifiers, and saving the resulting
data in a structured format. To generate low-rate DDoS
attacks at the HTTP protocol level, several utilities have
been selected, each differing in their method of

generating malicious traffic [18]. Specifically, the
following programs are involved: Rudy [19],
Slowloris [20], SlowHTTPTest [21], PyDDozZ [22],

Hulk [23], and GoldenEye [24], most of which generate
LR-DDoS attacks. The victim is a web server serving a



140

Radioelectronic and Computer Systems, 2024, no. 3(111)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

website with multiple pages (URLs) using the HTTP
protocol, which provides web request attributes in an
unencrypted format, allowing them to be obtained
directly from the network packet. This serveris launched
from the source code [25] on a local computer, where
DDoS attacks are generated.

To obtain user traffic, it is proposed to manually
visit website pages. However, the number of such visits
will be too small; thus, a special algorithm should be
employed to increase the number of minority class
examples to correct the dataset imbalance. It is also
crucial that such algorithm should be responsive to non-
stationary processes of traffic changes, thereby ensuring
that synthetic data generated accurately reflect the
dynamic nature of network traffic. However, given that
each dataset in this study contains only a single manually
generated instance of a DDoS attack without any
additional concurrent events, the requirement for this
algorithm to adapt to fluctuating traffic patterns is not
applicable in this case.

Additionally, it is necessary to develop a program
thatanalyses and processes the captured network packets
to select and store the necessary attributes in a structured
format. The Python programming language should be
used to create such a program because it offers many
libraries for processing network data (e.g., CICFlowMe -
ter [26] and pyshark [27]), which significantly simplifies
the process of searching and selecting network packet
attribute values. Moreover, software development using
Python is fast because of its concise syntax. Despite the
low execution speed of Python programs, primarily due
to the use of an interpreter, this is not a significant
disadvantage in this case because the primary goal in this
case is to obtain processed data.

The analysed methods for detecting DDoS attacks,
as well as the software system for testing, were
implemented in the Go programming language since it is
important to obtain values for the operating time of the
corresponding solutions under the same conditions. Go is
a compiled programming language, so the execution
speed of developed programs is high and comparable to
other compiled languages. In contrast, Python is
relatively slow. Although Python offers numerous
packages for data processing and machine learning, these
often execute calls to compiled libraries written in C,
which compromises the objectivity of comparing
different methods. To implement the software system, a
strategy design pattern was selected to facilitate the
convenient interchange of different DDoS attack
detection methods during testing. Furthermore, methods
requiring supervised learning are trained on a training
dataset, which is a subset of a previously prepared
dataset. In addition, the training dataset is used to select
optimal parameter values as required.

A quantitative evaluation of the methods was
conducted by measuring the following indicators:
average classification accuracy, operating time, and
RAM usage using the developed software. The efficiency
of the methods was evaluated using atest dataset that was
extracted from the main dataset generated during the first
phase. In particular, the accuracy of DDoS attack
detection methods is calculated as binary classification
accuracy, which represents the proportion of correctly
classified vectors to the total number of classified
vectors. This approach only provides a general estimation
of accuracy, which means that the resulting value is
somewhat approximate and may notfully reflect the true
accuracy of the method. This limitation arises because
DDosS attacks are typically non-stationary processes, and
the characteristics of traffic may vary over time. In
dynamic network environments, short-lived DDoS
attacks may go undetected, resulting in a small number
of false negatives that do not significantly impact the
overall accuracy score. Therefore, the accuracy score
may be misleadingly high. However, in this study, each
DDoS dataset was designed to contain only a manually
generated DDoS attack, resulting in a more uniform
traffic pattern. In addition, benign traffic was assumed to
be evenly distributed throughout the attack duration,
which simplified the evaluation process. Although this
approach to calculate accuracy may not be suitable for
more complex, real-world scenarios with multiple attacks
and highly dynamic traffic, it is a reasonable
approximation in the current controlled setting. Given
these constraints, the goal of this study is not to determine
the exact accuracy of DDoS attack detection methods;
rather, we evaluate their performance under controlled
conditions. Accordingly, binary classification accuracy
was employed, and it was calculated using the following
formula:

TP+TN

= ) (7)
TP+FP+ TN +FN

where AC is the average classification accuracy;

TP is the number of correctly classified attribute
vectors of DDoS traffic;

TN is the number of correctly classified attribute
vectors of benign traffic;

FP is the number of vectors incorrectly classified
as DDoS traffic attribute vectors;

FN is the number of vectors incorrectly classified
as benign traffic attribute vectors.

For all the analysed methods, it is necessary to
calculate the average classification accuracy for each
type of HTTP DDoS attack generated by the previously
mentioned utilities using formula (7). Future research
may investigate more comprehensive metrics and
adaptive approaches for evaluating classification
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accuracy, which would be better suited to varying traffic
conditions and multiple attack scenarios. In addition, the
operating time and RAM consumption of the developed
software solutions should be measured several times
using the built-in profiling tools in Go. The analysis
should be based on the average values of these metrics to
eliminate the impact of random factors.

It is important to note that the Fast entropy [11]
method has not been experimentally evaluated, i.e., its
accuracy, operating time, and memory consumption have
not been measured. This is due to the fact that this method
was designed for the specific purpose of detecting only
network-layer DDoS attacks and relies on an attribute
that characterizes only high-rate attacks.

4. Experimental evaluation of methods

During the preparation of the test dataset, several
Bash scripts and Python programs were developed and
employed to perform the necessary tasks. These tasks
included deploying a web server, collecting Internet
traffic parameters, generating DDoS attacks, processing
network packets, and extracting the necessary packet and
web request attributes for the analysed methods. To
capture the traffic, the tcpdump utility was usedto listen
toall network interfaces and to save any network packets
sent to or from the running web server. In other words,
all incoming and outgoing traffic from the test website
was monitored, and filtering was based on the port
number of the sender or receiver matching the port
number on which the website was running. Packets were
captured during the execution of each DDoS attack
generation tool for 5 min, except for Hulk [23] and
GoldenEye [24], for which the capture duration was 5 s
because thesetools generate high-rate attacks. The traffic
capture results were recorded in PCAP files.

The simulation of user traffic was conducted by
manually opening website pages from three different
browsers simultaneously and performing typical user
actions such as registering on the site, authorization,
creating and editing elements and uploading photos. To
generate DDoS attacks, relevant utilities are launched
from the corresponding source code [19 —24]. Each

utility was executed sequentially via scripts while the
network traffic was captured, resulting in 6 PCAP files
for the respective DDoS utilities and one additional
PCAP file describing the user traffic. The settings used
for the DDoS utilities are listed in Table 2. In addition, it
should be noted that whenever possible, DDoS tools are
configured to generate random URLs, headers, and
request bodies.

Two distinct approaches were employed to process
the obtained PCAP files with the objective of extracting
the necessary attributes of Internet traffic from both the
network and application layers. This was necessary be-
cause the Time series [13], KNN [14], and DNN [16]
methods rely on the attributes of network packet flow,
whereas the other analysed methods rely on information
from HTTP requests. To calculate packet flow
characteristics  from  the PCAP  files, the
CICFlowMeter [26] program was employed, which was
used to create a dataset for training the DNN [16] model.
The CICFlowMeter [26] program provides a total of 80
attributes about packet flow, including all necessary
network layer attributes for the Time series [13] and
KNN [14] methods. Finally, the calculated attributes are
exported to CSV files. A Python program was developed
and used to obtain information about HTTP requests.
This program analyses the contents of packets in the
PCAP file using the pyshark [27] library and extracts the
parameters of each HTTP request from the TCP protocol
data into a separate array even if the request is not fully
completed. Subsequently, all captured web request
attributes are written to a CSV file, including the IP
address, port number, date and time the request was
received, request method, URL, and the User-Agent of
the request. Therefore, for seven different classes of
captured data, the two programs produced 14 CSV files.
The number of packets and requests from each Internet
traffic source obtained as a result of the above data
processing steps is shown in Table 3.

Since almost all of the DDoS detection methods
analysed in this study perform only binary classification,
and their identification accuracy can vary significantly
depending on the type of attack, it was decided to create

Table 2
Parameters of utilities for generating DDoS attacks
Parameter Reque.st Delay Nummber of Numper of Operating
Request methods | body size, between threads client time. s

DDoS utility KB requests, s sockets '
Rudy [19] POST 5120 3 100 100 300
Slowloris [20] GET - 15 1 150 300
SlowHTTPTest [21] GET - 10 1 150 300
PyDDoZ [22] GET and POST - 04 128 128 300
Hulk [23] GET - - 1022 1022 5

GoldenEye [24] GET and POST - - 5 150 5
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Table 3
The amount of information after processing the generated traffic from various sources
. Number of obtained attribute vectors
Source or type of traffic —
at the network layer at the application layer
Benign 67 492
Rudy [19] 346 100
Slowloris [20] 600 600
SlowHTTPTest [21] 430 210
PyDDoZ [27] 739 1484
Hulk [23] 2887 3008
GoldenEye [24] 2473 2471

datasets in which usertraffic dataare combined with data
from each DDoS attack source for the network and
application layers separately. This approach allows for a
more accurate determination of the efficiency of these
methods by classifying specific DDoS utilities, thereby
identifying potential gaps in their implementation.

As shown in Table 3, combining benign traffic with
any other source of DDoS attacks into a single dataset
creates an unbalanced dataset, which typically results in
inefficient training of machine learning models and,
consequently, degrades classification  accuracy.
Therefore, another Python program was developed that
combines information from two CSV files, one
representing benign traffic, into one datasetand balances
it by increasing the number of minority class values using
the SMOTE [28] algorithm. However, it is important to
acknowledge the limitations of using the SMOTE
algorithm when balancing datasets containing network
traffic data because it does not account for the non-
stationary behaviour of DDoS attacks. Despite this
limitation, the relatively stable network environment
captured in the datasets, which were generated under
controlled conditions in this study, allows for the
utilization ~ of more  straightforward  balancing
approaches. Because benign traffic remains consistent
throughout a single instance of a DDoS attack, the
SMOTE algorithm remains a feasible choice for this
study. However, in future research involving more
dynamic network environments, it will be essential to

develop a more advanced algorithm that can adapt to
non-stationary traffic changes to ensure the reliability of
the measured classification accuracy values of detection
methods. Additionally, a dataset containing network
traffic  attributes from all sources of DDoS
attacks [19 — 24] was generated and balanced for the
DNN [16] method to evaluate the accuracy of the multi-
class classification. As aresult, 13 balanced datasets were
created. The number of classes in each of the prepared
datasets is given in Table 4.

For experimental evaluation of application-layer
DDoS attack detection methods, a software system was
developed in Golang, implementing the analysed meth-
ods [12 —16]. The proposed system performs the
following tasks: reading data from the generated datasets,
training models or tuning parameter values for the
corresponding methods, measuring their classification
accuracy, operating time and memory usage, and
exporting the obtained metric values to CSV files.
Although Golang lacks the concepts of classes and
inheritance, it supports interfaces, structures, and
methods, thus enabling interface implementation
features. In addition, Golang facilitates code reuse and
modularity via the composition of structures.

The developed software system is the core
component of the information technology designed to
evaluate the efficiency of DDoS attack detection
methods, and its primary workflow is illustrated in Fig. 3.

Table 4

Number of instances of each class in generated datasets

. Number of Internet traffic attribute vectors
Class name in the ——
Dataset name dataset at the network layer at the application layer
by class in total by class in total
1 2 3 4 5 6
. Benign 346 492
B d Rudy [19 692 984
enign and Rudy [19] Rudy [19] 36 492
. . Benign 600 600
Benign and Slowloris [20 - 1200 1200
9 wloris [20] Slowloris [20] 600 600
. Benign 430 492
B d SlowHTTPTest [21 860 984
enign and Siow est [21] SlowHT TPTest [21] 430 492
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Continuation of Table 4

1 2 3 4 5 6
. Benign 739 1484
Benign and PyDDoZ [22 1748 2968
9 y [22] PyDDoZ [22] 739 1484
Benign 2887 3008
Benign and Hulk [23 5774 6016
g [23] Hulk [23] 2837 3008
Benign 2473 2471
Benign and GoldenEye [24 4946 4942
g ye [24] GoldenEye [24] 2473 2471
Benign 2887
Rudy [19] 2887
Benign, Rudy [19], Slowloris [20], | Slowloris [20] 2887
SlowHTTPTest [21], PyDDoZ [22], | SlowHTTPTest [21] 2837 20209 -
Hulk [23] and GoldenEye [24] PyDDoZ [22] 2887
Hulk [23] 2887
GoldenEye [24] 2887
sD;;%sests Specifications of
cting existing DDoS attack
(file path, Array of dataset detection methods
name, Load datasets | = properties and traffic
and type) | of benign and attribute vectors
—| DDoS network N
traffic
I 1 Initialise DDoS
attack detection ’ ]
Obtained accuracy CSYV files of
Names of DDoS methods | ) values of DDoS evaluation
attack detection 2 attack detection results
methods 4 methods across all
Evaluate accuracy datasets >
- Instances of DDoS ] of all DDoS attack
attack detection detection methods ;
Name of dataset to methods with \_p| across all datasets Obtained operating
assess operating time interfaces for training 3 time and memory
and memory usage and evaluation of {Evaluate operating usage values of
classification time and memory DDoS attack
usage for all DDoS detectlobn :n:thodfs
Batch sizes of dataset attack detection |1/ ;cgods:tasest: eso
to assess operating methods across
time and memory usage batches of the
dataset 7
4 Lpp| Export evaluation
Path to output \_p| resultsinto [~
directory CSV files
Output directory for 5
CSV files saving the resulting files ’
of datasets [
NODE: TITLE: Evaluating the efficiency of DDoS attack detection |NUMBER:
AO methods
1

Fig. 3. IDEFO diagram of information technology for evaluating
the efficiency of DDoS attack detection methods

Fig. 3 shows an IDEFO diagram that illustrates the  each method across all datasets, assessing theiroperating
processes involved in assessing DDoS attack detection  time and memory usage, and exporting the results to CSV
methods, as well as their inputs, outputs, controls, files. This diagram provides a high-level overview of
resources, and interconnections. The main process (A0) how the developed software system orchestrates these
is divided into five constituent steps: loading datasets,  tasks in the overall information technology framework. It
initializing detection methods, evaluating theaccuracy of  is important to note that the evaluation processes in
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activities A3 (accuracy evaluation) and A4 (operating
time and memory usage evaluation) are crucial and
closely interrelated and are managed by the same module
in the software system. Because of the similarities
between these two processes, only the first is explored in
depth. For amore detailed breakdown, the decomposition
of process A3 is illustrated in Fig. 4.

Fig. 4 illustrates the IDEFO decomposition of
activity A3 from the top-level diagram in Fig. 3. This
decomposition highlights that the process of evaluating
the accuracy of DDoS attack detection methods is
divided into five principal stages: selecting appropriate
datasets for each method, splitting datasets into training,
validation, and test subsets, training models of each
method on all datasets, predicting traffic types for test
subsets, and calculating classification accuracy using the
predicted and expected values. The selection of an
appropriate dataset is essential because this study utilizes
two distinct types of datasets: one representing traffic
data at the network layer and application layer. Each

considered DDoS attack detection method is designed to
operate with only one of these data types; thus, it is
necessary to filter and match the supported datasets for
each method during the initial step (A31). The model
training process (A33) and traffic type prediction (A34)
processes are implemented in accordance with the
specifications of the respective DDoS attack detection
methods, as detailed in Section 2 of this paper. The
classification accuracy at the final step (A35) was
calculated using the methodology outlined earlier in this
article.

IDEFO diagrams do not fully illustrate how the
corresponding stages handle arrays of input data and
other detailed operations, which are crucial for
understanding the process. Therefore, Fig. 5 presents a
flowchart of the algorithm to evaluate the accuracy,
operating time, and memory usage of DDoS attack
detection methods. The algorithm is implemented as a
universal software module that is applicable to processes
A3 and A4, as shown in Fig. 3.

Specifications of
_j existing DDoS

2_\

parameters of
each method for
all appropriate
datasets
3

Instances of DDoS attack detection
methods with interfaces for training
and evaluation of classification

{ attack detection
7 methods
Selegt ¢ Compatibility of datasets with
—p| appropriate DDosS attack detection methods
datasets for
each DDoS
> attack detection Obtained
method St al Training and InstaEcijes of _DDOS accuracy values
1 p validation attac| ete_ctlon of DDoS attack
. datasgt; datasets methods with detection
Array of dataset \)253;;%2'2?1’(‘ initialised methods across
properties and traffic [ Train the model parameters and/or all datasets
: test subsets trained models for
attribute vectors and/or tune the

Test datasets

all appropriate >

datasets Prediction results of
traffic type for each
test datasets by
appropriate DDoS
attack detection

methods

4 e
% Calculate classification

 Predict traffic type

for each attribute
vector in test

datasets by all
DDoS attack

4 DDosS attack detection
method across all | J
Array of sets containing method datasets by comparing

name, dataset name and
reference to prediction results

detection methods accuracy for each

predicted values to
expected values

NODE: TITLE:

A3

Evaluate accuracy of all DDoS attack detection
methods across all datasets

NUMBER:

Fig. 4. IDEFO diagram of the accuracy evaluation process
for all DDoS attack detection methods on all datasets
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G Yes °
No No
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;
[

d := select next
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from the list D .
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bytes allocated for
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t, ;= current time

p := predicted
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and d;
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total (= th- ta
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format
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files into output
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Fig. 5. Scheme of the algorithm for evaluating accuracy, operating time,

memory usage of DDoS detection methods
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The algorithm, which is illustrated in Fig. 5,
outlines the steps involved in selecting datasets, training
models, classifying test data, and calculating
performance metrics. Itaccepts various input parameters,
such as dataset specifications, method names, batch sizes,
and repetition count. The flow of the algorithm begins by
iterating through all considered DDoS attack detection
methods. For each method, the algorithm processes all
datasets and splits them into training and testing subsets.
Once a method is trained, the algorithm determines
whether batch sizes have been specified and, if so,
iterates through them, slicing the test dataset accordingly.
During evaluation, it measures the cumulative allocated
heap bytes before and after the prediction process, as well
as the time required to make predictions on the test
dataset's attribute vectors. The results, including the
calculated accuracy, operating time, memory usage,and
associated input parameters, are then appended to a
dedicated array. If a repetition count is specified, the
evaluation is repeated with the same parameters for the
number of provided repetitions. Finally, the consolidated
results are written as CSV files. Note that the inputs of
the batch size and repetition count are optional. When
only the accuracy needs to be measured, the batch sizes
are provided as an empty set, and the repetition count is
set to zero. However, to evaluate the operating time and
memory usage, the algorithm takes a set of batch sizes
and a repetition count, which enables the assessment of
performance across different input sizes and the
generation of average results through repeated
evaluations.

It is essentialto examine the details of the software
implementation of the proposed system, which is
designed to evaluate the efficiency of DDoS attack
classification methods. The source code is organized into
several packages, each containing elements intended for
the same purpose. The “Dataset” structure in the package
of the same name represents a dataset and includes fields
where relevant information is stored. Additionally, this
structure implements methods for loading data from a
CSV file and retrieving various data, including an array
of attribute value vectors, a set of class names found in
the dataset, the OSI model layer corresponding to the
stored attributes, and the total number of vectors in the
dataset. In the “results” package, the “PredictionResult”
and “ResourceUsage” structures represent information
about classification accuracy and computing resources
used, respectively. Together, they are included in the
“EvaluationResult” structure, which, through
composition, describes the performance indicators of a
method during testing on a specific dataset, with the
dataset's name also reflected in the structure. Each DDoS
attack detection method is evaluated through a series of
experiments, during which the datasets and size of the
test samples are varied. The quantitative indicators

calculated during each experiment were stored in the
“EvaluationResults” structure, which consisted of the
method name and an array of “EvaluationResult”
instances that reflected the results of each experiment. In
the “methods” package, each DDoS attack detection
method is encapsulated within its own structure, which
implements the “DDoSDetectionMethod” interface. This
interface includes several functions essential for utilizing
classification methods, such as “GetName”, which
returns  the full name of the method;
“IsDatasetAccepted”, used to verify compatibility of the
method with a given dataset; “Train”, which takes a
dataset to either train the model or initialize method
parameters; and “Evaluate”, which assessesthe method's
classification accuracy using a specified test sample size
and returns results. The above elements from the
“methods” package implement the strategy design
pattern, where the “DDoSDetectionMethodsAssessor’
structure from the “benchmarks” package plays the role
of the context. This structure evaluates all DDoS attack
detection methods in the “EvaluateAllMethods”
function, where it sequentially changes strategies, i.e.,
instances ofthe corresponding method structures, that are
added in advance by the “AddDetectionMethod”
function. Then, this structure executes the “Train” and
“Evaluate” functions for each new strategy. In addition,
when “EvaluateAllMethods” is executed, each strategy is
tested on all datasets added by the “AddDataset”
function. Finally, the obtained results are exported to
CSV files using the “ExportEvaluationResultsToCSV”
function from the “DDoSDetectionMethodsAssessor’
structure. The UML class diagram for the developed
structures and interfaces (Fig. 6) provides a
comprehensive overview of the software system,
highlighting the interrelationships among the various
components.

During the implementation of the software system
third-party modules were used:sklearn [29] to search for
k-nearest neighbors and construct a multilayer
perceptron, go-deep [30] to generate a deep neural
network model, and gonum [31] to manipulate the
matrix  The experimental evaluation results of the
average classification accuracy of application-layer
DDoS attack detection methods [12 —16] for all
considered datasets are presented in Table 5.

As illustrated in Table 5, the DNN [16] method was
the sole approach evaluated on a large-scale dataset that
incorporated the generated data from all DDoS
utilities [19 — 24], as it is the only method capable of
performing multi-class classification. It is important to
note that in this case, the average classification accuracy
was calculated based on the proportion of correctly
matched predictions to the expected class names for each
network flow relative to the total number of vectors in the
sample.
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To evaluate the operating speed of the meth-
ods [12 — 16], three consecutive measurements of the
classification time were taken for samples from the Be-
nign and Hulk [23] dataset of different sizes: 100, 500,
1000, 2500, and 5000 vectors. Subsequently, the

results\

arithmetic means of the obtained values from the three
measurements were calculated for each experiment. The
results of measuring the operating times of the methods
are given in Table 6.

@ EvaluationResult

o Dataset *datasets.Dataset

@ ResourceUsage

0O MemoryUsageBytes uint64
© TimeConsumed time.Duration

© Description string

l

@ EvaluationResults

© MethodName string
© ObtainedResults []*EvaluationResult

© SaveResultsToCSVFile(path string) error

© GetMemoryUsageKB() float64

© GetMemoryUsageMB() float64
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@ PredictionResult
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o FalsePositive int
© FalseNegative int

@ GetAccuracy() float64
© GetSizeOfTestDataset() int
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© GetEvaluationResults() []*results.EvaluationResults
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Fig. 6. UML class diagram of a software systemto test DDoS attack detection methods



148

Radioelectronic and Computer Systems, 2024, no. 3(111)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

Table 5

Average classification accuracy of application-layer DDoS attack detection methods on different datasets

Average classification accuracy of the method, %
Dataset name EUPI-EIPU | Time series KNN MLP-GA DNN
[12] [13] [14] [15] [16]
Benign and Rudy [19] 91.67 94.42 99.42 97.17 99.44
Benign and Slowloris [20] 95.74 97.24 99.83 96.33 99.5
Benign and SlowHTTPTest [21] 94.55 87.04 97.91 97.01 99.07
Benign and PyDDoZ [22] 93.72 80.66 99.46 96 99.72
Benign and Hulk [23] 98.39 83.18 97.26 85.53 99.97
Benign and GoldenEye [24] 98.6 90.1 96.93 97.49 99.63
Benign, Rudy [19], Slowloris [20],
SlowHTTPTest [21], PyDDoZ [22], - - - - 98.19
Hulk [23] and GoldenEye [24]
Table 6

Operating time of application-layer DDoS attack detection methods for different sizes of input data

Number of vectors Time consumed by the method for vector classification, ms

in the test dataset EUPI-EIPU [12] | Time series [13] KNN [14] MLP-GA [15] DNN [16]
100 0.27 0.04 24.33 0.05 8
500 2 0.13 119.33 0.2 31.33
1000 4 0.24 221.33 3 64.33
2500 224.33 0.74 562.67 25.33 145.67
5000 585.33 1.33 1097 93.33 273.67

Similarly, the amount of RAM consumed by the
application-layer DDoS attack detection methods was

measured in each experiment, and the results are

presented in Table 7.

Table 7

Memory consumption of application-layer DDoS attack detection methods for different sizes of input data
Number of vectors The amount of RAM consumed by the method for vector classification, KB
in the test dataset EUPI-EIPU [12] | Time series [13] KNN [14] MLP-GA [15] DNN [16]

100 436.68 17.71 4658.43 33.93 0.82

500 4832.54 123,57 23246.17 206.24 394

1000 10385.1 251.95 46540.19 2130.96 7.85

2500 274278.01 524.37 116123.43 14400.84 19.56

5000 723350.22 1049.29 228863.96 56322.25 39.09

In conclusion, the values of average classification
accuracy (Table 5), operating time (Table 6), and
memory consumption (Table 7) for the analysed DDoS
attack detection methods [12 — 16] were obtained.

5. Results discussion

A brief review of the obtained results indicates that
among the methods [12 —16], no single method
simultaneously  achieved the highest average
classification accuracy, the lowest operating time, and
the lowest memory consumption. Therefore, to gain a
more detailed understanding of the data presented in
Tables 5-7, it is necessary to analyze each method
separately, highlighting the specific advantages and

limitations of each method against different DDoS
utilities.

It is important to acknowledge that the accuracy of
DDoS attack detection methods was evaluated using
manually generated datasets, each comprising a single
instance of a specific DDoS attack type generated by the
corresponding DDoS utility. Furthermore, the benign
traffic in each dataset was replicated and distributed
evenly throughout the attack duration using the SMOTE
algorithm to achieve a more balanced representation.
These two factors resulted in a discrepancy between the
reported average classification accuracy in this study and
the accuracy that could be observed in real-world
scenarios. This is due to a significant limitation of the
current methodology, namely that it does not consider
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dynamic  network environments, where traffic
characteristics can fluctuate more unpredictably.
Therefore, the actual accuracy under real-life conditions
may be lower than that observed in this study. Despite
these limitations, the results provide a valuable basis for
comparing the relative performance of the considered
methods, particularly in terms of their average
classification accuracy in relatively stable traffic
environments. Further research can address this issue by
evaluating the detection accuracy in more complex and
dynamic network scenarios and employing a more
comprehensive approach, thereby providing a more
accurate assessment of real-life performance.

It should also be mentioned that all the experiments
and measurements conducted in this research were
performed on a computer with the following
configuration: Intel Core i5-10210U processor with a
clock speed 2.11 GHz; DDR4 RAM of 16 GB.

The EUPI-EIPU [12] method demonstrated
satisfactory classification accuracy (exceeding 90%) for
malicious traffic across all considered DDoS utilities.
However, using this criterion, it is inferior to the majority
of the other methods. For high-rate DDoS attacks
(Hulk [23] and GoldenEye [24]), classification accuracy
reaches 98%, while for low-rate attacks it fluctuates
between 91% and 95%. This discrepancy can be
explained by the lower frequency of requests during low-
rate attacks, which causes the entropy value to potentially
align with that of benign traffic. In addition, the entropy
value of a particular URL resource is significantly
influenced by the size of the time window. This
parameter determines the time interval within which the
collected requests are analysed and classified,
segmenting the continuous stream of Internet traffic into
discrete intervals, i.e., information arrays, for further
processing. The findings indicated that a 30 s time
window was optimal for detecting both HR- and LR-
DDoS attacks, achieving the highest classification
accuracy for both types compared to other time window
values. The entropy threshold for this method was
calculated as the average between the mathematical
expectations of the entropy values for benign and
malicious traffic, adjusted by subtracting and adding the
standard deviation, respectively. Although the EUPI-
EIPU [12] method can perform classification at high
speed, this speed significantly decreases as the number of
input data increases. For example, classification time
increased to 0.2 s for 2500 vectors, whereas for 1000
vectors it took 0.004 s. Another disadvantage of this
method is the high RAM consumption (700 MB for 5000
vectors), which is one ofthe highest among the evaluated
methods. This high memory usage is likely due to the
dynamic creation of hash tables to group requests by
URL and senders by IPaddress during method execution,
which consumes additional memory.

The highest DDoS attack classification speed was
observed with the Time series [13] method, which
represents a significant advantage given the urgency of
reducing the time required to detect and block DDoS
attacks. The Time series [13] method consumed
significantly less time for classification compared to its
nearest competitor, taking only 0.001 s to process 5000
vectors, whereas the MLP-GA [15] method took 0.09 s
for the same task. The rationale behind this high
processing speed is that the Time series [13] method does
not attempt to identify attacks by processing all input
data. Instead, it selects a subset of the first packets from
each source (50% of the packets in this study) and
predicts future delays between packets. In addition, in
contrast to the other methods analysed, this method
employs only a single network-layer attribute, thereby
reducing the computational complexity. However, the
average classification accuracy of the Time series [13]
method was the lowest among the obtained results. This
method relies solely on the time delay between packets,
resulting in an approximate accuracy of 83% for high-
rate DDoS attacks and a peak accuracy of 90% for
GoldenEye [24]. In addition, the classification accuracy
for HR-DDoS attacks could have been even lower
because the original version was designed to detect only
slow attacks, which are identified when the time delay
between packets exceeds a given threshold.
Consequently, the Time series [13] method was modified
in this study to also detect high-rate attacks. DDoS class
assignment for a client occurs when the time delay
between received packets is either large or small, i.e.,
when it exceeds or falls below the predefined thresholds,
depending on the type of attack identified during training.
The classification accuracy of LR-DDoS attacks ranges
from 87% to 97%, except for PyDDoZ [22], for which
the generated malicious traffic was identified with the
lowest accuracy of 80%. This pooraccuracy is likely due
to the rate of sending requests by PyDDoZ [22] being
substantially similar to the rate of benign traffic. Another
advantage of the Time series [13] method is that it has
one of the smallest memory consumptions among the
others, requiring only 1 MB for 5000 vectors.

The accuracy of the KNN [14] method fluctuates
between 97% and 99% for all considered sources of
DDoS attacks, making it one of the best-performing
methods analysed in this study. In experiments, we
determined that the optimal value for parameter k, at
which classification accuracy reaches its maximum
value, is 3. This corresponds to selecting the three nearest
neighbours to determine the object’s class. However, the
KNN [14] method had the longest operating time among
all considered methods, taking 1.1 s to process 5000
vectors, which is twice as slow as EUPI-EIPU [12] with
the same input data. The classification process could be
even longer without the use of the k-d tree (KD-
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Tree) [32] in the software implementation, which speeds
up the search for nearest neighbouring objects. The low
classification speed can be attributed to the use of four
network-layer attributes, which significantly increases
the number of computational operations while ensuring
high accuracy of DDoS attack identification. Another
limitation of the KNN [14] method is its high RAM
consumption, which renders it one of the least memory-
efficient methods to be evaluated. Notably, classifying
only 5000 vectors requires 220 MB of memory. This
large memory footprint can be attributed to the inherent
characteristics of the KD-Tree data structure employed
by KNN.

As previously stated, the MLP-GA [15] method
exhibits relatively low time consumption for data
classification (0.09 seconds for 5000 vectors) and
moderate memory consumption, requiring only 55 MB to
process 5000 vectors. It is worth noting that the sigmoid
function was selected as the activation function, and
Adamwas employed as the optimization algorithm in the
implementation of this neural network. The maximum
number of training iterations in this model was 300
epochs,and an early stopping mechanism was employed
to prevent overtraining. The requests submitted by each
website visitor were divided into groups of 10 requests
each, within which the required attributes for this method
were calculated, including the entropy value of the user
requests. The MLP-GA [15] achieves high average
classification accuracy of 97%, with a slight reduction to
85% for requests originating from the Hulk [23] utility.
During the implementation of the proposed method, it
was determined that filtering web requests using the GET
method, as previously assumed in the study [15], was not
necessary. Therefore, the obtained accuracy values are
satisfactory, particularly for low-rate attacks.

In this study, the DNN [16] method demonstrated
the highest efficiency in classifying application-layer
DDoS attacks, achieving an accuracy of 99% for all
considered malicious traffic sources. Furthermore, the
accuracy of the multi-class classification was 98%. This
high performance can be attributed to the use of
numerous attributes (80 in total) in detecting malicious
traffic with a deep neural network, which is also known
for its high performance. Although requiring a relatively
low number of training iterations (10 epochs for binary
classification and 30 for multi-class), this method
exhibits a significantly longer training time compared to
MLP-GA [15], which is one of its notable disadvantages.
In addition, the operating time of DNN [16] is relatively
high, taking 0.3 seconds to process 5000 vectors, which
is approximately three times slower than MLP-GA [15].
However, in terms of RAM consumption, this method is
the most efficient, as it uses only 0.04 MB for 5000 input
vectors. This memory efficiency can be explained by the
lack of need for preprocessing input data prior to

classification. Furthermore, prediction operations (input
data processing) in a deep neural network are executed
without creating additional data structures.

Thus, among the analysed methods for detecting
application-layer DDoS attacks, none simultaneously
achieved the best average classification accuracy and
operating time, which highlights the relevance of
developing an improved method. Specifically, the
average accuracy of methods with relatively shont
operating times (e.g., Time series [13]) can be enhanced
by incorporating additional attributes from web requests.
However, using an excessive number of attributes may
increase the operating time of the method, as observed in
DNN [16]. Therefore, it is critical to identify Internet
traffic features that are highly correlated with DDoS
attack requests. For example, prior to training a
DNN [16] model, techniques, such as principal
component analysis (PCA) or autoencoders, can be
employed to reduce the dimensionality of the input data
by discarding irrelevant information, which can increase
the speed of DDoS classification.

6. Hypotheses and approach for improving
AL-DDoS attack detection methods

Several hypotheses need to be considered to
develop an application-layer DDoS attack detection
method that can outperform existing methods in terms of
both classification accuracy and speed.

The first hypothesis proposes improving the Time
series [13] method by incorporating the analysis of
information entropy changes in HTTP requestattributes,
in addition to examining thetime delay between network
packets. Specifically, further investigation can be
conducted to determine whether the classification
accuracy of the proposed method can be enhanced by
including parameters such as the HTTP request method,
request URL, number and length of request headers, and
size of the request body. This approach involves
constructing additional time series for these attributes
and predicting their future entropy values to detect
abnormal deviations from typical benign traffic values.
Furthermore, parameters related to the web server, such
as CPU load, RAM usage, and disk activity, could also
be considered, as high values may indicate a DDoS
attack. However, it must be experimentally proven that
these new attributes improve the classification accuracy
of the proposed method.

The second hypothesis proposes the creation of a
new method to detect AL-DDoS attacks, focusing on
analysing the graph representing transitions between
URL resources (pages) of a website by each user to
identify anomalous behavior. It is evident that the
majority of ordinary users visit popular pages on a
website, and the order in which they access such pages



Information security and functional safety

151

may be slightly similar (even for different users), as they
typically navigate to the next page by clicking on one of
the available hyperlinks on the current page, depending
on the navigation options offered on the website. In
contrast, DDoS attacks are typically directed either at a
specific URL or by crawling all available pages of a
website. Therefore, to identify suspicious behaviour
typical of DDoS attacks, it is advisable to focus on
factors, such as the number of cycles, path length in the
graph, and other relevant features during the analysis of
the transition graph.

The main challenge in implementing the proposed
hypotheses is the difficulty in capturing HTTP request
attributes when the HTTPS is used, which is currently the
most prevalent protocol among web servers [33]. This
problem arises because all data transmitted via HTTPS
are protected by asymmetric cryptography, which makes
it impossible to decrypt the value of any web request
attribute without a private key. It is obvious that
providing access to private keys to third-party software is
a risky and unsafe practice. Therefore, a more reliable
alternative approach is preferred. One potential solution
is to use a specific software architecture for designing
Internet services, which enables the encryption of
requests not directly within the web framework (i.e. the
program that directly processes web requests and is
responsible for the functioning of the website) butin a
separate module for traffic routing. This module allows
the user to inspect web requests in unencrypted form for
software extensions within the system. For example,
Istio, a framework created for Kubernetes clusters to
configure networks for microservices and control the
routing of Internet traffic between clusters, can serve as
such a router. Istio allows for the encryption of web
requests sent outside the internal systemto the global
network, the setting of special rules, and the integration
of middleware to process HTTP requests, thereby
providing access to all attributes of the requests [34]. In
otherwords, it is possible to read all parameters of web
requests in Istio, even when using the HTTPS protocol
by implementing an application embedded in Istio that
uses the provided interface for this purpose. Furthermore,
the Istio framework was adapted for the Kubernetes
platform, which is the most popular environment for
deploying microservices [35]. Istio is widely used in
cloud services, including Kubernetes-based projects.
Therefore, an application-layer DDoS attack detection
software systemis proposed exactly for the Kubernetes
platform, where the attributes of Internet traffic are
collected using the Istio framework.

Based on the above hypotheses and software
architecture, a potential approach to improving current
application-layer DDoS attack detection methods is
described below, with a focus on software engineering
aspects. As previously stated, DDoS detection software

should be deployed on a Kubernetes cluster and interact
with the Istio framework. Given theincreasing popularity
of microservice architecture and containerisation (a
method of virtualizing and packaging applications and
their dependencies in an isolated container that allows
them to run in any environment), this requirement is
reasonable. Kubernetes is designed for applications that
require high performance, fault tolerance, and scalability.
Consequently, multiple websites can be hosted on the
same cluster, thereby allowing the DDoS detection
system to effectively monitor and protect all deployed
web servers by leveraging the cluster's distributed
computing resources. This approach assumes that traffic
encryption for HTTPS (TLS termination) is performed in
a virtual gateway in Istio that connects the cluster's
internal network to the Internet. To capture the
unencrypted web request attributes required for the
proposed DDoS detection methods, an EnvoyFilter [36]
should be created in the Istio network, through which all
Internet traffic directed to the web servers will pass. This
filter forwards each HTTP request to middleware, where
the required attributes of the web requests are sentto a
separate software module for further classification of
DDoS attacks. Communication between different
software components in the systemshould be performed
using amessage broker. This facilitates the decoupling of
components, their asynchronous interactions, scalability,
and fault tolerance. The web request classification
module should implement one of the proposed DDoS
detection methods and be able to scale horizontally
during peak loads. Identified sources of malicious traffic
can be stored in a non-relational key-value database,
where it is sufficient to retain information about the IP
address of each DDoS generator and the time of its
detection. These data can be further used to create rules
to block Internet traffic from DDoS sources in the Istio
network.

Conclusions

This study analyses modern methods to detect
application-layer DDoS attacks onweb server resources.
This study examines several relevant methods in this

field, revealing their main concepts, operational
mechanisms, advantages, and  disadvantages.
Furthermore, this study evaluates the average

classification accuracy of these methods and measures
their operating time using generated datasets that include
examples of malicious requests from popular utilities to
conduct low-rate and high-rate DDoS attacks at the
HTTP protocol level. The experimental resuls
demonstrate that none of the analysed methods achieves
high average classification accuracy and operating speed
simultaneously, which indicates the need to develop a
new method to detect application-layer DDoS attacks
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with the desired characteristics. Two hypotheses are
proposed for creating new methods, one of which
involves the additional use of HTTP request attributes in
the classification of Internet traffic, and the other
involves an analysis of user transition graphs between
website pages. In addition, this paper presents a brief
overview of a potential architectural solution within the
proposed approach for a software system designed to
detect DDoS attacks based on the Kubernetes platform
and the Istio framework. If further developed and
implemented, this solution could address the challenge of
collecting web request parameter values for websites that
use the cryptographically protected HTTPS protocol.

The scientific novelty of this study lies in obtaining
average classification accuracy values, as well as
measuring the operating time and RAM consumption
during the classification of network packets and web
requests from prepared datasets under the same
conditions for six modern and promising methods for
detecting application-layer DDoS attacks, namely:
EUPI-EIPU [12], Time series [13], KNN [14], MLP-
GA [15], and DNN [16]. To conduct this experimental
study, balanced datasets were generated with malicious
requests created using popular DDoS utilities: Rudy [19],
Slowloris [20], SlowHTTPTest [21], PyDDoZ [22],
Hulk [23], and GoldenEye [24]. The results demonstrate
that the Time series [13] method exhibits the shortest
operating time (1.33 ms for 5000 vectors), and the
DNN [16] method exhibits the highest average
classification accuracy (ranging from 99.07% t0 99.97%)
and the lowest memory consumption (39.09 KB for 5000
vectors). In addition to the comparative analysis of
existing DDoS attack detection methods based on the
obtained values, the scientific novelty lies in formulating
two hypothesesto create a new method to identify DDoS
attacks at the HTTP protocol level, which will combine
high accuracy and classification speed to outperform
existing analogues in these metrics.

The practical significance of this study lies in the
development of a software system to test DDoS attack
detection methods, as well as in the software
implementation of all analysed methods. In future, this
system will enable the evaluation of new methods by
measuring the accuracy, operating time, and memory
usage. In addition, the practical significance is
demonstrated by describing a potential software
architecture for a system that collects web request
attributes using a dedicated software module for Istio in
a Kubernetes cluster. Although the architectural design is
presented in a relatively superficial way, it nevertheless
provides a conceptual framework that can be further
developed and refined in future research.

A potential approach to improve existing methods
for detecting application-layer DDoS attacks is proposed.
This approach encompasses the realization of the

formulated hypotheses to improve DDoS attack
classification methods, along with the implementation of
the proposed software system architecture. A concise
description is provided that offers insights into the
processes involved in collecting, processing, and
classifying Internet traffic data from a software
engineering perspective.

Future research directions. Future research will
focus on the development and validation of the hypothe-
ses proposed in this paper to develop a method for
detecting application-layer DDoS attacks with the
highest accuracy and classification speed among known
analogues. This involves software implementation of the
methods based on the proposed hypotheses and
evaluation using the developed information technology.
Furthermore, the proposed approach requires further
refinement and implementation of the outlined
architectural design, and the resulting software system
should then be experimentally evaluated in the
Kubernetes cluster environment.

In addition, the next steps involve developing a new
methodology to evaluate the accuracy of DDoS attack
detection methods. This methodology will be sensitive to
sudden and significant traffic changes in dynamic
network environments, which will make it more
applicable to real-world scenarios. The current approach
is insufficient to address the issue of traffic fluctuations
and non-stationary behaviours inherentto DDoS attacks,
which limits the reliability of the obtained results. The
implementation of a more comprehensive evaluation
approach will facilitate precise measurement of the
classification accuracy of DDoS attack detection
methods. Furthermore, the methodology for generating
and balancing DDoS datasets requires furtherrevision. In
particular, the use of the SMOTE algorithm to balance
datasets introduces a limitation because it generates
synthetic data without considering the non-stationary
nature of DDoS attacks. Therefore, it is necessary to
employ a more sophisticated algorithm to address the
imbalances in the datasets, ensuring that the generated
data more accurately suit the dynamic network
environment. Moreover, future evaluations may consider
testing detection methods on datasets containing multiple
instances of different types of DDoS attacks potentially
generated by different DDoS utilities to simulate more
complex and realistic attack scenarios. The
implementation of these improvements will lead to more
precise assessments of the accuracy of DDoS attack
detection methods, which will enhance the reliability of
experimental results.
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PO3POBJIEHHA TH®OPMAIIIMHOI TEXHOJOITI JJISA OINHKA TA BAOCKOHAJIEHHA
METOJIB BUSIBJIEHHSI DDOS-ATAK IPUKJIAJHOTI'O PIBHSI

A. A. Kpaeuyk, M. B. Onaii

IpexMeToM JOCIHKEHHS B CTATTi € MeToau posmisHaBanHs DD0S-atak Ha piBHI nportokony HTTP mis 006-
IPYHTYBaHHS BHUMOT JI0 CTBOPCHHS MPOTPaMHOTO 3abe3medyeHHs i ineHTH(ikamii 3J0BMHCHUX KIIEHTIB BeOcep -
BepiB. MeTo10 € po3pobseHHs iHpopMaIiiHOT TeXHOIOTIi ITsT OIIHKK e eKTUBHOCTI MeToiB BusBieHHs DDoS-atak,
sIKa JTO3BOJIUTh KUTHbKICHO BHM3HAYUTH 4Yac iX pOOOTH, CIOKMBAaHHS TMaM’ATi Ta MPHUOJHM3HY TOYHICTh KiaacHikairii.
Kpim Toro, 1 cTaTTI Mae Ha MeTi 3alPOTIOHYBATH TIOTE3M Ta MEPCHCKTHBHUH MK V11 BIOCKOHAJICHHS HasBHHX
MeToiB BusBIeHHsT DD0S-aTak MpUKIaZHOTO PIBHS 3 METOIO 30UIBIICHHS iXHBO1 TOYHOCTI Ta MBHAKOCTI imeHTH(1-
Kalil. 3aBgaHHA: TPOAaHAaI3yBaTH CydYacHi MeTou BusiBIeHHs DDO0S-aTak NMpHKIagHOTO PIBHSA, JOCHIIUTH iX 0CO0-
JIMBOCTI Ta HEJOJIKU; PO3POOHTH MPOTpaMHHNA KOMIUICKC IS OIIHKK MeToAiB BusBiIeHHs DDo0S-atak; mporpamHO
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peanizyBaTi PO3IJSTHYTI METOMH 1 €KCIIEPUMEHTAIBHO BUMIPSATHA MOKA3HUKH IX POOOTH, a caMme: TOUHICTh Knacudika -
1ii, yac poOOTH, BUKOPHUCTAHHS TaM ’sITi;, MOPIBHATH €¢) eKTUBHICTh TOCTIKEHUX METOIB; C(HOPMYJIIIOBATH TIlMOTE3H
Ta MiOXiA JUIs BIOCKOHAJICHHS HAsABHUX Ta/ab0 po3poOJICHHS HOBHX METOIB HAa OCHOBI OTpUMAaHMX pe3yJbTaTiB. Me-
TOJAAMM, 110 BUKOPUCTOBYIOTHCS, €: abCTparyBaHHs, aHami3, CHCTEMHHI MiAXi, eMITpUYHE JOCTIDKEHHS. 3 0Kpema,
3mificHeHo 30ip maHmx IHTepHET-Tpadiky, [0 reHepyBaBcs YTHITaMHM il mpoBeneHHs DDOS-atak, Ta BUKOHaHO
00po6nienHst X HabOpiB JaHux 3a gonomoroto metogy SMOTE (synthetic minority over-sampling technique) mis
ix 30amancyBaHHs. KpiM mboro, mporpamMHO peasi3oBaHO METOJH, IO JOCTIDKYIOTBCS, BKIIOYHO 3 MiTOOpOM He-
OOXiIHUX MapaMeTpiB Ta HABYAHHAM MOJCNEH INTYYHUX HEHPOHHHX MEpPeX, I 1X OI[HKM Ta aHATHYHOTO IO -
piBHAHHAL. OTpuMaHO Taki pe3yabTaTH. OOYMCICHO 3HaYEHHS MMOKAa3HHKIB CEPeIHBOI TOWHOCTI KiIacudikamii, a Ta-
KO’X 4acy poOOTH Ta 00CSTIB CIIOXMBAaHHS OIIEPATHBHOI ITaM ’ATi Tix Yac BUKOHaHHSA Knacudikarii [HTepHeT-Tpadiky
TS TiCThOX MeTomiB BusBIeHHss DDO0S-atak 3a omHakoBHX yMOB. JloBeeHO, IO pO3pOOJICHHS HOBOTO METOTy BH-
spiaeHHS DD0S-atak Ha piBHI mpoTokoiny HT TP i3 kpamuMu 3Ha9eHHSIMH TOKA3HHUKIB TOYHOCTI Ta 4acy KiIacudikaii
€ aKTyallbHUM 3aBJAHHSIM. Pe3ynbTaTé €KCIIepUMEHTIB MOKa3aJM, M0 METOJ Ha OCHOBI aHAJ3y YacOBHX PSIIB Mae
Haiimenmmit gac po6otu (1,33 mc mrt 5000 BekTOpiB), @ METOJ HAa OCHOBI INIMOOKOT HEHPOHHOT Mepe ki — HaWBHUIILY
cepeaHto TouHICTh Kiacudikamii (Bix 99,07 % no 99,97 %) Ta HaliMeHi 0Ocsari BUKOPUCTAHHS ONEPATUBHOI MaM "sITi
(39,09 Kb mst 5000 BextopiB). BuCHOBKH. Y NaHOMY JOCIIPKEHHI PO3pOOJICHO MPOrpamMHy CUCTEMY JUisl OLIHKA
cepeIHbOl TOYHOCTI Kiacudikanii MeToaiB BusBneHHs DDO0S-aTak Ta BUMipIOBaHHS 00YHCIIOBAIBHHUX PECYpCiB, SKi
BOHH BUKOPUCTOBYIOTh. HaykoBa HOBHM3HA OTPMMAHUX pe3yJIbTaTiB MOJArae B (pOPMYyTOBAHHI BOX TiMOTe3 Ta Tep -
CHEKTHBHOTO MiIX0Jy IOJ0 CTBOPEHHS HOBOTO MeToAy ineHtudikanii DDo0S-atak Ha piBHI npotokosy HTTP, sxuii
MaTUMe OJJHOYACHO BHUCOKY TOUHICTh Kiacuikalii Ta MBUAKICTE pOOOTH Iy TOTO, MO0 MEepeBEepIINTH JOCTIDKEHI
aHAJIOTH 32 UUMU MOKAa3HUKaMHU. 30KpeMa, OJHa 3 TINoTe3 IPYHTYEThCS Ha JOJATKOBOMY 3aCTOCYBaHHI aTpHOYyTiB
HTTP-3anutiB min yac knacudikanii [arepaer-Tpadiky, a iHIma mae 3AICHIOBaTH aHali3 Tpada NepexoliB KOPHUCTY -
BayiB MDK CTOpiHKaMu BeOcalTy. Takoxk y cTaTri MOBEPXHEBO OMHUCAHO MEPCIEKTUBHUM MinXin, SKUil mojsirae B
peam3anii ONMCAaHUX TINOTE3 Ta BIPOBA/DKCHHI 3aIPONOHOBAHOI apXiTEKTypu INIPOrpaMHOI CUCTEMHU BHUSBICHHS
DDoS-atak npuknagHoro piBus must miathopmu Kubernetes i gppeiimBopky IStio, mo Bupinrye nutaHus 360py 3HA-
YeHb NapaMeTpiB BeO3amuTIB IS CAiTIB, SKi BUKOPUCTOBYIOTh KpUNTOTpadidHo 3axuineHui npotokos HTTPS.

KmiouoBi cioBa: DD0S; Bussnennss DDo0S-atak; ananiz MepeskeBoro tpadiky; 3axuct iHopmarii; AL-DDoOS;
HTTP; kpunrrorpadist; mporpamua cuctema; Kubernetes; Istio.
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