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THE INFLUENCE OF S-BOXES ON THE ARRIVAL OF THE CIPHER  

TO THE STATE OF RANDOM SUBSTITUTION 
 

The subject of this study is the process of developing block symmetric ciphers with improved cryptographic 
stability indicators for solving the problems of information protection in information and communication sys-

tems. The goal of this study is to develop a mathematical model of the optimal s-box design (non-linear substi-

tution block) for modern block symmetric ciphers. Task: to show that the stability of block symmetric ciphers 

does not significantly depend on the indicators of the s-boxes included in these ciphers; to justify their use without 

reducing the stability of random substitutions as s-box constructions of modern block symmetric ciphers; and to 

prove the futility of searching for s-boxes with special properties. The methods used are: methods of probability 

theory; mathematical statistics; combinatorics and system analysis; methods of statistical tests; and methods of 

Boolean algebra. The following results were obtained. In modern ciphers, nonlinear substitution transfor-

mations are used as S-boxes (in most ciphers, byte substitutions are used). S-boxes perform the main function of 

encryption transformation - mixing of text bits. Dynamic indicators of the arrival of the cipher in the state of 

random substitution depend on their effectiveness. The presented results confirm that the indicators of cipher 
stability do not significantly depend on the indicators of the S-boxes included in the ciphers. It is not the individ-

ual properties of substitutions, but the results of their sequential interactions decisive for achieving stability 

indicators. It is shown that the fee for encryption is chosen to be three to four times greater than the depth of the 

avalanche effect - the minimum number of cycles of the cipher’s arrival to the state of random substitution) is 

hardly noticeable. Conclusions. The scientific novelty of the obtained results is as follows. This work represents 

a generalization of the transition to the use of random permutations as S-boxes is an increase of only one cycle 

in the number of cycles of the arrival of the cipher to the state of random permutations, and this is hardly no-

ticeable against the background of the stability margin used in modern ciphers. The result of this generalization 

is a scientific statement that can be described as follows: random S-boxes can be used in all known modern 

ciphers without reducing stability. That is, the task of finding S-boxes with special properties loses any meaning, 

which means that the scientific direction related to the search for S-boxes with special properties becomes re-

dundant. 
 

Keywords: complete differential; randomness criteria; S-box; substitution; table of differential differences; table 

of linear approximations. 

 

Introduction 
 
As established in previous works [1, 2], all ciphers, 

regardless of the S-boxes (S-blocks) used (excluding 

their degenerate constructions) acquire properties of ran-

dom substitution. This is not affected by the randomness 

indicators of the S-boxes of the cipher. The randomness 

indicators of S-boxes affect only the number of cycles of 

the cipher reaching the state of random substitution, and 

then only within one cycle. 

At the same time, publications on block symmetric 

ciphers pay considerable attention to the search for S-

boxes with special properties. Most often, this is one of 

the main design decisions when constructing a cipher. 

One can find hundreds of dissertations, and publi-

cations on substitutions. However, we believe that this 

direction in the development of cryptography is not 

promising (it is erroneous). 

The search for S-boxes with improved performance 

does not justify itself. The difference in the indicators of 

S-boxes is leveled out when passing through the cipher. 

In the general case, random S-boxes may need an addi-

tional encryption cycle to arrive in the random substitu-

tion state. However, this, considering the safety margin 

of ciphers (the number of encryption cycles is three to 

four times the depth of the avalanche effect), does not 

lead to a decrease in the stability of the cipher. 

In addition, a possibility was found to build the cy-

clic function of the cipher in such a way that it does not 

require an additional cycle. This has been proposed in 

previous studies and is patented. Therefore, the questions 

of the expediency of careful selection of S-boxes become 

natural. It is not worth the expense and attention. This 

fact is what we try to show in our work. 

Therefore, a new concept of designing block sym-

metric ciphers is put forward with a proposal to use them 
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in ciphers without reducing the stability of random S-

boxes, which means that the scientific direction associ-

ated with the search for S-boxes with special properties 

becomes non-productive. 

 

1. Problem Statement 
 

The purpose of this study is to show that the stabil-

ity of ciphers does not depend significantly on the indi-

cators of the S-boxes included in the ciphers. 

Moreover, there are attempts to substantiate an im-

portant scientific position: in all known modern ciphers, 

random S-boxes can be used without lowering the stabil-

ity. This means that the task of finding S-boxes with spe-

cial properties loses all sense. 

 

2. Review of the Literature 
 

Interest and attention to the study and development 

of procedures for constructing cryptographically stable 

substitutive nonlinear transformations (called S-boxes, 

starting from the works of E. Biham and A. Shamir) 

arose in the early 90s of the last century. It became a nat-

ural result of studying and researching the reliability of 

the American symmetric encryption standard DES, 

which by that time had won world authority and recogni-

tion (which had actually become the world standard). 

The work of Israeli cryptographers E. Biham and 

A. Shamir, who proposed an attack of differential crypt-

analysis on the DES cipher, occurred at the same time, 

and two years later, the work of M. Matsui, devoted to 

linear cryptanalysis, i.e., the second new crypto attack on 

the DES, appeared [3]. 

These works became a noticeable stimulus for the 

further development of studies devoted to the study and 

analysis of substitution structures [4-6]. 

Today, these works, of course, have already gone 

beyond the DES cipher. Many new solutions for con-

structing encryption algorithms have been developed. To 

replace the DES cipher itself, the US has adopted a new 

encryption standard, AES (FIPS-197). 

Naturally, advances in cipher construction technol-

ogies have led to improvements in cryptanalysis methods 

aimed at overcoming the stability characteristics incorpo-

rated in the cipher by its developers. 

It remains to be noted that the issues of constructing 

more advanced encryption procedures and algorithms for 

cryptographic protection of information in general have 

not lost their relevance. The focus of cryptographers and 

mathematicians continues to be methods and algorithms 

for constructing new ciphers, including method for the 

generation of more advanced S-box designs. 

To conclude the review of the literature, we will il-

lustrate several examples of S-box construction in mod-

ern ciphers. 

Thus, in the Rijndael cipher, S-boxes were chosen 

in a deterministic manner to ensure the minimum value 

of the differential and linear probabilities, resulting in the 

128-bit cipher arriving in the random substitution state in 

three cycles. The 256-bit cipher requires four cycles to 

arrive in the random substitution state. 

In the 256-bit Kalina cipher [7], byte S-boxes were 

selected through numerous experiments to obtain a non-

linearity indicator of 104 [8]. 

Another development is IDEA NXT cipher, which 

was born on the basis of the FOX cipher, recognized in 

due time as the leader in block symmetric encryption 

technologies. We will not focus on the description of this 

unique construction, but will focus on approaches to con-

structing S-boxes of the cipher. The developers of the S-

boxes of this cipher note that their original intent was to 

prevent a purely algebraic construction of the S-box.  

A secondary goal was the possibility of implement-

ing the S-box in hardware efficiently using ASIC or 

FPGA technologies. The S-box function implemented by 

them is a nonlinear bijective mapping of 8-bit input val-

ues to 8-bit output values. It is constructed using a three-

cycle Leigh-Massey scheme, where three different small 

(44 in size) substitutions are taken as the cycle function 

and combined using the modulo 2 addition operation. 

Small substitutions were chosen pseudo-randomly. Fi-

nally, the candidates were evaluated and tested against 

the values of the probability of passing the difference 

through the DPmax substitution and the probability of 

passing the linear approximation through the LPmax sub-

stitution to find the best candidate. The authors note that 

the selected resulting S-box has indicators 

4
maxmax 2LPDP   (S-boxes of the AES have indi-

cators 6
maxmax 2LPDP  ). 

The following requirements for S-boxes formation 

were substantiated in the process of developing the 

Mukhomor Block Symmetric Cipher: 

− random generation (minimization of the probabil-

ity to obtain strict mathematical dependencies between 

input and output bits); 

− limiting the maximum value of the probability of 

passing the difference through the 5
max 2DP  substi-

tution; 

− limiting the maximum value of the probability of 

passing a linear approximation through the 

4
max 2LP  substitution; 

− nonlinear order of substitution 7. 

Many other examples can be cited when developers 

pay too much attention to the selection of S-boxes for ci-

phers. These studies can be identified as a separate scien-

tific direction in cryptology. In general, almost all known 

ciphers use selected S-boxes. 
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Today, however, our own concept (methodology) 

for assessing the resistance of ciphers to differential and 

linear cryptanalysis attacks has already been formulated, 

which will be developed in this work. This is partly given 

in the Introduction. 

Extensive research into methods for designing and 

creating S-boxes has been conducted in this direction. 

A review of recent publications reflects this issue 

[9 - 12]. In all papers, specific and rather complex meth-

ods for generating optimal S-box structures are proposed.  

In the article [13] the authors themselves talk about 

the difficulty of the proposed method for generating S-

boxes. The article [14] focuses only on the differential 

properties of S-boxes, which is clearly not enough. Arti-

cles [15] and [16] also offer quite complex and time-con-

suming algorithms for generating S-boxes. 

However, we propose a different approach that 

eliminates the need for complex methods for generating 

S-boxes. We leave the use of selected substitution trans-

formations and focus on random S-boxes. 

In our work, we propose the use of random S-blocks 

in ciphers (without their degenerate constructions). It is 

shown that this does not in any way reduce the crypto-

graphic strength of the cipher, which means that the sci-

entific direction associated with the search for S-boxes 

with special properties becomes unproductive. There-

fore, in article [17], this algorithm uses random S-boxes 

without reducing the cryptographic strength of the cipher. 

We will continue to develop this direction. 

Let us try to generalize the results already achieved 

in this direction. It is proposed not only to develop new 

strong ciphers that use random s-boxes. Let us show that 

random s-boxes can be used in almost all known block 

symmetric ciphers without security degradation. 

 

3. Materials and Methods 
 
Our task is to show that the indicators of cipher sta-

bility are essentially independent of the indicators of  

S-boxes included in the ciphers. 

Therefore, we proceed from the fact that the stabil-

ity of the cipher is determined by the values of the max-

ima of the differential and linear probabilities of the total 

differentials and shifts of tables of linear approxima-

tions [1]. 

Let us recall here in more detail the essence of the 

proposed methodology for assessing the resistance of 

block symmetric ciphers to differential and linear crypt-

analysis attacks. 

All modern block symmetric ciphers undergo sev-

eral cycles of encryption, regardless of the S-boxes used 

in the ciphers (of course, we are not talking about their 

degenerate constructions) according to combinatorial in-

dicators (number of inversions, increments and cycles), 

as well as according to the laws of distribution of transi-

tions of XOR tables of differences (of complete differen-

tials) and the laws of the distribution of shifts of tables of 

linear approximations acquire the properties of random 

permutations.  

As a result, the values of the maxima of total differ-

entials and shifts of tables of linear approximations can 

be determined by calculation using the formulas for the 

laws of probability distribution of the XOR table transi-

tion and shifts of tables of linear approximations of ran-

dom substitutions of the appropriate degree. 

Simultaneously, the verification of the randomness 

indicators of large ciphers can be performed on the basis 

of the development and further analysis of the random-

ness indicators of reduced models, which allows compu-

tational experiments to be carried out in acceptable (real) 

terms. 

Small cipher models that repeat their prototypes 

make it possible to estimate not only the average values 

of the maximum of tables of differential probabilities 

(AMDP) and the average values of the maximum of lin-

ear probabilities (AMLP) for a limited set of keys but also 

to solve the problem of determining (checking) the abso-

lute value of the maximum on the full set of keys 

The question arises about the influence of S-boxes 

on the dynamic indicators of the cipher arriving in the 

random substitution state. Let us try to answer this ques-

tion. 

As follows from the results of [1], the minimum 

number of cycles for a cipher to arrive in the state of ran-

dom substitution is directly related to the differential and 

linear properties of S-boxes. 

Let us begin our consideration with the mechanism 

(the process) of activating the sequence of S-boxes. 

First let us pay attention to the fact that one of the 

popular indicators of S-boxes, which were considered in 

known publications when choosing them, is the maxi-

mum values of the differential and linear probabilities. 

They define the minimum number of cycles required for 

the cipher to arrive in the random substitution state. 

However, the minimum number of cycles required 

by the cipher to arrive in a random substitution is influ-

enced not only by the value of the maxima but also by 

their number. 

Table 1 illustrates the dependence of the number of 

maxima occurring in the byte S-boxes on their values. 

It follows from the presented data that for S-boxes 

with boundary (minimum) linear and differential indica-

tors (S-boxes of the ADE, AES, GrandCru, Labyrinth 

and some other ciphers), the number of maximum values 

is large. The maximum is no less than the number of rows 

of tables of differential differences or shifts of tables of 

linear approximations. It is sufficient for constructing full 

differentials and shifts of tables of linear approximations 
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on the first encryption cycles from S-boxes with the max-

imum possible transitions. 

 

Table 1 

Dependence of the number of maxima  

on the values of the maxima for the substitution tables 

of different ciphers 

S-box  
ciphers  

Max. 
DT 

Number 
of  

maxima 

Max. 
Lat 

Number 
of  

maxima 

ADE, 

AES, 

GrandCru, 

Labirynt 

4 255 16 1275 

Iseberg, 

Khazad 
8 80 30 6 

Mukhomor 8 90 30 8 

Random 
10 

12 

12 

1 

32 

32 

3 

1 

FOX 16 70 32 219 

 

Simultaneously, for other ciphers (S-boxes of 

Iseberg, Khazad, Mukhomor ciphers and random substi-

tutions) with values of differential and linear transitions 

of S-boxes that have transition maxima exceeding the 

maximum achievable minimum values, the number of 

these maxima is expressed in tens or even units (they are 

few). An exception is the S-boxes of the FOX cipher. 

This means that when constructing differential and 

linear characteristics with such S-boxes, even transitions 

with non-maximum possible values will be used in most 

cases (there are very few maximum values). 

Therefore, the real values of the probabilities of the 

differential and linear characteristics will be determined 

by a random set of transitions, in which transitions with 

lower probabilities participate, which will lead to a de-

crease in the required number of S-boxes to achieve the 

state of activated random substitution compared to the 

case of transitions with maximum probabilities. 

Here, it would be appropriate to present the results 

of experiments performed using the Rijndael cipher 

model reduced to 16-bit input. The construction of this 

cipher can be found in [18]. 

Table 2 shows the values of the maximum total dif-

ferentials for different S-boxes and the number of cycles 

of the Rijndael algorithm with the MixColumns opera-

tion for the entire text (per four half-bytes). 

As follows from the presented results, in all cases, 

regardless of the maximum value of the XOR table of 

differences of p  S-boxes, all ciphers reach the same av-

erage value of the maxima of the total differentials, which 

is characteristic of a random substitution of the corre-

sponding degree. 

Table 3 shows the variants of the used S-boxes. 

Some S-boxes are taken from well-known ciphers (half-

byte S-boxes for the AES and Labyrinth ciphers are con-

structed according to the same rules as byte ones). 

The first line of the first S-box of the DES cipher is 

taken as a half-byte S-box in the DES cipher. Other S-

boxes are generated using a random substitution genera-

tor. 
 

Table 2 

Value of the maxima of the total differential for different S-boxes and the number of cycles  

of the mini-Rijndael algorithm with the MixColumns operation for the entire text 

Sbox 

r 

Sbox, Rand 

p4, F2 

Sbox. p4 

Labirynt 

Sbox 

AES, p4 

Sbox 

p6, F0 

Sbox 

p6, F2 

Sbox 

DES, p8 

Sbox 

p12, F0 

1 16384.00 16384.00 16384.0 24576.00 24576.00 32768.00 49152.00 

2 83.87 132.00 132.00 490.87 230.40 1152.00 5184.00 

3 20.73 19.47 18.80 25.53 35.27 70.87 146.13 

4 19.60 18.73 19.00 19.20 18.93 19.27 19.07 

5 19.13 19.47 19.47 18.93 19.40 19.00 19.00 
 

Table 3 

Variants of the S-boxes used with decoding of their description 

Variants of used S-boxes Deciphering of the S-boxes description 

SboxAES p4 {A,4,3,B,8,E,2,C,5,7,6,F,0,1,9,D}; 

SboxDES p8 {E,4,D,1,2,F,B,8,3,A,6,C,5,9,0,7} 
(the first line of the S-box S1 of the DES cipher); 

Sbox p6 F2  {B,C,5,0,1,3,2,7,8,4,D,F,6,9,E,A}; 

Sbox p6 F0  {4,6,F,B,E,7,5,D,9,C,1,0,3,8,A,2}; 

Sbox p12 F0  {8,3,1,9,A,B,E,C,5,D,F,2,0,4,7,6}; 
Sbox, Rand p4 F2 {D,E,B,5,4,2,1,F,0,9,6,A,7,C,8,3}, 

random; 

Sbox p4 Labirynt {B,8,6,4,A,0,D,2,C,5,1,E,3,F,9,7}. 

 

pX – X is the maximum value in the S-box  

differential table; 

FY – Y is the number of fixed points   xxS  . 

The absence of FY in the S-box description  

is equivalent to F0. 
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S-boxes with a minimum value of maximum, which 

is equal to 4, have only one cycle advantage over other 

S-boxes. Note that Table 2 contains a random substitu-

tion with a maximum of 4. This allows you to arrive in a 

random substitution state in four cycles. 

Let us follow how the result is formed. For example, 

consider substitution 

8 3 1 9 10 11 14 12 5 13 15 2 0 4 7 6. This permu-

tation has a maximum element of the table of differences 

equal to 12, and only one such element. The differential 

table is given in Table 4. 

Let us consider the first characteristic: 

1112611126111261112

6111261112. 

For this characteristic for 9 active S-boxes, we have 

(for two cycles of the Rijndael cipher): 

    1263 2411612  , 1216 2220  . 

Let us consider the following as the second charac-

teristic: 

111259611125961112

5961112. 

In this case 

    56.02411612 1472   . 

To arrive at the state of random substitution, 9 S-

boxes must be activated in two cycles with a resulting 

probability of at least 67.1116 2220  . 

For the first characteristic, 9 S-boxes account for 

three transitions with a probability of 4212  and 6  

S-boxes with a probability of 424  . As a result, we have 

the characteristic     1263 2411612  . 

For the second characteristic, 9 S-boxes account for 

two transitions with a probability of 4212   and 7  

S-boxes with a probability of 424  . As a result, we have 

the characteristic     56.02411612 1472  
. 

Consequently, each such characteristic satisfies the 

stated condition, but the overall result, judging by the re-

sults (see Table 1), allows the cipher to arrive in a random 

substitution in four cycles. 

The S-box of the cipher in the first column of Table 

2 has a transition maximum of 4, and there are 18 such 

fours in the Table, however, the cipher arrives in the ran-

dom substitution state in four cycles. This effect can be 

explained by the fact that for this S-box, multiplication 

by an MDR matrix results in the activation of not 4, but 

a smaller number of non-zero outputs. As follows from 

the data of [10], the probability of activating the MDR 

transformation at the output of three half-bytes is 82 , 

and two half-bytes is 42  (here we have reduced propor-

tionally the data of work [19] for half-bytes). Therefore, 

in this case, the event that required the number of acti-

vated S-boxes for the cipher to arrive in the random sub-

stitution state turned out to be more than 7). 

Note also that even with a maximum value of more 

than 4, an event can occur in which even one such transi-

tion can be duplicated on all transitions of the differential 

characteristics. To achieve this, it is sufficient that this 

maximum transition is on the diagonal of the differential 

table. 

 

Table 4 

Differential table of S-box  Sbox p12 F0 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 0 4 2 0 2 0 0 0 4 0 0 2 0 2 0 0 

2 0 0 2 0 2 0 0 4 0 2 4 0 0 0 0 2 

3 0 2 4 2 0 2 4 2 0 0 0 0 0 0 0 0 

4 0 0 2 0 2 4 0 0 4 2 0 0 0 0 0 2 

5 0 2 0 2 0 2 0 2 0 4 0 0 0 4 0 0 

6 0 0 4 0 0 0 4 0 0 0 0 4 0 0 0 4 

7 0 0 2 4 2 0 0 0 0 0 4 2 0 2 0 0 

8 0 0 0 0 0 0 0 0 0 2 4 2 0 2 4 2 

9 0 0 0 2 0 2 4 0 2 0 0 4 0 0 2 0 

10 0 2 0 0 4 0 0 2 2 0 0 0 0 4 2 0 

11 0 0 0 0 0 0 0 0 0 0 4 0 12 0 0 0 

12 0 2 0 0 0 0 4 2 2 0 0 0 0 0 2 4 

13 0 0 0 4 0 0 0 4 0 0 0 0 4 0 4 0 

14 0 4 0 0 0 4 0 0 0 2 0 2 0 2 0 2 

15 0 0 0 2 4 2 0 0 2 4 0 0 0 0 2 0 

 



Information security and functional safety 
 

155 

It would be appropriate here to provide the differ-

ence distribution for the XOR table and the transition dis-

tribution for the LAT table of random substitution. They 

are presented in Tables 5 and 6. 

Therefore, random S-boxes can increase the number 

of cycles of cipher arrival in the random substitution state 

by one cycle. In most cases, this increase will not occur. 

We are talking about ciphers with a strong linear trans-

formation (Rijndael-like ones and close to them). This 

means that they retain their strength with a large margin, 

considering the safety margin of ciphers. 

 

Table 5 

The distribution of pairwise differences for XOR Table  

of random substitution of degree  28 

2k Number of cells Probability 

0 

2 

4 

6 

8 

10 
12 

39363 

19758 

4959 

830 

104 

10 
1 

0.605345 

0.303855 

0.076263 

0.0127609 

0.0016014 

0.0001608 
0.0000134 

 

Table 6 

The distribution of transitions for LAT table of random  

substitution of degree 28 

|2k| Number of cells Probability 

0 

2 

4 

6 

8 

10 

12 

14 

16 
18 

20 

22 

24 

26 

28 

30 

32 

34 

6466 

12538 

11424 

9982 

7872 

5952 

4228 

2822 

1768 
1040 

574 

298 

146 

66 

28 

10 

4 

2 

0.1988876 

0.192815 

0.1756848 

0.1504416 

0.1210626 

0.0915406 

0.0650312 

0.0433972 

0.0271986 
0.01600576 

0.00884176 

0.00458356 

0.0022291 

0.001016608 

0.000434614 

0.000174096 

0.0000653134 

0.0000305176 

 

4. Experiments 
 

To confirm the above, we present the results of ex-

periments with extensive versions of ciphers. It was 

shown in [2] that reduced cipher models confirm the 

properties of large ciphers. Therefore, Table 7, taken 

from [2], demonstrates the per-cycle values of the max-

ima of the total differentials for the Rijndael cipher with 

different variants of S-boxes (substitutions). 

Table 7 

Cycle-by-cycle values of maxima of the total  

differentials for the Rijndael cipher with different  

variants of the S-boxes (substitutions) 

Number of cycles 
Substitutions 

1 2 3 4 5 6 

1 0 0 0 0 0 0 

2 24 18 20 18 20 20 

3 20 18 18 20 18 20 

4 18 18 18 18 20 18 

5 18 18 20 18 18 20 

6 20 20 18 22 18 20 

7 18 20 20 20 18 20 

8 20 18 20 20 20 20 

9 20 20 20 18 18 20 

10 18 18 20 20 20 18 

11 18 18 18 18 18 18 

12 20 20 20 20 20 20 

13 18 18 20 20 18 20 

 

Note that in the experiments, tables were built for 

16 bit differences at the input and output of a full-scale 

cipher. Differences were used for the 4th and 7th input 

and output bytes. 

As a result, after the ShiftRows operation of the first 

cycle, the bytes changed their positions, and the 12th and 

15th bytes with zero output differences and zero transi-

tion values were found on the cities of the 4th and 7th 

output bytes of the linear transformation.  

Randomly generated 128-bit blocks are used as 

master keys. Number 1 in Table 7 shows the results for 

the Rijndael cipher using S-boxes corresponding to the 

standard substitution. The following columns show the 

differential characteristics of the cipher when random 

substitutions are used.  

Table 8, borrowed from [2], shows the results of the 

linear indicator analysis of the Rijndael cipher with 

standard and random substitutions. The table shows that 

the laws of probability distribution, starting from the first 

cycle, are very close to each other. 

The standard key deployment scheme was used in 

all cases. The general conclusion from the presented re-

sults is that random S-boxes provide differential indica-

tors for ciphers that are practically not inferior to those of 

a cipher with “native” S-boxes selected according to spe-

cial conditions. Therefore, it turns out that the “hunt” for 

S-boxes with improved cryptographic performance, 

which is actively conducted in the cryptographic litera-

ture, does not make sense. In both cases, the ciphers ar-

rived in a random substitution state in two cycles. This 

reduced number of cycles is because we use ciphers of 16 

bits. As we have already mentioned, the evidentiary sta-

bility for a sixteen-bit cipher is 
1216 2220  . In this 
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case, large (byte) S-boxes are used. For example, for a 

differential table with a byte S-box transition indicator 

equal to 62 , two active S-boxes are sufficient for the 

cipher to arrive in the random substitution state. 

 

Table 8 

Cycle-by-cycle distributions of maxima of shifts  

tables of linear approximations for the Rijndael  

cipher using various substitutions 

Number  

of cycles 

Standard  

substitution 

Random  

substitution 

1 11264 10752 

2 852 804 

3 807 812 

4 805 812 

5 843 796 

6 874 800 

7 808 806 

8 876 824 

9 810 815 

10 817 840 

11 840 827 

12 811 843 

13 818 811 

 

Tables 7 and 8 clearly show that the distribution 

laws of transition probabilities of differential tables for 

different numbers of encryption cycles, both for substitu-

tion according to the specification of the Rijndael cipher, 

and for a random selected substitution, almost starting 

from the first cycle, are very close to each other. 

Random S-boxes along with the mechanism of lin-

ear mixing of their outputs, used in the Rijndael cipher, 

are able to create an encryption function that makes it 

possible to effectively realize its convergence to random 

substitution indicators. The materials of work [2] indicate 

that other modern ciphers also demonstrate the noted 

property. 

 

5. Discussion of the results 
 

The presented results confirm that the stability indi-

cators of ciphers do not significantly depend on the indi-

cators of the S-boxes included in the ciphers. 

Indeed, S-boxes perform the main function of en-

cryption transformation, namely, mixing bits of text. The 

dynamic characteristics of the cipher’s arrival in the state 

of random substitution depend on its effectiveness. Mod-

ern ciphers use nonlinear substitution transformations as 

S-boxes (most ciphers use byte substitutions). It turns out 

that it is not the individual properties of substitutions, but 

the results of their sequential interactions that are of cru-

cial importance for achieving stability indicators. We re-

call here that the product of substitutions (their sequential 

execution one after another) gives a random substitu-

tion [2]. The individual properties of the output substitu-

tion are lost. 

The properties of accidence inherent in S-boxes are 

sufficient to ensure that the influence on the dynamic in-

dicators of the cipher arrival in the state of random sub-

stitution remains within one cycle. 

Therefore, the price for the transition to random 

substitutions is an increase by one cycle in the number of 

cycles of the cipher arriving in random substitution, and 

this is against the background of the stability margin used 

in modern ciphers (the number of encryption cycles is 

chosen three to four times more than the depth of the av-

alanche effect, i.e., the minimum number of cycles of the 

cipher’s arrival in the random substitution state) is hardly 

noticeable. Another thing is that it is possible to construct 

ciphers that, even with random substitutions, do not re-

quire an additional encryption cycle, but this is a separate 

discussion. 

 

Conclusions 
 

This work is a generalization of previously per-

formed studies. The result of such a generalization is a 

scientific position, which can be described as follows: 

random S-boxes can be used without reducing security in 

all known modern block symmetric ciphers. In the pro-

cess of substantiating this provision, a large complex of 

theoretical and experimental studies of the randomness 

indicators of modern block symmetric ciphers were con-

ducted using various S-boxes Numerous experiments 

were conducted on block symmetric ciphers of various 

typical designs (Feistel's construction, Ley-Massey, 

SPN). 

It is shown that random S-boxes can increase one 

cycle in the number of cycles of the cipher coming to the 

state of random substitution. In this case, we are talking 

about ciphers with a strong linear transformation. In most 

cases, this will not happen. If we consider the security 

margin of modern ciphers, one extra cycle will not affect 

the security of the cipher at all. 

A further direction of research is seen in the com-

parison of the cryptographic performance of block sym-

metric ciphers using random S-boxes and S-boxes gener-

ated using special methods. The speed and labor ad-

vantages are obvious when using random S-boxes. 

Another possible direction is the development of the 

mathematical theory of random substitution by introduc-

ing additional indicators of randomness. 
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ПРО ВПЛИВ S-БЛОКІВ НА ПРИХІД ШИФРІВ  

ДО СТАНУ ВИПАДКОВОЇ ПІДСТАНОВКИ 

Ірина Лисицька, Костянтин Лисицький, Олексій Нарєжній,  

Тетяна Гріненко 

Предметом дослідження є розробка блокових симетричних шифрів з поліпшеними показниками крип-

тографічної стійкості для вирішення завдань захисту інформації в інформаційно-комунікаційних системах. 

Метою є розробка математичної моделі оптимальної s-блокової конструкції (блока нелінійної заміни) для 

сучасних блокових симетричних шифрів. Завдання: показати, що стійкість блокових симетричних шифрів 

суттєво не залежить від показників s-блоків, що входять в ці шифри; обґрунтувати використання без зниження 

стійкості випадкових підстановок у якості s-блокових конструкцій сучасних блокових симетричних шифрів; 
довести безперспективність пошуку s-блоків з особливими властивостями. Використовуваними методами є: 

методи теорії ймовірностей; математичної статистики; комбінаторики і системного аналізу; методи статисти-

чних випробувань; методи булевої алгебри. Отримані такі результати. У сучасних шифрах в якості S-блоків 

використовуються нелінійні підстановочні перетворення (в більшості шифрів байтові підстановки). S-блоки 

виконують головну функцію шифруючого перетворення – перемішування бітів тексту. Від їхньої ефективно-

сті залежать динамічні показники приходу шифру до стану випадкової підстановки. Представлені результати 

підтверджують, що показники стійкості шифрів суттєво не залежать від показників S-блоків, що входять в 

шифри. Вирішальне значення для досягненні показників стійкості мають не індивідуальні властивості підста-

новок, а результати їхньої послідовної взаємодії. Висновки. Наукова новизна отриманих результатів полягає 

в наступному. Робота представляє собою узагальнення результатів наукових досліджень переходу до викори-

стання у якості S-блоків випадкових підстановок. При переході відбувається збільшення всього на один цикл 

числа циклів приходу шифру до стану випадкової підстановки, а це на тлі запасу стійкості, що використову-
ється в сучасних шифрах, є мало помітним. Результатом цього узагальнення є наукове положення, що можна 

сформулювати таким чином: во всіх відомих сучасних шифрах без зниження стійкості можна використову-

вати випадкові S-блоки. Тобто задача пошуку S-блоків з особливими властивостями втрачає будь який сенс, 

а це означає, що науковий напрям, пов’язаний з пошуком S-блоків з особливими властивостями, виявляється 

зайвим. 

Ключові слова: S-блок; критерій випадковості; підстановка; повний диференціал; таблиця диференціа-

льних різниць; таблиця лінійних апроксимацій. 
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