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MODELING THE MINDFULNESS PEOPLE'S FUNCTION
BASED ON THE RECOGNITION OF BIOMETRIC PARAMETERS
BY ARTIFICIAL INTELLIGENCE ELEMENTS

The subject matter of this article is the processes of modeling the function of attentiveness of users of critical
applications on the basis of recognition of biometric parameters by elements of artificial intelligence. The goal
is the development and software implementation of mechanisms for monitoring the work of employees of
responsible professions, which, based on the analysis of information from a webcam online, monitor the presence
of the employee's focus on the active zone of the critical application and the absence of unauthorized persons
near the computer. The tasks to be solved are as follows: to determine a list of factors, the presence of which
must be constantly checked to control the focus of the employee's attention on the active zone of the critical
application and the absence of unauthorized persons near the computer; to choose the optimal technology for
reading and primary processing of information from webcams online, for further use in solving the task; to
develop mechanisms for monitoring certain factors, the presence of which must be constantly checked to control
the presence of the employee's focus on the active zone of the critical application and the absence of unauthorized
persons near the computer; and to programmatically implement the developed mechanisms using the object-
oriented programming language Python. The methods used were artificial neural networks, 3D facial modeling,
and landmark mapping. The following results were obtained. A list of factors has been identified, the presence
of which must be constantly checked to monitor the presence of employee's attention in the active zone of critical
use and the absence of unauthorized persons near the computer. On the basis of the analysis of modern
technologies for reading and primary processing of information from online webcams, technologies implemented
in the MediaPipe library were selected for further use in solving the problem. Mechanisms have been developed
for monitoring certain factors, the presence of which must be constantly checked to monitor the presence of
employees in the active zone of critical use and the absence of unauthorized persons near the computer. The
object-oriented programming language Python is software-implemented using the MediaPipe library,
mechanisms are developed and, based on the results of the experiments, the expediency of its use for solving the
problem is proved. Conclusions. The scientific novelty of the obtained results is as follows: we have formed a
list of factors, the presence of which must be constantly checked to monitor the presence of employee's attention
in the active zone of critical application, the absence of unauthorized persons near the computer, and improved
facial recognition technologies, which allows us to obtain a solution to the problem of monitoring the attention
of users of critical applications in non-ideal conditions.

Keywords: critical application; facial geometry; map of landmarks; mindfulness; MediaPipe; neural networks.

employee may lose attention, for example, fall asleep at
the workplace, look not at the monitor but at the phone,

Introduction

Motivation. Nowadays, computerization already
has taken place in almost all spheres of life. However, the
degree of human involvement in this process and the
requirements for the employee concerned in different
cases differ quite significantly. There are several
professions in which the constant presence of an
employee’s focus on the active zone of a critical
application is critical. Examples of such professions
include air traffic controller, nuclear power plant
operator, physical security control operator, and others.
For such professions, it is necessary to consider the
possibility of the influence of human factors, that is, a
person may get tired or get sick or may be distracted by
some subjective or objective factors. In such cases, the

through the window, or at another person. At the same
time, their focus on the information displayed on the
computer screen is lost, which can often be unacceptable.
Therefore, there is an urgent need to solve the scientific
and applied problem of monitoring the presence of the
employee’s focus on the active zone of the critical
application and the absence of unauthorized persons near
the computer.

State of the art. To solve this problem, a set of
technological solutions is used. Monitoring the
attentiveness of employees in relevant responsible
professions is a necessary and urgent task. Because we
are talking about a person, it is advisable to use biometric
technologies to analyze his/her attentiveness. If, due to
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his/her professional duties, a person works most of the
time on the keyboard, then it is advisable to analyze
his/her keystroke [1]; if the work is related to the input of
information using devices with a touch screen, then it is
advisable to analyze its handwriting [2, 3]; if a person
should pay most attention to the information on the
monitor, then it is advisable to use recognition
technologies by face geometry [4 - 6]; if a person has a
small mobile device, then itis advisable to use fingerprint
recognition technologies [7, 8]; sometimes it is advisable
to introduce additional authentication, which can be
recognition of either the geometry of the palm [9] or
voice [10] of the user. Of interest is a novel deep face
recognition framework that consists of a feature
restoration network, a feature extraction network, and an
embedding matching module [11]. For example, COVID
has identified the need to develop a robust system
capable of detecting people not wearing face masks and
recognizing different persons while wearing the face
mask [12]. Also, the detection and recognition of objects
in images using neural networks is an effective
mechanism for solving various problems in such
important fields as medicine [13] and transport [14].
After analyzing the relevant technologies and ready-
made software solutions for information processing [15]
based on neural networks [16] to identify [17] and
confirm [18] authenticity that exist in open access on the
Internet, we can conclude that at the moment there is no
system for monitoring the attentiveness of employees
based on the analysis of the geometry of their faces,
which would fully perform the task. Therefore, this work
is devoted to the task of monitoring the attentiveness of
employees of responsible professions precisely on the
basis of an analysis of the characteristics of their faces.
In addition, given that we are talking about employees of
precisely responsible professions, in many cases it is
advisable not only to control their attentiveness but also
to check the presence of more than one person at the
computer. In other words, if any confidential information
is displayed on the computer screen, the presence of an
unauthorized person near the computer can lead to a
violation of confidentiality. In addition, this person can
distract the employee whose monitoring is performed.
Given that nowadays almost all computers are equipped
with webcams (built-in or additionally connected), it is
advisable to use this particular device to implement the
aforementioned control.

Obijective and approach. Based on all the above,
the following goal of this work was formulated: to
develop and programmatically implement mechanisms
for monitoring the work of employees of responsible
professions, which, based on the analysis of information
from a webcam online, monitors the presence of the
employee's focus on the active zone of the critical
application and the absence of unauthorized persons near

the computer. To achieve this goal, it is necessary to
solve the following tasks:

1. Determine the list of factors that need to be
constantly checked to monitor the focus of the
employee's attention on the active zone of the critical
application and the absence of unauthorized persons near
the computer.

2. On the basis of the analysis of modern
technologies for reading and primary processing of
information from webcams online, choose the optimal
technology for further use in solving the task.

3. Develop mechanisms for monitoring certain
factors, the presence of which must be constantly
checked to control the focus of the employee's attention
on the active zone of the critical application and the
absence of unauthorized persons near the computer.

4. Programmatically implement the developed
mechanisms and explore the feasibility of their use to
solve the problem.

This article is devoted to solving the components of
this urgent problem.

1. Case study
1.1. Determine the list of factors

To solve the first task, it is necessary to determine
which features that can be identified by analyzing the
image from the webcam can serve as signs of the
employee’s loss of attention, that is, loss of focus of
attention on the active zone of the critical application and
signs of the presence of unauthorized persons in front of
the webcam.

To check for the absence of unauthorized persons
near your computer, it is advisable to check the number
of faces whose images the system can extract from the
information transmitted from the webcam. The selection
of more than one face image, respectively, indicates not
only an authorized user near the computer.

To control whether an employee focuses on the
critical application core, it is advisable to monitor the
following factors:

- the presence of the absence of an employee at
the computer;

- the presence of a significant turn or tilt of the
employee’s head;

- the presence of closed eyes, which may indicate
that the person is sleeping;

- the presence of a deviation in the direction of the
person's gaze from the monitor in the other direction.

That is, when solving the first problem, the user
activity function (1) was built, which includes several
functions, the mechanisms for implementing which are
defined below:

Cact_user = falct_user (Usernum_face'Userhead_pOS!

)
Useropen_eye vuseriris_dir )v
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where User, . fce — function for determining the

number of faces in front of the webcam, Usefq,q pos —

function for determining the position of the face (tilt,
turn), User,oe, o — function of checking open eyes or

closed, User;s 4 — function of checking the direction of

gaze.

Information about the presence of all these
deviations should be immediately reported to the system
administrators (or other persons responsible for this
control) and stored in the appropriate electronic log for
further analysis. In addition, in our opinion, the duration
of the aforementioned deviations is fundamental. That is,
if, for example, an employee’s pen fell and he bent down
to pick it up, or someone entered the room and the
employee turned his/her head to see who entered, then
this action lasts several seconds and usually does not lead
to problematic deviations. However, if this employee
searches for a fallen pen for several minutes or talks for
several minutes with a person who entered the room, then
this is already a longer deviation, which can lead to
significant negative consequences. Accordingly, it is
advisable to store in the electronic journal not all
deviations but only those that last more than a certain
critical period.

To date, there are already sufficient technologies for
reading and processing information transmitted from
webcams online and selecting the characteristics
necessary for subsequent analysis. These technologies
are used to solve various problems, including information
protection, for example, to authenticate users of
information systems [4, 8]. These technologies
distinguish a different number of characteristic facial
points, the parameters of which are then analyzed for
recognition, have different principles of operation, have
their advantages and disadvantages, but none of the
technologies found in the public domain performs all the
functions that are necessary to identify the previously
described factors necessary to control the presence of the
employee's focus on the active zone of the critical
application and the absence of unauthorized persons near
the computer. Therefore, when solving this problem in
this paper, existing technologies are used to implement
reading and primary processing of information from
webcams, and appropriate special mechanisms are
developed to implement the functions that are directly
necessary to perform this monitoring.

1.2. Choose the optimal technology

To solve the second task, based on the analysis of
modern technologies for reading and primary processing
of information from webcams online, technologies
implemented in the MediaPipe library were selected for

further use: developers.google.com [19], samproell.io
[20], and github.com [21]. In addition, we considered
technologies of Face Recognition and Mobile Vision by
OpenCV [22], FaceNet [23], and MobileNets [24]. This
choice is justified for the following reasons:

1. MediaPipe library uses machine learning, which
provides a clearer and more constant finding of facial
landmarks, unlike OpenCV, which uses the method of
comparison with ready-made templates.

2. In MediaPipe library, 468 3D facial landmarks
are defined (Fig. 1), which is much more than, for
example, in OpenCV (only 67) [22], thereby providing
more functionality in determining and analyzing various
characteristics of the face and greater accuracy in
determining these characteristics.

3. MediaPipe library provides high performance in
real time, which is critical in solving the problem of
monitoring (continuous recognition).

4. In MediaPipe library it is possible to find
landmarks of the iris, which is absent, for example, in
OpenCV, but is very useful for controlling the parameters
necessary to solve tasks.

Consider the main principles of the functioning of
technologies implemented in the MediaPipe library [19]
and indicate which function from this library and for
what exactly was directly used in the developed system.
From the selected MediaPipe library, the Face Mesh
function was used. This function determines 468 3D
landmarks (points with coordinates) of the face in real
time and with its help, accesses an array of integer values
of the coordinates of these landmarks of the face [21].
The map of these landmarks, with their numbers, is
publicly available, and they never change. For example,
in the center of the right eye there is always a marker with
the number 473, and in the center of the left eye there is
a marker with the number 468 [21]. This fact greatly
facilitates the selection of the coordinates of a specific
marker (landmark). The coordinates of these landmarks
(markers) will be further analyzed in the corresponding
developed functions for solving the tasks. The function
uses neural networks to determine the 3D surface of the
face. Using facial model architecture and GPU
acceleration throughout the processing pipeline, the
function delivers high real-time performance. Face
Mesh [25] uses a pipeline of two neural networks to
determine the 3D coordinates of 468 facial landmarks:
psevdo three-dimensional coordinates from a two-
dimensional image. The first neural network "BlazeFace"
finds the location of the face based on the analysis of the
full image. BlazeFace uses a lightweight feature
extraction network similar to MobileNetV1/V2 [26].

On the left is a block of a conventional
convolutional network, and on the right is the basic block
of MobileNet (Fig. 1) [27].
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Fig. 1. MobileNetV1

The convolutional part of the network of interest
consists of one ordinary convolutional layer with a 3x3
convolution at the beginning and thirteen blocks shown
on the right in the figure, with a gradually increasing
number of filters and a decreasing spatial dimension of
the tensor.

A feature of this architecture is the absence of max
pooling layers. Instead, to reduce the spatial dimension,
a convolution with a stride parameter equal to 2 is used.

The second neural network allows you to determine
the area (shape) of the face by selecting it from any input
image. The second neural network uses a statistical
analysis technique called Procrustes Analysis and selects
and analyzes the area of the found face to determine its
landmarks along with the first network. This
computational circuit in the form of a conveyor is built to
provide high speed, so it can work on any device with
built-in or external video cameras, not only on laptops or
desktop computers, but also on mobile devices (phones,
tablets, etc.) [20].

In the developed system, technology from the
MediaPipe library was used only to find an image of one
or several faces in the video stream and to find the
coordinates of all facial landmarks (Fig. 2) [21]. To
implement all other functions that are directly necessary
to perform this monitoring, appropriate special
mechanisms have been developed.

1.3. Develop mechanisms for monitoring
certain factors

The third task, as you can see, consists of five
components.

Fig. 2. Location of face landmarks in MediaPipe library face model
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In the first step of this monitoring system, the first
and second components of the third task are solved,
namely, the absence of a face in front of the webcam or
the presence of several faces in front of the camera are
detected. For this purpose, the function of determining
the number of faces in front of the webcam is built

Usernum_face (2):

Usernum_face = fnum_face (NFmark_face'NFline_facev
NF,

count_ face’ N Fmax_face ) '

2

where NF,.« f.ce — face marker detection function,

NFRine_face —OUtline function of found faces, NFq¢ face

— function for determining the number of faces found,
NFax_face = function for determining the largest face

image.

If several faces are found, their number is counted
and more faces are determined. To perform this tracking,
the following steps were taken:

1. The function determines the

N Fmark _face

location of face landmarks in the image and forms an
array (several arrays) of landmarks of found faces with
their ~ coordinates. To do this, use the
multi_face landmarks function (from the MediaPipe
library), which receives information from the camera as
input and returns an array (or several arrays) with
landmarks (points) of the face and their coordinates.

2. The function NF;,. e Outlines the contours of

all found faces with ovals (highlighting). For this
purpose, the coordinates of the landmarks of the contours
of the found faces are used. The outline of the face has
36 landmarks, which, as can be seen in Fig. 2, have the
following numbers: 10, 338, 297, ..., 67, 109.

3. Functions NFj e cCOUnts the number of

landmark arrays of the found faces, thus determining the
number of faces in front of the camera. As mentioned
earlier, if there is no person’s face in front of the camera
then accordingly this indicates a loss of focus of the
employee’s attention, and if more than one face is
detected, this indicates the presence of unauthorized
persons in front of the camera.

4. The function NF,. fce . USing the appropriate

coordinates, determines the largest face and in the further
work of the program only the data of the array of the
largest face is used, assuming that this person belongs to
an authorized employee.

After selecting the contour of the authorized user’s
face and determining the coordinates of the landmarks of
his/her face, the third component of the third task is
solved, namely, the facts of tilts and turns of the head are

detected. For this purpose, the function of determining

the position of the face (tilt, rotation) is built
Userhead_pos (3):
Userhead_pos = fhead_pos. (HPkoord_markvHPkord_centr* (3)

H Pznak _tiy_tux? H Pkoord_centr_eye ' H Ptilt angle’ H Pznak_tix )v

where  HPoq mak — function of determining the

coordinates of the corresponding  landmarks,
HPord_cenr — function of determining the coordinates

of the center of the face, HP, 4y wx— function of

conclusions based on the analysis of signs of projections
of vectors, HPorg centr_eye — function of determining

the coordinates of landmarks of eye centers, HPgy; sngie

— function of determining the angle of inclination of a
straight line passing through the middle of the eyes,
HPnak_tix — function of conclusions based on the

analysis of the angle of inclination.

To detect face turns left / right and tilts up / down,
this system tracks the vectors of face tilt up / down and
face rotation left / right, which are determined by signs
("+" or "-") of projections on the X and Y axes of the
vector from the nose landmark to the center of the face.

When the face is in a normal position, then, in the
"front view" projection, the image of the nose is almost
in the center of the face image and, accordingly, the
projections of the vector have almost zero values; if the
face is tilted up/down or turned left/right, then, in the
"front view" projection, the values of the projections (one
or both) of the vector are significantly increased and, in
this case, the signs of the projections of the vector on the
X and Y axes can draw conclusions about the direction
of inclination and rotation of the head. To perform this
tracking, the following steps were taken:

1. The function HPoq mak determines the

necessary coordinates of the corresponding landmarks
(Fig. 2), namely, the X and Y coordinates of the nose
marker (N_x, N_y), Xcoordinates of the markers of
the upper and lower borders of the face and the Y
coordinates of its left and right borders, respectively
(T_x, B_x, L_y, R_y). Based on the analysis, the
following landmarks were used to determine the center
of the face: 151, 199, 177, and 401. To determine the
position of the nose, landmark number 4 was used.

2. The coordinates of the center of the face are
determined in the function HPoq cenr (0nly whole

parts of the results will be used) (4):

B_x+T_x

C_x=int(

) C_y=imE=Y2EY) )
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where int() — function of finding the integer part of the
argument, C_x and C_y - coordinates X and Y
center of the face, respectively.

3. The function HP,, iy wx determines the
projections on the X and Y axis of the vector from the
nose landmark to the center of the face, performs the
necessary corrections of the found projections of the
vector and draws conclusions regarding the presence of
facts of the face turning left/right and tilting up/down (5).
Considering the location of these markers and the
placement of the face in a normal position relative to the
laptop webcam, the following vector projection
correction variables were introduced according to the

corresponding coordinates: K_x, K_y:

D_y=N_y-C_y+K_y,

D _x=N_x-C_x+K_x,

UP, if D_y<-20,

CENTRE, if -20<D_y <20,
DOWN, if D_y > 20, ®)
LEFT, if D_x<-10,

CENTRE, if -10<D_x <10,
RIGHT, if D_x>10,

Tl _th=

TU_Ir=

where D_ x and D _y —axis projections X and Y vector

from the nose landmark to the center of the face,
respectively, K_x=-3 and K_y=5 — correction of

vector projection on the axis X and Y, respectively,
Tl _tb — is the direction of inclination of the face

vertically, TU _Ir — is the direction of rotation of the

face horizontally.

To detect the inclinations of the face to the left/right
in this system, the angle of inclination of the straight line
passing through the points of the middle of the eyes is
analyzed. When the face is not tilted left/right, this line is
parallel to the horizontal coordinate axis. Accordingly,
the angle between this straight line and the horizontal is
a sign of tilting the face to the left or right. To perform
this tracking, the following steps were taken:

1. The function HPog centr eye determines the
necessary coordinates of the corresponding landmarks

(Fig. 2), namely, the X and Y coordinates of the middle
markers of the left and right eyes, respectively

(LE_x, LE_y, RE_x, RE_y). As already noted, in
the center of the eyes are markers with numbers 468 and
473 (Fig. 2).

2. The function HP;y; 44 determines the angle of

inclination of the line passing through the points of the

middle of the eyes relative to the horizontal axis of
coordinates and converts the result from radians to
degrees (only the integer part of the result will be
used) (6):

GN = int(degress(atan2(RE_y—LE vy,

RE_x-LE _x))), ©)

where degrees() — function for converting the value of the

argument from radians to degrees, atan2() — arctangent

function for the specified arguments, GN — the angle of

inclination of the straight line passing through the points
of the middle of the eyes.

3. Thefunction HP o centr_eye Depending on the

value of the found angle of inclination (6), conclusions
are made regarding the inclination of the face to the left /
right (7):

LEFT, if GN <-10,
Tl _Ir=<CENTRE, if -10<GN <10, (7)
RIGHT, if GN >10,

where TI_Ir — direction of inclination of the face

horizontally.

The values of all coefficients used and coordinate
correction variables, when revealing the aforementioned
facts of inclinations and turns of the face, were
determined experimentally and may require adjustment,
considering the anatomical features of the faces of the
organization’s employees and the placement of the
webcam at their workplaces.

To solve the fourth component of the third task, i.e.,
to detect closed eyes, this system monitors the
relationship between the distance between the eyelids of
the corresponding eye and the distance between two
selected points on the face. For this, the function of

checking open eyes or closed is built Usery,e, o (8):

User =f

open_eye

OEcoef _eye 7OEconcI_eye )’

open_eye (OEkoord_eye 'OEIine_eye !

®)

where OE,oq ¢ — the function of determining the
coordinates of the corresponding landmarks, OEjie eye

— the function of determining the lengths of segments,
OE qer _eye — the function of determining the coefficients

of eye closure, OE ;. ¢y — the function of conclusions.

The choice to compare the distance between two
points of the face, instead of some stable value, is
necessary for the correct operation of the program when
turning and tilting the face and when a person is at an
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arbitrary distance from the webcam. Segments between
the corresponding markers (159 and 145,
193 and 417), the ratio of which is examined to check
whether the left eye is closed (for example), are shown
in Fig. 3.

To perform this tracking, the following steps were
taken:

1. The function determines the

OEkoord _eye

necessary coordinates of the corresponding landmarks
(Fig. 2), namely, the Y coordinates of the upper and lower
eyelid markers of the left and right eyes, respectively
(LET_y, LEB_y, RET_y, REB_y) and the X
coordinates of the two selected points on the face,
respectively (LT _x, RT_x). To determine the upper
and lower eyelids of the left eye and the upper and lower
eyelids of the right eye, the following landmarks were
used, respectively: 159, 145, 386, 374; The points
between which the segment was used for this comparison
were chosen landmarks 193 and 417.

2. The function OEj;,, ., determines the lengths
of the segments between the eyelids of the left eye,
between the eyelids of the right eye, and between two

selected points of the face, the distance between which is
used for comparison (9):

V_LE=LET_y-LEB_y,
V_RE=RET_y-REB_y, )
TT=RT_x-LT_Xx,

where V_LE and V_RE - distances between the
upper and lower eyelids of the left and right eyes,
respectively, TT — is the distance between the two
selected points used for comparison.

3. The function OE s ¢y determines how many

times the length of the segment between the selected
points of the face is greater than the distance between the
eyelids of the left eye and how many times it is greater
than the distance between the eyelids of the right
eye (10):

K_LE= il , K_RE= il , (10)
V_LE V_RE
" g
& 73
o T
NIE3 _J54 a8 30243

J12

7R

244

where K_LE and K_RE- coefficients of closure of
the left and right eyes, respectively.
4. The function OE ¢ Conclusions are drawn

whether the left eye is closed and the right eye is closed.
To do this, analyze the closeness coefficients of the left
and right eyes and how significantly the face is turned left
/ right (if the turn is not maximum) (11):

OPENED, if K_LE<2.2 AD_x>-25,
ZLE =

i > <—
CLOSED, if K LE>2.2 vD_x<-25, (11)

e |OPENED, if K RE<22 AD_x<25,
" |CLOSED, if K RE>2.2 vD_x> 25,

where ZLE and ZRE - signs of whether the left and
right eyes are closed, respectively. The value of "2.2"

with which ZLE and ZRE, are compared, has been
determined experimentally and may need to be adjusted
considering the anatomical features of the faces of
employees of the organization, in which case the eye
should be considered closed.

To solve the fifth component of the third task,
namely to detect the deviation of the direction of a
person's gaze from the monitor in the other direction, this
system analyzes for each eye signs ("+" or "-") of
projections on the X and Y axes of the vector from the
center of the iris to the center of the eye. This action is
possible if at least one of the eyes is open. For this
purpose, the function of checking the direction of gaze is
built User,;s qir (12):

USeriris_dir = firis_dir (IDopen_eyevIDkoord_mark' (12)

IDkoord _centr vIDznak_concl ),
where 1Dgye, e — function to check for at least one open

eye, IDyoorf mak — the function of determining the

coordinates of the corresponding landmarks,
IDyoort_centr — function for determining the coordinates

of the centers, 1D, conat — the function of inferences
based on the analysis of signs of vector projections.

168
J89 193 * 417 413
414
a9t
.463.3.5’»2‘33_2
245 & 465 L S41

Fig. 3. Segments whose ratios are analyzed to determine whether the left eye is closed
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To perform this tracking, the following steps were
taken:
1. The function 1Dy, ¢ checks if at least one of

the two eyes is open (13):

ZLE =OPENED v ZRE = OPENED. (13)

If this condition is performed, then the transition to
the next step of the algorithm is carried out; otherwise, if
both eyes are closed, then, as shown in the fourth step of
the algorithm, the gaze is directed downwards (we can
conclude that there is no possibility to determine the
direction of the gaze).

2. The function determines the

IDkoorf_mark
necessary coordinates of the corresponding landmarks
(Fig. 2), namely, the X coordinates of the left and right
border markers of the left eye and the Y coordinates of
the markers of its upper and lower boundaries,
respectively  (LLE_x, TLE_y, RLE_Xx, BLE _y);
namely, the X coordinates of the left and right border
markers of the right eye and the Y coordinates of the
markers of its upper and lower boundaries, respectively
(LRE_x, TRE_y, RRE_x, BRE_y), coordinates X
and Y of the left and right border iris of the left eye,
respectively (LLR_Xx, LLR y,RLR _x, RLR _Yy),
coordinates X and Y of the left and right border iris of the
right eye, respectively (LRR _Xx, LRR y, RRR X,

RRR _y). For these actions, markers of the edges of the

eyes and iris were used, namely, the following markers
were used to determine the centers of the left eye and
right eye, respectively: 33, 133, 159, 145 and 362, 263,
386, 374; To determine the centers of the iris of the left
eye and right eye, the following markers were used,
respectively: 471, 469 and 476, 474.

3. The function IDygort centr
coordinates of the centers of the left eye, right eye, iris of

the left eye, and iris of the right eye (only whole parts of
the results will be used) (14):

determines the

LLE x+RLE_x

C_LE_x=int( 5 ),
C_LE y- int(TLE—y;BLE—y),
C_RE x-= int(LRE—XZRRE—X),
C RE y-= int(TRE—y; BRE_Y) (1)
C_LR_x:int(LLR—X;RLR—X),
C LR y= int(LLR_y+ RLR_y)7

2

LRR _x+RRR _x

C_RR_x=int( 5 ),
C RR_y-= int(LRR—y;RRR—y),

where C_LE_x and C_LE_y — coordinates X ta Y
center of the left eye, C_RE_x and C_RE_y -
coordinates X and Y center of the right eye, C_LR _X
and C_LR _y —coordinates X and Y center of the iris
ofthelefteye, C_RR_x and C_RR _y —coordinates
X and Y center of the iris of the right eye.

4. The function 1D,z cone Projections on the X
and Y axis of the vector from the center of the iris to the
center of the eye were determined for each eye, based on
the analysis of the sign ("+" or "-") of which conclusions

were made regarding the deviation of the direction of the
person's gaze from the monitor in the other direction (15):

CENTRE, if -3<(C_LR x-C_LE X)<3A
A=3<(C_RR_x-C_RE_x)<3,

LEFT, if (C_ LR x-C_LE x)<-3v
v(C_RR_x-C_RE_x)<-3,

RIGHT, if (C_LR _x-C_LE_x)>3v
v(C_RR_x-C_RE_x)>3,

CENTRE, if (C_LR_y-C_LE y+1)>-1A (15)
A(C_RR_y-C_RE_y+1) >0,

UP, if (C_LR_y-C_LE_y+1)<-1v
v(C_RR_y-C_RE_y+1)<0,

DOWN, if ZLE = CLOSED A

AZRE = CLOSED,

IT _x=

IT_y=

where IT_x and

viewing directions, respectively. The numerical values
under these conditions were determined experimentally
and are not recommended to be changed because there is
a very small data limit available to assess the direction in
MediaPipe (this is a disadvantage of this technology),
that is, because the calculations occur in the coordinate
system, the number of integer values of the position of
the iris varies within small limits (by 1-2 units)

IT_y— horizontal and vertical

1.4. Programmatically implement
the developed mechanisms

To solve the fourth task, on the basis of the
MediaPipe library and using the object-oriented
programming language Python, the developed
mechanisms were programmatically implemented. The
expediency of their use to solve the problem is confirmed
by the results of the experiments.
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To visualize the results of the software application,
the following is done in the developed system:

1. The values of all factors, the presence of which
is checked by the system to solve the task, are displayed
in the corresponding window of the system interface near
the information transmitted online from the webcam.

2. The contours of all found faces are circled
(highlighted) with ovals, based on the analysis of the
coordinates of the contour markers of the found faces. As
noted earlier, all further actions are performed only for
the largest of the found faces, assuming that this person
belongs to an authorized person.

3. The circles of the contours of the iris of open
eyes and rectangles of the contours of closed eyes are
circled, and a conclusion is made regarding the status of
the eyes. Namely, if it was recorded that the eye is open,
then the contour of its iris is circled and information is
displayed that the eye is open. If it was recorded that the
eye is closed, then a rectangle is drawn around the eye (if
the eye is completely present in the image) and the fact
of maximum head rotation or tilt is analyzed. If the head
is turned to the right or left as much as possible (the eye
is not present in the image), then information is displayed
that the eye is not found. If the head is significantly tilted
down (the eyelids cover the image of the iris), then
information is displayed that the eye is looking down. If
the face is in the central position (but the fact of a closed
eye is recorded), then information is displayed that the
eye is closed.

In addition, as noted earlier, it is advisable to check
the duration of deviations of these factors from the norm
and fix them in the system only if this duration is
significant. In this system, it was experimentally
determined that it is advisable to set a limit value of the
specified duration of 7 s, but depending on the
requirements for the level of care of the employee in a
particular organization, this value can be changed.
Accordingly, if a deviation of one of the specified
parameters was recorded, then the timer is activated in
the system. If within seven seconds the value of this
parameter or other parameter has not normalized, for
which a deviation is also recorded during this time, then
in the catalog with the results of logging a file is stored
an image file of a person's face in the moment data with
fixed values of all analyzed characteristics and those
parameters whose values deviated from the norm,
highlighted in red. The name of this file displays the date
and exact time of the deviation recorded. In addition, a
text log file is created every day, in which, for each
recorded deviation greater than 7 s, an entry consisting of
the time of the beginning of the rejection is added; the
time when it was last fixed; username; and values of all
previously mentioned characteristics analyzed. Such
logging of all fundamental deviations is necessary for

subsequent analysis of the employee’s work or to identify
the causes of any emergencies.

The results of performing the main functions of the
developed system are demonstrated in the figures in the
experimental part of this article.

Note that in the technologies of the MediaPipe
library, there is functionality, which, depending on the
task for which the technology is used, can be both an
advantage and a disadvantage. For example, this
technology provides that if all markers of some part of
the face cannot be recognized, then the part of the face is
"modeled” according to the average statistical
coordinates of the corresponding markers of the human
face. When solving many problems, this property is
useful; however, when you need to check the eyes closed
or open or determine the direction of gaze, this
complicates the process of solving the problem. It would
be much easier to analyze the coordinates of iris markers
to solve these problems; however, if the eye is closed and,
accordingly, the iris is not visible, then the system,
instead of fixing this fact, will predict where this part of
the face should be located and in that place will "draw"
the iris (even when the eye is closed). These features of
MediaPipe were incorporated into the developed system
using appropriate algorithmic and software solutions.

2. Testing the feasibility of using
the developed system

To test the feasibility of using the developed system
and identify its advantages and disadvantages, several
experiments were conducted. The experiments were
conducted under different lighting conditions on different
computers on which webcams with different technical
characteristics were installed. During the experiments,
the system was tested under the following conditions:

1. In the presence of the following deviations:

— there are several people in front of the webcam;

— no person is in front of the webcam;
the employee turned his/her head to the
right/left;

— the employee tilted his/her head to the right / left
[ up / down;

— the employee closed his/her left eye / right eye /
both eyes;

— the employee is not looking at the active zone of
the critical application, but to the right/left/up/down from
the computer screen.

2. In the presence of deviations simultaneously,
there are several signs.

3. In the absence of any of these deviations.

4. If there are glasses on the employee’s face.

During the experiments, the program window
displayed online webcam information and the values of
all controlled characteristics and highlighted the contours
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of faces and the outlines of open and closed eyes (in
different ways) of an authorized person. If the recorded
deviations lasted more than 7 s, then in the catalog with
the results of logging, an image file of a person’s face
was stored in the moment data with the fixed values of
all analyzed characteristics, and those parameters whose
values deviated from the norm were highlighted in red.
The name of this file displays the date and exact time of
the deviation recorded. In addition, a text log file was
created each day, in which, for each recorded deviation
greater than 7 s, an entry was appended that consisted of
the time the rejection began; the time when it was last
fixed; username; and values of all previously mentioned
characteristics analyzed.

The main results of the experiments are presented
in Figures 4-9. Consider them in more detail.

Figures 4-7 show the window of the developed
monitoring system, on the right side of which
information transmitted online from a webcam is
displayed. On the left side, the values of all controlled
parameters are indicated.

Fig. 4 shows an experiment in which there are two
people in front of a webcam. Simultaneously, the system
recorded this fact ("Faces found: 2"), circled the contours
of both faces with ovals, but further analysis was carried
out only to image a larger face, assuming that this face
belongs to an authorized employee. Namely, in the image
of the larger face, the iris of the eyes is circled, indicating
that the eyes are open. In addition, the face was recorded
tilted upwards («Face tilted to the UP»).

1 Worker status monitoring - o X

Eyes stotus:
The right eye is OPENED
The left eye is OPENED

Head tilt:
Foce tilted to the UP

Head turn:
Heod in the CENTRE

Degrees:
2

Iris tilt:
Eyes looking FORWARD

Foces found:

2

Fig. 4. Two faces found, larger face tilted upwards

Fig. 5 shows an experiment in which the monitoring
system recorded that the employee in front of the
webcam has a closed right eye ("The right eye is
CLOSED"), respectively, it is circled by a rectangle; face
tilted up and to the right ("Face tilted UP to the RIGHT");
the value of the angle of inclination of the face to the right
("Degrees: 29"); gaze pointing upwards ("Eyes looking
UP").

Fig. 6 demonstrates an experiment in which the
monitoring system recorded that the employee in front of
the webcam had his/her face turned to the right ("Head

turned to the RIGHT™); due to the large angle of rotation
of the face to the right, the image of the face in the
projection "front view" did not find the image of the right
eye ("The right eye NOT FOUND"); gaze to the right
("Eyes looking RIGHT™).

&7 Worker status monitoring - O X
Eyes stotus:

The right eye is CLOSED
The left eye is OPENED

Head tilt:
Foce tilted UP to the RIGHT

Head turn:
Heod in the CENTRE

Degrees:
29

Iris tilt:
Eyes looking UP

Fig. 5. Theright eye is CLOSED

&7 Worker status monitoring - O X
Eyes stotus:

The right eye NOT FOUND
The left eye is OPENED

Head tilt:
Foce in the CENTRE |

Head turn:
Heod turmed to the RIGHT

Degrees:
2

Iris tilt:
Eyes looking RIGHT

Fig. 6. Head turned to the RIGHT

Fig. 7 shows an experiment in which the monitoring
system recorded that the employee in front of the
webcam had his/her face tilted upwards (“Face tilted to
the UP™). This experiment demonstrates that when using
the developed system, the presence of glasses on the
employee's face does not affect the reliability of
determining all the characteristics necessary to solve the
tasks.

%7 Worker status monitoring - O X
Eyes stotus:

The right eye is OPENED
The left eye is OPENED

Head tilt:
Foce tilted to the UP

Head turn:
Heod in the CENTRE

Degrees:
i

Iris tilt:
Eyes looking FORWARD

Fig. 7. Glasses on the employee's face

Fig. 8 shows the image stored in the file in the
directory with the log results, if the deviation of one or
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more parameters lasted more than 7 s. The top of this
image displays information that was transmitted online
from the webcam at the time of fixing the fact that the
deviation lasted more than 7 s. At the bottom of this
image, the values of all controlled parameters are
indicated, and those parameters whose values deviated
from the norm are highlighted in red. In the experiment,
the results of which are demonstrated in this image, the
monitoring system recorded that the employee in front of
the webcam has a closed right eye (“The right eye is
CLOSED"), respectively, it is circled by a rectangle; face
tilted up and to the right ("Face tilted UP to the RIGHT");
the value of the angle of inclination of the face to the right
("Degrees: 16"); face turned to the right ("Head turned to
the RIGHT"); gaze pointing upwards ("Eyes looking
uP").

Face detection: Face detected

Right eye stotus: The right eye is CLOSED
Left eye status: The left eye is OPENED
Head tilt: Foce tilted UP to the RIGHT
Head turn: Head turned to the RIGHT
Degrees: 16

Iris tilt: Eyes looking UP

Faces found: 1

Fig. 8. The right eye is CLOSED,
an image stored in a log file

The developed monitoring system every day, when
fixing the first deviation lasting more than 7 s, creates a
text log file in which, for each recorded deviation greater
than the specified time interval, an entry is added, which

Log_30_05_2023.txt: BaokHoT

®aitn Peparysanns ®opmar Burnaa [losiaka

consists of the time of the beginning of the deviation; the
time when it was last fixed; username; and values of all
previously mentioned characteristics analyzed. An
example of such a file is shown in Fig. 9.

In addition, through experimental studies,
appropriate values of numerical coefficients and variable
corrections, which were used in the developed functions,
were established. However, in each particular
organization, it may be advisable to adjust some of these
values in accordance with the anatomical features of the
faces of the employees of this organization.

3. Discussion

This paper describes factors that allow you to
control the focus of the employee’s attention. The results
of this work complement and do not contradict the theory
of face recognition.

Using technology from library MediaPipe made it
possible to control the absence or shift in the focus of
attention left/right/up/down from the workspace of the
critical application, the presence of multiple people in
front of the camera, and the absence of an operator in the
work area.

The implementation of these functions made it
possible to organize control over the presence of the
employee's focus of attention on the active zone of the
critical Application.

A negative factor revealed the need for individual
adjustment of parameters recognition of critical
situations, in particular the size of the gap between the
upper and lower eyelids user in the process of work.
During the experiments, it turned out that there was a
need for individual settings of this parameter for different
users. In the future, it is advisable to add an automatic
configuration block to the system when the user changes.

The article showed the methods and mechanisms
for solving the problem using modern means. The
presence of such a system allows us to expand control
over the user of applications and lays down the
fundamentals of the development of the theory of
identification of the focus of the user’s attention.

Output time: Detecting time: User: Face detection: Right eye status: Left eye status: Head tilt: Head turn: Degrees: Inis tilt: Faces found:

13:21:58; 13:21:51; TEST-W; Face detected; The right eye is CLOSED; The left eye is CLOSED;, Face tilted to the UP; Head in the CENTRE; 2; Eyes closed; 2;

13:22:05; 13:21:51; TEST-W; Face detected; The right eye is OPENED; The left eye is CLOSED; Face in the CENTRE; Head in the CENTRE; 1; Eyes looking FORWARD; 2;

13:23:02; 13:21:51; TEST-W: Face detected; The right eye is CLOSED; The left eye is CLOSED; Face tilted UP to the LEFT; Head in the CENTRE: 6; Eyes closed; 1;

13:24:00; 13:23:14; TEST-W; Face detected; The right eye NOT FOUND; The left eye is CLOSED; Face in the CENTRE; Head turned to the RIGHT; 6; Eaes looking LEFT; 2;

13:25:51; 13:25:20; TEST-W; Face detected; The right eye is CLOSED; The left eye is OPENED; Face tilted UP to the RIGHT; Head turned to the RIGHT; 16; Eyes looking UP; 1;

Fig. 9. Sample text log file
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Conclusions

To achieve the goal in the work, we solved the
following tasks:

1. Alist of factors has been identified, the presence
of which must be constantly checked to control the
presence of the employee’s focus on the active zone of
the critical application and the absence of unauthorized
persons near the computer.

2. On the basis of the analysis of modern
technologies for reading and primary processing of
information from webcams online, the technologies
implemented in the MediaPipe library were selected for
further use in solving the problem.

3. Mechanisms for monitoring certain factors have
been developed, the presence of which must be
constantly checked to control the presence of the
employee’s focus on the active zone of the critical
application and the absence of unauthorized persons near
the computer.

4. Programmatically implemented object-oriented
programming language Python using the MediaPipe
library, the mechanisms were developed, and based on
the results of the experiments, the expediency of its use
for solving the problem was proved.

The developed system fully performs the task. Due
to the developed and software-implemented technologies
and a vast number of facial landmarks defined in
MediaPipe, correct and accurate determination of the
values of controlled features was achieved. The system
works correctly even under poor light conditions. Some
shortcomings inherent in the technologies in the
MediaPipe library were leveled in the system with
specially developed software solutions. These
disadvantages, described in detail earlier, include the
"modeling" of those parts of the face that cannot be
recognized at the moment and the presence of some
landmarks of the iris (with several landmarks of other
parts of the face).

However, based on the results of the experiments, it
was concluded that it is expedient to add to the system
the possibility of setting in the program interface the
value with which the coefficients of closing of the left
and right eyes are compared (K _LE and K_RE) when

determining whether the eyes are closed. This need may
be caused by the anatomical features of the faces of
employees of the organization; therefore, these settings
should be made for each team of people, and possibly for
each employee individually. In addition, it is advisable to
ensure the possibility of displaying and storing
monitoring results not on employees’ computers but on
the system server for administrator access to this
information.

Future research directions are as follows:

1. Formalization of the description of the
implementation of the control function to simulate its
use.

2. Construction of the functional dependence of
the completeness of control on the subject area to
determine the limitations caused by the user’s
specialization.

Contributions of authors: formulation of the
problem — Olena Vysotska; development of mechanisms
for monitoring — Olena Vysotska, Anatolii Davydenko,
Oleksandr Potenko; program realization of algorithm —
Oleksandr Potenko; analysis of model problem,
analysis results processing — Anatolii Davydenko,
Olena Vysotska; text of preliminary version of the paper
— Olena Vysotska; editing and postediting — Anatolii
Davydenko, Olena Vysotska.

All authors have read and agreed to the published
version of this manuscript.

References

1. Radha Krishna, B., & Srihari Varma, M.
Enhancing user-level security: performance analysis of
machine learning algorithms for dynamic keystroke
analysis. Journal of Theoretical and Applied Information
Technology, 15.07.2023, vol.101, no. 13, pp. 5313-5324.
Available at: http://ww.jatit.org/volumes/VVol101No13/
24Vol101No13.pdf. (accessed 17.08.2023).

2. Davydenko, A., Vysotska, O., & Shmelova, T.
Methods of primary processing handwriting samples at
user authentication using a probabilistic neural network.
Proceedings of the International Workshop on Cyber
Hygiene co-located with 1st International Conference on
Cyber Hygiene and Conflict Management in Global
Information Networks (CyberConf 2019), Kyiv, Ukraine,
2019, vol. 2654, pp. 723-735. Available at: http://ceur-
ws.org/VVol-2654/paper56.pdf. (accessed 24.06.2023).

3. Longjam, T., Kisku, D. R., & Gupta, P. Writer
independent handwritten signature verification on multi-
scripted signatures using hybrid CNN-BILSTM: A novel
approach. Expert Systems with Applications, March 2023,
vol. 214, 119111. DOI: 10.1016/j.eswa.2022.119111.

4. Vysotska, O., & Davydenko, A. Additional
authentication of privileged users by the geometry of
their face in information systems using single sign-on
technology. Processing, transmission and security of
information, Part of the Monograph, 2021, pp. 257-268.
DOI: 10.53052/9788366249868.27.

5. Zoubida, L., & Adjoudj, R. Integrating Face and
the Both Irises for Personal Authentication. International
Journal of Intelligent Systems and Applications (1JISA),
2017, wvol. 9, no. 3, pp. 8-17. DOI:
10.5815/ijisa.2017.03.02.



148

Radioelectronic and Computer Systems, 2023, no. 3(107)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

6. Muthana, H. H., & Samah, K. A. Biometric
System Design for Iris Recognition Using Intelligent
Algorithms. International Journal of Modern Education
and Computer Science (IJMECS), 2018, vol. 10, no. 3,
pp. 9-16. DOI: 10.5815/ijmecs.2018.03.02.

7. Melkoz'orova, O., Malakhov, S., & Haykova,
V. Veryfikatsiya vidbytkiv pal'tsiv z vykorystannyam
rishennya zadachi komivoyazhera i dekompozytsiyi
otochennya minutsiy [Fingerprint verification using the
traveling salesman problem solution and decomposition
of the vicinity of the minutiae]. Computer science and
cybersecurity, 2020, no. 2 (18), pp. 25-32. DOI:
10.26565/2519-2310-2020-2-03.

8. Rassomakhin, S., Budianska, K., Uvarova, A.,
& Bagmut, M. Mathematical model of the biometric
system of fingerprint authentication. Computer science
and cybersecurity, 2019, no. 1(13), pp. 4-16. DOI:
10.26565/2519-2310-2019-1-01.

9. Shanmukhappa, A. A., & Sanjeevakumar, M. H.
Biometric Person Identification System: A Multimodal
Approach Employing Spectral Graph Characteristics of
Hand Geometry and Palmprint. International Journal of
Intelligent Systems and Applications (1JISA), 2016, vol.
8, no. 3, pp. 48-58. DOI: 10.5815/ijisa.2016.03.06.

10. Paulini, M., Rathgeb, C., Nautsch, A., Reichau,
H., Reininger, H., & Busch, C. Multi-Bit Allocation:
Preparing Voice Biometrics for Template Protection.
Proceedings the Speaker and Language Recognition
Workshop (Odyssey 2016), Bilbao, Spain, 2016, pp. 291-
296. DOI: 10.21437/0dyssey.2016-42.

11.Huang, Yu-H., & Chen, H. H. Deep face
recognition for dim images. Pattern Recognition, June

2022, vol. 126, article no. 108580. DOI:
10.1016/j.patcog.2022.108580.
12. Ullah, N., Javed, A., Ghazanfar, M. A,

Alsufyani, A., & Bourouis, S. A novel DeepMaskNet
model for face mask detection and masked facial
recognition. Journal of King Saud University - Computer
and Information Sciences, 2022, vol. 34, no. 10 (B),
pp. 9905-9914. DOI: 10.1016/j.jksuci.2021.12.017.

13. Tereikovskyi, I., Korchenko, O., Bushuyev, S.,
Tereikovskyi, O., Ziubina, R., & Veselska, O. A neural
network model for object mask detection in medical
images. International Journal of Electronics and
Telecommunications, 2023, vol. 69, no. 1, pp. 41-46.
DOI: 10.24425/ijet.2023.144329.

14.Batool, A., Nisar, M. W., Khan, M. A,
Shah, J. H., Tariq, U., & Damasevicius, R. Traffic sign
recognition using proposed lightweight twig-net with
linear discriminant classifier for biometric application.
Image and Vision Computing, 2023, vol. 135, article no.
104711. DOI: 10.1016/j.imavis.2023.104711.

15. Dergachov, K., Krasnov, L., Bilozerskyi, V., &
Zymovin, A. Data pre-processing to in-crease the quality
of optical text recognition systems. Radioelectronic and

computer systems, 2021, no. 4, pp. 183-198. DOI:
10.32620/reks.2021.4.15.

16. Wawrzynski, T. Artificial intelligence and
cuberculture. Radioelectronic and computer systems,
2020, no. 3, pp. 20-26. DOI: 10.32620/reks.2020.3.02.

17. Davydenko, A., Korchenko, O., Vysotska, O., &
Ivanchenko, 1. Model and method for identification of
functional security profile. Proceedings of the 3rd
International Conference on Information Security and
Information Technologies (I1SeclT 2021) co-located with
1st International Forum "Digital Reality” (DRForum
2021), Odesa, Ukraine, 2021, vol. 3200, pp. 274-280.
Available at: https://ceur-ws.org/Vol-3200/paper40.pdf.
(accessed 24.06.2023).

18. Kazmirchuk, S., llyenko, A., & llyenko, S.
Digital signature authentication scheme with message
recovery based on the use of elliptic curves. Advances in
Computer Science for Engineering and Education II.
ICCSEEA 2019. Advances in Intelligent Systems and
Computing, 2019, wvol. 938, pp.279-288. DOI:
10.1007/978-3-030-16621-2_26.

19.Face landmark detection guide. Available at:
https://developers.google.com/mediapipe/solutions/visio
n/face_landmarker. (accessed 24.06.2023).

20.Facial landmark detection made easy with
MediaPipe guide. Awvailable at: https://www.
samproell.io/posts/yarppg/yarppg-face-detection-with-
mediapipe/#fn:1. (accessed 24.06.2023).

21. Simplified_mediapipe_face_landmarks. Availa-
ble at: https://github.com/k-m-irfan/simplified
mediapipe_face landmarks. (accessed 24.06.2023).

22.0penCV  Tutorials — Image Processing
(imgproc module). Available at: https://opencv.org.
(accessed 24.06.2023).

23.FaceNet: A Unified Embedding for Face
Recognition and Clustering. Available at: https://
github.com/ZJCV/facenet. (accessed 24.06.2023).

24. MobileNet-1. Available at: https://github.com/
lyk125/MobileNet-1. (accessed 24.06.2023).

25.Face detection guide. Available at:
https://developers.google.com/mediapipe/solutions/visio

n/face_detector#blazeface_short-range. (accessed
17.08.2023).
26.Howard, A. G., Zhu, M. Chen, B,

Kalenichenko, D., Wang, W., Weyand, T., Andreetto,
M., & Adam, H. MobileNets: Efficient Convolutional
Neural Networks for Mobile Vision Applications.
Computer Vision and Pattern Recognition, 17.04.2017.
DOI: 10.48550/arXiv.1704.04861.

27.Review: MobileNetV2 — Light Weight Model
(Image Classification). Available at:
https://towardsdatascience.com/review-mobilenetv2-
light-weight-model-image-classification-8febb490e61c.
(accessed 20.08.2023).


https://www.sciencedirect.com/journal/pattern-recognition/vol/126/suppl/C
https://www.sciencedirect.com/journal/journal-of-king-saud-university-computer-and-information-sciences/vol/34/issue/10/part/PB

Methods and means of image processing 149

Received 04.07.2023, Accepted 20.09.2023

MOJEJIOBAHHS ® YHKIIII YBAJKHOCTI JIFOJJUHU HA OCHOBI PO3III3HABAHHSI
BIOMETPUYHHUX ITAPAMETPIB EJIEMEHTAMUA HITYUYHOI'O IHTEJEKTY
Onena Bucoyvka, Anamoniii /lasuoenko,

Onexcandp Ilomenko

IIpeameToM BUBHYEHHS B CTATTI € IPOLECH MOENTIOBaHHS (DYHKIIT YBa)KHOCTI KOPHUCTYBauiB KPUTHYHUX
3aCTOCYHKIB Ha OCHOBI PO3Mi3HaBaHHs 010METPUYHKX MAapaMeTpiB €IEMEHTaMH ITYYHOr o iHTeleKkTy. MeToro naHoi
pobotu € po3pobOka Ta MporpaMHa peajizallisi MEeXaHi3MiB MOHITOPHUHTY POOOTH CIIBPOOITHHUKIB BiIIIOBITaIbHUX
mpodeciii, ki Ha OCHOBI aHai3y iH(opMaIli 3 BeO-KaMepr B PEeXHMI OHJIAIH, 3MIHCHIOIOTH KOHTPOJIb HASBHOCTI
(okycy yBaru criBpoOiTHHKA Ha aKTHBHiI 30HI KDUTHYHOTO 3aCTOCYHKY Ta BiJICYTHOCTI HEaBTOPH30BaHUX 0Ci0 Oifst
KOMIT'foTepa. 3aBAaHHS: BH3HAUMTH TEpeliK (haKTopiB, HAsBHICTH SKMX HEOOXiJHO ITOCTIHHO TEPEeBipATH I
KOHTpOJIIO HasiBHOCTI ()OKyCy yBard CriBpOOITHMKa Ha aKTHBHIM 30HI KPUTHYHOTO 3aCTOCYHKY Ta BiJCYTHOCTI
HEaBTOPHU30BaHUX OCI0 Ol KoMIT'toTepa; 00paTH ONTHMAaNIbHY TEXHOJIOTIIO 3UMTYBAaHHsS Ta NEPBHUHHOI OOpPOOKH
iH(opMaIrii 3 BeO-kamMep B PeKUMI OHJIANH, /TS MOAAJIBIIOr0 BUKOPUCTAHHS MPH BHPIIICHHI IMOCTABJICHOI 3a/1adi;
PO3pOOMTH MEXaHi3MU MOHITOPUHIY BU3HaYeHUX (PaKTOPiB, HASBHICTh SIKUX HEOOXITHO ITOCTIHHO MepeBipsATH I
KOHTpOJIIO HasiBHOCTI ()OKyCy yBaru CriBpOOITHMKa Ha aKTHUBHIM 30HI KPUTHYHOTO 3aCTOCYHKY Ta BiZICYTHOCTI
HEaBTOPHU30BaHUX 0CI0 01Nl KOMIT'I0TEepa; MPOrpaMHoO peastizyBaTH po3podIieHi MexXaHi3Mi 3a J0IoMOroo 00’ €KTHO-
opieHTOBHOI MOBHU mporpamyBaHHsi Python. BukopucroByBaHMMH MeTOAaMHM €: IUTYy4HI HeHpoHHI mepexi, 3D
MOJICTTIOBaHHs 00HMYYs, moOyaoBa Manu opieHTupiB. OTpuMaHi Taki pe3yiabTaTH. BuseieHo nepenik (akTopis,
HAasIBHICTb SKUX HEOOXIJHO MOCTIHHO MepeBipsATH Il KOHTPOIIO HAsBHOCTI yBaru CHiBpOOITHHKA HAa aKTUBHIN 30HI
KPUTHYHOT'O 3aCTOCYHKY 1 BIZICYyTHOCTI CTOPOHHIX 0Ci0 Oiyst koMmm'torepa. Ha ocHOBI aHaii3y Cyd4acHUX TEXHOJOTIN
3YUTYBaHHS 1 MEpBUHHOI 0OpoOKM iH(popManii 3 BeO-kamep OHJIaiH Oynu BimiOpaHi TexHOJOrii, peaii3oBaHi B
6i6mioreni MediaPipe, a1 momanplioro BUKOPHCTAaHHS y BHPIIIEHHI TOCTaBJIEHOrO 3aBiaHHs. Po3pobieHi
MEXaHi3MU MOHITOPHHIY TUX YH THIIHMX (DaKTOPiB, HASBHICTh SIKMX HEOOXIJHO MOCTIIHO TePEeBipSTH sl KOHTPOIIO
HasBHOCTI yBarW NpalliBHHKa HA aKTHBHIM 30HI KPUTHYHOTO 3aCTOCYHKY 1 BiZICYTHOCTI CTOPOHHIX 0ci0 Oims
koMmm'torepa. [IporpamMHo peanizoBaHo 00'€KTHO-OPi€EHTOBAHOI MOBOIO HporpamyBanHs Python, BukopHCTOBYyHOYH
6i6mioteky MediaPipe, po3poOneHi MexaHi3MH Ta 3a pe3ylbTaTaMH IPOBEJCHUX EKCIEPUMEHTIB JIOBEICHO
JOLIBHICTD X BUKOPUCTAHHS Ul BUPIIICHHS ITOCTABJICHOIO 3aBAaHHA. BucHoBKH. HaykoBa HOBH3HA OTpUMaHHX
pe3yNbTATIB MOJAra€ B HACTYIHOMY: MH c(OpMyBaiM mepelik (akTopiB, HAasBHICTh SKMX HEOOXiJHO MOCTIHHO
TIepeBIPSATH JIJIsl KOHTPOJIIO HASIBHOCTI YBard CiBpoOITHUKA HA aKTHBHIHM 30HI KDUTUYHOTO 3aCTOCYHKY 1 BIICYTHOCT1
CTOPOHHIX 0Ci0 Ol KOMIT'IOTEepa Ta BJIOCKOHAIWIN TEXHOJOTIT po3Mi3HaBaHHs OONMUYYS, L0 J03BOJISIE OTPHUMATH
PpillIEHHS 3a/1a4i KOHTPOJIIO YBaru KOPUCTYBAYiB KPUTUYHUX 3aCTOCYHKIB B HElJ€AIbHUX YMOBaX.

Karwu4oBi ciioBa: KpUTHYHMI 3aCTOCYHOK; I'eOMeTpis oOyinuusi; mama opieHTHpiB; yBaxHicTh; MediaPipe;
HEWPOHHI Mepexi.

Bucoubka OJieHa OusiekcaHApiBHA — KaHZA. TEXH. HAayK, JON. Kad. KOMIT IOTEPH30BAHUX CHUCTEM 3aXHUCTY
iHopmarii, HartionanbHuit aBiatiiinuii yHiBepeuter, Kuis, Ykpaina.

JaBunenko AHatoniii MuKoiaioBHY — J-p TeXH. HayK, CTapll. HAayK. CHiBp0O., MPOBIIH. HAyK. CHIBPOO.
BIJUIITy MAaTEMaTUYHOTO 1 E€KOHOMETPHUYHOIO MOJENIOBaHHs, [HCTUTYT TpoOJieM MOJENIOBaHHS B EHEPreTHIl
im. I.€. TlyxoBa HAH Ykpaiuu, Kuis, Ykpaina.

Morenko Ouexcangp CepriiioBud — Hayk. CHiBpo0. BiIly MaTeMaTHYHOrO Ta EKOHOMETPUYHOIO
MoJIeTIoBaHHsI, [HCTUTYT po0iiem mMozentoBanHs B eHepreTull iM. [.€. ITyxoBa HAH VYkpaina, Kuis, Ykpaina.

Olena Vysotska — Candidate of Technical Sciences, Associate Professor at the Department of Computerized
Information Security Systems, National Aviation University, Kyiv, Ukraine,
e-mail: Lek_Vys@ukr.net, ORCID: 0000-0002-9543-1385.

Anatolii Davydenko — Doctor of Technical Sciences, Senior Researcher, Leader Researcher at the Department
of Mathematical and Econometric Modeling, G. E. Pukhov Institute for Modelling in Energy Engineering NAS of
Ukraine, Kyiv, Ukraine,
e-mail: davydenko@ipme.kiev.ua, ORCID: 0000-0001-6466-1690.

Oleksandr Potenko — Researcher at the Department of Mathematical and Econometric Modeling, G. E. Pukhov
Institute for Modelling in Energy Engineering NAS of Ukraine, Kyiv, Ukraine,
email: alexpo84@gmail.com, ORCID: 0009-0009-4067-1267.



