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SMART GRID AND WIND GENERATORS: AN OVERVIEW

OF CYBER THREATS AND VULNERABILITIES OF POWER SUPPLY NETWORKS

The subject of this study is the cyber vulnerability of wind generators, as part of the cyberphysical system of
intelligent power supply networks, Smart Grid. Wind generators produce electricity for further distribution in
the network between «smarty electricity consumers, which often include autonomous power systems in medical
institutions, autonomous power supply of homes, charging stations for cars, etc. Wind generators operate in
two aspects: in the physical and information space. Thus, a violation of the security of the information flow of
a wind generator can affect the physical performance of electricity generation, and disable equipment. The
study aims to identify types of cyber threats in the wind generator network based on the analysis of known at-
tack incidents, analysis of the Smart Grid network structure, network devices, protocols, and control mecha-
nisms of a wind generator. The tasks of the work are: review and analyze known cyberattack incidents; review
the classification of cyber threats to wind farms; consider the most common methods of attacks on the cyber-
physical system of wind farms; consider ways of intrusions into the information flow of the cyberphysical sys-
tem wind generator; consider resilience mechanisms of wind generators in case of a cyberattack, consider the
directions of further research. The methods are a systematic approach that provides a comprehensive study of
the problem, quantitative and qualitative analysis of incidents of cyber attacks on wind generators, and meth-
ods of attacks. The following results were obtained: 11 large-scale known incidents of cyber attacks on the cy-
berphysical systems of the energy sector and smart power supply networks were analyzed, and information
flow features and structure of the wind generators were considered. Main communication interfaces of the
Smart Grid network were reviewed, control mechanisms for the physical parts of the wind generator system
such as automatic voltage regulator, and automatic generation control were observed, vulnerable data trans-
mission protocols, DNP3 in particular, were analyzed, possible consequences in the case of a cyber-intrusion
into the network were considered. Conclusions: wind farms, as part of the Smart Grid system, are a conven-
ient target for cyberattacks, as the number of potential ways to interfere with the information flow of the cy-
berphysical system is growing due to an increase in the number of sensors, communication channels in the
network. This is especially important for the further development of wind farm security systems, which at the
time, are not able to provide high accuracy of intrusion detection into the information flow.

Keywords: cyber threat; Smart Grid; CPS; cybersecurity; wind generators.

system that can effectively integrate intelligent and
physical components through the major use of sensor,

Introduction

The growing number of cyber attacks on critical
infrastructure facilities, due to large-scale digitalization,
causes increased attention to cybersecurity of such
complex intelligent systems [1-3]. Critical infrastruc-
ture includes objects, networks, services, and systems
which failure will certainly affect the health, safety, and
well-being of the country's citizens. The share of signif-
icant cyber attacks on critical infrastructure facilities
reaches above 50% of all incidents, according to the [4].

Among other critical infrastructure facilities, wind
generators becomes target of cyber attacks more of-
ten [5-6].

The approach of ensuring the security of critical
infrastructure objects is based on protection of both
cyber and physical components of so-called cyberphysi-
cal systems.

A cyberphysical system (CPS), which commonly
used for managing the critical infrastructure objects, is a

computing, and network technologies.

A typical conceptual scheme of a CPS system in-
cludes:

— a set of interrelated physical components that
implement the technological process;

— a set of interrelated information components that
manage the process to varying degrees of automation;

— a communication environment that provides in-
formation exchange within the system with the envi-
ronment and transmission of control commands through
a programmable logic controller by an actuator [7].

This article discusses the issues of wind farms in-
formation security. Since the number of attacks on the
CPS of wind farms, smart grid systems has been steadi-
ly developing recently, the question arises of review all
possible vulnerabilities and cyber threats to these sys-
tems, as well as resilience of this systems in case of an
attack.
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A wind generator is part of a smart power grid that
converts wind energy into electricity. The wind genera-
tor is controlled by commands transmitted over the net-
work through a large number of interfaces and network
devices. Thus, the attacker gets a large set of possibili-
ties to interfere with the information flow of the wind
generator. Methods for detecting threats from wind gen-
erators include physical and informational approaches.
When detecting information threats to the CPS of wind
generators, a comprehensive analysis of sensor indica-
tors is necessary, identifying indicators that would cor-
respond to the state of normal operation or security vio-
lations. The issue of ensuring the security of wind gen-
erators is complex, multifaceted and relevant at the pre-
sent time.

Objectives of the article are the following:

- to overview cyberattack incidents on Smart
Grid and wind generators (Section 1);

- to consider the structure of Smart Grid of wind
farms (Section 2);

- to suggest and analyse security related control
mechanisms of the cyberphysical system of wind gener-
ator (Section 3);

- to consider resilience mechanisms of wind
generators in case of cyberattack and discuss directions
of future research (Conclusions).

1. Cyber threats of energy plants:
statistic and classification

Let's look at the most significant incidents of cyber
attacks on Smart grid and wind generators in recent
years. According to [8] only in German several energy
suppliers were hit by cyberattacks in recent months.

Table 1 lists the most significant cyber attacks on

parts of Smart Grid and wind farms.

to classify and overview cyber threats to wind
farms (Section 1);

Table 1
List of large-scale cyber attacks on critical infrastructure facilities of energy sector
Year | Location :)Agjtsgtlé Type Impact
2014 | Interna- | Energy compa- NA For the purpose of espionage, 250 companies in the USA and
tional nies Western Europe were infected [9]
2015 | Ukraine | Electricity oper- DDoS | 30 electricity substations disconnected from the grid, eight
ators provinces without electricity for several hours [9]
2015 UAE Energy compa- Trojan | Espionage, strategically important data theft [10]
nies “Laziok”
2017 | Turkey | Electric network | Trojan | Power system failure, blackout in the city over 2 hours [11]
in Istanbul
2019 Utah, Wind farms Trojan | Power system failure [12]
USA
2020 USA Energy depart- Trojan | Power system failure [13]
ment
2021 | Denmark | Wind turbines Trojan | Vestas, the world’s largest supplier of wind turbines, has re-
of Vestas com- vealed that data has been compromised following a suspected
pany cyber-attack on 22.11.21 [14].
2022 | Ukraine Ukranian elec- Indus- | In April 2022 virus was discovered targetting regional high-
trical substa- troyer2 | voltage electrical substations in Ukraine. The malware has
tions capability to directly control switches and circuit breakers
using four Industrial control system (ICS) protocols. Attack
was detected mitigated before a black-out occurred [15].
2022 | Austria Wind turbines NA The malfunction affected around 5,800 wind turbines across
of Enercon Europe, with a total output of 11,000 MW. It took several
company weeks until all of these turbines become controlled again [16].
2022 | Germany | Wind turbines NA Deutsche Windtechnik has been hit by an external cyber at-
of Windtechnik tack on its IT systems on 12.04.22. Immediately after the at-
company tack was detected, all remote data monitoring connections to
the wind turbines were disconnected for security reasons [17].
2022 | Germany | Wind Turbine Bazar | The cyber-attack was detected by IT security team early.
Giant Nordex Loader | Nordex revealed that the necessary response protocols were
TrickBot | taken and IT systems across multiple locations and business
units were shut down [18].
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Each of these attacks was aimed at the responsible
life support system, consisted of advanced steps and
was successfully carried out in the presence of
developed CPS security systems, which points to
insufficient security and vulnerability of such systems to
hacker attacks, the need to develop an effective and
flexible mechanism for detecting CPS security
violations.

Fig. 1 shows distribution of cyber attacks by target
sectors. Cyber attacks on energy sector ranks first on the
chart with 283 incidents [19].

There are 274 attacks on critical manufacturing.
This also indicates the high rate of cyber attacks on en-
ergy facilities at the time [19].

The high rate of attacks on critical infrastructure
facilities is very concerning, due to impact of this ob-
jects on human lifes, and implementation on this facili-
ties cyberphysical systems, protection issues of which
are only being worked out at the moment.

The reason that energy facilities, which include
«Smart Grid» (SG), power supply networks, are more
often targeted by intruders, is because a successful
attack on them can lead to significant financial losses,
disabling equipment and at the same time affect the

Energy

well-being of a numerous people. Prevention of cyber
attacks on energy facilities is becoming a priority task
of law enforcement agencies at the state level [20].

Cyber-incident categories can be divided to these
below:

— Cyber warfare is defined as the use of cyber
capabilities on a sufficient scale and over a certain
period of time and at high speed in order to achieve
certain goals or effects in or through cyberspace. Such
actions are considered as a threat to the national
interests of the state [21].

— Hacktivism is a form of nonviolent digital
activism, where the motive is to achieve political, social
or religious justice in accordance with the goals of the
group [22].

— Cybercrime is a socially dangerous guilty act
committed in cyberspace with the usage of electronic
computers (computers), automated systems, computer

networks or telecommunication networks, which
consists in illegal, unauthorized creation, storage,
processing, forgery, blocking, destruction  of

infrastructure objects technical information [23].
Fig. 2 shows classification of SG cyber threats.

Critical Manufacturing 274
Water and Wastewater Systems 162
Commercial Facilities 119
Healthcare and Public Health essssssssss———— 109
Transportation Systems maesssssssss——— 104
Food and Agriculture meesss———— 84
Chemical meessssss—— 81
Information Technology meesssssssss 79
Government Facilities meesss— 49
Communications mss 29
Dams mm 11
Emergency Services m 8
Defense Industrial Base 1 3
0 50 100 150 200 250 300

Fig. 1. Cyber-attacks incidents by target sectors (Data from ICS-CERT 2019) [19]

Fig. 2. Cyber threats classification
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Below a brief description of those shown in fig. 2,
common types of attacks on wind farms, is given.

1. Worm virus: all mechanisms of worm virus are
divided into two large groups:

— Exploiting vulnerabilities and administrative er-
rors in the software installed on target’s computer. As
an example, the Morris worm used known vulnerabili-
ties in software at that time, namely in the sendmail
mail server, the finger service, and selected a password
from a dictionary. Such worms are able to spread inde-
pendently, selecting and attacking computers in fully
automatic mode [24].

— Using of so-called social engineering, so the user
himself provokes the launch of malware. To convince
the user that the file is safe, attacker can exploit flaws in
the program's user interface.

2. Trojan virus: this is a type of program that adds
subversive functionality to link to an existing program.
A Trojan is malicious software that hides the true pur-
pose of its activities by masking it. This type is not able
to copy or infect files on its own. To get into the vic-
tim's device, the threat uses other means, such as hidden
downloading, exploiting vulnerabilities, downloading
other malicious code, or social engineering meth-
ods [25].

3. Injection attack allows an attacker to inject
code into a program or query or inject malware onto a
computer in order to execute remote commands that can
read or modify a database, or change data on a remote
device. The common types of injection attack are: Blind
SQL Injection, Blind XPath Injection, Format String
Attack, SQL Injection, SSI Injection [26].

4. A man-in-the-middle attack (MitM attack) re-
fers to the method where a hacker intercepts the data
traffic between two communication partners, leaving
both parties to think that they are only communicating
with each other. These kinds of attacks were previously
carried out by manipulating physical communication
channels. MitM attacks are primarily seen in computer
networks where there is an attempt to overturn Secure
Sockets Layer (SSL) encryptions with the aim of obtain-
ing secret information, usernames, passwords, or bank
details. The basic course of a man-in-the-middle attack
is as follows: System A attempts to establish an en-
crypted connection with System B. Instead, the data
flow is redirected by a criminal third party, which re-
sults in the encrypted connection running from system
A to system C and only then is it redirected to System
B. This means that the one in control of System C (usu-
ally the attacker) can see the data traffic in its entirety,
record it, or manipulate it [27].

5. Denial of Service: defined as an attack that
aims to disable the network or computer from providing
normal services. It is assumed that this happens only
when access to the computer's network or resource is

intentionally disrupted or blocked due to malicious ac-
tions of another user. A denial-of-service attack over-
whelms systems, servers, or networks with traffic, re-
sulting in resource and bandwidth depletion. As a result,
the system loses the ability to perform normal requests.
Hackers can also use compromised devices to organize
attacks. This type of attack is called a distributed denial-
of-service attack (DDoS attack) [28].

6. Targeted attack: represents a malicious attack
targeting a specific person, software, system, or compa-
ny. It can be used to extract information, disrupt opera-
tions, or destroy a specific type of data on the target
machine.

7. Account theft: defined as the process by which
hackers steal a physical device with data, email, or other
account of a particular person associated with a service
or computing device. One of the tactics of cyber-
criminals to steal accounts is phishing campaigns.
Typically, hackers send an email with a link that
redirects the user to a website that looks the same as a
popular social network such as Twitter, with a window
to log in to the social network. Without even suspecting
that this is a fake page, the user tries to log in to the
account, but in fact the login data is stolen by intruders.
Having gained access to the account, fraudsters can
receive and send confidential data about the operation of
distributed cyberphysical systems, manage individual
production operations, which leads to a security
violation of the entire system and the need to identify
and eliminate the negative consequences of an attack.
The first sign of account hacking is blocking the login
and the need to re-log in to the account on all devic-
es [29].

Many attacks on cyberphysical systems involve
replacing information flow data in order to simulate the
normal operation of the system with subsequent incor-
rect operation of installations. This leads to a delayed
response to an error in the system, loss of control over
parts of the system, and the initiative of further actions
of the attacker.

The list of smart grid power dependent sectors is
given below:

— government: refers to local or national
government bodies, including buildings/housing,
emergency services, public benefits and Social Services,
federal and state governments;

— a banking system refers to a network of
institutions that provides financial services to the
people. The following are some of the institutions that
belong to the banking system: central banks,
commercial banks, internet banks, investment banks,
savings and loan associations, insurance companies, and
credit unions. The purpose of banking systems is to
provide security and confidence in the economy [30];
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— industry: these are industries that consist of all
the equipment used to produce, process, or collect
goods;

— private institutions: refers to a part of a
country's organization run by individuals and
companies, not the government;

— critical infrastructure objects are organizations
and institutions whose functioning ensures the life of a
large number of people. These objects include power
plants, irrigation networks, data transmission networks,
digitally visible medical institutions, etc. The
functioning of critical infrastructure facilities is usually
provided by cyberphysical systems;

— irrigation systems include purification and
irrigation subsystems maintain the necessary quality of
fresh water for the needs of urban residents and the
needs of the agricultural sphere [31]. Cyber attack on
CPS of water system can affect the harvest and also
cause, for example, food poisoning;

— healthcare CPS frequently becomes a target to
cybercriminals. In this case, aim is to achieve personal
data of patients and possibly change sensor data for in-
correct treatment.

The energy sector is remarkable because smart
grid networks are included in the energy supply of a
number of the above-listed objects of critical infrasctuc-
ture, including irrigation stations, plants, transport,
smart healthcare systems, etc.

2. Structure of Smart Grid
and wind generators

In general, «Smart Grid» is considered as
modernized power supply networks that use information
and commuication technologies to collect information
about electricity production and energy consumption,
and can automaticly increase the efficiency, reliability,
economic benefits of electricity production and
distribution [32]. Smart wind farms are part of smart
power supply networks SG. This type of power plant is
a network of wind towers located in an area with
permanent wind flows, and converts wind energy into
alternating electric current energy by transmitting the
torque of the generator blades to the generator rotor
units. SG provides reliable data communication system,
sensors and advanced meter technologies, cyber security
devices, end user devices, and sophisticated energy
management system based on energy availability and
demand optimization [33]. Towers are located mainly in
coastal and mountainous areas. A tower, its height, the
size of the blades, and the ability to adjust the angle of
the tower during operation should be considered in or-
der to achieve more power production. The CPS of the
wind generator is designed to accumulate the generated
electrical energy, adjust the optimal parameters of the

tower operation to perform optimal installation
efficiency, as well as distribute electricity taking into
account the individual needs of consumers. Consumers
of electricity from Smart Grid power plants are
primarily automated control systems such as "smart"
homes, car charging stations, autonomous power supply
systems for administrative buildings:  hospitals,
educational institutions, etc.. Thus, failures, violations
of the information security of the CPS of wind power
plants can lead to huge economic losses, threats to
human life as a result of disconnection of electricity
supplies from important support systems operating from
the power grid.

An example of a successful cyberattack on wind
farms is the incident with the disconnection of ten wind
generators from the main power supply network in
Utah, USA, which occurred in the spring of 2019. The
attackers used the mechanism of frequent requests to
parts of the CPS of the wind farm, which led to a
shutdown of the supply of 500 MW of electricity. To
achieve criminal goals, vulnerabilities in the security
mechanisms of networks manufactured by Cisco were
used. The presence of system failures was detected late,
which led to significant financial losses [34].

Complex information management systems have
vulnerabilities to carry out a cyber attack on the CPS of
the electric network. Classification of cyber attacks by
the attack’s target is given below:

— targeted on components: electronic devices,
remote terminals (RTU), or human-machine interface
terminals (HMI) [35] usually have a dedicated interface
for remote configuration. Through this type of access, a
hacker can intercept control of the device and cause
incorrect operation of the entire system, for example,
falsify the transmitted data to the operator, complete or
partial failure of the device;

— targeted on protocols: the ease of understand-
ing the principles of operation and documentation of
modern data transmission protocols, such as distributed
network protocol 3 (DNP3), which is common in Euro-
pean electrical network management systems, makes it
easy to perform attacks on the CPS. Cyber criminal can
send falsified data, which leads to financial losses due to
excessive power generation, and danger to the lives of
employees, for example, when the Power Line current is
turned on if there are personnel there, to damage to
equipment;

— targeted on topology: attackers can exploit
vulnerabilities in the location of individual nodes in the
CPS sensor network. For example, sending large
volumes of requests to remote terminals creates delays
in sending messages in real time. This leads to a
distorted representation of the state of the environment
or system components for the operator, which can lead
to erroneous decisions.
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It is necessary to consider the problems of
cybersecurity of "smart" power supply networks in the
context of analyzing the simplified SG model, taking
into account information and communication
technologies and data exchange interfaces at different
levels of the model. Fig. 3 shows a SG model consisting
of five subdomains, which are represented at three
conceptual levels: services/applications, communi-
cations, and hardware. Based on research [36], general
structure of the “Smart grid” network is given in fig. 3.

Fig. 3 also shows five interfaces of interaction be-
tween domains, indicated by the numbers 1-5. The char-
acteristics of data exchange interfaces between domains
of the SG network are given below:

Interface 1 — provides information exchange be-
tween power generation devices and communication
networks, RTU’s and power controllers [37]. Thus, en-
ergy management, control over power generation units
are established. This interface transmits information
about power generation, measure devices.

Interface 2 — connects the subdomain of measuring
devices and the communication network (telecom op-
erator), and allows to exchange measurement infor-
mation, through the telecom operator, with service pro-
viders.

Interface 3 — formed between the customer sub-
domain and the communication network, and provide
interaction between telecom operators and customers.

Interface 4 — this interface between the subdomain
of service providers and the communication network. It
provides communication services within the subdomain
of service providers, in order to manage other domains.

Interface 5 — connects a subdomain of measuring
instruments and a customer subdomain, providing inter-
action between measuring instruments and user equip-
ment.

Each of the interfaces shown on fig.3 can become
a potential target for attackers whose goal is to interfere
with the information exchange of the CPS system and
cause erroneous system reactions due to the presence of
misinformation in the CPS information flow. The
development of a universal and effective method for
detecting CPS security violations becomes a top priority
for designing this class of systems.CPS

The CPS of wind farms uses two-way information
flow, intelligent calculations and protected communica-
tion technologies, but the presence of a huge number of
sensors, many possibilities of hacking the system cre-
ates increased requirements for the security of the in-
formation flow and the state of the parameters of both
equipment and the environment [36]. Thus, we have an
array of data coming from a wind generator and includ-
ing indicators of wind speed at several levels, ambient
air temperature, temperature of the generator's operating
zone, and power generated over a certain time interval.

This data set becomes a potential target of cyber
criminals, in case of intrusion into system.

In the case of attack, system should have special
methods for mitigating the consecuences. Targeted ele-
ments should be disconnected from the network, any
potential data spread through the system should be
avoid.

Possible algorithm of the attacker’s action:

— an attacker interfered in the network with the
help of malware or physical interception of electricity
production equipment at communication and production
domains;

— mechanisms for blocking the operation of the
wind generator are applied;

— forward instructions are sent to telecom opera-
tors or market. After this, consumer experience outages,
blackout, etc. [38].

Power flow Market, operators, service providers % Sub[.iomaln [_)f the
Services and service provider
applications
‘)
L Communication networks 88
Communication Power flow
1 i
2 13 ¥
Power Power generation, = . . Smart devices, electrical
supply transmission, and distribution Measuring devices S 2 equipment, consumers

Power supply subdomain  Power flow

Customer subdomain

Fig. 3. Domain structure of "smart" power grid [36]
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3. Model of attack on wind generator: ways late researches, such as [39], there are several network

of attack and consequences

Table 2 describes methods of attack which cyber
criminal could apply to a wind farm generator. Some of
them can be carried out with information flow changes,
which leads a system to power loss, instability, inaccu-
rate distribution of electric power etc. According to the

nodes, as HMI, PLC, which can be used as malware
entry point.

Table 3, compiled on the basis of the research [40],
contains more details on the control mechanism of the
wind generator network with a description of network
protocols, domains of interaction mechanisms of net-
work devices.

Table 2
Consequences of cyber attack on wind systems [39]

Wind generator (WG)
manipulation

WG controls manipulated to reduce output power.

WG controls manipulated to increase output power.

WG controls manipulated to continuously or harmonically adjust power output.

WG controls manipulated to cause physical damage to turbine or connected equip-
ment.

Communication
infrastructure distortion

Impacts to normal operation of turbines, scalability of access restriction to control
centers of wind plants can all beaffected by disruption of wired, wireless, and cellu-
lar communications.

Communications that could be distorted, interrupted, or blocked include those be-
tween turbines and a control center and those between a wind plant networkand re-
mote-control center (potentially over Wide Area Network [WAN]).

Data falsification leading
to miscoordination

Falsified field measurements could lead to misoperating of automomus subsist-
ems of grid. Systems that could be distorted include condition-monitoringsystems,
structure health-monitoring systems (SHMs), SCADA units, and remote monitor-
ing and secure access.

Internal turbine
communication

Widely adapted protocol, EtherCAT, based on traditional MAC/PHY layers, is sub-
ject to attacks like MAC spoofing.

Wireless communication applied to sending and receiving information between
base and nacelle or base and remote SCADA.

Table 3
Elements of control mechanism in the power grid [40]
Observable Network
physical Control device Data acquisition devices
parameter applied
Terminal voltage | Automatic voltage regulator Local measurement from terminal Single board
Rotor speed Governor control Local measurement from rotor speed sen- computer
sor PLC
Frequency Automatic generation control Wide-area communication (IEC 61850) FPGA
Power generation | Security-constrained economic | Wide-area communication (IEC 61850)
dispatch
Power generation | State estimation Wide-area communication (IEC 61850) SCADA
Voltage VAR compensation Local measurement Historian
DC voltage and HVDC transmission control Local measurement server
current HMI
Switch
Load scheduling Demand side management Power demand request Switch
Load connected Load shedding Local frequency measurement and gener- VPN
to system ation level from control center Secondary
Consumer load Advanced metering infrastruc- | NA historian
ture
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The table above lists the ways to control the devic-
es of the wind generator system.

Wind farms often feature the same equipment and
equipment configurations deployed throughout the site,
or multiple sites including field devices (PLCs, RTUs,
HMIs), engineering workstations and operating systems,
and networking equipment. This means that, if an ex-
ploitable vulnerability is discovered affecting a device
used in a wind turbine or wind plant network, it is pos-
sible that an entire plant, SCADA network, and control
network could be similarly exploited with greater ease
than a site employing greater device variety and device
configuration. There are some knows incidents in which
hackers gains control and changed important settings in

automatic voltage regulator, from “automatic” to “man-
ual”. Wind plant usually operate as a single installation,
all connected to the control system. Such manipulating
the controls could also negatively impact stable power
generation [40].

In the following table 4 we considered some of the
main stages resilience of wind generators in case of po-
tential cyber attack.

The concept of resilience is multifaceted and in-
cludes a wide range of system properties that determine
the stability of the system and ability to resist cyber
threats.

Table 4

Wind generator cyber-attack resilience

Resilience stage | Description

Risk assessment | Attacks modeling:

Vulnerability evaluation:

— intrusion scheme should be considered, according to known cyber attack approaches;
— all possible system states during the attack should be reviewed,;
— in the case of cyber-attack, outages should be described.

— protocol vulnerabilities should be reviewed;
— potential vulnerabilities of generators components should be considered;
— personnel accounts vulnerability should be reviewed.

— —methods based on neural network could be applied to early detect anomaly.

In [41] a general model of the functioning of information communication systems is proposed,
taking into account various groups of reasons for failures, among which is: defects or obsoles-
cence of software, physical defects of equipment, vandal attacks, failures caused by cyber-
attacks. Thus, the need for clustering of failure types is determined, and adaptability to failures
is a necessary condition for ensuring the resilience of information system at Prevention stage..

— the Markov model allows us to estimate the state of the system and individual nodes of
the system [42]. The author notes that to assess the level of functional security (FS) it is very
convenient to use the sum of the probabilities of the system nodes being in working states ac-

— complex malware detection algorithm, should be applied to the information flow,
based on data flow analysis, which may include: Neural network method [43], Kalman filter

By combination of these methods, increase in cyber-attack detection should be expected.

Prevention Physical security measures:
— —all data in the network information flow should be encrypted;
Data analysis approaches:
Detection Intrusion detection:
cording IEC 61508 standard;
method [44], Statistic methods [45].
Mitigation

After attack, the system may require significant reconfiguration, depending on which compo-
nents were affected by the cyber-attack and to what extent. System nodes should be ranged by
the state estimation. System should include methods to prevent the spread of attack impacts.
Applying a variety of data recovery methods, services, and services that have been affected by a
cyber-attack [46]. After possible attack occurring, followed step must be performed to achieve:

— network devices and facility objects under attack should be disconnected from network
using safe and efficient approaches;

— power outages should be avoid;

— system state during cyber-attack should be deeply analyzed.




58

Radioelectronic and Computer Systems, 2022, no. 4(104)

ISSN 1814-4225 (print)
ISSN 2663-2012 (online)

Conclusions

The active implementation of information control
systems in critical infrastructure facilities, wind farms,
leads to increase in the number of cyber attacks on such
hybrid intelligent systems. The goal of attackers is to
destabilize the work of the CPS by replacing system or
sensor’s data with further inadequate response of the
system, which closely interacts with production
processes and the environment.

As a result, the failure of the CPS directly leads
not only to financial losses, but also threats the human
life and threats to the environment. Cyber attacks on
wind farms can cause sudden power outages to a
number of smart devices: smart home systems, charging
power plants for electric cars, and autonomous power
supply systems in hospitals. The purpose of this paper
was to review cyber threats and vulnerabilities of cyber-
physical systems of wind farms.

As a result of performing the main tasks of the
work, the following results were obtained:

1. A list of significant cyber attacks on the CPS of
the power plants, including wind farms, is given.

2. The number of attacks on the CPS of critical
infrastructure objects is analyzed. According to research
results, the share of cyber attacks on CPS of energy
production is above 50 %.

3. The main methods of violations of information
security of the CPS were analyzed. The most common
methods of attacking CPS objects of critical
infrastructure objects include computer viruses Trojan,
Warm, and physical hacking of CPS nodes.

4. The main vulnerabilities of the wind farm CPS
are analyzed. The classification of attacks by the target
of the attack and possible ways for a hacker to access
the CPS’s information flow are given:

— targeted components - access to the
information flow via electronic devices, remote
terminals (RTU) or human-machine interface (HMI)
terminals;

— targeted protocols-access to the information
flow via data transfer protocols, such as DNP3, allows
an attacker to remotely control the state of the CPS
information flow;

— targeted topology: attackers can exploit
vulnerabilities in the location of individual nodes in the
CPS sensor network.

4. The scheme of functioning of the "smart"
power grid is analyzed. A list and description of data
exchange interfaces between subdomains of smart
power grid systems and wind farms is provided.

5. Attack resilience scheme of wind generators
was proposed.

6. The relevance of further research on the issue of
ensuring the protection of CPS of wind generators is
justified.

Most of the cyber-attacks incidents on wind
generators, was fulfilled with exploition of Trojan mal-
ware, phishing methods, account theft. Internal intrusion
to the unprotected physical network devices also oc-
cured. A notice was made, that problem of cyber-
security of wind generators becomes more multifaceted,
complicated and there is high risk of cyber-attack on
wind farms CPS as it utilize standard methods for data
transmittion, vulnerable protocols, such as DNP3, un-
protected network devices, such switches, PLC [44].

The following future research directions are im-
portant, in our opinion:

— additional studies are needed regarding the ef-
fectiveness of the Kalman-filter, neural network, and
statistical methods to identify the most efficient ap-
proach to detect cyber attacks;

— variations of considered methods can be inves-
tigated as well, because combination of these methods
may be more efficient;

— cyber resilience of wind generators should be
deeply considered including the development of model
for analysis of system recovery after attack.

Contribution of authors: suggestion for the
purpose, general structure of the work, overview of
information sources on types of attacks on wind
generators, classification of attacks, description of
dependent critical infrastructure — Oleksandr Shmatko;
compilation of a list of known cyber-attacks on Smart
Grid, wind generators, literature review on the Smart
Grid structure organization, review of Smart Grid
network equipment that becomes the target of attacks by
cybercriminals — Klym Yamkowyi; review of possible
actions of intruders, review of Smart Grid control
mechanisms, review of resilience scheme of the wind
generator system, review of models for evaluating,
detecting, mitigating the system in the case of cyber-
attack, considering the course of future research,
compose and prepare article for submitting — lhor
Fursov.

All the authors have read and agreed to he
published version of the manuscript.
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SMART GRID TA BITPOBI TEHEPATOPH: OI'JISIJI KIFEP3ATPO3 TA BPA3JIMBOCTEM
MEPEX EJIEKTPOIIOCTAYAHHSA

Izop ®@ypcos, Knum Amxosuii, Onexcandp LlImamro

IIpeameTom naHOro MOCHTIKEHHS € KiOepypasMBiCTh BITPOr€HEPaTopiB, K YaCTHHHU KiOep(i3UNUHHUX CHCTEM
IHTEJIEKTyalbHIUX MEPEeX enekTporocradands, Smart Grid. BitporenepaTopu BHpPOOJSIOTH €IEKTPOEHEPTIIO IS
MO/IANIBIIOTO PO3IOALTY B MEPEXi MK «PO3YMHHMU» CHOKMBA4aMH €JIEKTPOSHEprii, 10 SKUX 4acTO BiIHOCATHCS
ABTOHOMHI CHCTEMH JKUBJICHHSI Y MEIMYHUX YCTAHOBAX, aBTOHOMHE €JIEKTPOIOCTaYaHHsI OyMHKIB, 3aps/IHI CTaHIT
JUIsl aBTOMOOLTIB 1 T.J. BiTporenepaTopu mpaijoroTh y ABOX IUIONIMHAX: Y (i3UYHOMY Ta iHpOpMaliiiHOMY Hpo-
cropi. Takum 4nHOM, TOpyIIEHHs! Oe3neku iH(opMaliHOro TTOTOKY BITPOTreHepaTopa MOXKEe BIUIMHYTH Ha (i3udHi
NIOKa3HUKU BHUPOOJIEHHSI €JeKTPOeHEeprii, BUBECTH 3 Jlaay oOnagHaHHs. MeTolo NOCITIKEHHS € BHSBJICHHS THIIIB
Kibep3arpo3 B Mepexi BITporeHepaTopiB Ha OCHOBI aHalli3y BIJIOMHUX IHIIMJICHTIB aTak, aHai3y CTPYKTYpH Mepexi
Smart Grid, MepexeBUX NPUCTPOIB, MPOTOKOJIIB 1 MEXaHI3MIB yIPaBIiHHS BITPOreHepaTopoM. 3aBAaHHAMH POOOTH
€: OIJISAJ] Ta aHaJi3 BiIOMUX IHIMJICHTIB Kibepartak; orysiy kinacudikaiii kibep3arpos; orisj HaiOIbII MOMINPEHHX
METO/IIB aTaK Ha Kibep(di3u4yHi CUCTEMH BITPOBUX I'€HEPATOPIB; OIS CIIOCO0IB BTOPTHEHb B iH(pOpMaiiHUI TTOTiK
KiOep(i3uUHUX CHCTEM BITpOreHepaTopa; OIS MEXaHI3MIB BiJMOBOCTIHKOCTI BITPOBHMX T'€HEPATOPIB y BUIMAAKY
KibepaTaku; OrJisifl HaNpsSMKIiB MOJANBIINX NOCIiKeHb. MeTonamMu J0CiPKeHb € CUCTEeMHHI MiAXi, sKuil 3a0e3-
neyye BceOiYHE BUBYCHHs MPOOJIeMHU, KUIbKICHUN Ta SIKICHUM aHali3 iHIMAEHTIB KibepaTtak Ha BITpOreHEpaTopw i
METO/IB arak. bynu orpuMaHi HacTynHiI pe3yJbTaTH: npoaHaiizoBaHi 11 BigomMux mMamrTaOHUX KibepaTak Ha KiOe-
p®i3uUHI CHCTEMHU €HEepPreTHYHOr0 CEeKTOpa Ta IHTEJEKTyaJIbHI MEpexi eJeKTPOIOCTayaHHs, BITPOBI reHepaTopH,
PO3TIISTHYTI XapaKTEPUCTUKH 1H(OPMAIIITHUX TIOTOKIB 1 CTPYKTYpa BITPOBHX reHEpaTopiB. Byl po3risiHyTi OCHOBHI
KOMYHiKaliiHi iHTepdeticn mepexi Smart Grid, po3risiHyTi MexaHi3MH YIpaBiiHHs QI3MYHUMH YaCTUHAMU CHCTE-
MU BITPOBOI'O T'€HEepaTopa, Taki sk aBTOMAaTHYHUI PETYNISATOP HAMPYrH, CUCTEMA YIPABJIiHHS TeHEPaIli€lo eleKTpoe-
Heprii, npoaHasi30BaHi Bpa3JKBi MPOTOKOIM Hepenadi AaHux, 30kpema DNP3, po3ristHyTi Hacmigku y pasi kidep-
BTOPTHEHHS B Mepexi. BUCHOBKH: BITpsHI eleKTpocTaHIlil, sk yacTuHa cucremu Smart Grid, € 3py4HOI0 MillIEHHIO
JUTsl KibepaTak, OCKIJIbKH KUIbKICTh TIOTEHIIMHUX CIIOCO0IB BTpYYaHHS B iH(OPMAIiiHUI MOTIK KiOepi3nuHUX CUC-
TEM 3pOCTa€ Yepe3 3pOCTaHHs CEHCOPHUX MEPEeX, KaHaJIB 3B'SI3Ky Y Mepexi. Lle 0co0IuBO BaXIMBO At HOXAIbIIO-
IO PO3BUTKY CHUCTEM OE3MEKHU BITPOEIEKTPOCTAHIIIH, SKI B JaHUH 4Yac HEe 3/1aTHI 3a0e3MeUnTH BUCOKY TOYHICTh BH-
SIBIICHHSI BTOPTHEHb B 1H()OPMAIIIHUIT MOTIK.

Kunrouogi citoBa: xibepsarposa; Smart Grid; KOC; kibepbesneka; BITpOBi reHEpaTOPH.
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