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METHODS AND TECHNOLOGIES FOR ENSURING CYBERSECURITY
OF INDUSTRIAL AND WEB-ORIENTED SYSTEMS AND NETWORKS

The subject matter of the article is methods and technologies of ensuring the cybersecurity of industrial and
web-oriented systems and networks, training of cybersecurity specialists during the acquisition of professional
knowledge. The purpose of the article is to ensure the cybersecurity of industrial and web-oriented systems
and networks by developing and implementing appropriate methodologies (concepts, principles, set of models,
methods) and technologies in the industry, as well as in training the cybersecurity specialists during the acqui-
sition of professional knowledge. The problem of developing models, methods, and technologies for ensuring
the cybersecurity of mobile systems, web-oriented systems based on content management systems, virtual net-
works that provide their interaction, and a methodology for training cybersecurity specialists are formulat-
ed. Based on the analysis the particular tasks of developing convolutional neural network model, information
technology methods and models for ensuring the cybersecurity of web-oriented systems and networks, a meth-
odological framework of creating information technology, and a model of digital knowledge platform for use
in the field of cybersecurity specialists training and security of industrial systems were formulated. The basic
theoretical decisions, which underlie the construction of real industrial and web-oriented systems and net-
works, were described in the article. The results of work are increased reliability value of detecting the mal-
ware in the Android operating system, reduced rates of false positives, provided an allowable value of the suc-
cess rate of attacks at a minimum cost, reduced time spent on building and rebuilding the structure of the vir-
tual network, increased efficiency of cybersecurity specialists training and security of industrial systems. From
the above, it is possible to conclude that the obtained results can be used in a line of existing and prospective
approaches at designing difficult, complex, hybrid, technical, cyber-physical systems with a web-oriented in-
terface for users and administrators.

Keywords: cybersecurity; Industry 4.0; web-based systems; computer networks; information technologies;

professional education.
Introduction

One of the promising areas in the sustainable de-
velopment of modern information and communication
technologies in ensuring the cybersecurity of industrial
and web-oriented systems and networks [1-3]. This is
since the Fourth Industrial Revolution is gradually
transforming all spheres of social life, production, and
economy, integrating their processes into cyberspace.

Along with the obvious benefits and conveniences
of implementing industrial systems, many potential bot-
tlenecks in the cybersecurity of such systems remain for
attackers. All data that is created, transmitted, and pro-
cessed has value for cybercriminals. Third-party access
to data can lead to a variety of losses.

Any device connected to the network can be poten-
tially vulnerable. An attacker can attack any part of the
industrial system, including physical devices controlled
by stationary or mobile operating systems, network ser-
vices, web-based systems, cloud services.

Analysis of known works, projects, and systems
operation experience, showed that the use of known
similar solutions allows obtaining individual technical
solutions in which there is no way to unification. In par-
ticular, the well-known approach [2] allows the creation
of cybersecurity web-oriented systems models and
methods built on the platform of such technology giants
as Google, Amazon. But the main disadvantage of this
approach, as well as similar approaches, is the impossi-
bility of integrating the obtained solutions into existing
information systems of previous generations.

Most technological processes in the industry are
directly related to the use of virtualization technology
[4, 5]. Indeed, the availability of a large number of dif-
ferent equipment creates additional difficulties for sys-
tem administrators who maintain this infrastructure. To
improve cybersecurity in the industry, thin clients are
increasingly used as workplaces, for which communica-
tions take place according to a certain protocol (the pro-
tocol itself depends on the choice of a specific terminal
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solution). An important issue is to ensure the cybersecu-
rity of virtual networks, which are the medium for data
transmission.

However, the creation and operation of any cyber-
security system are impossible without a highly quali-
fied specialist in the field of cybersecurity. Today, pro-
fessional education in Ukraine is in a constant state of
reorganization and modernization, continuously adapt-
ing to the requirements of employers [6].

In particular, this applies to the mechanisms of
training the specialists who must have the latest
knowledge and competencies.

In the view of cybersecurity professionals' training,
the main strategies for the development of professional
education in the coming years include creating a viable
system of lifelong training to achieve relevant
knowledge and competencies. In addition, competencies
are formed through the training of many different disci-
plines, the use of the mathematical apparatus in the edu-
cational process, and various methods of presenting
knowledge, which is not always close to those needed
for solving the problems of employers. As a result, one
of the ways to train cybersecurity professionals is to
introduce a dual system of vocational education.

Thus, the current area of research is the develop-
ment and implementation of models, methods, and
technologies for providing the cybersecurity of industri-
al and web-based systems and networks.

Concept of cybersecurity in industrial
and web-oriented systems and networks

The objectives of the paper are ensuring the cy-
bersecurity of industrial and web-oriented systems and
networks by

- developing methods and technologies in the in-
dustry;

- creating set of models;

- construction of principles;

- formation of concept;

- developing and implementing appropriate meth-
odologies and mechanisms training the cybersecurity
specialists during the acquisition of professional
knowledge.

The concept of the work is to ensure the cyberse-
curity of industrial and web-oriented systems and net-
works, taking into account the dynamics of modern
cyberthreats to the hierarchical infrastructure of an en-
terprise.

To achieve this purpose, it is necessary to solve a
set of the following tasks:

1. Develop a model of convolutional neural net-
work based on the use of mixed data and a method for
detecting malware in the Android operating system

based on the processing of calls to the Application Pro-
gramming Interface (API) and a set of permissions.

2. Develop information technology methods for
ensuring the cybersecurity of web-oriented systems
based on content management systems, which in turn
are based on assessing the susceptibility to common
attack scenarios and choosing the most effective means
of protection.

3. Develop models and methods for ensuring the
cybersecurity of virtual networks based on using the
concept of virtual tunneling on the Internet.

4. Develop a methodological framework for creat-
ing information technology and a model of digital
knowledge platform for use in the field of cybersecurity
specialists training and security of industrial systems.

The main conditions of the proposed concept are
the formulation and implementation of the following
principles:

1. The principle of integrated consideration of
threats to mobile and web-based systems due to the im-
pact of malicious software based on the model of a con-
volutional neural network with the use of mixed data.

2. The principle of cybersecurity of web-based sys-
tems, based on the model in the form of an attack tree,
which includes common scenarios of attacks on similar
systems.

3. The principle of selection and implementation of
measures to ensure the cybersecurity of industrial virtu-
al networks, based on the model of a virtual network
with a temporal criterion for scheduling service requests
on the nodes.

4. The principle of creating an educational re-
source to support the processes of acquiring the profes-
sional knowledge in the field of training the specialists
in cybersecurity and security of industrial systems,
based on the model of a digital platform to support the
processes of acquiring the professional knowledge.

To achieve these principles, it is necessary to get a
set of the following methods considering research do-
mains:

1. Method of technology for ensuring the cyberse-
curity of mobile systems.

2. Method for providing cybersecurity of web sys-
tems based on content management systems.

3. Method for ensuring the cybersecurity of virtual
networks.

The above provisions allow us to develop the fol-
lowing list of the technologies which have been devel-
oped:

1. Information technology for ensuring the cyber-
security of mobile systems.

2. Information technology for formalizing educa-
tional processes in the field of cyber-security specialists
training and security of industrial systems.
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Thus, this concept includes the stages of develop-
ing the models, methods, and technologies for cyberse-
curity of industrial and web-based systems and net-
works.

Stage 1. Model and method of technology
for ensuring cybersecurity
of mobile systems

To ensure cybersecurity and increase the reliability
of malware detection in systems run by the Android
operating system, a method based on the involvement of
the Convolution Neural Network (CNN) is proposed.
Application Programming Interface (API) method calls
and a set of permissions were used as data for CNN in
our study.

No high-level action takes place without the in-
volvement of API calls. Thus, performing their analysis,
the behavior of the application can be represented
through the sequence of API calls. Then the detection
process may be focused on finding similarities (prox-
imity) in the behavior of the studied program with
knowledge of the typical behavior of existing malware.

The process of obtaining the program behavior or a
sequence of API calls can be carried out in two ways:
conversion and disassembling of the dex file.

Involving API calls allows representing all (or
part) of the application's behavior. However, an equally
important attribute that can complement the applica-
tion's behavior and make it more complex is a set of
permissions. The permissions mechanism restricts ac-
cess to certain components or functionality of the appli-
cation. All permissions used by the application are spec-
ified in the AndroidManifest.xml file. According to the
previous research, the distribution of permissions in
malware and useful applications is different. Thus,
knowledge of obtaining permission may indicate a set of
potential actions (sequences of API calls), the imple-
mentation of which will require granting permissions.

The proposed method [7] of detecting Android
malware based on the use of mixed data for CNN con-
sists of two main steps: creating or training a CNN
model and applying the model to detect Android mal-
ware.

The training phase involves the creation of a CNN
model on a set of training data and involves the imple-
mentation of three successive stages: data pre-
processing, data vectorization, and CNN training.

The deployment phase involves pre-processing for
a suspicious Android application, vectorizing its API
calls and set of permissions, and classifying using the
created neural network model.

The generalized structure of the malware detecting
method in the Android operating system based on the

processing of the application software interface calls
and a set of permissions is given in [7] and used in this
paper as a basis.

Let us analyze the main mechanisms for imple-
menting the technology for ensuring the cybersecurity
of mobile systems:

1) pre-processing: obtaining and presenting signs.
First, we get a list of API calls and a set of permissions.
This is necessary to reflect them in the behavior of the
application. Therefore, in the process of receiving API
calls, it is important to follow them, which will allow
presenting the internal relationships between API calls.
To get the behavior of the program, it is necessary to
track all the ways the application runs. To do this, all
service and activity objects contained in AndroidMan-
ifest.xml are added to the list of application behavior
tracking start points. Next, all calls belonging to the
Android, java, and javax libraries are added to the re-
sulting list of all API calls. The algorithm for obtaining
API calls is described in [8];

2) vectorization of API calls — representation of
API calls in the form of real numbers. Achievement is
possible by encoding each API call as a one-hot vector.
All bits are encoded by the number 0, and the bit corre-
sponding to the API call is encoded by the number 1. As
the dimension of the vector increases, the number of bits
with zero value increases rapidly. The word2vec method
was used to obtain a compact vector representation of
API calls [8];

3) vectorization of permissions. It is based on sta-
tistical information about the implementation of permis-
sion in malware and useful applications. The peculiarity
is that the grouping of the bit sequence into tetrads is
used. After that, the bit sequence of the input data will
be converted into a coded bit sequence, where each val-
ue represents an integer in the range from 0 to 15, which
is a vector representation of the resolutions set. To pro-
cess the obtained feature vector by the neural network,
its values are normalized to real numbers in the range
from 0 to 1, by using min-max normalization [7, 8];

4) model of convolutional neural network. It is
used to form a conclusion involving information about
API method calls and a set of permissions from the An-
droid application. This neural network can be represent-
ed as a container that has two separate convolutional
neural networks, each of which processes its type of
data (API calls or permissions). To ensure the nonline-
arity of the decision, there is a hidden layer between the
different layers. Obtaining the result is provided by the
last layer consisting of two neurons. At the stage of neu-
ral network deployment, pre-processing of data for a
suspicious Android application, vectorization of API
calls, and a set of permissions and classification using
the created neural network model are performed [8].
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The choice of hyperparameters for the convolu-
tional neural network and evaluation of the effective-
ness of the method for detecting malware in Android is
based on experimental studies, taking into account the
proposed theoretical apparatus and practical results [7].

The results of experiments carried out to determine
the effectiveness of the proposed method for detecting
malware Android showed that the average value of "ac-
curacy" was 0.94 (which almost coincides with the val-
ues of the metric F1 [7, 8]), while the level of false posi-
tives was 3.25 %.

Thus, the use of the proposed model of convolu-
tional neural network has increased the reliability of
detecting both new and known samples of malware in
the Android operating system compared to known anti-
virus tools and has been further developed to refine its
parameter.

Stage 2. Method for providing cybersecurity
of web systems based on content
management systems

The exploitation of system kernel vulnerabilities or
functionality extension components is a common cause
of successful attacks. Vulnerabilities can also be found
in other software running on the server. Using insecure
network protocols may compromise the integrity or con-
fidentiality of information. Malicious software on a de-
vice that accesses content management system control
functions can be used to compromise administrator cre-
dentials. The knowledge level of the administrator in the
field of information security also plays an important
role. This applies to the complexity of the password and
its storage, and a high knowledge level reduces the risk
of successful use of social engineering methods by at-
tackers.

The purpose of this stage is to develop methods for
assessing and ensuring the cybersecurity of web systems
based on content management systems, which allows
creating information technology to ensure the cyberse-
curity of content management systems. To achieve this
purpose, it is necessary to solve the following tasks:

1) creating a model of attack scenarios in the form
of an attack tree. The model is based on the principle of
constructing a tree from top to bottom [9]. This con-
struction uses the following scenarios: attacks with the
disclosure of the existing administrator password; at-
tacks with the creation of a new administrator; attacks
bypassing authorization. The main event of this tree is
to gain access to the functions of the content manage-
ment system administrator. Estimation of the probability
of the main event is possible using different types of
scales [10];

2) parameterization of the model. There are two
options: a scale of fuzzy logic variables and a five-point

rating scale for selected indicators. When using a nu-
merical scale, it is possible to obtain the evaluation re-
sult in the range [0; 1]. To do this, each base event is
characterized by three (according to the number of eval-
uation indicators) scores on a scale from 1 to 5 [9, 10];

3) setting up a method to ensure the cybersecurity
of content management systems. Assume the following
as basic countermeasures: the use of two-factor authen-
tication; training for staff; use of HTTPS; use of VPN;
protection against the search of logins and passwords;
setting complex passwords and non-standard logins;
installation and configuration of the firewall. Combina-
tions of these countermeasures are also possible. In con-
trast to the existing method of providing the cybersecu-
rity of web systems based on content management sys-
tems [10], it can be minimizing the value of the attack
success rate or minimize the cost of services;

4) development of information technology to en-
sure the cybersecurity of content management systems,
which is presented in the form of IDEFO-diagram
(Fig. 1).

IDEFO-diagrams contain the following elements:

— rectangles showing the functions (processes of
information flow processing) performed when using an
IT application;

— horizontal arrows displaying information flows,
in particular input and output data;

— vertical arrows, directed from top to bottom, re-
flect the control inputs;

— vertical arrows, directed from the bottom up, re-
flect the tools to support decision-making used for the
implementation of IT.

One of the scenarios for the application of ele-
ments of the developed IT is given in [9, 10].

Thus, this stage allowed to ensure the reliability of
cybersecurity assessment of web systems based on con-
tent management systems through the use of audit re-
sults and penetration testing in parameterization. Using
the method on the example of one installation of a con-
tent management system allowed to reduce the value of
the attack success rate by 44.2 %.

Stage 3. Method for ensuring cybersecurity
of virtual networks

The purpose of this stage is to create a method for
ensuring the cybersecurity of virtual networks for secure
interaction of subsystems of industrial and web-oriented
systems and networks.

Assume that software agents (SAs) which analyze
a virtual network must pass through all nodes of the
virtual network, but the number of nodes is either un-
known or dynamically variable. Typically, such net-
works are represented by a class of anonymous virtual
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Fig. 1. General view of the IDEF0-diagram illustrating the information technology
for ensuring the cybersecurity of content management systems

networks. Therefore, each of SAs analyzes the data on
each of the nodes specified by the node time. It is neces-
sary to establish in what order each of SAs will pass all
nodes so that the time of passing nodes for each of SAs
would be minimum. Additional conditions of the prob-
lem are: known distances between nodes within the ex-
isting cluster in the virtual network; the starting nodes
of the SA input into the system are different, according
to an arbitrarily taken distribution function; the time of
SA analysis in the node and the availability of infor-
mation about the occupancy of nodes by other SAs at
the current time (queue). A mathematical description of
a similar virtual network is given in [11].

Nodes that do the same type of work can be united
in clusters by the features of performed actions, and the
SA must be serviced by all nodes in any sequence of
passing the nodes. The clarifying requirements are: the
terms of the review do not require access unless speci-
fied by other terms; the amount of SA maintenance
times in a node does not require an increase in the rele-
vant time of the task performance as a whole; the sum
of the time of passing all nodes must refer to the mini-
mum. Within the SA, there is a set of coefficients that
determine the priority of the node for the SA at any giv-
en time. The node with the highest priority will be pro-
cessed for the transition of the SA for further mainte-
nance.

A prototype of the algorithm that implements this
method was introduced in [12]. But unlike it, this modi-

fication provides that the cycle is repeated among all
participants until all SAs will have passed of all nodes.

In [11], a numerical experiment of implementing
the proposed method is given, taking into account that
the filling of the matrix with values occurs after obtain-
ing the SA value of the finish of the starting node.

The minimum value among the columns of time
nodes in the row of the second step is the optimal node,
which is determined for the SA for further processing.
In the last step, when there are no more nodes available
for passing, the network determines the next node — the
finish node.

Based on these assumptions, a method for filtering
requests on a cloud firewall platform is proposed.

Imagine a cloud firewall in the form of a tuple:

©=(K,.D ,¥,,), 1)

where K, — border router;
Dy, —load balancer;

¥, —cloud firewall.

The cloud firewall works as follows (Fig. 2). The
input of routers with some intensity receives a stream of
requests. Each router has a unique IP address, but all IP
addresses are tied to a single domain name (for exam-
ple, a web-based system that needs to be protected by a
cloud firewall) using peripheral technologies [11, 12].
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Fig. 2. Block diagram of the cloud firewall

The load balancer determines as the destination the
firewall that will serve a particular request. A firewall
can be represented by a virtual machine, or a set of vir-
tual applications, or a hybrid solution. It performs a re-
quest filtering procedure and, in the case of a normal
request, forwards it to the desired web resource server.
The resource server, responding to a request from an
external network, responds to it through the border rout-
er from which the request has come to the cloud fire-
wall.

The calculated performance indicator allows esti-
mating the costs associated with waiting for requests in
queues for virtual machines. If costs increase sharply,
this is an indication that the embedded virtual machine
requires reactivation and its requests need to be for-
warded to another machine.

Next, the scenario of multilayer VPN tunneling is
used in the organization of remote control of technolog-
ical equipment [12].

To assess the state of bandwidth, all border routers
(including virtual) clients must transmit special data
packets to the enterprise's VPN server. For example,
consider the delivery of a packet from a computer in the
enterprise network to all remotely connected clients of
the VPN network and determine the value of bandwidth,
which is not effectively used during data exchange.

The total capacity of the tunnel of a single connec-
tion to the computer network of the enterprise through
the VPN tunnel can be calculated analytically for the
"point-to-point™ connection by the formula:

log, S

¥ =D((2S+(2i-1) Z 2, 2)

where D — the number of intermediate routers between
VPN networks (including virtual routers);
S — number of border routers;

£~ number of connected clients.

If the control unit of the technological equipment
transmits data over the "point-broadcast" connection
(for example, for broadcasting monitoring information)
for each of the tunnels to all VPN network clients, the
total bandwidth can be represented as:

log, S .
W' =D(1+log,S+ > 2'+19).

i=1

@)

As a result, for the proposed example of a network,
the value of bandwidth, which is not effectively used
during transmission from each of the subscribers of the
VPN network, can be defined as:

0=D(/S—YW), 4)
where Y — the average number of vertices of the virtual
network, depending on the number of routers in the
subnets of the enterprise transport traffic through real
IP-addresses;

W — the number of branches of the routing tree in
the cascade connection schemes.
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Probable problems of practical implementation of
the proposed method are the dependence of most ser-
vices on the unstable Internet channel.

Thus, using known scenarios and a modified
method of ensuring the cybersecurity of virtual net-
works, according to the results [11], it was found that
the use of multilayer VPN tunneling can reduce the time
to create a highly secure virtual data channel by 30 %,
and the cloud firewall speed of detecting malicious net-
work requests is by 34 % higher.

Stage 4. Information technology
for formalizing educational processes
in the field of cybersecurity specialists
training and security of industrial systems

At the final stage, it is important to formalize the
acquired knowledge to train professionals in this field,
but given that the study of the educational system of
cybersecurity specialists training is a difficult task, the
difficulties of which are caused not only by weak struc-
tures in them but also by the diversity of their structures,
forms, methods, techniques, specific content, etc.,
hence, the diversity of processes is an obstacle in creat-
ing appropriate models and their implementation.

The purpose of creating an information technology
for the formalization of educational processes in the
field of cybersecurity specialists training and security of
industrial systems is to develop tools for formal presen-
tation, providing a unified approach in building special
mathematical support for information technology solu-
tions in training the cybersecurity.

From the analysis of existing formalization tech-
nologies [13], it follows that its "power" is not enough
to solve more complex problems of process integration.
The term "power" here refers to some shortcomings that
lead to the weakening of the formal representation, as
well as the impossibility of formalizing the processes of
integration between educational systems. In addition,
when using formalization technology, there are insur-
mountable difficulties informally presenting processes
in the field of training cybersecurity professionals. One
of the disadvantages of existing formalization technolo-
gies is the use of methods for systems analysis, which
does not provide a formal representation of space-time
training processes in the relevant systems.

It is a comprehensive detailed analysis of geospa-
tial characteristics of the educational system of training,
as well as recent advances in ontological modeling that
have led to the realization that the developed technology
of formalization should be based not only on methods of
systems analysis but also on linguistic and functional
analysis.

The essence of a comprehensive analysis of the
studied systems is to identify the features of formalized
processes, as well as the selection of objects to be for-
malized and the construction of their models.

At this stage, the methodological basis of the for-
mal representation of knowledge is heuristic and logical
methods of modeling, and the basis for the separation of
the cores of subject areas are methods and formalisms
of the set theory. Let us consider the structural scheme
of the methodological basis for the technology of for-
malizing information technology solutions (Fig. 3),
which is based on expanding the list of methods of
analysis, application of knowledge modeling methods
by ontologies, the use of modeling methods based on
topological diversity.

Thus, the general characteristic of the formal rep-
resentation of the processes taking place in the field of
training the cybersecurity specialists and security of
industrial systems is given, and also, the representation
of the processes of integration of the studied systems
and processes is formalized. The application of the pro-
posed approach in its various variants [14] showed that
the absolute success of training specialists increased by
an average of 4.5%, and qualitative success — by
14.2 %.

Conclusions and prospects
for further research

The results of research were implemented at the
enterprises, which is confirmed by acts of use and im-
plementation:

- at the company "LineUp", which specializes in
information technologies (Kharkiv);

- at the enterprise "GMhost" when providing host-
ing services for virtualization of web-oriented systems
(Khmelnytsky);

- at LLC "Blackthorn Vision" in the development
of mobile systems (Khmelnitsky);

-at LLC "ITT" when testing software in industrial
data transmission systems (Khmelnitsky);

- at LLC "HAKEN" when providing solutions for
cybersecurity of web-oriented systems (Kyiv);

- at LLC "Company "Electronic World" in con-
ducting e-commerce (Kharkiv);

- at the state enterprise "State Project and Scien-
tific Aviation Industry Research Institute” in the avia-
tion enterprises complex project (Kharkiv);

- at the machine-building enterprise of JSC "FED"
(Kharkiv);

- at the educational process of higher education in-
stitutions of Ukraine (National Aerospace University
"Kharkiv Aviation Institute”, Khmelnytskyi National
University, Kharkiv National University of Radio Elec-
tronics);
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Comprehensive analysis of educational processes in the field of training the
cybersecurity specialists

Presentation of educational processes in the field of training the cybersecurity
specialists using topological diversity

Methodical bases: heuristic, logical, ontological and topological methods

Fig. 3. The main components of the formal presentation of knowledge
in the field of training the cybersecurity specialists

- in the implementation of international projects
under the European programs TEMPUS, ERASMUS+,
Horizon2020;

- in the implementation of national projects at the
request by the Ministry of Education and Science of
Ukraine in 2011-2020.

The proposed models, methods and technologies
for the cybersecurity of industrial and web-based sys-
tems and networks, which were implemented in the
above enterprises, have allowed to:

— achieve the value of the reliability of malware
detection in the Android operating system at 0.94 % and
reduce the error rate to 3.25 %, compared with known
methods of detecting malware in the Android operating
system;

— ensure the allowable value of attack success rate
at minimum cost and choose protection measures, tak-
ing into account their impact on attack success rate and
cost, namely the use of methods on the example of one
installation of content management system allowed to
reduce the value of attack success rate by 44.2 %j;

— reduce the time spent on building and rebuilding
the structure of the virtual network in case of reaching
the limit values of network delay or compromise of
nodes by cybercriminals by an average of 30 %;

— increase the efficiency of training the cybersecu-
rity specialists and security of industrial systems; in
particular, experimental verification shows that the ab-
solute success due to the introduction of the proposed
information technology in the educational process in-
creased by 4.5 % and qualitative success — by 14.2 %
respectively.

The obtained results can be used in a line of exist-
ing and promising approaches in the design of difficult,
complex, hybrid, technical, cyberphysical systems
[15-17] with a web-based interface for users and admin-
istrators, in particular, dependability systems [18], in-
cluding those belonging to the class of critical infra-
structure solutions [19-21], intelligent systems [22, 23].
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METO/IA TA TEXHOJIOTI'Ti 3ABE3NEYEHHS KIBEPBE3NEKH IHJTY CTPIAJIBHUX
I BEB-OPIEHTOBAHUX CUCTEM I MEPEXK

O. I. Mopo3zosa, A. O. Hiuenopyk, A. I'. Teyskuii, B. M. Tkauos

TIpeameToM cTaTTi € METOIU Ta TEXHOJIOTIT 3a0e3medeHHs KibepOe3neky iHayCTpiadbHUX i BeO-OpiEHTOBAaHUX
CHCTEM 1 MEpEeX, MAroToBKa (axiBIliB 3 KibepOe3nekn i yac 3100yTTsA npodeciiHux 3HaHb. MeTOI0 CTaTTi € 3a-
Oe3mnedeHHs KibepOe3nekn iHayCTpialbHUX 1 BeO-OpiEHTOBAaHMX CHCTEM 1 MEpPEeX IIITXOM PO3pOOJICHHS Ta BIIPOBa-
JOKCHHS BIIIOBITHOT METOA0IOTIT (KOHIICTIIT, TPUHIIUIIIB, KOMIUIEKCY MOJIEICH, METO/IIiB) 1 TEXHOJIOTIH B iHAYyCTPil,
a TaKOX TPHU MiAroToBi (axiBIiB 3 KidepOe3neku mix yac 3M00yTTs mpodeciitHux 3HaHb. CHOpPMyIEOBAHO TPO-
OneMy po3poOieHHs Mojeneil, METOJIB 1 TEeXHOJIOrid 3abe3nedyeHHs KibepOe3nekn MOOUIBHHX CHCTEM, BeO-
OpIEHTOBAHMX CHUCTEM Ha OC-HOBI CHCTEM KEpyBaHHS BMICTOM, BIpTyaJIbHHMX MEPEXK, IO 3a0€3MEeUYIOTh iX B3aEMO-
JIif0, Ta METOJIOJIOTIT MAroTOBKU (haxiBiiB 3 KibepOesmeku. Ha ocHOBI aHanmizy Oynu copMylbOBaHI OKpemi 3a-
BIaHHsS PO3pOOJIEHHsS MOJENl 3rOpTKOBOT HEHPOHHOT Mepexi, MEeTO/iB, Mojenel Ta iHpopMaliifHOi TeXHOJIOTT 3a-
Oe3medycHHs KiOepOe3neku BeO-OpIEHTOBAHUX CHCTEM Ta BIPTYyaJbHHX MEPEX, METOJOJOTIYHMX OCHOB CTBOPCHHS
iH(hopMamiiHOT TeXHOJIOTIT i Moaemi MU(PoBOI IIATGOPMHU 3HAHB JUIT BUKOPUCTAHHS B Taly3i MATOTOBKU (haxiBIliB
3 KibepOe3mnekn Ta 0e3MeKu 1HIyCTpialbHUX CUCTeM. ba3oBi TeopeTHUHI pIlICHHS, SKi JISKAaTh B OCHOBI TIOOYIOBH
peaTbHUX 1HAYCTPiaIbHUX 1 BEO-OPIEHTOBAHMX CHUCTEM 1 MEpeX, IO HaBEJCHO y cTaTTi. PesynpratamMu poOOTH €:
IIBUIIICHO 3HAYCHHS JOCTOBIPHOCTI BHSBJICHHS IIKiIJIMBOTO MPOTPaMHOTO 3a0e3MeueHHs B OmepalliiHii cuctemi
Android, 3MeHIIEHO TOKAa3HUKH XUO-HUX CIpAIfoBaHb, 3a0€3II€UCHO JOIMyCTUME 3HAYCHHS MOKa3HHWKA YCIIIIHOCTI
aTak TpH MiHIMaIbHIN Bap-TOCTI, 3MEHIIICHO YacOBi 3aTPaTH Ha MOOYJIOBY Ta MepeOyI0BY CTPYKTYpPH BipTyalabHOI
Mepexi, HIBUIIEHO eEeKTUBHICTh MiIroTOBKH (axiBuiB 3 KibepOe3neku Ta Oe3NeKd iHAYCTpiaIbHUX CHCTEM. 3i
CKa3aHOT'0 BHIIE MOXKHA 3pOOMTH BHCHOBOK, IO OJIEpKaHi pe3yJIbTaTh MOYKHA BUKOPUCTOBYBATH B JIHINII iCHYIO-
YMX Ta MEPCHEeKTUBHMX ITiIXOJIB PU NPOEKTYBaHHI CKJIaTHUX, KOMIUIEKCHUX, IOpUAHUX, TEXHIYHHX, Kibep(izuy-
HUX CHCTEM 3 Be0O-OpiEHTOBAHUM iHTEp(heHcoM st KOPUCTYBAUiB Ta aAMiHICTPATOPiB.

Kawuosi ciaoBa: xidbepoesneka; [uayctpis 4.0; BeO-opieHTOBaHI CHCTEMH, KOMIT IOTEPHI Mepexi; iHpopma-
LiifHI TeXHOIOTI1; (paxoBa OCBiTA.

METOJABI U TEXHOJIOI'NX OBECIIEYEHUA KNBEPBE3OITACHOCTHU UHAY CTPUAJIBHBIX
U BEB-OPUEHTUPOBAHHBIX CUCTEM U CETEN

0. H. Mopo3zoea, A. A. Huuenopyk, A. I. Teyxuii, B. H. Tkaues

Hpe,[[MeTOM CTaTbu ABJIAIOTCS METOAbI U TCXHOJIOTHN obecneueHus KI/I6ep6e3OHaCHOCTI/I UHAYCTPHUAJIbHBIX U
Be0-OpPUEHTUPOBAHHBIX CHCTEM M CETeH, MOJr0TOBKA CIIEHUAIUCTOB M0 KHOEepOe30NacHOCTH TP NOIYYSHUHU IMPO-
(eccuoHanbHbIx 3HaHWi. Llenplo cratbu siBiseTcs obecriedeHue KHOepOE30MacHOCTH WHIYCTPUAJIbHBIX U BeO-
OPHEHTUPOBAHHBIX CUCTEM H CE€TEH MmyTeM pa3paboTKU U BHEAPEHUS] COOTBETCTBYIONIEH METOM0IOTHH (KOHIETIITHH,
IIPUHIUIIOB, KOMITJIEKCA MOHeHeﬁ, MeTOI[OB) 1 TEXHOJOTUH B UHAYCTPHHU, a TAKKE MMPU NMOATOTOBKE CICIIUATINCTOB
1o KuOepOe30IacHOCTH HPH MOJy4YeHUH IpodeccroHanbHbiX 3HaHui. ChopmynupoBaHa mpobiema pa3paboTku
MoJieield, METOZIOB M TEXHOJIOTHH oOecrieueHHns KnbepOe30nacHOCTH MOOMIIBHBIX CHCTEM, BeO-OpHEHTHPOBAHHBIX
CHCTEM Ha OCHOBE CHCTEM YIIPABJICHHS COJCP)KaHWEM, BUPTYAIbHBIX CETEH, 0OeCIeuMBaIOIMX MX B3aUMOJICH-
CTBHE, U METO/IOJIOTHHU MTOJTrOTOBKH CIIEIIHAINCTOB 10 KnbepOe3onacHocTr. Ha ocHoBe ananmmsa O0butn chopmysn-
POBaHbI OT/EIbHBIC 3a/aul Pa3pabOTKH MOJEIH CBEPTOYHON HEHPOHHOW CETH, METOJI0B, MoJeNeld 1 HH(pOpMaIH-
OHHOH TEXHOJIOTMH obecreveHust KnbepOe30nacHOCTH BeO-OPHEHTHPOBAHHBIX CHCTEM M BHPTYaIbHBIX CETEH, Me-
TOJIOJIOTUUECKMX OCHOB CO3JIaHMsl MH(OPMAIMOHHOI TEXHOJIOTHH U MoJen 1Hu(ppoBOil mardopMbl 3HAHUH /IS
WCIIOJIb30BaHKs B 00JIACTH MOJTOTOBKH CIEIHAIMCTOB 110 KHOEpOe30macHOCTH U 0e30MacHOCTH WHYCTPUAIIbHBIX
cucreM. ba3oBble TeopeTHueCKHEe pelleHUs, KOTOPbIE JIe)KaT B OCHOBE IOCTPOCHUSI PEabHBIX WHIYCTPHAIBHBIX U
Be6-OpI/ICHTI/Ip0BaHHBIX CHCTEM H CeTeI\/’I, IIPUBCJCHBI B CTATHEC. PeByJ'[BTaTaMI/I pa6OTBI SBJISIOTCS. YBECJIMYCHO 3HA4YEC-
HUS IOCTOBEPHOCTH 0OHAPYKEHHUS BPEIOHOCHOTO MPOTPaMMHOTO 00ecTiedeHns B ONepanoHHoN cucteme Android,
YMEHBIICHO IOKA3aTelIH JIOKHBIX CpadaThIBaHMH, O0ECIeYeHO IOMyCTUMOE 3HAUCHHE ITOKAa3aTels YCIENTHOCTH
aTak P MHUHUMAJIbHOW CTOMMOCTH, YMEHBIIEHO BPEMEHHBIE 3aTPaThl Ha MOCTPOECHHE M NEPECTPOHKY CTPYKTYpPbI
BUPTYJILHON CETH, NMOBBIIEHA 3P ()EKTUBHOCTD MOJATOTOBKH CIIEIHAIHNCTOB 110 KHOepOe3onacHocTH U Oe30macHo-
CTH MHAYCTPHUAIBHBIX cuCcTeM. M3 BhIIeCka3aHHOTO MOXKHO CZEaTh BBIBOJ, YTO HOJyYCHHBIE PE3YJILTATHI MOKHO
UCIIONIb30BaTh B JIMHEHKE CYIIECTBYIOUIMX M IEPCIIEKTUBHBIX IOAXOAOB NPH NPOSKTUPOBAHUH CIOXXHBIX, KOM-
IUIEKCHBIX, TMOPUIHBIX, TEXHHYECKHX, KHOEp(HHU3MUECKUX CHCTEM C BeO-OPHEHTHPOBAHHBIM HHTEpdeiicoM s
TI0JIb30BaTeNeil 1 aIMUHUCTPATOPOB.

KuroueBble cioBa: kubepbesonacHocts;, Unayctpust 4.0; BeO-OpHEeHTHPOBAHHBIE CUCTEMBI; KOMITBIOTEPHBIE
ceTd; THPOPMAITMOHHBIE TEXHOJIOTHH; TIPodeCCHOHATBbHOE 00pa3oBaHUe.
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