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DISTRIBUTED CLOUD SYSTEM: SECURITY AND KEYWORD INDEXING ISSUES
WITH IMPLEMENTATION STRATEGY AND BUSINESS LIMITATIONS

The article focuses on several technical and business issues that are essential for the development of distribut-
ed cloud system related to security, keyword indexing and business implementation. The presented solution on
security makes it possible to ensure resource integrity and validate node identity. The keyword indexing ena-
bles access to relevant resources located in a distributed cloud that is required to use any resource type. Final-
ly, the concept of business development and the implementation of the project with limited expenses enables a
project to start from zero, using the distributed cloud architecture as an extension or as a component of an
open source software that could potentially be part of a private cloud within an enterprise’s IT infrastructure.
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Introduction

The distributed cloud technology is a new technol-
ogy based on a peer-to-peer (P2P) network approach
that aspires to change the way companies and organiza-
tions work with regards to creating, publishing and shar-
ing resources [1]. While the P2P network contains a
very large number of peers and provides virtually un-
limited storage capacities, it brings challenges in the
design and implementation of an efficient security
mechanism and indexing-retrieval strategy, especially
when scalability is required with respect to bandwidth
consumption, storage requirements and load balancing.

The best practices for network security implemen-
tation in large-scale systems are based on Open PGP
standard (RFC 4880) [2]. Several approaches [3, 4] re-
lated to the usage of PGP protocol were proposed for
decentralized mobile and crowd-sourced P2P networks.
The current task is to develop a basic PGP-based securi-
ty concept that would be adapted to the distributed
cloud architecture.

The desired features of the searching algorithms
implemented in P2P systems include high-quality re-
sults, minimal routing state maintained per node, high
routing efficiency, load balance, resilience to node fail-
ures and support of complex queries. In most cases, the
first feature is measured by the relevance of results to
the user query. The routing state and efficiency refer to
the amount of neighbours each node maintains and the
number of overlay hops per query, respectively. Differ-
ent searching techniques over structured and unstruc-
tured P2P systems provide different trade-offs between
these features. Searching in highly structured systems is
based on defined neighbours’ links, which guarantee
finding an existing data. However, the strict structure

may impose a high overhead for handling frequent node
join-leave. On the other hand, the unstructured P2P sys-
tems are resilient to such nodes’ behaviour, but search-
ing in unstructured networks may not always provide
the flooding scheme or its variation. A detailed over-
view of main searching techniques in unstructured P2P,
such as iterative deepening, k-walker random walk, di-
rect BFS, intelligent search, local and routing indices
based search, adaptive probabilistic and dominating set
based search is presented in [5]. The in-depth survey on
main information retrieval techniques for highly struc-
tured P2P systems are presented in [6 — 8].

Thus, the main purpose of the article is to develop
the basic strategies of security, keyword search and im-
plementation within distributed cloud environment.

1. Basic security concept

The PKI infrastructure was created for security
purposes of the system. The core idea of the security
concept is based on the principles used for the Maidsafe
project [3] that requires no servers or centralised con-
trol. The main types of identifiers are the node identifier
(ID_node), the global resource identifier (domain name)
and the unique resource identifier (ID res). For each
new node in the system, regardless of the role, two pairs
of public and private keys are generated (Kpubl,
Kprivl, Kpub2, Kpriv2) as well as the unique node
identifier ID node. The first key pair is used for stand-
ard communication processes while the second one is
used for node validation process in order to protect
against identity theft. The node identifier is generated as
follows:

ID_node = Hash (Kpubl + Sigk,iv(Kpubl)), (1)
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where ID_node — the unique node identifier;

Kpubl — public key 1;

Kpriv2 — private key 2;

Hash (Data) — hash function value of “Data”;

Sigkpriv2(Kpubl) — digital signature of Kpubl using
key Kpriv2.

The unique resource identifier is a hash function

value of its content that is stored in an additional DNS
(TXT) record:

ID_res = Hash (Content (res)), (2)

where ID_res — the resource identifier;
Hash (Data) — hash function value of “Data”;
Content (res) — content of resource “res”.

The verification of resource integrity and replica’s
identity is performed by calculating a hash function of
the obtained resource and then comparing it with the
resource identifier (ID_res). In addition, the node identi-
ty validation process is carried out at the intermediate
stage, before content downloading starts. This process
includes several stages as shown in the scheme below
(fig. 1). The node that provides the resource (replication
node) sends the message to the client node containing
its identifier (ID_node), public keys (Kpubl, Kpub2),
digital signatures (Siggpriv2(Kpubl), Siggpriv(Kpub2))
and data in order to prove an identity.

The first step of the identity validation procedure
involves checking the public keys obtained from the
replication node using a standard digital signature veri-
fication mechanism. If the public keys are correct, then
it is necessary to check the equality of expression:

ID_node = Hash (Kpub1 + Sigk,riv.(Kpubl)) (3)

where ID_node — the unique node identifier contained in
the message;

Replication node side

<

Kpubl —public key 1;

Hash (Data) — hash function value of “Data”;

Sigkpriv2(Kpubl) — digital signature of Kpubl using
key Kpriv2 as transmitted in the message.

If the expression is true, the validation is success-
ful and the identity is considered to be confirmed. Oth-
erwise, the validation fails because of transmission er-
rors or identity theft. For data privacy protection pur-
poses, replication nodes can store an encrypted resource
content. In this case, the encryption-decryption scheme
shown in fig. 2 is applicable. The scheme includes sev-
eral stages. In the first stage, the resource owner en-
crypts the “data” content that is confidential information
using a symmetric encryption algorithm (e.g., AES)
with the private key (Kpriv_data). The unique resource
identifier is defined as a hash function value of the en-
crypted content. Then, if according to the security poli-
cy the client is a trusted node, the request message is
sent to the resource owner specifying its own unique
node identifier (ID_node), public keys (Kpubl, Kpub2),
digital signatures (Siggpriv2(Kpubl), Siggpriva(Kpub2))
and requests for Kpriv_data private key.

Further to that, it is necessary to validate the
node’s identity, send the encrypted data and provide the
client with the Kpriv_data private key. The identity val-
idation procedure is performed according to the scheme
described above and shown in fig. 1.

If the validation is successful, then the resource
owner encrypts the Kpriv_data private key using an
asymmetric encryption algorithm (e.g., RSA) with the
node’s Kpubl public key and after that, the message is
sent back in the format presented in stage 6 on fig. 2.

The client then validates the owner’s node identity.
Once the owner’s identity is confirmed, the client node
decrypts the obtained encrypted Kpriv_data key using
the Kpriv2 private key.

Client node side
1. Request the resource to replication node

2. Send message to client node:

[Dnode
Kpubl Sigkpriva(Kpubl)
Kpub2 Sigrpriva(Kpub2)
Data Sigkprivi(Data)

>

3. Validate Kpubl, Kpub2 with digital signature mechanism

4. Verify equality IDnode = Hash (Kpubl + Sigkpriv2(Kpub1))

5. Validate Data with digital signature mechanism

Fig. 1. Validation scheme
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Trusted node side

3. Send request message to owner:

IDnode
Kpubl Sigkpriv2(Kpub1)
Kpub2 Sigkpriv2(Kpub2)
Req(Kpriv data)

Owner side

1. Encrypt data by owner using symmetric
algorithm (AES) with Kpriv_data
2. Distribute encrypted data enc_data on peers

-

4. Validate user identity
5. Encrypt Kpriv_data using asymmetric
algorithm (RSA) with Kpub !
6. Send message to node:

IDnode owner

Kpubl owner

Singriniowner(Kpub 1 _OWI’ICT)

Kpub2 owner

Singriniowner(Kpub 2_owner)

EncKpubl(Kpriv_data)

Sigkprivi_owna(Enckpun1(Kpriv_data))

-

7. Validate owner identity
8. Decrypt Kpriv_data with Kprivi
9. Search for enc_data using DHT lookup process
10. Decrypt enc_data with Kpriv_data

Fig. 2. Encryption/decryption scheme

Then, the client software launches a standard DHT
lookup process using the XOR metric to measure the
distance between replication nodes, find the closest one
and then downloads the encrypted data. The last stage
includes the decryption process of the obtained data
using the known Kpriv_data private key.

2. Keyword indexing-retrieval strategy

The general indexing-retrieval strategy is illustrat-
ed on Fig.3. As it was mentioned previously, the devel-
oped distributed architecture is based on the DHT (dis-
tributed hash table) idea.

Generally, a DHT is a hash table whose table en-
tries are distributed among different peers, located in
arbitrary locations. Each data item is hashed to a unique
numeric key. Each node is also hashed to a unique ID in
the same key space. Each node is responsible for a cer-
tain number of keys. This means that the responsible
node stores the key and the data item with that key or a
pointer to the data item with that key. Keys are mapped
to their responsible nodes. The searching algorithms
support two basic operations: lookup(key) and put(key):

1. lookup(k) is used to find the location of the node
that is responsible for the key k;

2. put(k) is used to store a data item (or a pointer to
the data item) with the key k in the node responsible
for k.

In a distributed storage application using a DHT, a
node must publish the files that are originally stored on
it before these files can be retrieved by other nodes. A
file is published using put(k) [5]. The developed distrib-

uted cloud architecture treats web-content files as the
main peer documents. Let us consider a structured P2P
network with N peers P;, 1<i=N, and a possibly very
large document collection D, consisting of |D| docu-
ments d;, 1=i<|D|. When a new peer connects to the
network, it should pass the preparation stage and com-
plete the local documents indexation. The full-text in-
dexation is performed on the local documents that can
be potentially visible through the network. During this
stage the basic text mining techniques are applied to
build the accurate set of terms that will correspond to
the unique local document. Furthermore, the keys (k{™,
where 1 — countable number of a key, n — peer identifi-
cation number, 1<i<m, 1=n=N) are extracted by using
hash-functions over the resulting document terms. As a
result, the peer builds its personal Posting List (PL)
which contains a set of keys, reference to the documents
which contains them, frequency of the key in this doc-
ument, frequency of keys through all documents and
amount of queries that contained this key (key-query
frequency). The created unique posting lists are further
published in DHT, thus forming a part of the global
index. However, initial indexing of large document col-
lection can be too complicated for a unique peer, thus a
mechanism of parallel index processing is required.
Considering the developed architecture, each peer gen-
erates the query as follows. Using the distributed cloud
client application, the word-based query is firstly trans-
formed into a key using the hash-function and is then
further transmitted through the connector to the DHT,
which initiates the traditional lookup process. When the
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Fig. 3. Indexing-retrieval stategy

peer receive key-based query, it searches through the PL
and, using relevance techniques, it returns the set of
references to the DHT, which then initiates the P2P
lookup process.

3. Implementation strategy
and business limitations

In the case of the presented technology, the team
approaches a Second-Generation Open Source model
(OSSg2) [9], where OpenStack [10] is used as the base
platform. The model is expected to be tailor-made in
order to accommodate the team’s specific needs and to
better exploit the participatory value creation model.

The way for the presented open source project to
grow is to use open source software as a platform on
which to build software as a service (SaaS) offers.
Building proprietary code and components on top of the
original project and then selling the service leads to
monetization for the SaaS product, rather than the open
source product. Distributed cloud can be added upon
OpenStack platform. It is then communicated to cus-
tomers and users to test its efficiency and competitive-
ness. Based on the feedback received, the software
components are modified to better suit needs. Further-
more, extra components may be built within distributed
cloud, leading to the development of an enhanced prod-
uct — SaaS. As a result, it is the combination of open

source software (as a platform) with the development
and addition of commercial components (software code)
that creates value to the market as well as the develop-
ers. This approach leads to a hybrid model of open
source and proprietary software, combing the best as-
pects of traditional and innovative business models.

Conclusion

Distributed Cloud Computing opens the way to
new innovative models and strategies of security, con-
tent search and implementation. Within the presented
strategies, each peer is responsible for proper mainte-
nance of its local documents collection, i.e. correctly
manage the PL with updates for new documents and
changes for the already indexed. As the PL for large
documents collection may contain too many terms, the
key-query frequency can be used to truncate to the
bounded number of their top-ranked elements. Further
research is required to provide a more detailed analysis
of this topic.

References (GOST 7.1:2006)

1. Service and Business Models with Implementa-
tion Analysis of Distributed Cloud Solution. [Text] /
O. Yanovskaya, M. Devetzoglou, V. Kharchenko,
M. Yanovsky // ICT in Education, Harmonization and



22 ISSN 1814-4225. PAAIOEJIEKTPOHHI I KOMITI’IOTEPHI CUCTEMMU, 2016, Ne 6 (80)

Knowledge Transfer ICTERI 2015. — 2015. — P. 446-
461.

2. Callas, J. IETF RFC 4880: OpenPGP Message
Format [Electronic resource] / J. Callas, L. Donner-
hacke, H. Finney, et al — Access mode:
http://www.ietf.org/rfc/rfc4880.txt. — 10.03.2016.

3. Irvine, D. "Peer to Peer" Public Key Infrastruc-
ture [Electronic resource] / D. Irvine — Access mode:
http://maidsafe.net/Whitepapers/pdf/PeerToPeerPublic
KeylInfrastructure.pdf. — 10.03.2016.

4. Dewan, P. P2P Reputation Management Using
Distributed Identities and Decentralized Recommenda-
tion Chains [Text] / P. Dewan, P. Dasgupta // IEEE
Transactions on Knowledge and Data Engineering.
—2010.-V. 22, No. 7.— P. 1000 — 1013.

5. Li, X. Searching techniques in peer-to-peer net-
works [Text] / X. Li, J. Wu // Handbook of Theoretical
and Algorithmic Aspects of Sensor, Ad Hoc Wireless,
and Peer-to-Peer Networks. — 2006. — P. 875.

6. Lv, Q. Search and replication in unstructured
peerto-peer networks [Text] / Q. Lv, P. Cao, E. Cohen,
K. Li, S. Shenker // Proc. of the 16th ACM International
Conference on Supercomputing (ACM ICS’02). — 2002.
— P 84-95.

7. Crespo, A. Routing indices for peer-to-peer sys-
tems [Text] / A. Crespo, H. Garcia-Molina // Proc. of
the 22nd International Conference on Distributed Com-
puting (IEEE ICDCS’02). — 2002. — P. 23 — 32.

8. Rhea, S. C. Probabilistic location and routing
[Text] /' S. C. Rhea, J. Kubiatowicz // Proc. of the 21st
Annual Joint Conference of the IEEE Computer and
Communications Societies (INFOCOM’02). — 2002.
—V.3.—P. 1248 1257.

9. The business of open source [Text] /R. T. Wat-
son, M. C. Boudreau, P. T. York, et al. // Communica-
tions of the ACM. — 2008. — V. 51, No. 4. — P. 41 — 46.

10. OpenStack Official Website [Electronic re-
source] — Access mode: http://www.openstack.org/.
—10.03.2016.

References (BSI)

1. Yanovskaya, O., Devetzoglou, M., Kharchenko,
V., Yanovsky, M. Service and Business Models with
Implementation Analysis of Distributed Cloud Solution.
ICT in Education, Harmonization and Knowledge
Transfer ICTERI 2015, 2015, pp. 446- 461.

2. Callas, J. Donnerhacke L., Finney H., et al.
IETF RFC 4880: OpenPGP Message Format. Available
at: http://www.ietf.org/rfc/rfc4880.txt (accessed
10.03.2016).

3. Irvine, D. "Peer to Peer" Public Key Infrastruc-
ture. Available at: http:/maidsafe.net/Whitepapers/
pdf/PeerToPeerPublicKeylnfrastructure.pdf  (accessed
10.03.2016).

4. Dewan, P., Dasgupta, P. P2P Reputation Man-
agement Using Distributed Identities and Decentralized
Recommendation Chains. [EEE Transactions on
Knowledge and Data Engineering, 2010, vol. 22, no. 7,
pp. 1000-1013.

5. Li, X., Wu, J. Searching techniques in peer-to-
peer networks. Handbook of Theoretical and Algorith-
mic Aspects of Sensor, Ad Hoc Wireless, and Peer-to-
Peer Networks, 2006, pp. 875.

6. Lv, Q., Cao, P., Cohen, E., Li, K., Shenker, S.
Search and replication in unstructured peerto-peer net-
works. Proc. of the 16th ACM International Conference
on Supercomputing (ACM ICS’02), 2002, pp. 84 —95.

7. Crespo, A., Garcia-Molina, H. Routing indices
for peer-to-peer systems. Proc. of the 22nd Internation-
al Conference on Distributed Computing (IEEE
ICDCS’02), 2002, pp. 23 — 32.

8. Rhea, S. C., Kubiatowicz, J. Probabilistic loca-
tion and routing. Proc. of the 21st Annual Joint Confer-
ence of the IEEE Computer and Communications Socie-
ties INFOCOM’02), 2002, vol. 3, pp. 1248 — 1257.

9. Watson, R. T., Boudreau, M. C,, York, P. T., et
al. The business of open source. Communications of the
ACM, 2008, vol. 51, no. 4, pp. 41 — 46.

10. OpenStack Official Website. Available at:
http://www.openstack.org/. (accessed 10.03.2016).

Iocmynuna 6 pedaxyuro 11.03.2016, paccmompena na peoxoanecuu 14.04.2016

PO3INOAIIEHA XMAPHA CUCTEMA: KOHIKEIIIIA BE3ITEKU,
IHAEKCAIIA KOHTEHTY I CTPATEI'TA BITIPOBAI’KEHHSA
B YMOBAX OBMEKEHHSA BUTPAT

M. E. Anoscovkuii, O. B. Anoecvka, B. O. Bymenxo, M. A. /lesem3ocny

VY crarTi po3riIsaaeThesl HU3Ka TEXHIYHUX 1 EKOHOMIYHUX MUTaHb, SIKi BIITPAIOTh BAXIIUBY POJIb JJIsl PO3BUTKY
PO3IIOAIIEHNX XMapHHUX CHCTEM 1 IMOB's3aHi 3 OE3MEeKOlo, iHAeKcalielo KOHTEHTY 1 pearizalieto Oi3Hec cTparerii.
Po3pobneno xoHneniio 0e3neKky, o J03BOJsIE 3a0€3MEeUNTH HITICHICTh PeCypCiB i ineHTH]iKali0 BY3IiB. 3aIpo-
TIOHOBAHO MeXaHi3M iH/IeKcallii KOHTEHTY JUIsl MOIIYKY 3a KJIIIOYOBHMH CIIOBAMHU PECYpCiB pizHOro THy. Ha 3akin-
YeHHs Tpe/ICTaBIeHa CTPATeTisl BIPOBAHKEHHS IIPOESKTY Bijl IIOYATKOBOI CTalii B yMOBaX OOMEKEHHSI BUTpAT 3 BHU-
KOPHMCTaHHSIM MPOTrPaMHOI pealtizalii po3noiieHol XMapHOI apXiTeKTypH sSIK JONOBHEHHS a00 KOMITOHEHTa IUIaT-
(opMH 3 BIAKPUTUM BUXIJHHM KOJIOM, IO TIOTEHI[IHHO MOXKE CTaTH YaCTUHOIO MPUBATHOI XMapH B paMKax KOpIO-
parusHoi I T-inppacTpykTypHu.

Karou4ogi ciioBa: xMapHa apxiTeKTypa, OJJHOPaHIOBI Mepexi, Kpunrorpadisi, iHAeKcalliss KOHTEHTY.
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PACHIPEAEJIEHHAS OBJIAYHASA CUCTEMA: KOHIEIIIUA BE3OITACHOCTU,
NHAEKCAIIUA KOHTEHTA U CTPATEI'SA BHEJIPEHU A
B YCJIIOBUAX OTPAHUYEHUA 3ATPAT

M. 3. Anoeckuit, O. B. AAnosckasa, B. O. Bymeuko, M. A. /leeéem3zozny

B cratbe paccmaTpuBaeTcs ps TEXHUYECKHX M 9KOHOMHYECKUX BOIPOCOB, KOTOPHIE MIPAIOT BAXKHYIO POJIb
JUISL pa3BUTHUS pacpe/ielIeHHBIX 00JIauHBIX CUCTEM W CBSI3aHBI C O€30MaCHOCTHIO, MHIIEKCAUEeH KOHTEHTA U peajlu-
3anuell Ou3Hec crpareruu. PaspaboraHa xoHueNuus O€30MaCHOCTH, MO3BOIISIONIAS OOECIEUUTh IIEIOCTHOCTh pe-
CypCOB M HIeHTU(UKALMIO Y31I0B. [IpeniokeH MexaHu3M WHIEKCAI[MA KOHTEHTA IS IIOMCKA 110 KJIFOYEBBIM CIIOBAM
PeCypCOB pa3IMuHOro THIA. B 3akimoueHne mpeacTaBieHa CTpaTerus BHEAPEHUS MPOEKTa OT Ha4YaJIbHOW CTalud B
YCIOBHSAX OIpaHMYEHUsI 3aTpaT C MCIOJIB30BAHHEM IPOTrPaMMHON pean3alny paclpeieneHHoi 00aauyHoil apXu-
TEKTYpHI B KAUECTBE JIOTOJTHEHUS HJIM KOMITOHEHTA IIaT(OPMBI C OTKPHITBIM UCXOAHBIM KOJOM, YTO MOTEHIIUAILHO
MOXET CTaTh 4acTbIO IPUBATHOTO 00JIaka B paMKax kopropatuBHoil UT-undpacrpykrypsl.

KaroueBsie ciioBa: o0i1auHast apXUTEKTypa, OJHOPAHTOBBIE CETH, KPUNITOrpadusi, WHIEKCalUs KOHTEHTa.
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