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A METHOD OF THE SCAN CHECKING FOR ON-LINE TESTING
OF SAFE MULTITHREADED BITWISE PIPELINE SYSTEM

On the basis of resource approach, prospects in development of computer system components and their on-line
testing in the natural path of increasing a level of parallelism and fuzziness are considered. Disadvantages of
matrix parallelism are marked, and transition to safe multithreaded bitwise pipeline processing of data is
reasoned. The method of the scan checking for safe multithreaded system of the bitwise pipelines in
approximate data processing is offered. Reliability of the method increases by domination in detection of
essential errors caused by faults of circuits in most significant bits of results.
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Introduction

According to resource approach, matrix and
pipeline types of parallelism belong to replication and
diversification which occupy respectively the low and
middle level in development of resources: models,
methods and means [1]. Level of diversification
stimulates development of the resource features
increasing trustworthiness of results and safety of
critical infrastructures [2].

The modern computer systems and their digital
components are built in the form of the pipeline.
However sections of the pipeline are single-cycle matrix
units (parallel adders and shifters, iterative array
multipliers and dividers). They receive input data
represented in parallel codes. However these codes will
be processed sequentially from the low-order bit to the
high-order bit.

The structure of the fastest circuit of the iterative
array multiplier contains 2N -2 sequentially of
connected operational elements (full adders) where N —

size of an operand [3, 4], i.e. each of almost N2 of
operational elements is used in clock cycle with

coefficient Ky =(2N -2) ' In case of N=32, the

operating time of each of 10° operational elements
makes Ky =1.6% and there are less than one percent

with transition to a 64-bit platform.

Digital circuits of matrix units have a low
checkability which is one of the reasons generating a
problem of the hidden faults in safety-related
instrumentation and control systems ensuring the
functional safety in objects of the increased risk [5].
These systems are designed for operation in two modes:
normal and emergency. The problem of the hidden
faults consists in accumulation of faults which are
hidden in a normal mode of digital circuits and reduce

their fault tolerance and safety of system in emergency
mode [6].

Besides, propagation of signals in matrix units is
followed by critical races with waves of parasitic
transitions (switching). It in addition increases energy
consumption of digital circuits. It is known, that 8-b
ripple-carry adder with uniformly distributed set of
random input pattern will typically consume an extra
30% in energy [7]. Research of the iterative array
multiplier on program model shows that execution of
one multiplication changes values of signals in 30% of
the digital circuit points. This necessary number of
transitions increases more than by 3 times for the 8-b
multiplier and grows for 50% with increase in the size
of an operand by two bits.

Reduction of a share of matrix parallelism up to
one operational element in section is important reason in
favor of transition to the bitwise pipelining significantly
raising a ratio of productivity / complexity. In this case,
support of high throughput requires transition to the
multithreaded organization of computation.

The bitwise pipeline processes data in sequential
codes, increasing a level of parallelism: all bits will be
processed at the same time on different sections of the
pipeline. Complexity of the arithmetical unit decreases
from square dependence on the size of operands to the
linear.

Data processing in sequential codes will transform
registers of operands to scan registers which are elements
of testable design [8]. It raises a checkability of the digital
circuit and aligns it for the normal and emergency modes
of system. The faults reducing fault tolerance of the
digital circuit in emergency mode lose the hidden
character in a normal mode. The hidden faults aren't
shown in emergency mode. It solves a problem of the
hidden faults in safety-related systems [9].

Alignment of propagation delays of signals
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eliminates losses of energy on critical races. Besides,
bitwise piping repeatedly reduces quantity of inputs and
outputs of arithmetical units. It raises a level of their self-
sufficiency (independence of external nodes) in the path to
the top level of resource development — autonomy [1, 10].

The described development of computer systems
requires the appropriate enhancement of their on-line
testing methods playing an important role in safety-related
systems [11, 12]. Thus, development of on-line testing
methods for multithreaded bitwise pipeline system
becomes pressing problem.

Resources develop from simple to real by
structuring under features of the natural world. Simple
forms are exact and sequential according to initial
opportunities and representations of the person. Real
resources reflect features of the natural world. History
of development of computer resources most brightly
showed two such features: parallelism and fuzziness.

The model of number passed a way from exact
data, i.e. integer by the nature, to the approximate form
parallelized to the two-component representation in

floating-point formats as the product m BF where m —
a mantissa, E — an exponent in case of the fixed base B
of numeration systems [13].

The model of computing operation, since the level
of matrix parallelism, gained development in the
truncated form [14, 15] with single precision when the
result inherits the operand size (homogeneous floating-
point operations) [16].

The model of approximate data distinguishes most
significant bits (MSB) and least significant bits (LSB)
[17]. Faults of circuits cause in these bits the errors
which are respectively essential and inessential for
trustworthiness of results. The on-line testing method
reliability determined by the amount of probabilities in
detection of essential errors and skipping of inessential
ones, increases in case of the best detection of essential
errors in comparison with inessential [18].

The analysis of on-line testing methods for
approximate calculations shows that the scan checking
developed for array units takes into account their
structure regularity, typical also of multithreaded
bitwise pipeline system [19].

Therefore this paper is devoted to development of
the method of scan checking with the domination in
detection of essential errors in the results calculated in
case of multithreaded data processing with bitwise
pipelining of calculations. In section 1 the domination
problem in detection of essential errors in the bitwise
pipeline is defined. The solution for data processing,
starting with low orders is proposed. In section 2 different
options of the organization of check calculations for
domination in detection of essential errors are considered.
Reliability of the offered method is estimated in section 3.

1. Scan checking of bitwise pipeline

The scan checking enters into a multithreaded
system the additional bitwise pipeline which in turn will
be connected to inputs of the main pipelines of system
for calculation of test results in parallel with the main
ones.

Comparing of the main and test results allows to
estimate their trustworthiness. The dominating in
detection of essential errors can be provided by
verification of high orders of results more often than
low orders. Traditionally data handling begins with low
orders. In this case, verification of several high orders
requires execution of all arithmetical operation in the
additional pipeline. Checking of low orders shall be
locked for reduction in the frequency of their check.

We offer a method of the scanning checking of
system of bitwise pipelines which checks high orders of
result with minimum loss of time for lock of checks.
The additional pipeline executes abridged operation.
Computation begins with clock cycle which guarantees
the minimum difference of the checked bits in the main
and test results. This difference shan't exceed weight of
the low position in checked bits. Comparing of high
orders of results is executed to within weight of this
position. The clock cycle of connection of the additional
pipeline to the main one coincides with clock cycle of
the beginning of comparing of high orders in checking
of addition in sequential code. Really values of the main
and test results differ only on value of carry from low
orders. For other operations, the difference A of clock
cycle numbers shall be calculated.

Calculation of difference A for multiplication of

n-bit binary codes X{l +N} and Y{l +N} is based
on the analysis of an Array of Product Conjunctions
(APC) which is shown in fig. 1 forn =8.
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Fig. 1. Array of product conjunctions
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Let J — number of clock cycle from which the
additional pipeline begins to execute abridged operation
of multiplication, N —A<J<2N —A . Columns of high
part of the APC begin with this number. The offered
method checks high orders with numbers from J+A to
2N by comparing of their values in main and test
results. These bits will be considered authentic if their

difference doesn't exceed weight AL ofbitT+A.
Let M, Myand M — values of the APC, its high

and low part when all their conjunctions are equal to unit;

M=Myg+M; . Value My corresponds to a worst case

situation when the low part of the APC is ignored in
calculation of abridged product in the additional pipeline.

Theorem. High orders J+A+ 2N will be checked
in case of calculation of the test result, since bit J
where A=log, N, i.e.

M <2' Ao TN (1)
Proof. We will consider two cases: L and H.

L: N-A<J<N. The low part of the APC has
triangular shape, and its value is calculated as

M =2" (3 —2)+1. The condition (1) is satisfied in
case of the minimum value A=log, (N 1) .

H: N<J<2N -A. The high part of the APC has
triangular shape. Value of low part is defined as

N 2
M; =M -My, where M=(2 71) ,
My = 22N 27 (2N ), or
M =2 (2N -J+2) 2N+, (2)
The condition (1) takes a form
2! (2N -3+2) 2N <! N 3)

The proof for a case of H is executed by a method
of a mathematical induction.
The condition (3) is satisfied for J=N in case of L.
For the following value J+1 condition (3) will be
transformed to a look:
M =2 (2N g+l 2N < ING @)
The condition (4) is compared to a condition (3) in
which the left and right parts double:
2 (aN —142) 2N P2 INL ()
Comparing shows that the left part of a condition (5)
exceeds the left part of a condition (4) on expression
29+ N+ 1150 as N<J .
In case of A<log, N the condition (3) is violated.
The proof is finished.
Thus, high orders J+A+ 2N of result will be
checked in case of computation of J=+2N bits of
abridged product, i.e. in case of use of log, N

additional clock cycles.

2. Organization of check calculations

The organization of check calculations determines
sequence of checking of the result bits.

The additional pipeline shall execute check of two
types: all bits of the main result and only its high orders.
In the first case the additional pipeline matches the
main, and in the second case expands basic functions.
Therefore the additional pipeline can be realized for
sequential execution of two types of checking or
execute them in parallel, using the complete pipeline
identical to the main, and the simplified pipeline for
checking of high orders.

The main requirement to the organization of check
calculations is their recurrence which simplifies control
in the checking.

Alternation of two types of checking in case of
their sequential execution allows to use checking of
high orders to go to checking of the following main
pipeline. Execution of two types of checking in parallel
shall exclude simultaneous check of the same bits of
result in the complete and simplified pipeline.
Transition of the complete pipeline from checking of
one main pipeline to another is executed with a pause as
flows of input data arrive with time offset.

The organization of computation can be considered
on the example of multithreaded system of bitwise
pipelines for multiplication of 16-b mantissas with use
of the truncated operation. On an input of system 4
continuous data streams with offset on 4 clock cycles
between adjacent flows arrive. Each mantissa arrives
during sixteen clock cycles. The input switch
redistributes input flows on 5 flows arriving on inputs of
five main pipelines executing an truncated
multiplication. They calculate 20-b truncated product of
mantissas. The output switch redistributes 5 continuous
flows of truncated products in 4 continuous flows of the
rounded 16-b results which are given for an output of
system.

The difference A=4 allows to check 4, 8 and 12
high orders, calculating 8, 12 and 16 high orders of
truncated product in the additional pipeline. All 16 bits
of the rounded result are checked in case of calculation
of all 20 bits of truncated product of mantissas.

The cycle of check calculation can be described by
sequence of the elements specifying number of the
checked main pipeline and amount of clock cycles of its
connection to the additional pipeline. The element can
also specify amount of clock cycles of a pause in
checking. Elements separate by the character "-" from
each other. Number of the checked pipeline separates by
a point.

Cycles of check calculation for cases of checking
of 4, 8 and 12 high orders have the following
descriptions:
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1.20-3.8-3.20-5.8-5.20-2.8-2.20-4.8-4.20-1.8
1.20-4.12-4.20-2.12-2.20-5.12-5.20-3.12-3.20-1.12 (6)
1.20-5.16-5.20-4.16-4.20-3.16-3.20-2.16-2.20-1.16
Number of the following checked main pipeline is
calculated as
(F+G /A)mod5, (7)

where G — amount of clock cycles of its connection to
the additional pipeline;
F — number of the previous checked main
pipeline.

In case of parallel execution of two types of
checking, the cycle of check calculation for the
complete pipeline is described by the following
sequence of elements:

1.20-4-2.20-4-3.20-4-4.20-4-5.20-4, 8)
where the pause in 4 clock cycles necessary to go to
checking of the following pipeline is specified.

According to a formula (7), 3 versions of the
simplified pipeline connection are possible for G =12 :
8-2.12-5.12-3.12-1.12-4.12
12-3.12-1.12-4.12-2.12-5.12 9)
16-4.12-2.12-5.12-3.12-1.12
The first two versions exclude check of the same bits
along with the complete pipeline. The last version
violates this requirement in every second connection.

3. Reliability of a method

As a rule, on-line testing methods of arithmetical
operations are compared to residue checking which
gained the greatest distribution within model of exact
data [20, 21]. However this method doesn't distinguish
essential and inessential errors. It considerably reduces
its reliability in on-line testing of approximate
calculations.

Reliability of on-line testing methods is estimated
by the following formula [22]:

R=Pg Pp+(1 -P;)(1-Pp),
where Py — probability of an essential error;
Pp — probability of detection of an error.
Residue checking by modulo three reveals all
errors caused by typical faults of the iterative array

(10)

multiplier: Pp=1. Approximate calculations reduce

probability of an essential error in operations of
multiplication, a denormalization of operands and
normalization of results to the level Pg <0.5. According
to the formula (10), reliability of a method of residue
checking is estimated as Ry =P <0.5.

Reliability of the scan checking in case of identical
detection probability of essential and inessential errors
is determined by the formula (10) where the probability
of error detection is evaluated by the check frequency of
each main pipeline: P =1/M, M is the number of the

main pipelines of system. For Pg=03 and M=4,

reliability R=0.6 of the scan checking method
increases twice in comparison with Rg.

In case of the scan checking with different
detection probabilities Pp g and Pp_; of essential
and inessential errors, reliability is estimated by the
following formula [22]:

Rg=Pg Py _g+(1-Pg) (1-Pp_g). (11)
Detection probabilities of essential and inessential
errors are evaluated as
Pp_g=Zp_g/Z; (12)
Ppb_1=2p_;1/Z, (13)
where Zp _pand Zp_; — amount of clock cycles of
check of MSB and LSB in a check cycle;
Z — amount of clock cycles in a check cycle.

Let the result contain identical quantity of MSB
and LSB.

For example, the cycle of check (6) contains
Z=160 clock cycles, including Zp_ =80 and
Zp _1=40. According to the formulas (11), (12) and

(13), probabilities of Pp_p=0.5 and Pp_;=0.25
determine reliability as Rg;=0.675.

Cycles of check (8) and (9) contain Z=120 and
Z=T72 clock cycles, respectively. The general check
cycle Z=360 clock cycles includes Zp _p =320 and

Zp _1=120. Probabilities Pp _g=0.89
Pp _1=0.33 determine reliability as Rgy; =0.733 .

and

We will estimate high values of reliability by its
approximation to unit. In the examined cases, increase

of reliability is estimated as K;=(1-Rg)/(1-Rg),
where =1 or I1=2, K;=12, K, =15.

Functionality of the offered method was confirmed
experimentally during preparation of lab classes within
execution of the project TEMPUS GREENCO "Green
Computing & Communications" (530270-TEMPUS-1-
2012-1-UK-TEMPUS-JPCR) [23].

Conclusion

Development of models, methods and means in the
path of increasing a level of parallelism and fuzziness
enhances our understandings of efficiency and safety of
computer systems and their components. Drawbacks of
matrix parallelism require development of the modern
pipeline systems in the direction of multithreaded
bitwise data processing in sequential codes. Such
decision raises a ratio throughput / complexity,
eliminates energy losses on critical races of signals, and
extends possibilities of on-line testing restricted by a
problem of the hidden faults in safety-related systems.
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On-line testing of multithreaded system of bitwise
pipelines should be developed within model of
approximate data with distinguishing of the essential
and inessential errors caused by faults of circuits in
MSB and LSB of computed results.

The offered method of the scan checking takes
structure of multithreaded system into account and
detects essential errors more likely, than inessential
errors by more frequent verifications of high orders. It
considerably improves reliability of on-line testing
methods in approximate calculations.
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METOJ CKAHUPYIOIIEI'O KOHTPOJISI VIS PABOYEI'O IMATHOCTHPOBAHMSI
MHOI'OIIOTOYHOM MOPA3PSIHOM KOHBEMEPHON CUCTEMBI

A. Apo3o, IO. /Ipo3o, B. Hukyn, M. Anv-/labu

Ha ocHoBe pecypcHOro momaxona paccMaTpHBAIOTCS MEPCIIEKTHBBI Pa3BUTHS KOMIIOHEHTOB KOMITBIOTEPHBIX
cHCTEM U MX paboyero JAWArHOCTUPOBAHUS IO €CTECTBEHHOMY IIyTH IOBBIINICHHS YPOBHs Mapajuiein3ma U
npubImKkeHHocTn. OTMeuaroTcsi HEJOCTaTKHM MAaTPUYHOTO Tapajulenu3Ma, W OOOCHOBBIBAETCS IIEPEXOXl K
0e30IMacHO MHOTOITOTOYHOH MOpa3psAHON KOHBeWepHol 00paboTke qaHHBIX. [Ipemiaraercss METO ] CKaHUPYIOIET O
KOHTPOJISL JUIsi MHOTOIIOTOYHON CHUCTEMBI MOPa3psIHBIX KOHBEHEPOB, BBIMIONHSIOIINX 00paOOTKY MPHOIMKEHHBIX
JaHHBIX. JOCTOBEpPHOCTh METOJIa MOBBIMIAETCS 33 CUET JOMHHUPOBAHHS B OOHAPY)KEHHUHU CYLIECTBEHHBIX OLIMOOK,
KOTOpBIE BBI3BIBAIOTCSI HEUCIIPABHOCTSAMH CXEM B CTapIINX pa3psax pe3yibTaToB.

KnroueBble cioBa: pabouee IMAarHOCTUPOBAHME, PECYpCHBIM IOAXOX; (YHKIMOHaIbHAs OE30MacHOCTS,
MOJIETIb TPHUOJIMKEHHBIX JIaHHBIX; MHOI'ONOTOYHAs TOpaspsiaHas o0pa0oTKa [aHHBIX; METOJ CKaHHPYIOIIEro
KOHTPOJISI; IOCTOBEPHOCTb.

METOJ CKAHYIOYOI'O KOHTPOJIIO JIs1 POBOYOI'O JIATHOCTYBAHHS
BATATOIIOTOYHOI MOPO3PSIITHOI KOHBEEPHOI CUCTEMM

0. /Ipo3o, I0. /Ipo3o, B. Hixyn, M. Anv-/labu

Ha ocHOBI pecypcHOro miJIXomy po3rIsiAaloThCs MEPCIEKTUBU PO3BUTKY KOMIIOHEHTIB KOMII IOTEPHHUX CHCTEM
Ta IXHBOrO POOOYOro JIarHOCTYBAaHHS 3a MPUPOJHUM IIUIIXOM ITiABHIIEHHS PiBHS Mapajeii3My Ta HaOJIMKEHOCTI.
BigMivaroTbcsi HENOMIKM MAaTPUYHOTO Mapajeni3My, Ta OOTPYHTOBYEThCS Mepexia 10 Oe3rnedHoi 0araTornoTo4HOT
TIOPO3PSIHOT KOHBEEPHOI 0OpoOKW naHuX. [IpONMOHYEThCS METOJA CKaHYHOUOro KOHTPONIO JJIsi 0araTornoTOYHOL
CHCTEMHU IIOpPO3PSITHUX KOHBEEPIB, IO BUKOHYIOTH OOpOOKY HaOmmkeHUX naHuX. JlOCTOBIpHICTH MeToja
MiIBUIIYETHCS 32 PaXyHOK JOMIHYBaHHSI y BHSIBJICHHI CYTTEBHX ITOMHJIOK, SIKi BUKJIHMKAIOTHCS HECHPABHOCTSIMHU
CXEM Y CTapIIUX po3psiiaX pe3yibTaTiB.

KirouoBi ciioBa: poboue NiarHOCTYBaHHS, PECYPCHHUH MiAXia; (pyHKI[iOHATBHA Oe3IeKa, MOICIb HAOIMKECHUX
JIaHMX; 0araTonoTOYHA IMOPO3psiIHAa 00pOOKa JaHWX; METOJ] CKAHYIOUOI'0 KOHTPOJIIO; TOCTOBIPHICTb.
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