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RELIABILITY ASSESSMENT OF FPGA-BASED NPP 1&C:
EXPERIENCE, METHODS AND TOOLS

Reliability assessment of instrumentation and control systems (I&Cs) is always one of the most important
design and operation activities, especially for critical domains like nuclear power plants (NPPs). Intensive use
of relatively new technologies like field programmable gate arrays (FPGAs) in 1&C which appear in upgrades
and in newly built NPPs makes task to develop and validate advanced reliability assessment methods that
consider specific technology features very topical. Increased integration densities make the reliability of
integrated circuits the most crucial point in modern NPP I&C. Moreover, FPGAs differ in some significant
ways from other integrated circuits: they are shipped as blanks and are very dependent on design configured
into them. Therefore, special approaches should be used for comprehensive analysis of FPGAs. This paper
summarizes our experience on reliability analysis of FPGA based NPP I&C produced by Research and
production corporation Radiy (RPC Radiy). Both analytical and operational reliability analyses are covered.
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Introduction

To assess the risk of nuclear power plant operation
and to determine the risk impact of digital systems,
there is a need to quantitatively assess the reliability of
the NPP 1&C in a justifiable manner [1].

For analytical reliability assessments Markov
chain models are typically used [2], the applicability of
such models for NPP 1&Cs has been surveyed in [3].
Traditionally, application of Markov chain models has
been rather straightforward. However, with the
implementation of modern 1&Cs, there is no common
practice on how to use them. In addition, challenges of
application of such models for complex systems like
FPGA-based NPP 1&Cs lie in fact that assessments are
based on assumptions the influence of which on the
results may be underestimated and not well understood.
In FPGA-based systems, a high-level design is
implemented with the configurable logic blocks made
available by a given FPGA chip. In order to attain a
realistic model and satisfactory accuracy of the analysis,
it is possible to represent FPGA-based system at this
implementation level [4]. Also, different types of
models and failure distribution can be considered [5].
Furthermore, combinations of different assessment
methods so as to increase assessment accuracy are
discussed and presented in [6].

Collecting representative feedback from NPP
[&Cs in operation allows validating obtained earlier
analytical reliability results. RPC Radiy has used more
than 15000 FPGAs in different supplied NPP 1&C

systems like reactor trip systems, engineered safety
features actuation systems, reactor power control and
limitation systems etc. Therefore, analysis results are
reasonably demonstrative.

The importance of tool support for reliability
assessment cannot be overemphasized. In this paper we
share experience on tools used by RPC Radiy.

1. Reliability Data

Reliability data used for analysis in most cases is
provided by the vendor of the particular component.
Example of reliability data for FPGA is an Altera
Reliability Report [7] that is being updated on a regular
basis.

It should be noted that the data provided by vendor
is not always detailed enough, i.e., it is not possible to
use 'as is' it due to lack of required reliability data.

The following kinds of reliability data may be
provided by vendors:

1) reliability data based on operating experience;

2) reliability data based on a part counting method
using generic reliability prediction databases such as
Military Handbook for "Reliability Prediction of
Electronic Equipment” (MIL-HDBK-217F) [8].

MIL-HDBK-217F contains failure rate models for
the various part types used in electronic systems, such
as integrated circuits, transistors, diodes, resistors,
capacitors, relays, switches, and connectors. These
failure rate models are based on mathematical models
derived from empirical field failure rates that are
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gathered for different parts and systems. Those models
respect ambient conditions, level of stress, and type of
applications.

2. Reliability Assessment Methods

2.1. General Approach

RPC Radiy performs reliability and availability
assessment according to relevant national and
international standards. Third parties like Centre for
Safety Infrastructure-Oriented Research and Analysis
are involved in such assessments.

The assessments are divided into two parts:
analytical reliability assessment based on methods like
Failure Modes and Effects Analysis (FMEA) and its
modifications like XMEA (details are provided in
Section 2.2.2), Reliability Block Diagrams (RBD),
Markov models, and operational reliability assessment
based on reliability data obtained from NPPs that use
the RadICS Platform (see Figure 1).

Analytical Reliability Assessment

Markov Feedback from Database of all
systems / modules

Operational Reliability Assessment

XMEA RBD
Models customers :
supplied
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Results | Results |

Comparison

Conclusion
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Fig. 1. Reliability Assessment Flow at RPC Radiy

Results obtained by analytical and operational
assessments are being compared, and then conclusions
on accuracy are made.

2.2. Analytical Reliability Assessment
2.2.1. Assumptions

The following typical assumptions are made during
analysis:

—all failures are independent;

—only modules critical for safe operation are taken
into account (i.e., control consoles, indication control
units etc. are not part of reliability analysis scope);

—Mean Time to Repair (MTTR) of 24 hours is
achievable due to modular structure of RadICS
platforms, possibility of hot swap and availability of
spare modules;

—Mean Time to Inspection (MTTI) of 11000 hours
is usually assumed in calculations based on experience.

2.2.2. XMEA

FMEA (Failure Modes and Effects Analysis) is a
structured, qualitative analysis of a system, subsystem,
module, design or function, in order to identify potential
failure modes, their causes and their effects on (system)
operation, with the objective of improving the design.

We are applying this method not only to failures,
but also to other domains like possible intrusions [9].
This generic approach we call XMEA.

2.2.3. RBD

A reliability block diagram (RBD) is a graphical
representation of a system's reliability. It shows the
logical interconnection of (functioning) components
required for successful operation of the system.

RBD allows performing system reliability (no-
failure operation) calculation basing on known
reliability of its elements.

Probability of no-failure operation in case of series
reliability block diagram can be calculated as product of
probabilities of no-failure operation of its elements:

P.(0)=]Ip.®. (1)

where p, — probability of no-failure operation of k-th

element, n-number of elements in system.
The relation between failure rate and probability of
no-failure operation is the following:

t

-jx(t)dt
p(t,)=e* . 2
Basing on formulas (1) and (2) the following
expression for failure rate can be obtained:

(D=0, (0, 3)

where A, — failure rate of k -th element, n-number of

elements in system.
2.2.4. Fault Tree Analysis

Fault tree analysis is a method to model the chain
of causes that lead to an undesired event or effect.

An undesired event is chosen as the top event, e.g.,
a function event from the event tree. Situations or
combination of events that could lead to the top event is
connected by logical gates. These second level
situations are in turn evaluated and their possible causes
determined and connected by logical gates. In this way a
tree is built between the top event and a number of basic
events and every possible sequence that result in a
failing top node is identified.



Biomoeoobesneuni npozpamoeti cucmemu

115

The basic events are not developed further, they
are instead assigned appropriate probability measure
that describe their failure probability.

2.2.5. Markov Models

Markov models are based on state transition
diagram which represents system behaviour. System is
regarded as a number of elements, each of which can
assume only one of two states: up or down. As an
element fails or is restored, the system moves from one
state to another. Based on such state transition diagram
system reliability and availability measures can be
calculated.

2.2.6. Usage of Combinations of Methods

In [6] we specify approach to wusage of
combinations of different reliability assessment
methods. Figure 2 summarizes basic concept of this
approach.
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Fig. 2. Concept of Usage of Combinations of Methods

As an example, during RBD it is possible to use
list of all components that can cause 1&C system failure
which has been obtained during XMEA. Then we take
into account I&C architecture (number of components,
software and hardware versions, type of diversity, check
and reconfiguration means) and sets of different faults
and calculate reliability and safety indicators.

Another example is that XMEA results can be
used during Fault Tree Analysis (FTA) to get list of all
possible failures

2.3. Operational Reliability Assessment

Reliability data on supplied I&C systems is
collected from RPC Radiy customers on regular basis
(usually once in a quarter). Such information includes
failure data that is used to calculate operational
reliability.

Since 2002 the RadICS Platform is being
developed and improved based on technology updates
and operational experience.

Between 2004 and 2015, RPC Radiy completed
more than 80 turnkey projects and supplied different
types of 1&C systems for nuclear installations based on
the RadICS Platform [10].

In 2010, an independent review of the RadICS
Platform was performed by IAEA IERICS Mission.

Since 2010, SIL certification is being performed in
several phases to achieve compliance to the second
edition of IEC 61508 standard. Actual version of
certificate is available at [11].

Figure 3 shows the history of RadICS
development, applications, reviews and certification.

The current RadICS operation status is the
following:

—operating at 4 Ukrainian NPPs and 1 Bulgarian
NPP;

—used as basis for Reactor Trip Systems (RTS),
Engineered Safety Features Actuation System (ESFAS),
Reactor Power Control and Limitation Systems
(RPCLS), Rod Control Systems (RCS), Nuclear and
Turbine Island Control Systems;

—combined total operation time is more than
40000000 hours;

—there were no plant shutdowns due to RadICS
Platform software or hardware problems;

—there were no RadICS Platform module failures
due to FPGA faults.

Operational reliability assessment based on data
collected from 2004 to 2015 confirms that actual Mean
Time Between Failures (MTBF) values determined
from this data are greater than the calculated MTBF
values.

3. Tools

Review of commercial tools was done in [12]. In
addition, Microsoft Excel could be used for simple
reliability and availability assessment.  Special
spreadsheets are developed by RPC Radiy for analytical
and operational analysis (see Figure 4).

Also, we have developed a tool that allows to
generate reports from database for the specific customer,
1&C, RadICS platform module or the particular FPGA
chip (see Figure 5).
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Fig. 3. RadICS Development and Operating History
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Fig. 4. Spreadsheet for Reliability Assessment
Fig. 5. Operational Reliability Assessment Tool
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Figure 6 shows sample chart for total operation
time of the particular FPGA type in the particular 1&C

type.
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Fig. 6. Total Operation Time

Exida FMEDA tool is used to carry out FMEA and
FMEDA in accordance with IEC 61508 (see Figure 7).
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Fig. 7. FMEDA Tool

Outputs of FMEDA tool are Excel spreadsheets
that are used further as inputs for Fault Injection Testing
(FIT).

Conclusion

Elements of reliability assessment of NPP 1&C
done at RPC Radiy were presented.

Among the issues to be solved in order to perform
accurate reliability assessment of NPP 1&C systems,
this work focused on the usage of different reliability
assessment method combinations. However, we still
have challenges with justifying the most appropriate
sequence of method usage and about the several issues
not handled in this work. Therefore, the proposed model
needs to be extended for a more accurate reliability
assessment in further works.
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OIIEHKA HAJIEZKHOCTHU NYC A3C, OCHOBAHHBIX HA IIVIUC:
OIIBIT, METOJbI U THCTPYMEHTAJIBHBIE CPEJICTBA

E. B. babewro, B. C. Xapuenxo, A. A. Cuopa

OreHKa HaJIEKHOCTH HHPOpMaMOHHO-ypaBiisitomux cucreM (MY C) siBnsiercst OTHUM M3 BaKHEHIIINX 3TAIOB
MPOEKTUPOBAHHUS M OKCIUTyaTalldd CHCTEM, OCOOEHHO Uil KPUTHYECKHX OOBEKTOB, TaKUX KaK aTOMHBIE
anektpoctanimu  (ADC). VIHTEHCMBHOE WCIOJB30BaHWE OTHOCHTENLHO HOBBIX TEXHOJOTHMH, TakmxX Kak
porpaMMHpyeMBbIe Jiorndeckre naterpansieie cxemsl (ITJIMC), mpu MomepHU3anny CyIIeCTBYIOIUX 1 pa3paboTke
HOBbIX MYC mnpuBOAMT K TOMY, 4TO pa3paboTKa M YCOBEPIIECHCTBOBAHHE METO/OB OLEHKH HaJeKHOCTH,
YUYHUTBIBAIOIINX cHenu(uueckrne 0COOEHHOCTH TEXHOJIOIH, CTAHOBUTCSI BEChbMa aKTyallbHOH 3anadell. HanexHocTh
WHTETPaJbHBIX CXEM CTaHOBUTCS KIIIOUYEBBIM (akropom coBpeMeHHBIX UYC ADC Tarxke 1Mo NpUYMHE YBEIHUCHUS
IUIOTHOCTU MHTerpanuu. Kpome toro, npu aHanuse ciexyer yauTsiBaTh, 4To ITJIMC cyimecTBEHHO OTIMYAIOTCS OT
JIPYTUX HHTETPAJbHBIX CXEM: OHH IIOCTABIAIOTCS B BHJE 3arOTOBOK M OYEHb CHJIBHO 3aBHUCAT OT JIOTHKH,
CKOH(HUTYpHPOBaHHOW B HUX IIOJIb30BaTesieM. [103TOMYy KOMIUIEKCHBIH aHaiHW3 cucTeM, ocHoBaHHbIX Ha [1JIUC,
TpeOyeT pa3pabOTKHU CIIEIUATBHBIX MOAX0M0B. JJaHHas cTaThst 0000IIACT HAIIl OIBIT MO aHAIM3y HaaexkHocTH MY C
ADC npoussozactea HIIII «Paauity, ocHoBanHbix Ha [IJIMC. PaccMoTpeHbl aHATUTUYECKUNA aHATU3 HaJAEKHOCTU U
OlepalyoHHas HaJIeKHOCTb.

KiroueBbie ciioBa: nHGOPMAIMOHHO-YIpaBisone cucreMbl ADC, OlleHKa HAJEKHOCTH, OICpPAI[OHHAS
HanexHocts, IIJIMC, FMEA, FTA, RBD.
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OIIHKA HAJIIMHOCTI IKC AEC, IOBYJIOBAHUX HA TLJIIC:
JOCBII, METOAU TA IHCTPYMEHTAJIbBHI 3ACOBH

€. B. babewrko, B. C. Xapueuxo, O. A. Ciopa

Orinka HagiHOCTI iH(opMariiiHo-kepiBHUX cucteM (IKC) € omHMM 3 HalBa)KITUBIIIKMX €TAIIB MPOEKTYBaHHS
Ta eKCILTyaTallii CHCTeM, OCOOJIHMBO JUIsi KpUTHYHHUX 00 €KTiB, TakuX sk aroMHi enekrpocrauii (AEC). InTeHcuBHE
BUKOPHCTaHHS BIJIHOCHO HOBHX TEXHOJIOTiHM, TaKMX sIK MporpamoBaHi Joriuni iHterpanbHi cxemu (IJIIC), npu
MoJiepHi3anii icHyrounx i po3podmi HoBux IKC mpu3BOAWTE IO TOro, IIO PO3pPOOKa Ta YHOCKOHAJICHHS METOIIB
OLIIHKU HAJ{IHHOCTI, 10 BPAaXOBYIOTH CHENU(IUHI OCOOIUBOCTI TEXHOJIOTIH, CTAE TOCUTh aKTYaJlbHUM 3aBIaHHSIM.
Haniitnictp iHTerpampHuX cxeM crae kino4oBuUM (aktopoM cydacHux IKC AEC Ttakox uepe3 30iibIIeHHS
miIeHOCTI iHTerpanii. KpimM Toro, mpu anamisi ciig BpaxoByBatd, mo [TJIIC icTOTHO Bipi3HSIOTBCS Bil 1HIIMX
IHTETpAJIbHUX CXEM: BOHU IIOCTaBJISAIOTHCS B BHIVIS/II 3arOTOBOK Ta YK€ CHIBHO 3aJieKaTh Bifl JIOTIKH,
CKOH(ITYpOBaHOI B HUX KOpHCTyBaueM. ToMy KOMIUIEKCHUI aHami3 cucreMm, noOynoBanux Ha ITJIIC, BuMarae
PO3pOOKHM cremiagpbHuX MiAXomiB. JlaHa CTaTTs y3arajdpHIOE Haml JOCBif 3 aHami3dy HagiiHocti IKC AEC
BupobHuuTBa HBII «Paniiiy», modynoBanux na [IJIIC. Po3risHyTo aHamiTHYHKUN aHaJi3 HAAIHMHOCTI Ta Onepauiiiny
HaJIHHICTD.

KurouoBi cioBa: indopmariiiino-kepieHi cucremu AEC, oriHka HaailiHOCTI, onepaniiina HamiiHicts, TJIIC,
FMEA, FTA, RBD.
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