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MODEL OF CRITICAL INFRASTRUCTURE SAFETY MANAGEMENT

The safe community is now at time of globalisation very dependent on a safety level of critical infrastructure
ensuring the territory by basic services necessary for humans’ live as there are energy, water, food,
information etc. Series of events from recent years connected with critical infrastructure showed its high
importance. The critical infrastructures represent multistage mutually overlapping systems, i.e. big complex
systems, the type of which is a systems system. The paper presents the model for critical infrastructure safety
management based on this reality and it shows the way how simply to determine the criticality of individual

infrastructures and the whole critical infrastructure.
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Introduction

For ensuring the human security and development,
there is necessary the safe human system. [1-3].
Ensuring the safe human system is not easy, because the
human system is a system of systems [4], i.e. system of
several mutually interconnected systems of a different
nature. Consequences of interconnections (interfaces)
are mutual dependences, the character of which is
physical, cyber, territorial and organisational [4-6].
Mentioned interdependences are the sources of further
vulnerabilities of human System that magnify integral
risk of a given system by increase of cross-section risks
of system of systems [4-6]. As a consequence of
growing globalisation the new sources of disasters take
on force, it goes on critical infrastructure failures. The
result of study, by help of methodology processed in the
frame of project FOCUS [7-9], is the creation of model
of infrastructure chains safety management.

1. Critical infrastructure

The critical infrastructure includes the
infrastructures that are parts of different technological
systems that ensure the human society needs [5]. Each
of considered systems consists of the control system and
controlled systems [9], which are for company
processes, social system (humans, organisational
structures, assets and values, knowledge), and for own
technological system (tools, equipment, procedures,
technologies). It means that they are multistage systems
at which among the individual stages in both directions
they run flows of materials, finances, information and
decisions. From these reasons the systems must be also

analysed from the viewpoint of interactions and
interdependences among technical, human, social and
organisational aspects of a system. The exception is the
analysis of human survival that is either active or
passive. The capability of passive survival is included in
the system properties, there are based on knowledge on
defects in environs; the defects are illustrated by causal
chain. The capability of active survival manifests by
system behaviour, it considers uncertainty in projection
of future defects and failures.

From the methodological viewpoint the critical
infrastructure and each its partial infrastructure is a
system of systems [4, 5]. In engineering disciplines
directed to risk at present we use two disciplines for
trade-off with the risk [5]: a set of disciplines the target
of which is the infrastructure security, i.e. security of
infrastructure without regard to infrastructure vicinity
(security management); and a set of disciplines the
target of which is the infrastructure safety, i.e. security
and development of both, the infrastructure and its
vicinity. Many professional works deal with ensuring
the first target, which has been pursued in engineering
disciplines since the beginning of 80s [5]. The other
discipline target is more ambitious on understanding,
accessible data and methods of engineering disciplines.

2. Safe critical infrastructure
and relevant terms

Regarding to present way of problem solving
given above, we use two concepts for ensuring the safe
entity [4, 5]; i.e. security management and safety
management. The first mentioned concept being simpler
is more often used in practice; i.e. the target is the

© D. Prochazkova, J. Prochazka



28 ISSN 1814-4225. PAAIOEJIEKTPOHHI I KOMII’YOTEPHI CUCTEMM, 2014, Ne 6 (70)

critical infrastructure security and impacts of critical
infrastructure on its vicinity are out of interest. The
other ensures both, the critical infrastructure security
and the security of vicinity of critical infrastructure.

With regards to works [3-5, 9] the definitions of
terms connected with security and safety are the
following:

1. Each infrastructure belonging to the critical
infrastructure and it alone is a multistage system in
which among individual stages in both directions they
run material, finance, information and decision flows.

2. The disasters for partial infrastructures and
critical infrastructure are the phenomena that caused
damages and losses. They include phenomena
belonging to the category ,,all hazards approach” [10]
and specific phenomena connected with humans and
their behaviour that do harm the both, the critical
infrastructure owners and operators prosperity and the
fulfilment of tasks for which they were established
(insufficient co-ordination of activities — organising
accidents, failure of outsourcing activities, intent
attacks etc.).

3. The infrastructure vulnerability is a
predisposition of infrastructure (its protected assets) to
harm / damage origination.

4. The infrastructure resilience is an infrastructure
capability to overcome impacts of a given disaster.

5. The infrastructure risk is a probable size of
losses, harms and detriment caused by a disaster with
size of normative hazard (mostly design disaster) on
infrastructure and public assets or subsystems
rescheduled on selected time unit (e.g.1 year), site unit
(e.g. 1 km®) and on basic assets of owners and operators
of infrastructure.

6. The infrastructure security is a situation /
condition at which the probability of infrastructure
assets” harms, damages and losses is acceptable (it is
almost sure that harms, damages and losses cannot
origin).

7. The infrastructure safety is a set of measures and
activities for ensuring the security and sustainable
development of infrastructure, its assets and public
assets.

8. The infrastructure security management is a
planning, organisation, allocation of resources, humans
and tasks with aim to reach demanded security level of a
supply chain.

9. The infrastructure safety management is a
planning, organisation, allocation of resources, humans
and tasks with aim to reach demanded safety level of
infrastructure and its vicinity.

10. The infrastructure safety engineering is a set of
engineering measures and activities by which the
infrastructure safety is ensured in real conditions of a
given site.

3. Infrastructures under account

With regard to results from analyses of critical
infrastructure  safety and historical experiences,
performed on the data given in the professional
literature [1,5,9] and in sources quoted in given works,
it is necessary to follow infrastructures for: energy
supply, water supply, sewer handling, transport system,
communication and information systems, bank and
finance system, emergency services (police, fire rescue
service, medical rescue service), basic services (food
supply, waste liquidation, social services, funereal
services), industry, agriculture, state and regional
administrations, that are supported by the Czech
legislative. To them there is necessary to join the
infrastructures for both, the education and the research,
which is supported by the EU legislation.

The safety and risk are not complementary
quantities even though they together relate by a certain
way. In each system both quantities depend on
processes, acts and phenomena being under way in a
given system and in its vicinity. In advanced concept the
concentration to safety has higher targets than
concentration to risk because it follows system security,
system development, system existence, system vicinity
existence and co-existence of different systems [4]. The
risk sources are all phenomena included in the term ,,all
hazards“[10], the phenomena specified in work [4] and
further fulfilled during the FOCUS project [11]. Risks
connected with infrastructures are: partial that include
risks connected with individual protected assets;
integrated that include risks connected with several
assets aggregated by a defined way; and integral that
include risks connected with all protected assets, with
linkages and flows among assets that cause couplings
among assets, partial systems and with vicinity.

4. Method of infrastructure safety
management model building
and method of criticality judgement

With regard to the present knowledge it is
necessary to give that for infrastructure safety
management fundament, it is the risk analysis, risk
assessment and trade-off with risks connected with
mutual interconnections in infrastructure sectors and in
whole infrastructure (i.e. in agreement with [4] it is
necessary to consider interdependences in a system of
systems; i.e. at risk identification it is necessary also to
use cross-sectional criterions). The procedure of work
with risk is shown in Figure 1. Feedbacks denoted in
this Figure 1 are used if risk level is not on required
level [9]. For human safety and for human system safety
(i.e. territory, organisation, plant) we must manage the
integral risk including the human factor, i.e. to find the
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way of cross-section risks management and to
concentrate the investigation on interdependences and
critical spots with a potential to start the system cascade
failures, domino effects, strange behaviour etc., and on
the basis of such site knowledge to prepare measures
and activities ensuring the continuity of limited
infrastructure operation and of the human survival.

The assessment of criticality of individual systems
(sectors) of infrastructures and the whole infrastructure
is not trivial matter because under different conditions
the sectors and the whole have a different role - active,
reactive, critical or damping (not additive); e.g. the
existence of several variants of electricity supply to one
site decreases the energy infrastructure criticality but it
increases expenses etc. The presented model is created
by method of analogy to existing safety management
models [3-5].

At infrastructure safety management and whole
critical infrastructure safety management we must
concentrate to critical items, and therefore, it is
necessary to judge their criticality. The method for
judgement of criticality of individual infrastructures and
of whole critical infrastructure is described in [20].

5. Model for infrastructure safety
management

With regard to data and knowledge in [3-5, 9-17],
concept promoted by the OECD [18], the method
described in works [5, 7] and the assumption that each
infrastructure is an open system (i.e. risk sources are
internal and external disasters and human factor [3-5]),
it is created a model for safety management having ten
processes, i.e.:

1. Process 1 that ensures the risk management of
disasters, the sources of which are inside and outside of
infrastructure plus human factor; i.e. it follows
infrastructure and parameters of vicinity in which
infrastructure operates. It is composed of: assessment of
expected disaster size; determination of occurrence
probability of important disasters; judgement of
infrastructure vulnerabilities at important disasters;
determination of impacts of important disasters on
infrastructure. It creates a base for ensuring the safe
infrastructure.

2. Process 2 that ensures designing and planning
the measures and activities for ensuring the
infrastructure security at considering all important
disasters [3,10]; i.e.: infrastructure layout (structure,
function, sitting, buildings, equipment); performing the
measures and activities for ensuring the infrastructure
security; plan of renovation of infrastructure after
disaster; plan of training the personnel performing the
infrastructure; infrastructure activities” monitoring; and
correcting measures and activities for a case of
important deviations in infrastructure operation.

3. Process 3 that ensures designing and planning
the measures and activities for ensuring the
infrastructure vicinity security at considering all
important disasters [3,10]; i.e.: infrastructure layout by a
way that it may not threaten vicinity, i.e. all public
assets; performing the measures and activities for
ensuring the infrastructure vicinity security; plan of
renovation of infrastructure vicinity after disaster; plan
of training the personnel performing the infrastructure;
infrastructure activities” monitoring; and correcting
measures and activities for a case of important
deviations in infrastructure operation.

Process model of work with risks

T

Identification

Assessment

Analysis

Judgement

Management
Trade-off

Monitoring

CRITERIONS AIMS

FEEDBACKS -1,2, 3,4

Fig. 1. Process model of work with risks, numbers 1, 2, 3 and 4 denote feedbacks
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4. Process 4 that ensures the harmony among the
main  activities connected  with  infrastructure
commodities, i.e.: subject of supply (its manufacture,
transport and distribution); following the deviations in a
process of commodity management; and operating
loops. It goes on ensuring the stabilities of processes,
the minimisation of delays, the quality and the other
critical aspects connected with the operation.

5. Process 5 that ensures the safe assets of
infrastructure, i.e. problems connected with: facilities,
equipment or services; vehicles; shipping; products; and
data systems. It also goes on averting of insiders
activities.

6. Process 6 that ensures the safe human sources,
i.e. problems connected with: acceptation of employee;
understanding the employee behaviour features
important for infrastructure operation; employee
training; employee self-control; implementation of
procedures that ensure correct employee behaviour; and
employee stimulation.

7. Process 7 that ensures good business partners,
i.e. problems connected with: screening the possible
partners; authentication of possible partners; producing
the ways of negotiation with partners regarding to their
behaviour; monitoring the partners behaviours; and
audits of partners.

8. Process 8 that generates the capabilities for
overcoming the impacts of extreme disasters that affect
infrastructure, i.e. problems connected with: business
continuity; specific response training; investigation of
causes of extreme impacts; assembling the evidences;
reparation of harms; and court settlement.

9. Process 9 that ensures the dislocation of
criminal and illegal infrastructures and chains, i.e.
problems connected with: formation of base for
disruption (ensuring the sources, determination of
means, logistics, transport of means, distribution of
means); and with support of governments and
customers.

10. Process 10 that ensures the integral safety of
infrastructure, i.e. the coordination of all pillars, i.e.
processes directing to infrastructure safety (PSM —
process safety management).

The infrastructure safety management model is
shown in Figure 2. The base constitutes the concept at
which there are determined processes that are important
for all infrastructures and the critical infrastructure. On
Figure 2 it is evident the principal role of concept on the
basis of which the important internal and external
processes and phenomena are determined. It is followed
by: processes” monitoring; judgement of impacts of all
disasters (i.e. internal and external processes and
phenomena) on infrastructure; and determination of
optimal measures and activities directed to security of
both, the infrastructure and its vicinity. Demands on

determination of optimal solution for all processes and
phenomena are fundamental [3, 4] because there are
under way frequent conflicts among the most suitable
measures for some processes [19]. Because the
implementation of measures and activities needs
sources, forces and means and time for realisation, it is
necessary in harmony with [3]: to process program for
increase of safety of infrastructure; to determine
measures for judgement of safety level in the sense of
effectiveness of measures and activities for ensuring the
infrastructure safety (indicators); and to fill program by
projects that are interconnected and contain processes
realising the individual measures and activities.
o\
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/
| ]

’Bislributiun of tasks among participant;" .

I
| ‘ Program for safety increase
Judgement of impacts of disasters and
determination of optimal measures
and activities directed to security
of hoth, the infrastructure and its vicinity

Monitoring the internal and external phenomena

Security of infrastructure
and its vicinity A

Running assessmentand getting
over integral risk and important
partial risks, and co-ordination =
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Fig. 2. Model of management of infrastructure safety;
black block — concept for specification of important
processes of infrastructure; dotted line — feedback 1;
broken line — feedback 2; dashed line — feedback 3;

full line — feedback 4

The safety management system (SMS) of
infrastructure operators includes the organisation
structure, responsibilities, practices, rules, procedures
and sources for determination and invoking the
prevention for disasters that are results of processes
inside and outside of infrastructure or at least mitigation
of their unacceptable impacts. As a rule it is connected
with many aspects, apart from the organisation of
employees, identification and assessment of hazard size,
risk size, organising system, management of changes,
emergency and crisis planning, safety monitoring, audits
and scrutiny processes.

Because the world dynamically changes it is
necessary to follow continuously the safety level, i.e.
the size of integral risk that includes also the cross-
sectional risks connected with interdependences and
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important partial risks of infrastructure. In case that
limits and conditions are not kept, it is necessary to
perform changes as shown feedbacks in Figure 1.
Because changes requires sources, forces and needs,
firstly it is realised feedback 1 and only if it does not
ensure expected result the feedback 2 is realised etc.
Only in the case of occurrence of extreme phenomena
with catastrophic impacts, the feedback 4 is
immediately realised.

Conclusion

Model for safety management of infrastructures
compiled on the basis of present knowledge is the
process model in which they are represented the both,
the individual important elements of process of safety
management and the feedbacks by which it is possible
to correct cases in which demands of safety are not
fulfilled. For application in practice the model for
critical infrastructure safety management is supple-
mented by mechanism for ensuring the capability to be
effective at abnormal and critical conditions.
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MOJEJIb YITPABJIEHUS BE3OITACHOCTBIO KPUTUUYECKUX UHO®PACTPYKTYP
. Ilpoxazkosa, K. Ilpoxaszka

B snoxy rnobanu3anuyu 6€30MacHOCTh O0IECTBAa HAIPSMYIO 3aBHCHT OT YPOBHS 0€30IaCHOCTH KPUTHYECKUX
UH}PACTPYKTYp, KOTOpPBIE TEPPUTOPHUAIBLHO OOECIIEYMBAIOT JIOJIEH TaKUMH HEOOXOAWMBIMH YCIyTraMH, Kak
TIOCTaBKH SHEPTUH, BOJOCHAOKEHHS, ITPOIOBOJILCTBUS, AOCTYyNa K MHpopManuu u T.4. [Iponsomenime HeJaBHO
COOBITHS, CBSI3aHHBIE C KPUTUYECKUMH MH(QPACTPYKTYpaMH, YKa3bIBalOT Ha MX 0COOYIO BaXHOCThb. Kpurnueckme
UH(PACTPYKTYphl TPENCTABISIOT COO0W MHOTOYPOBHEBBIE B3aUMHO AYOIMpyeMbIe CHCTEMBI, T.e. OoJbline
CJIOXKHBIE CHCTEMBI, Pa3HOOOpa3HbIe BIIOKEHHBIE CHUCTEMBI. J[aHHAs CTaThsl MPEACTaBISIET MOJENb YIPaBIICHUS
0€30MacHOCThI0 KPUTHYECKUX HH(QPACTPYKTYpP, MO3BOJISIONIYIO JIETKO ONPEAENUTh KaK KPUTUYHOCTH OTAEIBHBIX
nH}ppacTpyKTyp, TaK u 00mel HHPPACTPYKTYPHL.

KnwueBbie ciaoBa:  kputuueckas — uH(ppacTpykTypa; — oOecriedeHHe  TeppUTOPHUAIBHBIX  YCIIYT;
uH(popMannoHHas 6e30I1acHOCTh; (PyHKIMOHAIbHAs 0e3011aCHOCTh; MOJIENb YIPABJIEHUS 0€30IaCHOCTHIO.

MOJIEJIb KEPYBAHHSI BE3IEKOIO IHOOPMAIIMHUX IHOPACTPYKTYP
. Ilpoxazkosa, K. Ilpoxaszka

B emoxy miobaiizaiii 0e3meka CyCIiIbCTBA 3aJICKUTh Bifl PIBHA O€3MEKH KPUTHUYHHUX I1HGPACTPYKTYp, IO
TEpUTOpIANbHO 3a0e3MeYyroTh JIFOJed TaKUMH HEOOXIAHUMH TIOCIYraMH, sIK IIOCTaBJICHHSM EHeEprii,
BOJIONIOCTaYaHHsIM, TPOJOBOJIBYMMHU TOBapaMH, JOCTYHOM o iHpopmanii i T.n. HemonaBHi monii, mos’si3aHi i3
KPUTUYHUMHU 1HQpACTpYKTypamMH, BKa3zylOTh Ha iX OCOOJMBY BayUMBicTh. KpuTwuHi iHQPacTpykTypu €
0araTopiBHEBUMH B3a€EMHO AyOIIbOBAHUMH CHCTEMaMHM, TOOTO BETUKHMHU CKIAJHUMH CHCTEMaMH, pPI3HOMaHI THUIMHU
BKIIICHUMH cHCcTeMaMu. J[aHa CTaTTs OIMUCYye MOAETbh KEepyBaHHS O€3MEeKOI KPUTHYHUX I1H(pacTpyKTyp, L0
JIO3BOJISIE JIETKO BU3HAYMTH SIK KPUTHYHICTH OKPEMUX iHPPACTPYKTYp, TaK i 3arajbHOi iHPPACTPYKTYpH.

Karouosi ciioBa: xputnuHa iHQpacTpyKTypa; 3a0e3reueHHs] TepUTOpialbHUX MOCTYT; iHpopMaliiiHa Oe3neka;
¢dyHKIIOHaTIbHA Oe31eKa; MOZIENb KepyBaHHs OE3MEeKOlO.
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