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A LEARNING PLATFORM FOR DEVELOPERS OF FAULT-TOLERANT
SYSTEMS BASED ON THE SIGNAL-PARAMETRIC APPROACH

In the presented work, a learning platform is framed. The learning platform is intended to help and give
learning support to students and developers of fault-tolerant systems that are designed under the signal-
parametric approach. This platform has two modules, the first module helps students and developers to
understand, study and practice with a fault-tolerant system, the second module is a tutoring system, this tutor
gives support in the learning process of fault-tolerant systems based on the signal- parametric approach. The
tutor is able to determine the proper pedagogical actions in order to maintain a progressive and increasing
learning process due to the use of Bayesian probabilistic networks.

Keywords: fault-tolerant system, fault-tolerant algorithm, intelligent tutoring system, bayesian network.

Introduction

Technological systems have always been
vulnerable to faults. Actuators faults reduce the
performance of control systems and may even cause a
complete break-down of the system. Erroneous sensor
readings lead to operating points that are far from the
optimal ones. Wear reduces the efficiency and
performance in any mechanical device. In many fault
situations, the system operation malfunction has to be
handled or stopped to avoid damage to machinery or
humans.

As a consequence, the detection and the handling
of faults have an important role in modern systems,
where many highly automated components interact or
work in complex ways such that a fault in a single
component may cause the malfunction of the whole
system [1].

Actually, people depend on the availability and
correct function of complex technological processes.
Thus, software and hardware developers have the
obligation of building reliable systems, but such systems
lead to many challenges to overcome [2]. Many changes
in technology have occurred, changing the nature of
faults and failures as well, the complexity of systems,
the services that they deliver, the way society uses them,
and approaches [3]. Errors always happen in spite of all
the efforts to eliminate faults that might cause them, so
several fault tolerant mechanisms and approaches have
been investigated by researchers and used in various
fields of technology and applied industrial solutions [4-
8]. Unfortunately, some solutions are more focused on
the implementation, ignoring other development phases
and this creates a dangerous gap between the
implementation and the reliability of a system. Thus,
there are many cases in which fault tolerant support has
been undermined, decreasing gravely the systems’

reliability.

Fault tolerant support should be included into
every design but especially where any malfunction in
the system could lead to seriously have economical lost
but even worst to have lost of human lives.

This work presents a platform for learning,
practicing and studying a fault-tolerant algorithm
applied to a gyroscopic sensors unit (GSU). The
learning platform will help students and developers to
understand the basics of a fault-tolerant system under
the signal-parametric approach [5, 9] while they make
use of the tutor. The tutor will guide, support and assist
them in acquiring the necessary knowledge components
for understanding such a fault-tolerant system.

1. Description of the Learning Platform

The Learning platform presented in this work is
compounded by two modules, represented on Fig. 1.
Module 1 gives to students and developers a
comfortable platform to study the 96 kinds of faults
reported in the GSU [9].

Faults can be individually emulated for each
gyroscopic sensor while the student is observing their
affectations in the system in real time. Module 1 also
permits students to perform a diagnosis of the GSU, this
procedure helps the students to understand the
implemented algorithms and how the diagnosis is
carrying on, this is possible, thanks to several graphic
charts, so students can dynamically observe and analyze
in real time the gyroscopic sensor’s signals, how they
behave under different kinds of disturbances as well as
the necessary processed signals to perform the diagnosis
of the GSU. Students can apply any kind of the reported
faults in [9] to any of the three gyroscopic sensors at
any time.
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LEARNING PLATFORM
FOR FAULT-TOLERANT DEVELOPERS

Module 1

Module 2

Intelligent Tutoring
System

Diagnosis and
Faults Study
Software

| Students / Developers |

Fig. 1. Internal modular structure
of the Learning Platform

The Module 2 gives learning and study support to
students and developers. This module helps them to
understand and learn all concepts and necessary
knowledge about the theory, diagnosis algorithms and
methodologies applied to the GSU. This module is a
feasible tool that guides students in developing their
knowledge with interactive ways, due to its graphic
interface where different tasks to solve are presented to
students, challenging and helping them in a continuous
constructive way for constantly increasing their
knowledge. Module 2 adapts and controls the flow of
tasks to be solved by the students accordingly to their
answers; this feature creates an individual task-learning
program for each student in accordance to their own
performance.

The module can perform assessments and
evaluations of the performance of a group and each
student individually; this characteristic may help
teachers or tutors to monitor the students’ performance
and obtain information about their level of knowledge
components that can help them to reaffirm or focus on
knowledge components in which students have troubles
or low proficiency. Detailed information about each
build-in module in the learning platform is discussed on
the following sections.

2. Module 1 — Diagnosis and Faults
Study Module

A block diagram for understanding the structure of
the Diagnosis and Faults Study Module (DFSM) which
was recently exposed as being the Module 1 in the
learning platform is depicted on Fig. 2. It can be
appreciated on the diagram how the GSU is
interconnected to a Personal Computer (PC) through the
Control and Acquisition Data Module (CADM). GSU is
conformed by two angular velocity sensors (AVS; and
AVS,), and one angular sensor (AS). The CADM
contains a microcontroller, three Low pass filters
(LPF,;) and the Motor control block. The PC is in

charge to process the signals and depict them for
studying the fault-tolerant support algorithm and
emulate the faults for each gyroscopic sensor.

The analogue signals coming from the gyroscopic
sensors on the GSU are digitalized by the CADM and
are transmitted by a USB interface to the PC in order to
be processed in real time. The CADM is also in charge
to turn on and off the rotary platform in the GSU and
change its velocity and direction.

PC

Fig. 2. Block diagram of the Diagnosis
and Faults Study Module (DFSM)

Graphic interface is shown in Fig. 3, where
processed signals from gyroscopic sensors are. The
graphic interface of the DFSM has different controls to
emulate faults in the GSU, obtain the diagnosis and
apply the algorithms for recovering the system
performance.

The DFSM is able to emulate a set of 32 kinds of
faults for each gyroscopic sensor [9]. The student will
be able to emulate a voltage drift on the range of -15V
to +15V or change the value of the transfer coefficient
for any of the three gyroscopic sensors independently
and simultaneously.

The DFSM has been designed to work in
connection with the GSU as well as in standalone mode;
this is when the DFSM is not plugged to the GSU.
When DFSM is working in standalone mode, the data
that uses for working is data from gyroscopic sensors
already saved in advance.

This feature permits students to make use of the
DFSM without the necessity to be connected to the
GSU. So the students can use the program anywhere
and whenever they want or need for studying and
practicing. Thus, the DFSS is a viable tool for
supporting students in their learning process of fault
tolerant systems applied to a GSU.
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Fig. 3. Graphic interface of DFSM and its sections

The different sections on the graphic interface of
DFSM depicted on Fig. 3 are described on Table 1.

Table 1
Description for sections of DFSM

Section No.

1

Description
Controls for sensor selection and
parameters for emulation of faults.
Gyroscopic sensors’ signals, from top
to down, AVS,, AVS, and AS.
3 Necessary conversion signals for each
ZYroscopic sensor.
4 Parametric signals of the system.
5
6

2

Panel for diagnosing the state of the
system.
Data controls.

3. Module 2 — Intelligent Tutoring System

The Intelligent tutoring system (ITS) in the
learning platform is a tutoring system for the education
of technical knowledge, specifically for learning and
studying the mathematical models and functionality of
the algorithms for the diagnosis of faults for the GSU. A
general architecture of the ITS is given on Fig. 4.

The ITS obtains value information from the
students which is helpful for the ITS that knows what to
teach, whom it teaches and how it teaches it.

The ITS has been developed as a Windows©
application. The graphic interface is constantly and
directly interacting with the block of learning methods,
control interface, and the knowledge base.

Graphic
Interface

(=
10

| Students / Developers |

Learning Methods,
Control interface.

k/

Knowledge Base,
(Fault-Tolerant Algorithm,
Faults, Data,
Students model,
Processes and Tasks, etc.)

Fig. 4. General architecture of the ITS in Module 2

The Graphic interface is the environment where
the student will execute his actions and attempt to solve
different kinds of tasks and problems. The Learning
methods and control interface block is in charge to
control and administrate all the information in the ITS.
It has the faculty to save or require data or any useful
information into or from the knowledge database, for
example; the students’ models. The necessary processes
and tasks are involved with the learning methods and
control interface block, here is where the motor of the
tutoring resides, where the knowledge inference and
decisions are made.

The knowledge base is constituted by the expert
knowledge in the domain and saved information that
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while the complex is being used by the students, are
required, updated, recycled and saved. In this block,
there is all theory and information about the fault-
tolerant algorithm for the GSU and its diagnose as a
result of several years of study on its behavior under
certain working conditions [4-6, 9]. The knowledge
base records the complete state of the system as well as
the students’ performance and that is how the system
can creates the student model.

The student model is a database that contains
information about the student: the correct answers,
wrong answers, attempts for solving a task or step,
required time for answering, and other variables more.
This information will be used to realize assessments of
students’ performance, but also, it will be used to
determine the proper pedagogical flow to maintain a
continuous and increasing learning process of the
relevant and necessary knowledge components.

The ITS needs assessments to drive their decision
making, for instance; it needs to know when the
student’s competence exceeds the mastery threshold so
it can advance the student to the next curriculum unit or
difficult level.

The “Mastery” concept is actually quite subtle.
Intuitively, mastery means that the related knowledge
component is known so well that the instructor and the
ITS no longer need to focus on teaching it. As evidence
of mastery, one intuitively expects the following:

— the knowledge component is always applied in
situations where it should be applied;

— the knowledge component is never applied in
situations where it should not be applied;

— when the knowledge component is applied, the
application is done rapidly and without reference to
external representations of the knowledge component
(e.g., textbook, friend);

— the student can explain the knowledge
component in general terms, and can explain why a
particular application (or non-application) was justified.

The ITS does not have enough information to asses
all these characteristics, so it must estimate mastery
from the information that it has. Thus, the ITS should
calculate only a probability of mastery, according to the
given evidence, what are the chances that this student
has mastered determined knowledge component?

In order to face up the assessment problem, the
ITS builds and evaluates a Bayesian network [10]. Thus,
the assessment problem consist of updating a set of
mastery probabilities based on the student’s solution
process, as revealed in their step attempt histories.

A Bayesian network is built from nodes and
directed links, where the nodes represent random
variables and the links represent conditional
dependencies among them. Let us use nodes to
represent the mastery of knowledge components

(Kx_y), and let each node have two values: mastered
and unmastered.

In Fig. 5 is represented and example of a Bayesian
network used to assess a determined task in the ITS, this
example is build and evaluated with GeNIe© [11].

(=] DA
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Fig. 5. Bayesian network for a task in the ITS

A knowledge component’s mastery can change
over time, so we use two subscripts to denote a
particular mastery.

Let P(Ki_j) denote the probability of mastery of
knowledge component i just after step i (Si). Let Ki_ 0
denote the prior probability of mastery of the knowledge
component i before any steps have been done and Ki 1
the probability of mastery after the step; in order to
increase uncertainty on mastery of a knowledge
component before any step, the initial probability of
mastery for every knowledge component is set to 0,5.

Let DMi nodes be a diagnostic model and serve to
monitor and influence in the posterior probabilities of
each relevant knowledge component after step Si,
affecting individually posterior probabilities of mastery
for every knowledge component.

The learning curriculum of the ITS consists on 43
determined tasks, separated in three units. Some of these
tasks change values randomly, so this feature increases
the available number of tasks over 90.

Units were determined according to the contained
set of relevant knowledge components:

— Unit 1. Static Characteristics;

— Unit 2. Detection of fault and seek of place of
fault;

— Unit 3. Determination of class and type of
fault.

The complete set of knowledge components for the
domain of knowledge in the ITS, has 29 relevant
knowledge components and are presented on Table 2.
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Table 2
Knowledge components and their description

Ki Description

K1 | Transfer coefficient for AS

K2 | Minimum angle for AS

K3 | Maximum angle for AS

K4 | Minimum output voltage for AS

K5 | Maximum output voltage for AS

K6 | Transfer coefficient for AVS

K7 | Minimum angle for AVS

K8 | Maximum angle for AVS

K9 | Minimum output voltage for AVS

K10 | Maximum output voltage for AVS

K11 | Class of fault "Broken"

K12 | Positive power supply cable "Broken"

K13 | Class of fault "Coefficient"

r; Technical Intelectual Tutering System - TITUS v.1.0 = ]
Thasroe Bua O nporpau
Technical Intellectual Tutoring System - TITUS
Pafiouan nawens I

3apaya:

Buibepute curypy, kotopas
COOTBETCTBYET CTaTHUYECKAM
YapakTepncTukam ana f1y.

© No.2

© No.3

Pexsin poGorer; TecToesiii

Fig. 6. Example 1 of a task in Unit 1
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K14 |Kind of fault "Decreased transfer coefficient" | :
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K16 | Negative power supply cable "Broken" Sonaie:
OnuwwTe cTatieckne MunnmansHeiid yron 1Y: rpan.
K17 ClaSS "Drift" XapakTepucTikmn Y.
MakcuManbsHbIA yron 1y: rpaa.

K18 | Unrecoverable positive "Drift"

K19 | Recoverable positive "Drift"

K20 | Recoverable negative "Drift"

K21 | Unrecoverable negative "Drift"

K22 | Reoriented transfer coefficient

K23 | Characteristic equation for AS

K24 | Characteristic equation for AVS

K25 | Place of fault indicators

K26 | Indicators state for fault in AVS2

MuHHManNLHOE BbIXOAHOE HanpsxeHue [1Y:
8
MakcnmansHoe BEIXOAHOe Hanpaxerune [1Y:

B.

BcTaBuTh 0TBET

Pexei pobors: Tectoasiit

K27 | Indicators state for fault in AVS1

K28 | Indicators state for fault in AS

K29 | Indicators state for unknown place of fault

Some examples of the screens in the ITS are
following depicted, Fig. 6 and Fig 7 give an example of
tasks for Unit 1.

On Fig. 6, the student is required to select the
proper static characteristic response of a gyroscopic
sensor. On Fig. 7, the student must fill the boxes with
the values of the static characteristics for a determined
gYroscopic sensor.

Examples for Unit 2 are shown on Fig. 8 and
Fig. 9. On Fig. 8, students must select the correct state
of the diagnostic indicators “S” [9] according to the
faulty sensor. The opposite process is required in the
task depicted on Fig. 9, depending on the state of the S
indicators; students must determine the faulty sensor.

B Technical Intelectual Tutering System - TITUS v.1.0 -

Fig. 7. Example 2 of a task in Unit 1
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Fig. 8. Example 1 of a task in Unit 2
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Fig. 9. Example 2 of a task in Unit 2

Finally, and example for a task in Unit 3 is
depicted on Fig. 10. In the list boxes, students can select
the complete set of possible kinds of classes and types
of faults that have been studied and defined for the
GSU. Students are required to select from the list boxes
the correct class of fault and its type, accordingly to the
showed figure.

B Technical Intelectual Tutoring System - TITUS v.1.0 o e
Tnagtoe Bua O nporpamme
Technical Intellectual Tutoring System - TITUS
| Paiovan nanens |
Knacc 0TKa3a: - Bu6npaite knace -

3apgaua:
Onpef1enuTe K200 1 BUA, 0TKa33 Bup OTKa3a: - Buitupaire omias - -
B [1YC1 COrnacHo pucyHKy

Pexein pobore:

Fig. 10. Example of a task in Unit 3

Conclusions

In the present chapter a learning platform for
studying a fault-tolerant algorithm for a GSU have been
presented and discussed.

This learning platform is been developed with the
aim to give students or developers a feasible learning
support for studying the basics of a fault-tolerant system
built under the signal-parametric approach; but it does

not intend to replace tutors or teachers, this platform is
presented as an alternative tool for practicing and
studying about this kind of systems. The leaning
platform also contains tools for monitoring students’
progress, helping the tutors and teachers to focus on
knowledge that are hardly difficult for students and
adapt the learning process for better.

Due to the above reasons, this learning platform is
proposed like a viable tool for supporting the students’
development in the basics of fault-tolerant systems.
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OBYYAIOUIAS IIAT®OPMA JIJISI PASPABOTUMKOB OTKA30YCTOMYHUBBIX CUCTEM,
BA3UPYIOIIUXCSA HA CUTHAJIBHO-TAPAMETPUYECKOM INIOJAXO/IE

X II. Mapmunec bacmuoa, A. I'. Qyxpai, E. B. I'aepunenko

B cratbe mpencrabieHa oOydaromnas rmiatdopma is pa3paOOTYMKOB OTKA30YCTONUMBBIX TEXHHUCCKUX
cucreM. OTKa30yCTOHYUBOCTh IOHUMAETCS B CMBICIC IPUMCHCHUS TEOPHH TIIYOOKOTrO JHATHOCTHPOBAHUS
COCTOSIHHSI TEXHUUECKHX CHCTEM U TMOKOTrO BOCCTAHOBJIEHHS ee paboTrocrmocoOHocTU. B ocHOBe miaTdopmsl - 1Ba
B3aUMOJICHCTBYIOIUX MOMYJS: IEPBBIA MOIY/JIh I[OMOTaeT CTyACHTaM M pPa3padOTYMKaM IIOHATh, HU3YYHUTH U
MIPAaKTHKOBATHCS C CHCTEMOW OTKa30yCTOMYMBOCTH, BTOPOW MOJYNB - 3TO 00ydYaromias cucTeMa, IojIep>KUBaIOIIas
MPOIIECC M3YYCHHS OTKAa30yCTOWYMBBIX CHCTEM, KOTOPBIC OCHOBBIBAIOTCS Ha CHTHAJIBHO-TIAPAMETPUUCCKOM
noaxoae. OJTa CUCTEMa CIOCOOHA OINpPENEIUTh HEOOXOAMMBIE IeNaroruyeckue JEHCTBUSL Ui TOrO, YTOOBI
MOJICP’KUBATh TIPOTPECCUBHBIN M aJalTHBHBIN OO0YJarONIUI MPOIECC, MCIONb3Ys balieCOBCKHE BEPOATHOCTHBIC
cerTu.

KiroueBble cjioBa: OTKa30yCTOWYMBAs CHCTEMa, QJITOPUTM OTKAa30YCTOHUHMBOCTH, HWHTEIUICKTYyaabHAS
oOyuarorias cucreMa, baiiecoBckas cers.

HABYAJIbHA IIJIAT®OPMA JIJIS1 PO3POBHUKIB BIZIMOBOCTIMKNUX CUCTEM,
AKI BA3YIOTBCA HA CUTHAJIBHO-TAPAMETPUYHOMY HIAXOAI

X II. Mapminec bacmioa, A. I. Qyxpaii, O. B. I'agpunenxo

V 1iif cTaTTi MpeACTaBIeHO HABYANBHY IAT(GOpPMY /sl pO3POOHHKIB BiIMOBOCTIMKHMX TEXHIYHUX cucTeM. I1in
BiJIMOBOCTIHKICTIO Ma€ThCsl HA yBa3i 3aCTOCYBaHHS TeOpii IIIMOOKOr0 JiarHOCTyBaHHsI CTaHy TEXHIYHHX CHUCTEM Ta
rMOOKo BiHOBJIEHHs i1 mpane3gatHocti. [Inatdopma 0a3yeTbcs Ha ABOX B3a€EMOJIFOYMX MOAYJSAX: MEpIINi
MOJyNIb JOMOMAarae CTyAEHTaM Ta pPO3POOHUKAM 3pO3YMITH, BHBUUTH Ta INPAKTUKYBATHCh 3 BiIMOBOCTIHKOIO
CHCTEMOIO, JIPYTUIl MOJIYIIb - 1l HaBYaJlbHa CUCTEMa, IO MiATPUMYE MPOIEC BUBUSHHS CUCTEM BiJMOBOCTIHKOCTI,
sIKi 0a3yIOThCSA Ha CUTHAJIBHO-TIApaMETPUYHOMY migxomi. JlaHa cucrema 371aTHa BH3HAYUWTH HEOOXIIHI IeIaroriyti
I 1t TOro, o0 MiATPUMYBATH MIPOTPECHBHUI Ta aJalTHBHUI MPOILIEC HABYAHHS, BUKOPUCTOBYIOUN baecoBchKi
HMOBIpHICHI Mepexi.

KawudoBi cioBa: cucrema BiIMOBOCTIMKOCTI, aJrOpUTM BiJIMOBOCTIMKOCTI, IHTEJEKTyaJlbHa HaBYallbHa
cucrema, baecoBa Mepexa.
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