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Modern human being depends on the good work of life-giving infrastructures and supply chains. To ensure the
safety of such critical infrastructures and the supply chains it is necessary to determine, introduce and keep
appropriate level of protection and countermeasures against real risks. Based on the concept of safe commu-
nity there are followed couplings created in the human system by live-giving infrastructures and supply chains.
The assessment of harms caused by their failures and level of management of these failures reveals open prob-
lems in followed domains and these were used for formulation of requirements for future research.
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Introduction

The present time characteristics consists in note
that: demands of humans on life quality increase; it in-
creases the human vulnerability connected with number
of humans and with human dependence on new tech-
nologies; it is lack of resources in densely populated
areas; and new way of management “JUST IN TIME”
limited stocks and reserves and introduces the depend-
ence on early supplies and early services. The security,
economic prosperity, and social well-being of humans
depend on the safe and reliable functioning the increas-
ingly complex and interdependent infrastructures that
make up the system of systems - hereafter “SoS” [1].
Highly efficient, complex, and interdependent infra-
structure systems including the electric power, tele-
communications, transportation, water utilities, food
distribution, housing and shelter, public health, finance,
banking and public governance are the foundations of
modern societies. In the new economy, these intercon-
nected infrastructures have become increasingly fragile
and subject to disruptions that can have broad regional,
national, and global consequences.

The paper summarizes the results of assessment of
failures of live-giving (vital) infrastructures and of level
of management of these failures in the Europe, special
attention is paid to failures of supply chains, and also to
the finance infrastructure the failure of which caused
present finance crisis in the Europe.

1. Nature of live-giving infrastructures
and supply chains

Infrastructures assure quality of human life, en-
ables humans” protection and their survival in critical
situations. They represent large technological facilities,

the technological systems, which are more than just a
set of technical equipment parts and components. They
reflect the organizational structure, management, oper-
ating rules and culture of design organizations that cre-
ated them and are usually also reflections of the society
in which they were created (see [2-4]). Accidents are
often blamed on operator error or equipment, without
distinction of industrial, organizational and managerial
factors that caused the errors and shortcomings in ques-
tion to become unavoidable. The causes of accidents are
often, if not almost always, rooted in the organization -
in its culture, management and structure. All these fac-
tors are critical to the safety of technical systems. Anal-
ysis of the causes of past accidents shows that the issue
is very complicated and its solution requires a high pro-
fessional perspective and genuine desire to solve prob-
lems, both in the management and in the engineering
disciplines [4].

In terms of exact sciences, each technology sub-
system consists of the controlled object and the control
system. The controlled object is usually a complex non-
linear system: it consists of numerous elements, where
each one is uniquely described by a finite number of
measurable variables. Interactions between elements are
clearly formulated. Dynamic properties of the controlled
object can be described by differential equations, the
solution of which is the state vector. The state vector
allows determining the state of the system at any point
in time using the minimum number of variables. The
control system must maintain specified physical quanti-
ties at predetermined values. In the process of regula-
tion, the control system changes the state of technologi-
cal system by affecting the action variables in order to
achieve desired state. When managing the control sys-
tem (according to the recent concept that places the
highest emphasis on safety) the priority order of features
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such as: safety (level of compliance with the conditions
of operation and non-creation of harmful (unacceptable)
impacts on the system itself and its surroundings); func-
tionality (level of performance in execution of required
acts); operability (level of performance in execution of
required actions depending on normal, abnormal and
critical conditions); operational stability (level of com-
pliance with the conditions of operation at time); and
inherently built-in resilience to possible disasters [5].

1.1. Specific properties of banking sector
and its failure

The form of money gave to many natural and hu-
man creations common, quantifiable value. This has
tremendously facilitated trade and mainly contributed to
the development of economy and prosperity. The basic
function of money in the economy is: the money as a
medium of exchange. Especially precious metals (gold,
silver), which were later transformed into coins (cur-
rency), have been shown to be the most appropriate to
express the value of anything. Today, there are two
forms of money as the basic medium of exchange. This
is the form of cash and non-cash, e.g. payments over
current accounts of banks. In fact, you can convert any
cash you deposit in bank accounts to non-cash resources
and of course vice versa. Both forms of money are emit-
ted in a similar way, in principle, these are the bank
loans. The fundamental difference is that only the cen-
tral bank, with certain exceptions, can emit cash
money, as a financial loan.

Money allows the transaction in the economy. If
its number does not grow sufficiently, the number of
transactions is limited and therefore in fact the eco-
nomic growth. (Otherwise, of course, inflation will be
the opposite, and there is the main role of the central
bank). Therefore, the growth of the money should corre-
spond to the healthy growth of the GDP. The bank crisis
in the banking system is characterized by a lack of li-
quidity of larger amount of banks. This situation may
lead to massive bank failures.

Based on the analysis of the data in [6] the main
causes of banking crises are: the macroeconomic devel-
opment; poor management; criminal activity (i.e. tun-
neling); and lax banking supervision (though it is not
the primary cause). Secondary causes of banking crises
are: inefficient activities of banks; redundant number of
workers; shareholders pressure to obtain more advanta-
geous conditions; insufficient accountancy of banks or
clients; and improvement of results.

The consequence is a lot of impacts on humans
and public assets, especially the decline in economic
activity, consisting in a credit contraction (credit
crunch), which reduces the availability of credit. The
result is bankruptcy of otherwise viable businesses, and
it has an impact on: the fall in GDP growth; and an ab-

solute decline in GDP eventually. The financial crisis in
the banking sector may be in the first level of classifica-
tion divided into two main factors of their formation:
the financial crisis in the banking sector resulting from
entrepreneurial activities, i.e. as a result of implementa-
tion of banking risks, which include: credit risk, market
risk, liquidity risk and business risk; and the financial
crisis in the banking sector resulting from the occur-
rence of adverse events of all kinds [7], i.e. the imple-
mentation of operational risks.

In practice, it is necessary to consider also sys-
temic risk. To the understanding of this risk it is impor-
tant to remember the chain of events that can start reali-
zations of any of the five above-mentioned risks. Their
realization (individually or in combination) causes the
bank many problems that have an unacceptable impact
on many other subjects and in extreme cases even on the
greater part of the financial system. Systemic risk is
essentially the risk of transmission problems, the inabil-
ity of one institution to meet its obligations will cause
that other institutions will not be able to meet their own
obligations. The relevant failure may cause significant
liquidity problems and difficulties in repaying loans to
banks and, consequently, may threaten the stability of
the banking system as a whole. Protection against sys-
temic risk is a part of the activities of regulators of fi-
nancial markets (including the institutions of the bank-
ing supervision) and central banks.

It follows from above-mentioned that the banking
sector and any other financial sector is a complex sys-
tem.

Security and sustainability of human society de-
pends on the level of integral safety management, which
ensures public assets, to which belongs the critical in-
frastructure, the part of which includes is banking and
financial sector. By the expert survey with the participa-
tion of 62 specialists in the field of civil protection,
there were, by specific modification of methods What, if
[2,9], identified the impacts of long-term failure of the
banking sector and financial sector, which reveal sever-
ity of such failure (Annex 1).

1.2. Specific properties of supply chains
and their risks

The human system like any other system is de-
scribed by the basic elements (assets), links among ele-
ments (physical - material, territorial, cyber, logical) and
flows that make more or less important couplings,
which in some cases fundamentally determine the be-
havior of human system [2]. With regard to the uneven
spread of humans and unequal distribution of food and
other resources, quality the supply chain is highly sig-
nificant for the human life. Events in recent years as the
interruption of oil supplies to Central and Western
Europe due to disagreements between Ukraine and the
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Russian Federation have shown high vulnerability of
selected commodities and they led to the opening of the
new problem that the EU must solve for its security and
development. The present research specifies some secu-
rity problems of supply chains.

The supply chains are multistage systems that are
comprised of suppliers, manufacturers, distributors, re-
tailers and customers and in where among the individual
levels in both directions there run flows of materials, fi-
nances, information and decision. Material flows include
flows of raw materials, intermediate products and fin-
ished products away from suppliers to customers. Con-
versely, there are oriented flows of products for repair,
recycling or disposal. Financial flows include various
types of payments, loans, cash flows arising from the
ownership, etc. Information flows linking the system by
information about orders, supplies, plans, etc. The deci-
sion flows are sequences of decisions of participants af-
fecting the overall performance of the chain, i.e. among
the final contractor and all its sub-contractors who are
involved in the completion and delivery of supply accord-
ing to the contract between final supplier and customer of
delivery. The supply chain can contain more levels of co-
operation stages and it always relates to the performance
of one supply. Mutual relations among the co-operative
stages are based on a contractual basis.

The supply chain includes all transport and activi-
ties related to transport and procedures, starting from
the production plant and ending at the cargo destination,
i.e. it is a network of autonomous or semiautonomous
business entities collectively responsible for procure-
ment, production and distribution activities associated
with one or more related manufacturers.

The theory of supply chain involves the planning,
implementation and control of operations applied to the
supply chain as efficiently as possible. Supply chain
management encompasses all the movement and storage
of raw materials, inventory and movement of finished
goods from the point of origin to the point of consump-
tion. In the theory and in management there is used a
specific term “outsourcing” [10]. Outsourcing is the
division of labour, the purchase of semi-finished prod-
ucts, financial loans and almost all other activities at the
store. All the outsourcing issue is contained in the prob-
lem of deciding whether to "make or buy" (make vs.
buy) or "to own or rent" (own versus lease). In the do-
main of information sharing there is one of the many
questions raised when considering the possibilities of
outsourcing, the question of safety. The safety can be
further divided into two categories. One is data security,
i.e. ensuring data from loss (backup). The second cate-
gory is to protect data against unauthorized abuse, i.e.
defence against intrusion into the system and transfer
the information stored in the information system to third
parties by employees.

It is a question who and how ensures that the in-
formation stored in the system will not be abused by the
company that governs (administrates) the system. A
possible answer is the look into statistics, but it is neces-
sary to consider that the amount of penalties that com-
pany may apply to the company's own employees (in-
siders) is as a rule lower than possible financial penalty
of an outsourcing company. The security aspect is man-
aged by a contract in which this domain may be a part
of the contract on outsourcing or it may be included in a
separate agreement on confidentiality.

The Supply Chain Management (SCM) is turbu-
lently evolving discipline that uses concepts that were
developed in various other disciplines such as logistics,
marketing, financial and operational management, in-
formation systems, economics, dynamics of systems and
operational research. Quality of governance (manage-
ment) of the supply chain is considered as the key to its
future competitiveness, and therefore, it raises consider-
able interest of managers and researchers. Modeling the
supply chain is a frequent topic of conferences and pro-
fessional communication.

Supply chain management deals with the mutual
relationships among supply chain components, i.e.
among suppliers, carriers, customers, vendors, managers
for waste management, including those who engage in
products after the end of their lifespan. These interac-
tions are likely to change in the chain up and down de-
pending on what the subject of interest of an organiza-
tion in the supply chain. It is clear that effective com-
munication can strengthen co-operation, reduce the po-
tential for misunderstanding and influence the measures
taken by organizations in the supply chain.

In modern operating company it is necessary that
the company management may be capable to manage
the supply chain very efficiently. An important compo-
nent of these chains is an understanding to subcontract-
ing or also to outsourcing domain, which is used by
almost every company today. Firms must know which
activities should be delegated to external institutions
specialized in the implementation of these operations.
Optimal decision on what operations and to what extent
delegate, leads to reduction of costs or to the possibility
to focus on more important tasks related to the firm
competitiveness.

Every company is trying to assert itself on the
market, defines its mission, so called the company mis-
sion. From this mission targets are determined, i.e. ob-
jectives, which the company may achieve in a particular
market in a certain timeframe. Based on these stated
objectives there is then formed a corporate strategy, i.e.
the determination of the procedure, the means and
methods how to meet those objectives. Together with
this, it originates the question of the necessity of "cor-
rection" of strategy outlined or its new creation, with the
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view of changing the scope of the dominant factors af-
fecting both inside and outside the company. In most
cases, there are just vicinity factors, which are the main
cause of the prosperity or decline of the company.

Enterprises are increasingly confronted with global
competition, which is caused by increasingly demand-
ing customers. In order to succeed, they try to control
the efficiency of their operations that create and provide
products to the attention of end users within the supply
chain. In recent years, supply chain management is be-
coming important for firms as a competitive advantage.
Fierce competition in today's global markets, marketing
of products with shorter life cycles, rising customer ex-
pectations, forcing companies to focus their attention on
the supply chain influence the situation.

The aim of supply chains” management is to en-
sure the safety of all participants of supply chains to
which it belongs: participants” prosperity; fulfillment of
tasks for which they were established; harmony with
state on which territory they perform the activities [2].
There are two broad categories of risk that must be con-
trolled in case of supply chain: the risk that is the cause
of the lack of the co-ordination of requirements and
supply; and the risks associated with failure of normal
operation, which is caused by disasters of all kinds, i.e.
natural disasters, technological accidents, terrorist at-
tacks, power failures, strikes, etc. According to analysis
in [11] there are particularly important strategic risks,
financial risks, operational risks and risks associated
with threats followed according to the approach pursued
by the All Hazard Approach [7]. According to ISO
28000:2010 [12] the major damages in supply chains
cause: physical failure (e.g. failure of the equipment,
intentional physical damage); operational failure (tech-
nique failure, human error); natural disasters (e.g.
floods, storms); external threats (e.g. failure of out-
sourced activities or externally ensured activities); and
threats from the interested parties (e.g. State - failure of
comply with legal and other regulations).

According to the EU documents, followed in [13],
the supply chain must follow the following sub-
categories of risk: construction and design and techno-
logical risks; credit risks, market risks, external risks,
operational risks, and risks associated with the man-
agement and decision-making. Analysis and evaluation
of these risks are required when applying for European
Union’s projects [14]. Construction, technological and
design risks include: construction and design risk; site
risks, and the risk of erroneous technologies, networks
and related services. Construction and design risks that
include the risk associated with the design documenta-
tion (good / bad, error); risk connected with construc-
tion; risk connected with exceed of construction costs;
risk connected with pollution of site / site vicinity dur-
ing the project realization which is caused by public

administration; risk connected with pollution of locality
/ neighborhood during project, which is caused by the
supplier; the risk associated with the impact of the pro-
ject on the environment during the project life that is
caused by bad decisions of public administration; and
risks connected with the project impact on the environ-
ment during the project life that cause contractor and
operator). The risk of a given site includes the risk asso-
ciated with the current object; risk associated with the
availability of site; risk associated with ownership of the
site; risk associated with the state of a site; risk associ-
ated with networks (utilities) located on the site (con-
struction site); risk associated with the land-use plan;
risk associated with a construction permit; risk associ-
ated with cultural / archaeological heritage; and risk
associated with the protected landscape area. The risks
associated with faulty technologies, networks and re-
lated services include: risks associated with a defect
during the implementation of the project; risk associated
with a defect in the lifetime of the project; risks associ-
ated with using the wrong technology; risks associated
with technological insufficiency; the risk associated
with an unexpected disruption of power supply, loss of
services and support systems provided by the private
sector; and risk associated with an unexpected disrup-
tion of energy supply, loss of services and support sys-
tems provided by public administration. Credit risks
include: liquidity risk; and risk of default / i.e. the avail-
ability risk, which is further divided into: risk associated
with availability (default by the private sector); risk as-
sociated with failure of counterparty and with the loss
for public administration; risk associated with the fail-
ure of the counterparty and loss for the supplier'; risk
associated with the concentration (for all deliveries
there is only one supplier); and risk associated with re-
jection of partnerships (public administration does not
support the project). Market risks include: demand risk
in case that the contractor is a public administration;
demand risk if the supplier is a private entity; the risk
that benefit is for rival; and other market risks such as:
currency risk; inflation risk; and interest rate risk. Ex-
ternal risks include: political risks; force majeure; and
other external risks. Political risk includes: risk associ-
ated with national or international situation; risk of gov-
ernment default; and supranational political risk associ-
ated with duties of the state in the EU and NATO. The
risk associated with force majeure includes: risk associ-
ated with natural disaster with the size of catastrophe;
risk associated with terrorism; and the risk associated
with war. The item “other external risks” includes: the
risk of legal / tax general nature associated with changes
in legislation / taxes; risk of legal / tax specific nature;
the risk associated with the need for additional authori-
zations; and risk associated with the situation in the sec-
tor (strikes). Operational risks include: risks related to
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the equipment; the risks associated with people; and
risks associated with human negotiation. Risks associ-
ated with the device include: the risk associated with the
device inputs (material); risk associated with mainte-
nance, repairs, modifications and adaptations; and the
risk associated with small amortized cost. Risks associ-
ated with humans include: risks associated with inade-
quate labour; risk associated with non-replaceability;
risk of scarce human resources; risk associated with
labour-legal disputes; and risk associated with human
error. Risks associated with the human negotiation in-
clude: risks associated with fraudulent negotiations; risk
associated with illegal negotiation; risk associated with
safety of technological systems; and risk associated with
derogation and theft.

Risks associated with the management and deci-
sion-making include: contractual risks and other risks
associated with management and decision-making. Con-
tractual risks include: risks associated with the respon-
sibility to third parties; risks associated with the change
of contract; and the risk associated with the violation of
generally binding regulations. Other risks associated
with the governance and decision-making include: risks
associated with strategic decision; and the risk associ-
ated with reputation. The definitions of partial risks in
the financial sectors are given in [14].

The risks of supply chains according to work
[11,15] provides the following phenomena: traditional
property risks - fires, natural disasters, power system
outages and downtime device; theft, violence and terror-
ism; political instability and risks, fluctuations in ex-
change rates, supply interruptions due to political prob-
lems in the country of the supplier; fraud and some con-
sequences of central planning economies; failures of
computer and telecommunication networks; very de-
manding customers requiring fast and precise delivery;
short product life cycles as a result of the diversity of
products, their substitutability and emphasis on their
continuous innovation and flexibility; complete confor-
mity of the products according to the laws of individual
countries; and failures in communication with suppliers.
The risks associated with supply chains are very serious,
and therefore, they are the subject of current research
and investigations [16]. The overall objective of the risk
management of the supply chain is to identify current
sources of risk in supply chains, to perform distribution
of risks according to the size of damage that can cause
their implementation, and to find suitable trade-off with
risks so that the operational organizations may be safe
and no adverse impacts on public interests may occur.

Based on documented statistics [16] among the
five most frequent risks to the supply chain it belongs:
failure of suppliers; production interruption; logistical
difficulties; IT failures; and rising prices of oil and en-
ergy. These risks are predictable, their trade-off is es-

sential for a safe organization, and hence, the organiza-
tions engage critical attention to their management.

International supply chain has many actors and it
covers a huge amount of goods. Vulnerability is double:
on the one hand there is a large risk of failure origina-
tion due to a terrorist attack, and on the other the goods
are used as means of an attack. At the same time there is
vulnerable the economy of countries, which directly
depends on the reliability of the supply chain. Interna-
tional supply chain also suffers from the consequences
of abduction [17]. Therefore, internationally and within
the EU there are extensive programs for the protection
of the international supply chain, especially transport
shipment, sea freight, air, rail and automotive [17]. Im-
portant role in the international scale of safety plays a
non-profit organization TAPA (TheTransportedAsset-
ProtectionAssociation) that was founded in 1997 in the
USA, in Europe it started activity in 1999 and Asia in
2000.

In practice it holds the generic standard for the
management of security systems, ISO 16125, which
deals with security systems related to all forms of
threats to the organization by fraudulent, malicious,
dishonest or intentionally negligent individuals or entire
organizations. To ensure safety it means to establish,
implement and maintain an adequate level of protection
and measures against such threats. The purpose of the
document is to provide a security team of organization
the systematic approach and guide for the assessment
and management of security risks with target to reach an
overall safety of the operation of organization and other
stakeholders.

Detailed guidance annexed to this standard, states
that threats are specific to different sectors, and it gives
their solutions in line "with good practice" that can be
taken in the security policies, procedures, infrastructure,
systems and tasks in order that it may be possible to
face individual risks. Generic document builds on exist-
ing ISO standards relating to safety and it adds them, as
e.g. standards that specifically deal with information,
information technology, intellectual property and the
safety of supply chains [18].

Logistics of supply chain is based on information
sharing between enterprises based on electronic tech-
nologies with reality that the technologies used and their
applications are different. From a technological stand-
point, there are systems of Supply Chain Management -
Supply Chain Management (SCM) based on standard
principles characteristic for the implementation of rela-
tions company with company, a Business-to-Business
(B2B), i.e. on electronic data interchange (Electronic
Data Interchange - EDI), applications based on XML
technology and standards (eXtensibleMarkupLanguage)
and on web applications. Functionality for APS (Ad-
vancedPlanning and Scheduling) is based on transactional
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applications (e.g. ERP-type - EnterpriseResourcePlan-
ning), possibly in combination with applications and tools
for business intelligence. Under the term APS it is under-
stood a system ensuring the production planning with
considering all sorts of the restrictions of the production
system, such as material, labour capacities etc.

Support for supply chains in the EU focuses on
support of the so called intermodal transport logistics,
which is a key element of European transport policy. It
aims to create a technical, legal and economic frame-
work conditions and innovative concepts for the optimal
integration of different modes for services provided by
the way "door to door." In particular it goes on ensuring
in order that there may be in the transport chain inte-
grated those modes that are more environmentally
friendly, such as rail, inland waterways and maritime
transport for short distances. The EU adopted a number
of regulations and directives in order to create a single
European transport market. The legal basis for this a
Title V of the EC Treaty, in particular Article 71 (Treaty
of Lisbon: Title VI, particularly Article 91 of the Treaty
on European Union).

Supply chain according to standard [19] includes
all interconnected components of delivery process, start-
ing from collecting the raw materials and ending with
delivery of product to consumers (end users). The low
professional level within the EU is highlighted in the
work [20] according to which it is necessary "to im-
prove co-operation and communication between Mem-
ber States on a multidisciplinary approach. In this area it
will be necessary to create a set of equivalent method-
ologies for the evaluation of safety and vulnerability in
specific areas. "

The work [21] shows that in the EU countries, in
terms of global risk there is paid an insufficient atten-
tion to threats for the food chain, into which drinking
water belongs. According to experiences it is necessary
at supply chain management to pay attention to organ-
ized crime, which in recent years has become an eco-
nomic threat. In the theoretical considerations there is
necessary a global perspective and in practice is neces-
sary to pay attention to the protection of insured part-
ners along the whole chain, because the insurance is one
of the basic tools for the trade-off with risks [14]. Pre-
sent style of management called “Just in time” [2] facili-
tates the situation to enterprisers and businessmen on
one side — they do not take care on reserve resources,
however, on the other it causes the strong dependence
on early perfect supply chains.

2. Conditions for stability
of a complex system

In the work [22] there is shown the analysis and
categorization of systems. Special attention is paid to

complex systems, which are characterized by disorgan-
ized complexity and are composed to perform certain
functions. It is shown that the predictable behaviour of
these systems can be expected only, if the system is in
steady (stationary) state or near to it. For a system lo-
cated "near balanced" state, there are typical linear rela-
tions, in which flows in the system are linear functions
of the affecting forces. As a result of nonlinear link-
ages the behaviour of the system can become chaotic,
that never stabilizes in an even pace and is never re-
peated in predictable way. The outputs of linear opera-
tions change continuously and smoothly with changing
their inputs, and therefore, linear phenomena can be
modelled accurately; the effect of feedbacks. Nonlinear
processes react contrary, i.e. they respond to very small
inputs in a discontinuous and unpredictable way.

Sometimes the present context refers to so-called
butterfly effect, which leads to the fact that errors and
inaccuracies are multiplied, it forms a cascade of turbu-
lent phenomena (turbulence means disorder, instability,
vorticity). For a description of system behavior it is not
enough to sum up local behavior of elements (or subsys-
tems), but it required a holistic approach, which sees the
system as a whole. That means to leave the premise of
locality of phenomena, which is based on statement that
a major impact have the phenomena occurring in the
immediate vicinity of space and time, and vice versa it
is necessary to accept no locality and interdependence
of phenomena. In short, "if a butterfly stirs up the air in
Beijing, it can change the storms system in New York
next month" [23]. According to dr. Gleick [23], the
econometric models due to butterfly effect often proved
to be blind to what the future brought, yet people who
should know it, behaved as if they fully believed in its
results. For example prognosis of economic growth or
unemployment were and are presented with a natural
precision of two or three decimal places, governments
and financial institutions for such predictions paid and
pay, followed and follow them, either from necessity or
lack of something better [23]. Looking at the current
situation from this perspective, we can say that the fi-
nancial crisis in the U.S. and in the EU since 2008 is
one of evidence of that statement.

3. Data and methods
of specialized research

For investigation of infrastructure and supply
chain failures and of their management there were used
published original data, e.g. on blackouts in the US,
Italy, Switzerland, Czech Republic, disruption of oil and
gas from Russia to the Central and Western Europe [24]
and simulation of failures of networks creating the basic
part of infrastructures [1]. The outputs described in the
next paragraphs were created by the pure scientific
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methods, i.e. analysis and synthesis of obtained pub-
lished results on disasters; specific investigation of dis-
asters by analytical and heuristic methods. Heuristic
methods were in the first tested on real data if they are
suitable for security tasks solution; specific investiga-
tion of level of disaster management by help of special
questionnaire; and specific investigation for identifica-
tion of critical items in territory management from the
viewpoint human survival performed by special logical
tool specially tailored for the FOCUS targets [9].

The detailed study on failures and failures” man-
agement in the EU [11] was concentrated to ten do-
mains the outputs of which are concisely summarized in
papers [8, 11, 25-26]. The work [11] also obtains results
of theoretical study dealing with the form of EU secu-
rity concept: it must be based on the systemic (holistic)
thinking, the typical feature of which is the focusing on
the whole views at systems and on research of relations
among their individual parts; proactive approach; all

hazard approach [7]; respecting the co-existence of
overlapping systems [22]. For its realization there is
necessary sophistically managing the failures that dam-
aged the security of community and its assets, i.e. to
apply measures and activities of prevention, prepared-
ness, response and renovation. For practical purposes
there are necessary good technical solutions based on
recent findings and experiences and correctly aimed
governance of public affairs supported by legislative
with sufficient legal force, finances, qualified human
personnel and material base.

4. Deficits revealed in management
of protection of life giving
infrastructures and supply chains

The results of study of level of management of in-
frastructures” and supply chains” failures are summa-
rized in Table 1.

Table 1

Deficits at failures” management
from the viewpoint of safe community concept [11]

SECURITY ITEMS RESEARCH RESULTS
Security challenges that can be considered to | 1. The list of followed disasters is necessary to supplement by:
have big impact in the 2035 time frame and 2. Disuse of research infrastructure.
currently are not sufficiently addressed in the | 3. Disuse of educational infrastructure.
planning of research 4. Disuse of social infrastructure.
5. Disuse of supply chains for terrorist attack.
6. Disuse of supply chain as political attack.

Most severe security challenges that should

The disaster order with regard to the impact severity is:

be addressed by research planning in the 1.

2035 time frame

Mid-term failure of social infrastructure (disintegration of hu-

man society into intolerant groups).

2. Failure of public administration infrastructure due to corrup-
tion, disuse of power and non-respecting the public interests.

3. Long-term outage of electrical infrastructure.

4. Long-term stoppage of drinking water supply.

5. Long-term shortage of basic food.

Challenges for future security research for
prevention, preparedness, response and reno-
vation

It is necessary to establish norms and standards for infrastructures
that will: ensure their sufficient capacities; enhance their robustness
and resiliency.

To create effective a system for response, especially in case of fail-
ure of finance infrastructure and in case of failures of critical supply
chains.

To create system for renovation (recovery) after critical infrastruc-
tures’ failures.

Related main vulnerabilities to be addressed
for future security research

The massive collapse of the financial market.

Long-term outage of electric energy supply.

Long-term stoppage of drinking water supply.

Long-term shortage of food supply.

Long term failure of critical supply chains.

Lack of technical resources, inadequate knowledge and training of
managerial staff, poor response management and lack of finances.
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Table 1 (end)

Related main knowledge gaps to be ad-
dressed for future security research

Methods used are based on deterministic and stochastic approaches
and on the assumption that each system is steadily in steady (sta-
tionary) state or near it, which is not always true. Into practice it is
necessary to include non-linear thinking and way of live with risks
connected with interdependences. E. g. lessons learned from Fuku-
shima accident [22] shows that it is necessary to improve the meth-
ods associated with the determination of terms of references for
design, construction and operation of technological buildings,
equipment’s and infrastructures.

The effective strategy for robustness and resilience of critical sup-
ply chains.

Proposed type of future security research

System of management of territory, objects, sectors, infrastructures
and chains of critical resources, goods and needs.

Integral risk management — because procedures applied so far do
not consider cross-cutting risks, which are the cause of cascading
failures of complex systems.

Respect for public interest and principles for integral safety man-
agement.

Expected most needed topics of future secu-
rity research

Strategic, proactive and systemic management of territories, sectors,
infrastructures and chains that respects public interest and principles

for integral safety management.

Conclusion

Current practice requirements require in order that
each system may be safe under all conditions, not only
to themselves but also for their surrounding (i.e. they do
not endanger their surrounding by their failure). There-
fore, it is necessary to base their management on current
knowledge, see for example the application of the the-
ory of possibilities in practice [22], and especially com-
plies with the principles of good management (govern-
ance), which except the responsibility and respecting the
public interest, includes early recognition of emerging
risks and timely application of corrective measures and
actions. To ensure the safety in both domains, the criti-
cal infrastructure and the supply chains it is necessary to
determine, introduce and keep appropriate level of pro-
tection and countermeasures against real risks.

Among the important supply chains there belong:
Food Chain; and the plan of the necessary supplies, and
therefore, in the EU and the CR a considerable attention
should be paid their safety. Generally speaking, in the
EU the issues associated with supply chains are not
completely solved and it is necessary to do their princi-
pal modification.

Annex 1 - Impacts of failure of the banking
and financial sector to public assets

1. Possible impacts on the lives and health of
humans: loss of access to finance and thus buying
food, and generally to meet basic human needs; loss of
lighting, heating, food preparation options, and leases

due to non-payment; due to lack of finance for the care
of people, spa treatment, care for the disabled, men-
tally ill will fail; it will reduce the level of care avail-
able to the public; due to lack of finance health care
institutions will carry out only urgent cases, it will
reduce standards of hygiene, There will not be money
for petrol vehicles to rescue workers; from the lack of
hygiene and other serious deficiencies people will pro-
gressively get ill and epidemics will appear; nursing
and rehabilitation services will be stopped; Mental
health of inhabitants will be affected by a feeling of
hopelessness (saved money in the bank loses all value
and savings come to nothing); there will be bulk buy-
ing of food and profiteering; people will not get loans
for basic food due to the inability to repay the debt and
inability to pay wages etc.

2. Possible impacts on the human security: the
emergence of panic, chaos, loss of sense of security of
the population, fear of the overall development of
situation can lead to aggression and panic of people;
social riots; feeling of fear, danger, insecurity, depres-
sion in case of loss of funds; increase of criminality —
also ordinary people will commit crimes, if they are
hungry; disregard of prohibitions, commands and laws
at all; emergence of barter (exchange of goods) related
to the emergence of the black market, etc.; dependence
on aid from abroad; distrust of citizens in the state -
"taking problem / governance into their own hands";
bribery (not money, it has no value); looting; criminal
acts; the emergence of the mafia; work demotivation,
lack of money for drugs, etc.
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3. Possible impacts on the property: the impossi-
bility of supervision and control of property in elec-
tronic form and its management; loss of access to in-
formation relating to money, currency and capital; im-
possibility of property increase, loss of property related
to the necessity of obtaining money (e.g. sale of internal
furnishings, heritage, jewellery), seizure of property as a
result of non-payment by the deadline, and the loss of
domestic and breeding animals (first of all people will
have to meet their own particular needs and will not
have financial resources for animal feed); threatening
the property by increasing of looting, thefts, etc.; com-
panies will not have the financial resources for the pro-
tection and security of property; gradual devaluation of
the property - people will not be able to take a mortgage
on the reconstruction or building a new housing, etc.

4. Possible impacts on public welfare: ending of
social and cultural events; massive dismissal of state
employees (e.g. salaries of officials encumber financial
resources, their services will lose the importance, it
will not be needed and will not be used during pro-
longed failure of the financial sector);problems to keep
emergency services workers (medical institutions, fire-
fighters, police, army); unemployment of the banking
sector employees; ending the trading and services to
citizens; not keeping the promises due to financial
problems; decline of the economic standards of popu-
lation; slowdown in social development, failure of
public transport; closure of those parts of the infra-
structure that will not have a priority (e.g. nursery
schools), the operation of those drains the state finan-
cial resources; depreciation of food that no one will be
able to buy; cafes, restaurants, pubs, bars - the existen-
tial problems; all leisure services (swimming pool,
sauna, tanning salons, fitness centres, hairdressers,
cosmetics, massages, pedicures) will not be used; re-
striction of tourism, lack of funds to buy tickets; im-
possibility to repay the debts among citizens — re-
venges, violence, thefts, etc.

5. Possible impacts on the environment: suspen-
sion of ecological activities in the long term dependent
on financial resources; financial problems in solving
acute large environmental disasters; people will meet
the basic needs and there will be no money for e.g. re-
fuse collection (with this relates the increase in the
amount of illegal dumps); companies will try to keep a
basic production at least, therefore they will save money
on e.g. sewage disposal plants, separators, i.e., that will
increase the heat and liquid emissions; companies will
not have enough money for research of new systems
protecting the environment; suspension the construction
and operation of sewage disposal plants and other vari-
ous devices for environmental protection; there will not
be money for coal, natural gas — people will burn the
garbage what will pollute the air; there will be no

money for planting new trees; there will not be any gar-
bage trucks, sweepers will not clean up the streets (mess
everywhere); inability to finance various sewage dis-
posal plants, waste separators, cooling devices, etc.;
environmental disasters as a result of human inactivity;
water pollution due to sewage disposal plants inactivity;
environmental damage due to easier access to natural
resources; loss of sponsors' financial assets to improve
the environment, etc.

6. Possible impacts on infrastructures and tech-
nologies, which are further divided into:

- possible impacts on energy supplies (elec-
tricity, heat, gas): loss of function of supplies related to
financial resources, failure of cyber infrastructure action
and other systems that are dependent on electric power;
failure of central supplies of natural gas and oil to the
state (inability of the state to pay for supplies); reduc-
tion of energy supply to households, companies, etc.

- possible impacts on water supply system:
loss of function of water supplies related to financial
resources; loss of network management in the time, etc.

- possible impacts on the sewerage system:
small and reduced functionality and meeting the needs
of the population as a result of the insolvency, etc.

- possible impacts on the transportation net-
work: increase of the number of accidents due to failure
of poorly paid control signaling; the quality of roads in
the winter will be very limited - road builders will not
have money to grit and operate the machines; the grad-
ual disintegration of transportation network; consider-
able reduction and the total collapse of public transport,
the Czech Railways, bus routes, passenger and freight
transport (lack of money to buy diesel, gasoline and
vehicle repair [] raising of transport prices, etc.

- possible impacts on the cyber infrastructure
(communication and information networks); due to non-
payment of services there will be cascading effects and
ripple effects in the systems and networks, the collapse
of telecommunication network, Internet failures; reduc-
tion of the range of radio and television news, maga-
zines, operation of information systems, etc.

- possible impact on the banking and financial
sector: the failure of ATM machines and e-banks; inter-
net banking collapse, loss of overview of the situation
on the financial market; financial market losses as a
result of sanctions for the failure of the transaction and a
missed opportunities; Banks will stop the emission of
money and giving loans; CNB in the Czech Republic
will not be able to control the money in circulation, the
amount of money rates and other payment transactions
with other countries; there will be a devaluation of
money in banks, the loss of purchasing power of money;
increase in inflation, hyperinflation; exchange rate de-
cline, lack of money in circulation; stopping imports
and exports; loss of carriers, service sectors (especially
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of those that offer premium services); the stock market
crash,

the inability of employers to pay wages; restriction
of social benefits; non-payment of pensions, wages and
salaries and thus stopping the works depending on the
payments, both at home and abroad; The domino effect
because of the lack of information in the banking sector;
losses in the financial market as a result of sanctions for
the failure of the transaction and a missed opportunity;
penalties for late payment due to inability to pay on
time; financial losses of bank creditors; the raising
prices of goods; the rise of the underground economy;
impoverishment ; impossibility of obligations repay-
ment (secondary insolvency, inability to pay mortgages,
leases, etc.), inability to dispose of the money in the
bank; inability to pay invoices; collapse of trade, etc.

- possible impacts on emergency services (po-
lice, fire-fighters, medics: due to problems in financial
markets are the activities of police, fire brigade, army
limited and activities of hospitals enforced by law (lack
of fuel for vehicles of emergency services etc.; more
difficult work of medical facilities etc.

- possible impacts on basic services in the
area (food supply, waste disposal, social services, fu-
neral services), industry and agriculture: there will be a
reduction in supply, postal services limitations, reduc-
tions in care services, the total disruption of delivery of
goods; restaurants and canteens which will not be able
to pay for the supplies will be closed etc.

Possible impacts on state administration and local
government: the inability to fulfill all the tasks arising
from the responsibilities set by law; inability to keep the
situation under control; people will not be able to pay
social and health insurance and therefore the State will
not have the funds to guarantee these services; failure of
schools, retardation of science and research, etc.
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Peuen3eHT: aA-p TexH. HayK, npod., 3aB. Kad. KOMIbIOTepHBIX cucteM U cereir B.C. Xapuenko, HarmoHanbHbIN
aspokocmuueckuil yausepcureT uM. H.E. XKykoBckoro «XAW», XappkoB, YkpauHa.

BIAKPUTI ITPOBJIEMU 3AXUCTY IHOPACTPYKTYP
HIATPUMKHA KKUTTE3ABE3ITEYEHHS I TAHIHIOKKIB IIOCTAYAHD

. Ilpoxazkoea

IcHyBaHHS Cy4acHOI JIFOAWHU 3aJI€XKUTh BiJ HANIHHOT poO0TH 1HPPACTPYKTYp MiIATPUMKH KHUTTE3a0e3MEUEHHS 1
JIAHIIOKKIB MocTavyanb. Jlist 3a0e3rnedeHHss Oe3NeKd TaKuX KPUTHYHUX IH(PPACTPYKTYp 1 JIAHIIOXKKIB ITOCTa4aHb
B&K/IMBO BU3HAYUTH 1 TiATPUMYBATH BiAMOBIIHKUYI PiBEHb 3aXMCTY i KOHTP3aXOiB IIPOTH PEANBHUX PH3UKIB. I pyH-
TYIOUHCh Ha KOHIEMIi] Oe3MeYHOro CyCHiIbCTBA, B JIIOJCHKIM CHCTEMI CTBOpPEHI CHONYKH, sIKi 00'€AHYIOTH iH(Dpa-
CTPYKTYPH MiATPUMKH JKUTT€3a0€3MIEUSHHS 1 JTAHIFO)KKY TTOcTaBOK. OIiHKA IIKOJM, BUKINKAHOTO 3005IMH, 1 PiBEHb
YIIPaBJIiHHS IUMH 3005IMH BUSIBJISIE BU3HAYEHO-HI IPOOJIEMHU B IOCHTIDKYBaHUX c(hepax, sKi BOHK OYJIM BUKOPUCTaHI
JUTst popMYITFOBAaHHS BUMOT IO MalOYTHIX TOCTIIKEHb.

Karouosi cioBa: inpopmaiiina Oe3neka, (pyHKIioHaIpHA Oe3Meka, iHPpaCTPYKTYpH HiATPHUMKH KHUTTE3a0€3-
TIEYEeHHS1, KPUTUYHI JIAHII0)KKA TIOCTAaBOK, BiJIMOBa, BUMOTH JI0 MaOYTHIX JOCIIKEHb.

OTKPBITBIE ITPOBJIEMBI 3AINUTHI THOPACTPYKTYP
HNOAAEP/KKU KUSHEOBECIIEYEHUA U HEITOYEK IIOCTABOK

. Ilpoxazkoea

CymiecTBOBaHHE COBPEMEHHOT0 YeJIOBEKa 3aBUCHT OT HaJleXKHEH paboThl HHPPACTPYKTYP IOMAEPIKKH JKU3HE-
obecrieueHns1 U LenoveK nocraBok. st obecnieueHns: 6€30MacHOCTH TaKUX KPUTHYECKHX WHPPACTPYKTYP U LEHOo-
YeK ITOCTAaBOK Ba)KHO OINPEIETHUTh U MOJAEPKUBATH NOAXOISIIMN YPOBEHb 3aIIUTHl U KOHTPMEP MPOTHB PEaIbHBIX
puckoB. OCHOBBIBAsCh Ha KOHLENIMU 0€30I1aCHOr0 OOILIECTBA, B YEJIOBEUECKOH CUCTEME CO3JaHbl COEAUHEHHs, KO-
TOpble O0BEITUHSIOT UHGPACTPYKTYPHI TOANCPIKKN )KU3HEOOECTIEUeHUsI M LIeTOYKH nocTtaBokK. OleHka Bpena, BbI-
3BaHHOTO COOSIMH, U YPOBEHb YIPABJICHUSI ITHMHU COOSIMU BBISIBIISIET ONPEAEICHHbIE POOJIEMBI B HUCCIEAYEMBIX
cepax, KOTOpblE OHU OBLIH UCIIOIB30BAHbI IS (POPMYIHPOBAHHS TPEOOBAHUH K OYAYIIIMM HUCCIIEIOBAHUSIM.

KnarwueBsbie ciaoBa: undopmanmonHas 0e30MacHOCTh, (DYHKIMOHAJIbHAS 0OE30IacHOCTh, WH(PACTPYKTYpHI
TIOAJIEPIKKH )KU3HE0OECTIeYeH sI, KpUTHYECKUE [IEMIOYKH IIOCTABOK, OTKa3, TPeOOBaHUS K OYIyIIM HCCIIETIOBAHUSIM.
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