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REDUCING TEXTUAL AMBIGUITY RISK IN HIGH-IMPACT STANDARDS

Safety-related standardsindirectly impact into people’s safety and environment integrity. The quality of
these standards plays an important role in their correct and productive adoption. The paper is concerned
with the analysis of the way standards are written, and in particular with the results of an automated textual
inspection of five safety-related standards, aimed to discover possible inherent ambiguity of textual expres-
sions. The analysis suggested that useful advice could be given to standard-making committees. Results of

the analysis are shown and discussed.
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INTRODUCTION

High-impact standards are those that most deeply
influence the system and software lifecycle of safety-
related products and services. Adoption of such stan-
dards is mostly obliged by law and Authorities and
sometimes is part of procurement contracts. So, both
engineering and management processes involved in sys-
tem development can be affected by possible misinter-
pretation of requirements coded in such standards, with
possible risk of compromising safety of humans and en-
vironments.

This work arises from the apparently trivial re-
search questions: “Are standard-defined requirements
(also denoted as clauses) such that the organizations en-
titled to adopt them can easily understand what to do to
be conformant?” [4, 7, 22].

The answer: “Of course they are, because safety-
related standards have been there for many years and
they are thoroughly and repeatedly revised by a wide
international community of experts” should not be taken
as totally satisfying.

In fact, most standards present their requirements
in natural language (NL). Although NL is the most
common and immediate way to express software re-
quirements in general, however is alsoexposed to the
risks of ambiguity, imprecision andsubjectivity.For this
aim, several studies have defined methodologies and
proposed tools for the analysis of NL requirements(e.g.
[1,3,7,8,16,17, 19, 23)).

In [3] various types of ambiguity were addressed
and classified into linguistic, lexical, syntactic, semantic
and pragmatic.It should be noted that this classification
is not mutually exclusive, because the ambiguities oc-
curring in a text may be a combination of several types.

We argue that detecting ambiguities in standards
clauses by NL analysis is important because possible

ambiguity in standard texts may impact on their under-
standing and adoption, and, consequently, on the prod-
ucts to be evaluated and certified according to those in-
ternational standards.

Studying ambiguity risks in NL requirements has
been for years a research work at the authors’ Centre,
that has started from software requirements and then has
extended the analysis to standards clauses [5, 8].

In this work, we show that interesting results can
be found even by limiting our analysis scope tolexical
ambiguity. Within this boundary, we also focus on those
clauses of the standards that include frequentkeywords.
Keywords are those terms that call for their meaning to
be particularlyclear and unambiguous for the organiza-
tions that adopt international standards, as a recommen-
dation says:

“A [requirement document] is unambiguous if, and
only if, every requirement stated therein has only one
interpretation... In cases where a term used in a particu-
lar context could have multiple meanings, the term
should be included in a glossary where its meaning is
made more specific.” [12, p.4-5].

Actually, standard makers generally adopt this
rule, but perhaps they have not always investigated
enough on the consistency of the definitions throughout
the whole standard text.

In this work we considered the glossaries and
the texts of a sample of five safety-related standards
covering different application domains: railway [6],
nuclear plants [11], automotive [14], avionics [20],
general [10](with the important exception of machin-
ery and medical, which we could not investigate so
far due to limited resource availability) for their high
impact on society and economy. Subsequently, we
chose a sample of keywords, namely: fault, failure
and erroras keywords for their significant mutual re-
lationship [2, 13].
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Starting from fault, failure and error, we wanted to
explore, in every standard, the correspondence between
the keywords defined in the glossary and those used in
the standard texts.In particular, we wanted to detect pos-
sible undefined keywords, which could create ambiguity
of understanding.One result of this work is to highlight,
by lexical analysis,possible keywords that were not de-
fined in the glossary so that their meaning is left to
common sense and then is uncertain.

The purpose of this analysis is therefore the detec-
tion of textual consistency within the standards texts. As
a result of the analysis newentriescould be added to the
standards glossaries according to the ISO/IEC Direc-
tives: “Any term which is not self-explanatoryor com-
monly known and which can be differently interpreted
in different contexts shall be clarified by defining the
relevant concept™ [15, p.51]

From this point of view, the results could be use-
ful, first of all,for authors of safety-related standard and,
gradually, for Certification/Accreditation bodies and for
intermediate/end users.

In this paper we do not tackle the problem of se-
mantic consistency directly, but we are aware that se-
mantics is behind the necessity of using glossaries.

In Section II our experiment is shown, by present-
ing the different steps of work and the respective results.
In Section III the results are discussed and some conclu-
sions drawn.

THE EXPERIMENT

As above reported, in a NL text, the ambiguity risk
can be of different types [3].In this work, we limited our
attention on lexical ambiguity, focusing on keywords
and key expressions. If the keyword meaning is quite
intuitive, it can be more useful to use a key expression,
that is a set of numerically limited words that contains
one keyword and identifies a new definable term. Key
expressions appear as well as keywords in standards
glossaries and are intended to have a unique meaning.

The starting point of our work was the study of the
glossaries of five safety-related standards [6, 10, 11, 14,
20],in relation to fault, failure and error as keywords
and to their correlated key expressions. We collected
and presented all defined terms(both keywords and key
expression) in Table 1, where the standards they belong
are also shown.

Subsequently, using a technique calledConcordance
Analysis [18],we examined every standard fext in order to
survey a textual correspondence between keywords / key
expression defined in the glossary and those used in the
text. This allowed to find, for each standard, those key-
words and key expressions not defined in the standard
glossary but in other glossaries. These are presented,
grouped by standard, in Tables 2 — 6. This fact reveal-

spossible incompleteness of the standard glossaries.
Keywords and key expressions used in the stan-
dard texts but not defined by any glossaries are col-
lected in Table 7. These could represent new possible
definable terms to be included in the considered stan-
dards glossaries.
Below the different steps of work are presented.

A. Keywords and Key Expressions across standards

In Table 1 we marked the presence of a definition
for the three keywords and for the correlated key ex-
pressions collected from all five standards.

It is evident thatthe IEC 61508-4 and the ISO
26262-1glossaries appear richer, more complex and de-
tailed than the others.

B. Keywords and Key Expressions inside every
standard

Table 1 gives a global and approximate measure of
the detail level covered by the glossaries. Inside every
standard, this coverage changes and the glossaries are
differently articulated.

Regarding the problem of determining consistency
between the glossary and the text body of eachstandard,
relating to fault, failure and error, we may ask if unde-
fined keywords and key expressions exist that are used
in the text. Eventual findings could open the doors to
ambiguous interpretations.

Then, after considering the glossaries, we analyzed
the text of every standard using the Concordance Analy-
sis performed by Wordsmith Tool Suite [21]. By this
analysis, we can find the keywords together with “some”
adjoining words so that the former may be seen in their
use context. The range of considered words is defined by
the researcher and, in our work, in section C is shown.
From the results of this analysis, we can observe the use
of specific keywords, the sequences of words that con-
tain them and the occurrence frequencies of keywords
and key expressions. We also decided to limit our inves-
tigation to keywords and key expressions listed in Ta-
blel.

Table 2 — 6 present, for every considered standard,
keywords and key expressions (always containing fault,
failure and error)that appear in the text but are unde-
fined in the corresponding glossary. For standards con-
sisting of different parts (except for IEC 60880 of which
we have only the part 2), also the parts containing the
reported sequences of words are shown.

We can argue from this analysis that in ISO 26262
there is more textual consistency between its glossary
and its text, although fault tolerance is not defined. In
contrast, CEI EN 50128 or IEC 61508 show important
uncovering: for example, in the former, the missing
definition for failure Rate or for Common Cause Fail-
ure, and in the latter, the missing definition for Failure
Mode.
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Keywords and key expressions defined per standard

Table 1

CEI EN 50128

IEC 61508-4

ISO 26262-1

IEC 60880-2

DO 178B

ERROR

X

X

X

X

Human Error

X

Soft-Error

X

FAILURE

X

X

Cascading Failure

>~

No Part Failure

No Effect Failure

Failure Mode

Failure Rate

Single-point Failure

Dual-point Failure

Multiple-point Failure

it bl

Failure Condition

Random Hardware Failure (s)

>~

Systematic Failure

Dangerous Failure

Safe Failure

Safe Failure Fraction

it bl

Independent Failure(s)

Dependent Failure(s)

>~

Common Cause Failure (s)

Target Failure Measure

Probability of dangerous failure on
demand

Pl Pl

Average Probability of dangerous
failure on demand

>~

Probability of dangerous failure
per hour

>~

FAULT

Detected Fault

Single-point Fault

Dual-point Fault

Multiple-point Fault

Multiple-point Fault
Detection Interval

Perceived Fault

Permanent Fault

Residual Fault

Fault Model

Latent Fault

Safe Fault

Systematic Fault

Transient Fault

Fault Reaction Time

Fault Tolerant Time Interval

i el e i s I e N s R e R K N R A e A e i K

Fault Avoidance

Fault Tolerance
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Table 2
CEI EN50128: new keywords and key expressions
Detected Fault
Systematic Fault

Failure Rate

Common Cause Failure (s)

Human Error

Table 3
IEC 61508: new keyword and key expressions

Detected Fault Parts 6,7
Residual Fault Part 3
Fault Model Part 2
Systematic Fault In all parts
TransientFault Part 2
Cascading/Cascade Failure Part 6
Failure Mode Part 7
Single-point Failure Part 7
Failure Condition Part 3
Independent Failure (s) Part 6
Human Error Part 1,2

Table 4

DO178B: new keyword and key expressions

Failure Mode

Failure Rate

Table 5
IEC 60880-2: new keyword and key expressions

Systematic Fault

Failure Condition

Error

Table 6
ISO 26262: new keyword and key expressions

FaulfTolerance Parts 3, 4

C. New emerging terms

We noticed that the concordance analysis pointed out
new recurring sequences of words providing suggestions
on possible integrations in considered glossaries.

We chose to delimit our research in two directions:

1. Maximum number of words: starting from fault,
failure and error, we searched concordances limiting to
max 7 words (4 to the left of the keyword + 3 to the right
of the keyword) in according to the longest key expres-

sion found in the considered glossaries, that is Average
Probability of dangerous failure on demand [10].

2. Frequency of the new sequences of words: we
considered new sequences of words that occurred at least
3 times in the standard text.

Obviously, we excluded sequences of words with
fault, failure and error interrupted by punctuation, sen-
tence break and section break, numbers and conjunction.

Below we can observe the discussed sequences of
words with the note of the parts of standards that contain
them.

The new detected sequences of words (Table 7)
could be indicated as new possible key expressions to be
included in the standardglossaries. Such inclusion should
be suggested to safety experts and standard makers and
by them defined.

It is also noted that some undefined sequences of
words appear in the standards among the Techniques and
Measures (for example error guessing and error seedin-
gin the part 7 of IEC 61508). However, this is not true
for all of them.

CONCLUSIONS

The paper presented some findings from atextual
consistency analysis of five safety-related standards, lim-
ited to the terms: fault, failure and error. This analysis
compared the occurrence of the terms in each standard
body with that in the related glossary section.

Some uncovered terminological issues were found,
that is keywords and key expressions are used in some
standard texts but are defined in other standards glossa-
ries. Besides, lexical analysis isolated undefined, recur-
rent sequences of words, suggesting the opportunity of
their introduction as new glossary entries, possibly ac-
cording to the rules of [15].

The proposed experiment is just an example of a
possible methodology that could be adopted by standard
makers to answer the research question cited in the In-
troduction: “Are standard-defined requirements (also de-
noted as clauses) such that the organizations entitled to
adopt them can easily understand what to do to be con-
formant?”. Beyond this specific case, NL analysis ap-
plied to safety-related standards can mitigate the risk of
ambiguity and misinterpretation in a such sensitive area.

We also argue that these results might be the basis
for considering the possibility of a unique glossary for
the safety-related domain. Much more work would be
necessary to extend textual analysis to all the terms and
word sequences that in this domain may be considered as
keywords and key sentences, as well as to perform tex-
tual consistency checks within a standard body. However
it could be an interesting activity to carry out towards
better disambiguation, on which to invest time and re-
sources.
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Table 7
Undefined Keywords
EN50128 | IEC61508 | ISO 26262 |JIEC 60880 | DO 178B
ERROR
Error Effect X
Error Detecting and Correcting Codes X X(Part 7) X (Parts 5,6)
Error Seeding X X (Parts 3,7)
Error Guessing X X (Parts 3, 7) X(Part 4)
Error Detection X X(Part 7) X (Parts 5,6) X
Error Prevention X
Error Sources X
Error Rates X
Equivalent Error X
Error Handling X (Part 6)
Error Prone X X (Part 7)
FAILURE
Failure Assertion Programming X X(Parts 2,3,6,7)
Failure Detection X(Parts 2,3,6,7) X (Part 5)
Target Failure X (Parts 1,3)
Failure Mechanisms X (Part 3)
Failure On Demand X (Parts 1,5,6)
Element Failure X (Part 5)
Hardware Element Failure X (Part 5)
Failure Assumption X (Part 5)
Severe Failure X
FAULT
Fault Tree X X (Parts 2,3,5,6,7)
Fault Detection X X(Parts 6, 7) X (Part 3) X
Fault Correction X X (Parts 3,6,7)
Fault Simulation X (Part 7)
Software Fault X (Parts 2,7) X
Generic Fault X (Part 5)
Fault Recovery X X (Parts 6,7)
Intelligent Fault X X (Part 7)
Fault Injection X (Part 4)
Retry Fault X (Part 7)
Fault Coverage X
Fault Effect X (Part 6)
Design Fault X X (Part 3)
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PenenzenT: n1-p TexH. HayK, npod., 3aB. ka. kKoMIbIOTEpHBIX cucTeM U ceteld B.C. Xapuenko, HannonanbHbli as-
poxocmuueckuit yauBepcuteT uM. H.E. XykoBckoro «XAWN», XapbkoB, YkpauHa.

CHUXKXEHUE PUCKA HEONIPEJEJEHHOCTH
B TEKCTAX CTAHJAAPTOB BOJILIIOI'O BJIUSIHUSA
U. Buckonvo, M. Dy3anu
CraHzapThl, OTHOCSIIMECS K 0€30MacHOCTH, KOCBEHHO BIIMSAIOT Ha 0E30MacCHOCTH JIFO/ICH M OKpYKalolei cpe-
nel. KauecTBO TakuMX CTaHIAPTOB MIPACT BAXKHYIO POJIb MPU UX MPABHIBHOM M MPOXYKTHBHOM MPHUHATHU. CTaThs
MOCBAIICHA aHATU3Y CII0OCO0a HAMMCAHUSA CTAHAAPTOB M, B YaCTHOCTHU, PE3yIbTaTaM aBTOMATU3UPOBAHHOW IPOBEP-
KM TEKCTOB IIATH CTAHIAPTOB, OTHOCSIIMXCSA K O€30IaCHOCTH, C II€IbI0 BEISIBUTH BO3MOYKHYIO HEYCTPAaHUMYIO HEsiC-
HOCTh TEKCTOBBIX OnucaHuil. [IpoBeIeHHBIN aHAIN3 TIOKA3aJl, YTO JUIsi KOMUTETOB IO CO3AaHHIO CTAHIAPTOB MOTYT
OBITh JIaHBI MOJIE3HBIE COBETHI. B paboTe OMUCHIBAIOTCS U 00CYXKIAIOTCS pe3Y/IbTaThl aHAIIN3A.
Knarouessbie ci1oBa — craniapr, omuodka, cOoi, 0TKa3, rioccapuil, 6€30MacHOCTb.

SHUXXEHHSI PUBNKY HEBU3HAYEHOCTI B TEKCTAX CTAHAAPTIB BEJIUKOI'O BIIJIUBY
1. bicxonvo, M. @y3ani

CraHaapTH, TOB's3aHi 3 0€3IEKOI0, OMOCEPEIKOBAHO BIUIMBAIOTh HAa OC3IEKY JIFOJEH 1 MITICHICTh HABKOJIMIII-
HBOT'O CepeloBHIIa. SIKICTh TAKMX CTAHAAPTIB IPa€ BAXJIMBY POJIb MPHU IX MPABWILHOMY i IPOIYKTUBHOMY IPHIH-
sitti. CTaTTs MPUCBSYCHA aHAII3Y CITOCOOY HAIMMCAHHS CTAHIAPTIB 1, 30KpeMa, pe3yJabTaTaM aBTOMaTHU30BaHOI mepe-
BIpKU TEKCTIB IM'AITH CTaHAAPTIB, MOB'A3aHUX 3 OC3MEKOI0, 3 METOI0 BHSBUTH MOXKJIMBY HEYCYBHY HESICHICTH TEKCTO-
BHX omuciB. [IpoBeneHuil aHasi3 mokasas, 1O I KOMITETIB [0 CTBOPCHHIO CTAHIAPTIB MOXKYTh OYTH aHI KOPUCHI
mopaau. Y poOOTi OMUCYIOTHCS il 0OTOBOPIOIOTHCS PE3YJIbTATH TAKOT'O aHAJI3Y.

KurouoBi ciioBa — crannapt, oMIIKa, 30ii, BiIMOBa, TJIocapiii, Oe3rmeka.
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