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MODELLING EXTREME EVENTS
FOR THE PURPOSES OF SECURITY FORESIGHT

The risk management approach is used increasingly in modern security planning. In this approach, planners
attempt to assess the likelihood of an event and the potential loss if the event occurs, and then to select certain
measures that minimise an integral criteria of risk over some set of events. However, certain events of low
probability but high potential impact, referred to as ‘extreme’ or ‘catastrophic’ events, need to be treated dif-
ferently than those with a low potential loss and a high likelihood of occurring. This paper presents a brief
overview of six ‘methods’ that have been used in addressing security-related risk management tasks—extreme
value theory, catastrophe loss models, black swan theory, dynamic modelling, agent models, and complexity
studies—and provides examples. It presents a summary on areas of implementation and underlines the limita-
tions of established risk management approaches.
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Introduction

Risk management is a well established approach in
engineering disciplines. Recent international standards
recommend implementation of the approach by public,
private or community enterprises, associations, groups
or even at individual level [1]. The ISO 31000 standard
is considered applicable to any type of risk, throughout
the life of an organization, and to a wide range of activi-
ties, including strategy development, operations, proc-
esses, functions, projects, products, and services. The
risk management approach is increasingly applied in
support of decision making processes in the field of
security [2]. Attempts have been made to apply it in a
comprehensive framework, addressing all threats and
hazards and thus to facilitate foresight-based decisions
on investments in security [3], [4].

As a step in risk management, risk assessment in-
cludes identification of risks and evaluation of their po-
tential impact. Quantitatively, risk assessment requires
calculations of the likelihood that a certain event will
occur and the magnitude of the potential loss if the
event occurs. In security applications, however, there
are events of very low probability but high negative
impact, e.g. the earthquake in March 2011 near the coast
of Japan, the consequent tsunami and the Fukushima
nuclear disaster. Such events can be designated as ‘ex-
treme’ or ‘catastrophic.” Empirical data on such events
is scarce. They are deeply uncertain and introduce high
sensitivity of potential decisions to assessments of like-
lihood and impact. Hence, they cannot be treated in the
same framework with events with a high likelihood of
occurrence but a low potential loss.

This paper presents a brief overview of six ‘meth-
ods’ that have been used in modelling extreme events
addressing security-related risk management tasks —
extreme value theory, catastrophe loss models, black
swan theory, dynamic modelling, agent models, and
complexity studies. Each of the following sections de-
scribes a method and provides examples of its imple-
mentation.

The final section summarises the areas of imple-
mentation and points out again to the limitations of es-
tablished risk management approaches.

Extreme Value Theory

Extreme Value Theory is a branch of statistics
dealing with the extreme deviations from the median of
probability distributions (fat tails, outliers). It is applied
in the assessment of risk for highly unusual events —
rare events with significant impact. The basic theory
approach conforms to the first theorem in extreme value
theory (Fisher and Tippett, 1928; Gnedenko, 1943). The
Fisher-Tippett-Gnedenko theorem (also the Fisher—
Tippett theorem or the extreme value theorem) is a gen-
eral result in extreme value theory regarding asymptotic
distribution of extreme order statistics. The maximum of
a sample of independent and identically distributed ran-
dom variables after proper renormalization converges in
distribution to one of three possible extreme value dis-
tributions [5]:

e Type I or Gumbel distribution;

e Type II or Frechet distribution;

e Type III or Weibull distribution.

© T.D. Tagarev, P.I. Ivanova



254

ISSN 1814-4225. PAAIOEJIEKTPOHHI I KOMII’FOTEPHI CUCTEMM, 2012, Ne7 (59)

Available statistical data is pre-processed in two
possible ways:

e Selecting data points only when the respective
value surpasses a certain threshold (called Peak Over
Threshold, or POT models);

e Taking the maxima for certain periods of time,
e.g. annual or seasonal maxima for rainfall or intensity/
coverage of forest fires.

Expert opinion in which approach to choose and
how to define thresholds is indispensable.

When adequate data is available, one can use gen-
eral purpose software to find the appropriate probability
distribution and its parameters. The method has been
used to model large forest fires [6], extreme rainfall and
earthquakes [7].

Catastrophe Loss (CAT) Models

CAT models are widely used by the insurance
community and researchers supporting the formulation
of insurance policies since the 1990s. Before that insur-
ers and reinsurers would use the concept of the “prob-
able maximum loss” (PML) in assessing risks. They
employed recent historical scenarios for looking at “ex-
pected losses” and attempted to measure aggregate ac-
cumulations of loss in the zone(s) of interest. Since
then, through ‘Catastrophe Modelling’ they replaced the
PML with the exceedance probability (EP) curve. EP
curves are a widely used output from a catastrophe loss
model. An EP curve shows the probability of exceeding
a monetary loss threshold. At the 1-in-100 year return
period, there is a 99 % probability that losses will not
exceed this level [8].

Resent studies have expanded the application of
the method to include assessment of losses beyond the
immediate impact of the extreme event. These assess-
ments are dependent on adopted policies, and serve in
turn to evaluate potential policy measures.

The main problem in using CAT models relates to
the availability of historical data to construct and vali-
date the models. With scarce data, there is also the dan-
ger that catastrophe models are ‘overfitted’” to describe
relatively few recent events that have been observed,
with the result that further events will give rise to sur-
prises when they do not behave exactly like the previous
ones. Another problem is uncertainty: “Failure to in-
clude the major sources of uncertainty in CAT models
will lead to a systematic understatement of risk” [9]

The method has been used to model the impact of
hurricanes, cyclones, extreme storms, earthquakes,
landslides, volcano eruptions, corrosion in pipelines,
outbreaks of infectious diseases, and terrorist acts.

Black Swan Theory

Black Swan theory concerns high-impact, hard-to-
predict, and rare events beyond the realm of normal
expectations. It is intended to explain the non-
computability of the probability of the consequential
rare events using scientific methods (owing to the very
nature of small probabilities), as well as the psychologi-
cal biases that make people individually and collectively
blind to uncertainty and unaware of the massive role of
the rare event in historical affairs. Nassim Taleb defines
Black Swan as “an event with the following three at-
tributes. First, it is an outlier, as it lies outside the realm
of regular expectations, because nothing in the past can
convincingly point to its possibility. Second, it carries
an extreme impact. Third, in spite of its outlier status,
human nature makes us concoct explanations for its
occurrence after the fact, making it explainable and pre-
dictable.” [10].

In foresight- /scenario-based planning such events
are referred to as ‘Unknown Unknowns’ [11]. Taleb’s
understanding is not to attempt to predict Black Swan
events, but to build robustness against negative ones
that occur and be able to exploit positive ones. Accord-
ing to other authors, while one cannot expect perfect
foresight, in fact past experience foreshadowed the pos-
sibility of the World Trade Centre and other disasters
which points out the need for good methods of learning
from past experience. March et al. discuss strategies for
“learning from samples of one or fewer,” which is often
necessary in order to successfully avoid severe events.
The general strategies they suggest include ways of
viewing past history more “richly” (to extract as much
information as possible from unique events), and using
‘near misses’ and hypothesized scenarios to enrich the
available database [12].

The analysis of NASA’s response to precursors to
the Challenger disaster also shows the importance of
being vigilant to incipient signs of problems, rather than
ignoring or rationalizing them and minimizing the at-
tendant dangers.

Methods of precursor analysis provide one strategy
for using prior event information in estimating the fre-
quencies of extreme events. Collection, reporting, and
analysis of data on near misses or “precursors” to severe
events are important steps to facilitate learning from
past experience. Reporting of near misses is valuable for
gaining qualitative insight into how (small) failures or
errors develop into near misses or more serious events;
arriving at a statistically reliable quantitative insight into
the occurrence of factors or combinations of factors
giving rise to incidents; and maintaining a certain level
of alertness to danger and avoid complacency [13].
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While perhaps less well recognized, analogies
from prior events are also needed to estimate conse-
quences, just as much as to estimate occurrence fre-
quencies, since modelling or predicting the conse-
quences of an event requires that we have some basis
for predicting the particular conditions that are likely to
occur afterwards.

Black swan theory has been used to explain space
launch failure and pandemics. So far, its broader appli-
cation to security foresight seems to be limited to appre-
ciation of the need to consider ‘unknown unknowns’ in
the conceptualisation of potential responses.

Dynamic Modelling

This group of methods and models uses historical
time series data sets to characterize and reconstruct (of-
ten through predictive models) the dynamics of the
emergence of extreme events. As input it uses empirical
time series (historical records of intensity, location, tim-
ing, etc. of events of interest); consequences of extreme
events within a given natural, social or ecological sys-
tem, as well as on other systems with which it is cou-
pled (e.g., environmental crises caused by human ac-
tions or socio-economic crises caused by natural ef-
fects). As output, it defines characteristics of the dynam-
ics of emergence of extreme events and/or predictive
models.

The following are along the main methods for
characterization of the dynamics: spectral analysis; as-
sessment of memory and long-range dependence, e.g.
through the auto-correlation function; pattern recogni-
tion methods.

The dynamic models can be deterministic or sto-
chastic, continuous or discrete in time, continuous or
discrete in space. Boolean delay equations and kinetic
logic, maps, flows, and automata are among the main
groups of dynamic models used to explore extreme
events [14].

Applications encompass modelling of natural
events such as floods and extreme rainfall [15], earth-
quakes [14], and volcano eruptions [16].

Agent Models

Agent-based models (ABM) (designated also as
multi-agent systems or multi-agent simulations) consti-
tute a class of computational models for simulating the
actions and interactions of autonomous agents—both
individual and collective entities such as organizations
or groups—in order to assess their effects on the system
as a whole. The models simulate simultaneous opera-
tions and interactions of multiple agents, aimed at recre-
ating and predicting the appearance of complex phe-

nomena. A key notion is that simple behavioural rules
generate complex behaviour at system level. Individual
agents are typically characterized as boundedly rational,
presumed to be acting in what they perceive as their
own interests, using heuristics or simple decision-
making rules.

Typically, agent-based models are composed of:

e numerous agents specified at various scales
(typically referred to as agent-granularity);

e decision-making heuristics;

o learning rules or adaptive processes;

e an interaction topology;

e anon-agent environment.

From a systems analysis perspective, disastrous
events are usually seen as resulting from complex inter-
actions between different systems, such as physical,
social, economic, etc. In participatory approaches to
policy making, on the other hand, agent models allow to
emphasise the involvement of various concerned inter-
est groups and thus to evaluate policy options.

It is recognised that analytical solutions producing
optimal allocations are impossible, due to the complex-
ity of the policy problem, and the large amount of sto-
chastic variables in particular. Hence, as input agent
models use goal functions, constraints, distributions;
spatially explicit data, e.g. water basins, urban and water
management infrastructure, etc.; catastrophe generation;
space of initial solutions and serve, for example, to as-
sess policy decisions vis a vis a single overarching goal.

Agent-based models are used in simulations to
adaptively improve the values of the policy variables
according to the goal function, in combination with
Monte-Carlo simulations.

Agent models have been used to model the impact
of floods and to evaluate alternative policies for ad-
dressing the hazard and its consequences [17], [18].
Other security related applications aim at identifying
conditions for emergent behaviour [19].

Complexity Studies

By ‘complexity studies’ we denote methods draw-
ing from studies of complexity and self-organization. At
the end of the 1980s it was discovered that a wide range
of models and natural phenomena—Iandslides, wild-
fires, and earthquakes—exhibit ‘self-organized critical-
ity,” thus triggering interest in the application of respec-
tive methods in the study of extreme events [20].

The application of methods from complexity the-
ory is based on observation of power laws in the fre-
quency-size distributions of natural (and some social)
phenomena. Such power laws indicate presence of frac-
tal structures. It was suggested as a consequence that in
addition to the three features of extreme events, listed
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above—rarity, irregular occurrence, taking extreme val-
ues—they have to be studied as inherent to the system
under study, rather than being due to external shocks
[21].

Self-organized criticality builds on the hypothesis
that many complex phenomena can be explained by
simplistic physical laws and/or one underlying process.
The method studies the internal interactions in large
systems. Specifically, it states that large interactive sys-
tems will self-organize into a critical state (one gov-
erned by a power law). Once in this state, small pertur-
bations result in chain reactions, which can affect any
number of elements within the system.

The respective models describe interactions of
many elements according to fairly simple rules and at-
tempt to replicate natural phenomena. Once the model is
considered valid, it can be used to understand the condi-
tions under which extreme events occur.

Since the 1990s a number of models have been de-
veloped to study natural phenomena emerging as a re-
sult of the internal dynamics of large systems. Among
them are:

o the sandpile model used to study landslides and
avalanches;

o the forest-fire model used in studies of wild-
fires;

o slider-block models implemented in earthquake
research [22].

Summary of Implementation

Figure 1 outlines decision support issues addressed
by modelling extreme events and the interfaces among
them. The development of models can be based both of
real world data and simulation results. Then, models are
applied in addressing specific issues, as follows:

o Extreme value theory models are built on
available empirical data and then used to model the re-
spective hazard, utilising the probability distribution to
estimate likelihood of occurrence and intensity. This in
turn feeds into the scenario generation process.

e Dynamic models are used to characterise and
understand better the dynamics of emergence of ex-
treme events. They are built on empirical time series as
well as simulation data and records on consequences of
extreme events within a given natural, social or ecologi-
cal system. Dynamic models are used primarily in sce-
nario generation involving both the hazard and the ob-
ject, or system, influenced by it.

e Black swan theory also provides insight on is-
sues depicted in the upper left corner of Fig. 1. It is used
to extract information from a very few empirical cases

or ‘near misses’ and to expand the space of options con-
sidered in the scenario generation process.

e Methods drawing from studies of complexity
and self-organization examine the hazard and the sys-
tem under its influence in their mutual dependencies.
They are built on historical records, e.g. interoccurrence
and recurrence times of earthquakes, and the character-
istics of the physical environment. Then they are used to
calibrate models of natural phenomena.

e Agent models are built on the understanding of
driving forces and rules of behaviour, and calibrated for
compliance with empirical data. They represent the
complex of a hazard, ‘objects’ under its influence and
policies. Then agent models are used to estimate the
impact of the hazard and assess capability requirements
and policy options in preventing, reacting to, and man-
aging the consequences, as well as on resilience en-
hancement.

e CAT models cover most fully the issues de-
picted on Fig. 1. They also treat jointly hazards and sys-
tems under its impact. Then, CAT models are used to
estimate potential losses and to facilitate the develop-
ment of insurance policies.

In view of recent catastrophic events, policy and
expert communities are becoming increasingly aware
of the limits of established risk analysis and risk man-
agement approaches [23]. Such hazards cannot be
treated in the same framework as more regular events
with a well understood impact. However, there is no
unifying theory allowing to treat rigorously extreme
events in support of the development of security poli-
cies. The examples here provide a glimpse on the
growing field of theoretical studies on the modelling of
extreme events and their practical implementation and
thus contribute to a discourse of a huge practical sig-
nificance.
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Fig. 1. Decision support issues and implementation of methods
for modelling extreme events
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PenenzenT: a-p TexH. HayK, npod., 3aB. kad. nHPopMarmoHHbIX ynpasistomux cucreM O.E. denoposuu, Hanmo-
HaNbHBINA a’pokocMuyeckuit yauBepcutet uM. H.E. KykoBckoro «XAWN» , XapbkoB, Ykpausa.

MOJIEJIMPOBAHUE SKCTPEMAJIbHBIX COBBITHUI 1151 TPOTHO3UPOBAHMSI
UH®OPMAIIMOHHOM BE3OITACHOCTH

T./1. Tazapes, I1. U. Heanosa

B coBpeMeHHOM TUIaHHUPOBaHUHU O€30MACHOCTH MCIIONB30BAHUE MOX0/IA K YIPABICHHIO PUCKAMH 3HAYUTEIHHO
yBeNM4MBaeTcs. B JaHHOM monxo/ie, IIaHUPOBIIMKH CTPEMSITCS OLIEHUTh BEPOSITHOCTH COOBITHI M MOTEHIUATBHBIX
TIOTePh NPH HACTYIUIEHHH COOBITHH, M 3aTE€M BBIOPATH OIpEeNICHHbIE MEPOIPHUSITUS JIJIsi MUHUMHU3AIMU HHTETpaJlb-
HOT'O KPUTEPHsI PUCKA JJIsl HEKOTOPOI'0 MHOXKECTBA COOBITHI. OTHAKO, COOBITHS C MaJIOH BEPOSTHOCTHIO BOSHUKHO-
BEHHMs1, HO OOJIBIIUM MTOTEHIUAIBHBIM (PAKTOPOM BO3JEUCTBHS, OTHOCSIIHECS K T.H. «9KCTPEMAIbHBIMY, WITH «KaTa-
CTpO(UUECKUM», TOIDKHBI pAcCCMAaTPUBAThCS MO-IPYroMY, B OTIIMYME OT TeX COOBITHI ¢ OONBIION BEPOSTHOCTHIO
BO3HHMKHOBEHHS, HO MaJIbIM (PakTOpOM BoO3JeWcTBHs. CTaThsi NPENCTABISIET KPaTKUH 0030p LIECTH «METOJOB» C
pUMepaMH, KOTOpbIe UCIIONB30BAINCH ISl PELICHUs 3a1a4 YIIPaBJICHUsS PUCKAMH, OTHOCSIIMMHUCS K WH(popMaru-
OHHOHN 0€30MacHOCTU — TEOpHsl IKCTPEMAIIbHBIX 3HAYEHHH, MOJEIH KaTacTPOPUYECKUX IOTEPh, TEOPUST YEPHOTO
nebens, TMHAMUYECKOe MOJIETIUPOBAaHNE, areHTHbBIE MOJIENH, UCCIIEOBaHUS CIIOXKHOCTH. CTaThs NpeaCcTaBisIeT co-
00ii OCHOBHYIO MH(OpMAIHs MO 00JIACTSM NMPUMEHEHHUS M MOJUYEPKUBAET OrPaHMYECHUS] YCTaHOBJIEHHBIX METOJIOB
yTIpaBJIEHUs] pUCKAMH.

KaroueBsbie ciioBa: TeOpust SKCTPEMaIbHBIX BETMYHH, MOJAEND yIiepda OT TEXHOICHHBIX aBapuil U KatacTpod,
TEOpHs YEPHOro JieOe s, TMHAMUUECKOE MOJIEIUPOBAHNUE, areHTHBIE MOJIEIH, UCCIIEIOBAaHUE CIOXKHOCTH, IIOJIUTUKA
0€30I1aCHOCTH, IJTAHUPOBAHHE.
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MOJIEJIIOBAHHSI EKCTPUMAJILHUAX MO IIH
JIJISI TPOTHO3YBAHHS IHOOPMAIIMHOI BE3ITEKA

T./. Tazapes, I1.1.I6anosa

VY cydacHOMY IUTaHyBaHHI O€3II€KH BUKOPUCTAHHS MAXOAY A0 YIPaBIiHHS PU3HUKAMU 3HAYHO 301IbIIYEThCS. Y
JTAHOMY MiJIXO/i, IUTaHyBaJIbHUKH TParHyTh OLIHUTH BipOTiJHOCTI MO Ta MOTEHLIHHNX BUTPAT 32 HACTAHHS I10-
IiHi, 1 HOTiM BHOpaTH MEBHI 3aXO/H U MiHIMI3allii IHTETPaIIbHOTO KPUTEPI0 PU3KKY ISl NESKOI MHOXHHH TOMIH.
OpHak, Moii 3 MaJor BipOTiHICTIO MOSBY, aJie BEJIMKUM MOTEHIIaTbHUM (DAKTOPOM BIUTUBY, IO BiJHOCSTHCS IO T.
3. «EKCTPEMANIbHHUX», 200 «KaTtacTpodiyHUX», MOBUHHI PO3TJISIIaTUCS TO-1HIIOMY, Ha BiJIMiHY BiJl TUX TOJIH 3 Be-
JIMKOIO BIPOTiTHICTIO IOSIBH, aJjie MaJuM (haKTOPOM BILUIUBY. Y CTAaTTI BUKJIAJEHO KOPOTKUH OIS IIECTH «METOMIIBY»
3 NPUKJIAZaMH, SIKI BAKOPHCTOBYBAJIHCH UIsl PIIIEHHS 3a/1a4 yIpaBJIiHHS PU3UKAMH, 10 BiIHOCATHCS A0 iH(popMa-
LiitHOi Oe31eKH — Teopisi eKCTpEeMATbHUX 3HAYEeHb, MOJIEN KaTacTpOo(iYHUX BUTpAT, TEOPis YOPHOTO JIede s, JiHa-
MiYHE MOJICITFOBAHHS, areHTHI MO, MOCTIKEHHS CKIagHOCTi. CTaTTs CTAaHOBUTH COOOK OCHOBHY iH(pOpMAIliro
10 00JIACTSIM 3aCTOCYBAHHS 1 MiAKPECITIOE OOMEKEHb BCTAHOBJICHUX METO/IIB YIIPABIIHHS PU3UKAMU.

Koarou4osi ciioBa: Teopist ekcTpeMaabHUX 3Ha4€Hb, MOJIEIb 30UTKY BiJl TEXHOT'€HHHX aBapiil Ta KaracTpod, Te-
opist yopHOro jebens, AMHAMIYHE MOJEIIOBAHHS, areHTHI MOJENi, IOCIHi/PKeHHS! CKIaJHOCTI, MOJiTHKa Oe3MeKy,
TUIaHYBaHHSI.
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