Be3nexa kpumuunux ingppacmpyxmyp

241

UDC 004.94 : 519.217

A.V. SKATKOYV, N.A. SKATKOVA, V.S. LOVIAHIN

Sevastopol national technical university, Sevastopol, Ukraine

DETERMINATION OF THE EVOLUTIONARY CRITICAL
INFRASTRUCTURES SYSTEM CHARACTERISTICS
ON THE BASIS OF THE SEMI-MARKOV THEORY

Definition of evolutionary processes for critical infrastructures are given in the work. Analytical model of
evolution are developed, on the basis of semi-Markov theory. Formula for calculation of basic system
characteristic of evolution (mathematical expectation of time needed for evolution) are purposed. Some
minuses of analytical approach for solving of the problem of critical infrastructures evolution researching are
listed. Simulation modeling is purposed as an alternative solving for the problem.
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Introduction

There is no universal definition of evolution
process as phenomenon. As well as there is no universal
model of evolution of critical infrastructure.

In this work we concretize term “evolution” as a
following process.

Critical infrastructure consists of systems. Normal
functioning of critical infrastructure is maintaining of
balance between potentials of infrastructure and
consumed resources.

If the amount of consumed resources changes, it’s
necessary to make changes in subsystems in order to
keep balance in the whole system.

62,1 ‘::3, 2

1. Definition of evolutionary processes

Evolution of critical infrastructure subsystems is
obtaining or quality changes in some characteristics
over the certain time. On every stage of evolution
system improve its quality characteristics [1].

If subsystem of critical infrastructure evolves over
the time, less then certain valid time, then process of
evolution is successful. Otherwise subsystem should be
returned to last useable state and evolve by another way.

Successful evolution of critical infrastructure take
place only when all subsystems evolve successfully
while balance between potential of infrastructure and
consumed resources.

fN, N-1

Fig. 1. Stages of CI’s evolution

The evolution of critical infrastructure goes
through N-1 stages, which are defined on phase space
E={1,2,....N-1,N} (fig 1):

n — time needed for the evolution of critical
infrastructure on stage with number i;

n = Fi(x), where F; — distribution function of
random value;

h; — maximum time allowed for evolution on i"
stage.
System is evolving when 1; < h;, otherwise system
returns to previous stage.
&j— probability of transition of
infrastructure from stage i into stage j.
Eknr T Eir=1
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2. Analytical model of CI's evolution

The evolution of critical infrastructure can be
describes by following sequences: {&} and {n}.
Mathematical model of critical infrastructures evolution
may be built on the basis of these sequences[2].

Transition probabilities in Markov Chain:

P{C, =k +1|C, =k} =P{n <hg} =FK (hy);
P{Coy =k-1|C, =k} =P{n >hy}=
=1-F(hy) = F (hy);

P{Co =11C, =1} =P{n; > hy} =F (hy);
P{Chu =118, =N} =1.

Other transition probabilities are 0. 6, — time, that
system spent in stage with number k.

Oy = min{ny, hy}=n Ahp k=1L N-1;
GN =0.

Time, that system spent in k™ state, if system will
transit to I'" state:

Ok k+1 =TNk> O k-1 =hy

0 =h
ON,I = 0
Other transition times are 0. My, — time of

transition of system from k™ state to 1" one.
Mk,l = hk’ if l=k_1,k =1,N-1;
Mk,l = M{nk}a if 1= k+1,k =2,N-1;
M) =hy;
MN,] = 0
t; n — expectation of the time of systems transition
from 1% state to N™ state is the main system
characteristic of evolutionary critical infrastructure.
Analytical mathematical model of evolutionary
system:
tn— (Pt N+ P2t N) =
=P My +P oM, + P M N
ton—(Po N +Pastsn) =
=Py 1My +P3My 3+ P \M)

tin —(PistioN HPatiaN) =
=P M i +PiaMi g + P M N

tNoN PNor N2t N =

=PnopNn2MincN—2 F Py MG N

Also we can show following system:

tn( ~F(h))) —ty NFi(h)) =
=Fi(h)h, +F (h)M{n,}:

toN —(tl,Niz(hz) +tzNFa(hy)) =
=Fa(hy)hy +Fy(hy)Min, };

tiN _(ti—l,NI_:i(hi)+ti+1,NFi(hi ) =
= Fi(hjh; + E (hj)M{n;};

tN-iN N2 N Enar(hneg) =
= FN-1(hnop)hnog + Byo (hno) M -

We assume following notation:

h; —F (hj)(h; —-M{n;}) =b;, E(hj) =F
Then previous system can be written as:
t NF —to nF =Dy

—tinE o N —t3NF 2=bo;

—tioNFi +t N — i nF i=bis

—tN—2,N N1+t N = b
Determinant of previous system
NI e

Let’s show additional determinant 4y, for

calculating t;

ANy =
bb E 0 . 0 0 0 0
b, 1 K . 0 0 0 0
-~ [bn2 o 1 Ko 07
by 0 w0 Ry T Ry
by 0 0 0 0o K 1

Let’s define determinant 4y, as Hyei and after

it’s calculation we’ll take following formula:

Hyyp =
o N-1
= HN - FN—] FNHN—l +bN H Fk
k=l

We have:
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Hz =b],

H; =b; +byF = Zb H
i=l1 k=1

H4 = b] +b2ﬁ +b3EF2F3 =

SulTR-Xb zm

i=1 k=l =1 1=2

We assume:

i—1

-3 n-2
Hy = ZblHFk - Z b [TF D FRag+
i=l1 = i=l1

= k=1 l=i+l

-5 i-l 4
+Z blHFk Z F1Fl+l Z m+l

i=1 k=1 1=i+l m=1+2

Hyop = Z blHFk -
i=1 k=1
-1 N-3
b [F X BFo+
i=l k=1 l=i+l
N-6 i-l N-— -3
+Zb1 FkZFFlH Z mm+1
i=1

i= k=1 l=i-1 m=1+2

N-4 i

Let’s prove following formula:

N-l il N3
Hya =2 bi[ B -2 b;
il kel il
-5 il N-4

+Z blHFk Z FlFl+1 Z m+l

i=1 k=1 I=i+l m=I+2

4 i-l 3
=By ZblHFk +Fyoi by Zb [1E Z BE,; -
i=1

i=l k=1 =i+l

N-6 i-1 -5
~Fyan 2 b TE Z F,

i=1 k=l 1=i+l

N-3 N-1
x Y FpFog+4+by [ [ K
=] k=1

m=I+2

i1 N-2
B 2 FRy+
1

k=l l=i+l

—_

b N2b N-

Group the terms of formula with the same number
of factors:

n
HN+1—ZbHFk_
i=l1 k=1
n-3 i-1 —

- b [E Z FF, +Fyfy Z b; HFk)+

i=1 k=l I=i+l i=1

-6 i-l 4
+(Z b [ 1K Z FF, Z FonFonsp +

i=l k=1 I=i+l m=1+2
N-4 i-l N=3
+FvoiBn 2 bil TR X FnFinst)-
i=1 k=1 1=i

Term in ﬁrst brackets convert into:

-3 i-l
Zb TT5 Z R+

i=l1 k=1 1=i+l
N-3 il _ N-3 _
= > b [EEnaFn +bnoa [ BeFnoiby =
i1 k=l k=1
N-3 il N-2

b [ [F( X, FFy +Fy Fo)+
i=l1 k=1 1=i-1

N- — i—1 -1
+bn- 2HFkFN 1Py = Z b [ [ E Z FER,;.

i=1 k=1 I=i+l
The same way let’s group terms into the second
brackets. Finally we take following formula:

HN+1 =

i—1

i—

-
Fy Z R+
1

1=i+1

b;

£ i
et

1 Fk_ bl
i=1 1 i=l k=

.:;
._.II

+ bl Fk Z FlFl+l Z m m+1
i=l1 k=1 l=i+l m=1+2

The resulting formula is the same as previously
proposed.

Let’s take formula for calculating of expectation of
the time of evolution from previous one:

b:

N p, 2y, b; NS oy NS
tl,N =.ZN_1 - Z N-1 - FF]+1 + Z W Z F]F]+1 Z m m+1 N-1 z HH+1

11HFk11+1 m=I1+2

i=1 H F, 1=i+1
k=i

*ZFm +IZ J+]+

m=I+2

3. Example of solving of analytical model

Here is an example of calculating of mean of the

critical infrastructure evolution time.

jF=m+2

The number of stages in evolution: N-1=5;

Average time of evolution for every stage is
distributed as a normal random value with parameters of
distribution m=0.5, 0=0.2 (fig. 2).
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Fig. 2. distribution function of random value x.

Values of maximum allowed time for system
evolving on i" stage are same and uniform distributed
between 0 and 1.

Let’s show dependence (fig. 3) of the time of
evolution of critical infrastructure from h; value.
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Fig. 3. dependence of the time of evolution ofcritical infrastructure from h; value.

The obtained dependence clearly demonstrates that
the minimum time of evolution is reached at the maximum
allowable limit of time for evolution on i" stage.

4. Simulation modeling of critical
infrastructure evolution

Simulation modeling allows to get the
implementation trajectory and time of CI’s evolution
time for a quite short time period.

Using together simulation modeling and statistical
methods allows to find the time of critical infrastructure
evolution with a specified error without using of
analytical models.

To study behavior of CI under different external
conditions, we purpose developed software (simulation
model). This software can be used as well as in
scientific researches and in process of studding of
specialists in CI safety.

Now that software is the first version of the
research bench purposed to study the evolution
of CI.

It has an hierarchical user interface. With
increasing of number of the hierarchical level of user
interface amounts of available for user data increases as
well, as tools.

User interface on a first hierarchical level allows
user to set parameters of stages in CI’s evolution, to
obtain a trajectory of evolution and basic CI’s
characteristic — mathematical expectation of time
needed for evolving of CI.

User interface (fig 4,5) of a high level allows user
to add into model additional program modules and links
this simulation model with another models.

On first hierarchical level interface include 2 tabs.
First one — designed for a setting model parameters
(fig 4). Second — shows results of simulation modeling

(fig 5).
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Fig. 4. User interface of CI’s simulation model
(Parameters tab)

To obtain the time of CI evolution user should
follow the next scenario:

1. Select tab “Parameters”, if another is selected.

2. Enter the number of stages of CI evolution in
field “Number of stages of CI’s evolution”.

3. In the “Stage parameters” must be set:

- type of distribution;
- volume of available resources on that stage;
- time limits for evolution.

4. Procedure on step Ne3 should be repeated for all
stages.

5. Press button “Simulate” for running of modeling
and get results on tab “Result”.

Tasks which can be solved using proposed
simulation model:

Finding  dependence  between  value of
mathematical expectation of time of CI evolution and
such parameters as:

*  Number of stages of evolution

* Allocation of resources between stages of
evolution

e Characteristics of CI, which define evolution
time distribution.

Also purposed simulation model can be used for
solving optimization tasks such as: “Dynamical
allocation of resources between the evolution stages
with limitation of CI’s life time and/or length of
evolution trajectory”.

Fig. 5. User interface of CI’s simulation model
(Results tab)

Conclusion

It should be noted, that analytical modeling is an
exact method of modeling and evolution time
calculating for CIs. However, the applicability of this
method is limited, due to high complexity of resulting
formula for critical infrastructures with big amount of
stages of evolution.

In such situations, we may use simulation models
of the evolutioning critical infrastructures.

Purposed simulation model can be used for solving
optimization tasks such as: “Dynamical allocation of
resources between the evolution stages with limitation
of CI’s life time and/or length of evolution trajectory”.
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BU3HAYEHHSI CACTEMHUX XAPAKTEPUCTHK EBOJIIOIIIT
KPUTUYHUX IHOPACTPYKTYP HA OCHOBI TEOPIi
HAIIIBMAPKOBCBKUX ITPOIIECIB

O.B. Cxamkos, H.O. Cxkamkoesa, B.C. /losazin

JlaeTbCcs BU3HAUEHHS TMPOLIECY €BONIOLIT KPUTHYHOI iHQPAaCTPYKTYpu. Y CTaTTi HANAE€ThCs, po3poOiieHa Ha
OCHOBI TeOpii HariBMapKOBCHKHUX TPOIECIB, aHATITUYHA MOJIENb €BOJIOLIT KpUTHYHUX iH]pacTpykTyp. HaBoguTecs
¢dopMyna s po3paxyHKy 0a30BUX CHCTEMHHX XapaKTEPHCTHK EBOJIONII (MaTeMaTHYHOIO OYIKyBaHHS 4Yacy,
HeoOximHoro ans eBoironii. [lepepaxyBaHHs AESKUX HEAONIKH aHANITHYHOTO IMiJXOMy IO BUPINIEHHS MpoOiIeMu
JIOCII/DKEHHST  €BONIOLIT KPUTUYHO IH(QPACTPYKTYp. 3alpoloHOBaHO IMITalliiHy MOZENb EBOJIONI SIK
aJbTepHATUBHE PillIEHHS POOJIEMU.

Karo4oBi ci1oBa: eBoMIONIiS KPUTHYHUX IHPPACTPYKTYP, KOHIETIIS «IIOTEHIIia», HAlliBMaPKOBCHKHUX MOJIEb,
iMiTaIiiHa MOJIEIb.

ONNPEAEJEHUE CUCTEMHBIX XAPAKTEPUCTHUK 3BOJIIOIINN
KPUTUYECKUX UHOPACTPYKTYP HA OCHOBE TEOPUHN
MHOJYMAPKOBCKHUX TPOLHECCOB

A.B. Ckamkoes, H A. Ckamkoea, B.C. Jlosacun

Jlaercst ompeneneHue Ipoliecca 3BOINIOLMHA KPUTHYECKOW HH(PACcCTpyKTYphl. B craThe mnpemocTaBisiercs,
pa3paboTaHHasi HA OCHOBE TEOPUH IOJYMAapKOBCKUX IPOILIECCOB, aHATUTUYECKAss MOJIENb ABOIIOLUH KPUTHYECKHX
uHppacTpykTyp. IlpuBomutcs QopMyna Il pacyera 0a30BBIX CHCTEMHBIX XapaKTCPUCTUK  SBOJIOIMH
(MaTeMaTHYECKOTO OKUIAHHUS BPEMEHH, HCOOXOIUMOrO IS SBOIONMH. [lepedrcieHHbI HEKOTOPhIE HEMOCTATKU
AHAJIUTHYECKOTO TMOAXO0Ja K PEIICHHIO MPOOJIeMbl HUCCICIOBAHUSA SBOJIOIUM KPUTHYECCKA WHGPACTPYKTYP.
[IpemiokeHa MIMUATAIIMOHHAS MOJEH SBOJIOINH KaK aJIbTCPHATUBHOE PEIICHUE ITPOOIEMBI.

KiroueBble c10oBa: SBOJIIONMSA KPUTHUSCKUX HHGPACTPYKTYP, KOHIICHIHS «ITOTCHIHAD», MOJYMapKOBCKAs
MOJIeJTb, UMHTAITHOHHAS MOJICITD.
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