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THE PROBABILITY OF MULTIPROCESSOR SYSTEM FALLING
INTO DANGEROUS STATE ESTIMATION

In this paper the problem of determining the probability of multiprocessing control system falling into one of
states marked as dangerous, were formalized. Statistical estimates of the probability that a system is in a dan-
gerous state were obtained. This estimates, may help in providing safety for multiprocessor systems. There
were proposed equations to change the estimation for probability of system falling into a dangerous state dur-
ing operation for multi-processor systems with embedded self test feature.
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Introduction

Multiprocessor control systems are applied in the
most critical fields of human activity, such as aviation
and space systems, nuclear power plant control systems,
large-scale production systems. Such systems shall sat-
isfy the highest standard of functional safety, because
the cost of their failure is significant financial loss or
even human life. Modern multi-processor control sys-
tems may be builton any variety of processors, may be
equipped with built-in failure detection and trouble-
shooting system, may have a multi-level hierarchical
structure. Safety analysis of the above control systems is
relevant and highly complex scientific task.

Note that the security is the compound concept [1].
In this paper we paid attention to one probabilistic
safety indicator that is the probability of a multiproces-
sor control system falling into a dangerous state.

1. Definitions and naming

Let us consider the behave or of multiprocessor
control system in the interval of working time [0;t]. Let

the number of processor sin the system be n. Let
X{,X9,...,Xp , be binary variables reflecting the state of

processors: x; =0 if failure occurs during the interval
of working time[0;t] and x; =1 otherwise/

Let’s denote p; as probability of failure-free func-
tioning over a period [0;t], then q; =1-p; would be

the probability of fault of the i-th processor in this time
period. We should note that the probability of failure-
free functioning of thei-th processor in the interval
[0;t] is determined according to well-known relation

—Ait . .
pj =¢ 1, where A; - the failure rate of i-th processor.

A; values are tabulated.

Also let’s denominate vector

X=(x1,x2,...,xn), whose components are the states

binary

of processors, as the state vector of the system. Within
this paper, we assume that the system state is defined by
a set of states of all its components, and thus the concept
of "system state" and "state vector" are used inter-
changeably.

The set of all possible system states is denoted

B(n), it is obvious that the number of different states of

the system equals 2. Among the set of functions per-
formed by the control system, there are those even a
single failure of which leads to a dangerous state of the
complex "object of control - the control system." Let us
term this state of a multiprocessor system as dangerous.
Let the set of dangerous states of the system be de-

noted D(n). Also, let’s introduce the term — the func-
tion that indicates dangerous states of the system,
o(X):

“XF{Q X ¢D(n),

I, XeD(n).

2. The probability of system falling
into a dangerous state assessment

The probability P(D(n)) system is falling into a
dangerous state is:

’ (D (n)) ) Xe%(n)

¢(X)P(X), (1)

here X eB(n) denotes that the sum is performed
for all binary vectors of length n, P(X)- stands for the
probability of the processors for which x; =0 failed in

[0;t] period, and processors for which x; =1 were

functioning properly.
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The probability of the state vector of the system
P(X) used in equation (1) is:

n
P(X)=TI1p;
i=l1
where p; is the probability that thei -th processor is in a

state designed by x;, i.e.,

Pj =x;pj +(1-x{)-qj. )

Note that in (2) binary variables x; are used as in-

i
tegers that posses values 0 or 1, which allows us to write
conditional statements in short form. It is obvious that
for large enough values of n calculations in (1) are im-
possible to perform in approachable time. In this case,
the value of the probability of system falling into a dan-
gerous state can be evaluated using statistical tests.

Specialized generator produces random or pseudo-
random test affections that are applied to the model of
the object and that is the way statistical tests are run-
ning. Statistics accumulates and statistical estimates of
studied amounts can be formed according to the list of
results of such tests. The general scheme of the statisti-
cal tests described in detail in [2].

In this paper P(D(n)) the probability of the sys-
tem falling into a dangerous state is discussed. Pseudo-
random probations series are represented by state vector
X . Model must determine whether a state is dangerous.
It is specified as function ¢(X). For these purposes

GL-model [3] with minor modifications can be used.
Note that for the same amount during statistical
tests estimates may differ. Here are four statistical esti-

mates of P(D(n)) which are denoted as P;(D(n)),
Py (D(n)), P3(D(n)) and Py(D(n)).

bl (i =1). pleh (x; =1). Pheh (%), Phch (X) are
pseudorandom generators for vectors of the system.
Properties of un bias edness and consistency can be
proven for all these statistical estimates, taking into ac-
count generation parameters shown above.

According to the classical approach of the prob-
ability parameters of computer systems evaluation by
statistical tests, probability of a dangerous state is [4]:

ey N |
HCOE L R

Parameters

where (n) is the set of a pseudo-random binary vec-

tors of length n. It is formed with a specialized genera-
tor, for which probability of 1-value occurrence for i -th
position in each test run is

(1

Pgen (xi =1)=pj.
L= |Ql (n)| is number of statistical tests. Note that this

approach is rarely used in practice since it requires a
large number of experiments to achieve an acceptable
accuracy of the estimate.

Statistical estimates of the dangerous state’s prob-
ability may be obtained using so-called "quickening of
statistical tests" [4] method:

_ XeOy(n)

P (D(n)) K . @

wherey 1is the coefficient determining the degree of
speeding up, Q (n) is the set of binary vectors of
length n, formed with a specialized generator for which
probability of 1-value occurencef or i-th position in
each test run is

(2) pj
Paen (X =1)=— 1,
gen( i=1) Pi+v-q;

L, =|Q, (n)| is the number of statistical tests per-

formed, w(X) stands for weight (number of 1-

value components) of binary vector X, K is a
constant for a given system, which is defined as

follows:
n 1
K= ———.

i=1P; +7-qj

In papers [5, 6] the grouping of state vectors X
according to their weights (the number of 1-valued
components) are used in order to reduce the statistical
error.

Using the technique of the statistical test proposed
in [5], we can obtain statistical estimate

n [ S(n,m)

P3(D(n))= ¥ :

_m=0 L3 (m) XeQ3(n,m)

X)[,

where Q3 (n,m) is the set of pseudo-random binary

vectors of lengthn and weightm, formed with a spe-
cialized generator for which the probability of vector X
occurrence in each test is

3) P(X)
P2 (x)= -
gen( ) S(n,m) ’
L3 (m)= |Q3 (n,m)| is the number of statistical
tests (for each m);
S(n,m) — the sum of the probabilities of the state

vector with weight m and length n, ie

S(n,m) = P(X),
(n,m) XGWZ(n,m) (X)

where X e W(n,m) notation means that the sum is

performed for all binary vectors of length n with the
weight m, W (n,m) - the set of all binary vectors of

length n, who has weightm .
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Values S(n,m) can be computed using the Rush-
die algorithm [7]:
S(i,j)=p;-S(i-Lj-1)+q; -S(i-1j),
where i,j<n; S(0,0)=1; S(i,j)=0 ifi<0.
Based on the results published in [6], statistical

evaluation of the probability that a system in a danger-
ous state is:

P4 (D(n)) =
n ¢y (6)
=X *(X)P(X) |
m=0 L4 (m) XeQ4(n,m)
where Qg (n,m) is the set of pseudo-random binary

vectors of length n and weight m, formed with a spe-
cialized generator for which the probability of occur-
rence of vector X in each test is

Fheh (X)=

Ly (m)=|Q4 (n,m)| is the number of statistical tests

(for each m).

3. The probability of multiprocessor system
entering dangerous state after the failure
of processor subset

Modern multi-processor systems are designed with
embedded self testing features, that can detect faults
during system’s operating. This section proposes the
mathematical tool for revaluating the probability of hit-
ting the system in a dangerous state after subset of its
processors failure.

We denote 1 as the set of indices of failed proces-
sors, let J be the set of indexes of processors that are up
at the time of control, it is obvious that

IuJ={1,2,...,n}. Let X(I)z(xi|iel) be the part of

the state vector of the system X, containing only the

binary variables x: with indices from the setl, and

1

X(J)= (xi|i € J) be the part of the state vector of the

- with

system X, containing only the binary variables x;

indices from the set J. X(I)=0 means that in positions
of vector X from the set of I only zero values were
found, and the binary variables from X(J) can be set
arbitrarily. Let k =|J| be the cardinality of the set J, it
is obvious that || =n—k.

Due to this, the probability of system falling into
dangerous state after a subset of processors failure is:

P(D(n)|X(I)=0)= X(J)EB(k)(p(X). P(X).

During calculating P(X) we may consider that x;

with indices from the I set are equal to zero, so that

P(D(n)|X(I)=0)= (il;[lqi}

4T e(X)-P(X(9)|.
"0
When fixing zero-values on (n—k) positions, the

indicator function of the dangerous state of the system
degenerates into a function of k boolean variables,
which we denote as v :

(P(X)|X(1)EO =V (X(J)) :

Thus,
P(D(n)X(1)=0)= (il;[lqi}
™)
{m%mwmmwmm

Denote the sum in (7) through P(D(k)):

PO 3 N0 PO
Then

POEIX0)=0)=( ITai | P00).

If the number of failed processors is small, and the
k quantity is large enough for direct computation in (7),
then, to determine P(D(k)) without any significant

changes statistical evaluation (3), (4), (5) or (6) may be
used:

__ :

P, (D(k)) = LTX(J)eZQl(k)W (X():
Py (D(k)) =

~(n-w(X(2)))
Xy
L, K

P3(D(k))=
Kk [S(k,m) :
_mEO{LE, ) x(J)e(i(k,m)W X(J))J,

S I
~ m=0{ Lg (m) X(3)e2, (k,m)

wwmwwmﬂ

Note that the latest statistical estimate Py (D (k))

has the smallest error [5].
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Conclusion

In this paper the problem of determining the prob-
ability of multiprocessing control system falling into
one of states marked as dangerous, were formalized.
Statistical estimates of the probability that a system is in
a dangerous state were obtained.

This estimates, may help in providing safety for
multiprocessor systems.

There were proposed equations to change the esti-
mation for probability of system falling into a dangerous
state during operation for multiprocessor systems with
embedded self test feature.
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OIITHKA MTMOBIPHOCTI IIONMAJTAHHSI BATATOIPOIIECOPHOI CUCTEMHU KEPYBAHHS
B HEBE3IIEUHUI CTAH

Mopaegeosc Ceiieo Minao, A.Il. Deceniok, B.O. Pomankesuy

VY nawiii cTaTTi NpOBE/IEHA OIiHKA BIPOTiHOCTI MONaAaHHs 0araTornporecopHoi CUCTEMH YIIPaBIIiHHS B HEOe3-
neyHuii crad. dopmarnizoBaHuii cTaH 6araToONpPOLIECOPHOI CHCTEMHU, SIKe KBai(iKyeThCsl K HeOe3neune. Y pooOoTi
OTpUMaHIi CTATUCTUYHI OLIIHKK HMOBIPHOCTI HOIaaHHs 0araTonponecOpHOi CUCTEMH KepyBaHHS B OJMH 31 CTaHiB,
BH3HAYEHUX K HeOe3neuHi. OTpUMaHO CITiBBiTHOIIEHHS JUTsl BU3SHAYEHHSI HMOBIPHOCTI ITOIaIaHHs OaraTorporeco-
pHOI cucTeMH KepyBaHHs B HEOE3MEUHUH CTaH IICIIsl BIIMOBH JICSIKOI i IMHO>KHUHU TIPOIIECOPIB CUCTEMH.

Karou4osi ciioBa:cuctemMu kepyBaHHsI, HEOE3IIEUHHIA CTaH, BiIMOBA.

OIIEHKA BEPOSITHOCTH MOMAJAHUS MHOTI'OITPOIIECCOPHOM CUCTEMBI YITPABJIEHUS
B OITACHOE COCTOSIHUE

Mopageosc Ceiieo Munao, A.Il. Deceniox, B.A. Pomankesuu

B nanHoii craTthe MPOBEACHA OLICHKA BCPOATHOCTHU IMONMaJaHUA MHOFOHpOHeCCOpHOﬁ CUCTEMBI YIIPpABJICHUA B
OIMaCHOEC COCTOSHHUE. (I)OpMaJ'II/ISOBaHO COCTOSITHUE MHOFOHpOHeCCOpHOﬁ CUCTEMBEI, KBaHI/I(bI/ILII/IpyeMOG KaK OITaCHOC.
B pa60Te MOJTYUYCHBI CTATUCTUICCKUE OLUCHKH BEPOATHOCTHU IMONMaJaHUA MHOFOHpOHeCCOpHOﬁ CUCTCMBI yIIpaBJICHUSA
B OJTHO U3 COCTOHHI/If/i, OIIPCACIICHHBIX KaK OITaCHbIC. HOJ’Iy'—IeHI)I COOTHOMICHUS IJIA ONPCACTICHHUA BEPOATHOCTH I10-
nagaHusa MHOFOHpOHECCOpHOﬁ CHUCTEMBI YIIPABJICHUSA B OIIACHOC COCTOAHUE ITOCJIIC OTKa3a HCKOTOPOIo IMOJAMHOXKC-
CTBa IPOLECCCOPOB CUCTEMBI.

KuaroueBble ¢jI0Ba: CUCTEMBI ypaBJICHHs, OITACHOC COCTOAHHUE, OTKA3.
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