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The problems of Information Security Culture promotion are more and more recognized by researchers work-
ing in the field of Information Security. ISC can be considered as an essential component of Information Secu-
rity Management systems today. The prerequisites to development of Information Security Culture are investi-
gated in this paper. The main factors that affect Information Security Culture are discussed, namely attitude to
IS requirements, standards of behavior and normative beliefs. An approach to complex qualitative evaluation

of ISC using convolution matrices is proposed.
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Introduction

Obviously more and more organizations develop a
much deeper understanding of the relationship between
Information Security (IS) and dominant business goals
[1]. A wide range of ready-made software, firmware and
hardware IS solutions enables the reduction of IS inci-
dents, which are mainly caused by external threats. At
the same time the quantity of internal threats usually
caused by human factor has increased in number.

IS incidents occur not only due to deficiency or in-
adequacy of IS policies, practices or procedures. Non-
compliance is often the reason. IS requirements are
usually considered by organization members to be limi-
tations and obstacles preventing them from day-to-day
activities. Poor understanding of IS function and its
goals also leads to low subjective perception of risk,
which in-turn leads to negligence. The lack of positive
attitude towards IS requirements results in promotion of
poor Information Security Culture (ISC). IS policies,
practices and procedures can lose their efficacy consid-
erably without high quality ISC promoted.

It’s essential to note that a set of guidelines to-
wards development of ISC was released by Organiza-
tion for Economic Co-operation and Development
(OECD) in 2002 [2]. This document aims to address
security issues via promotion of ISC. These Guidelines
include nine complementary principles, which should be
read as a whole: Awareness, Responsibility, Response,
Ethics, Democracy, Risk assessment, Security design
and implementation, Security management, Reassess-
ment. The principles listed above concern every partici-
pant in both strategic and operational dimensions.

Investigation of factors that develop positive atti-
tude towards IS requirements, prerequisites to ISC de-

velopment and design of complex method of assessment
is thus considered to be a matter of great interest in the
field of Information Security.

1. The development of attitude
towards IS requirements

The investigation of human factors in the field of
Information Security increasingly draws attention of
researchers. According to the survey presented in [3],
the majority of employees are quite confident that re-
sponsibility for integrity of information assets rests
solely on IS staff, and their major task consists of elimi-
nating mistakes and IS incidents aftereffects. As an
example, the author mentions an organization, whose
Service of Infosecurity carried out an awareness cam-
paign (on their own initiative) via corporate e-mail. The
main goal of this delivery was to make employees
aware of IS functions and to inform them about the
changes in IS policy. This initiative was unsuccessful,
since the majority of employees deleted the messages
without reading them due to low quality ISC. At the
same time, the survey of Service of Infosecurity staff
revealed that the main cause of IS incidents is regular
non-compliance to IS requirements and single system
failures. In other words, organizations still suffer from
casual or intentional employee errors despite the pres-
ence of valid IS policies and technologies.

There are two possible solutions to the issue of
non-compliance to IS requirements:

1. The first one is to implement a strict inspection
system, which also defines system of penalty fines and
disciplinary actions in case of non-compliance. This
solution is capable of producing quick results, though its
negative perception by employees makes its effect non-
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durable. Apart from this shortcoming, continuous su-
pervision inevitably leads to the growth of expenditures,
which can be completely unsuitable for small organiza-
tions.

2. The other solution is to develop a high level of
ISC. Though this option is rather long-term result ori-
ented, it promises a long-lasting effect in case of suc-
cess.

ISC is incentive in its nature, since it consists of
standards of behavior and behavioral patterns estab-
lished in an organization. Still, the first step toward the
development of ISC is the presence of positive em-
ployee attitude towards the goals of IS and its role in
organization’s activities. First of all, let us understand
the meaning of the term “Attitude”. An attitude is liabil-
ity of individual to a certain course of action in a par-
ticular situation. Speaking of IS, an attitude can be posi-
tive in case of compliance to IS requirements, or nega-
tive otherwise. An attitude can be represented as a ter-
nary structure, composed of affective, cognitive and
behavioral components [4].

Affective component is usually referred to some
phenomenon, event or particular person within an or-
ganization. That’s the way of human to evaluate objects
and phenomena around him and to create a perceptive
image. This image contributes to the development of
ISC and consolidates an overall attitude as well. For
example, recognition of supervisor’s authority or sub-
jective importance of sensitive information can be con-
sidered as affective component. Employee prejudice
will inevitably influence an attitude in negative way.

Cognitive component represents the knowledge
about some object towards which an attitude is formed.
The resultant belief will greatly influence an attitude
depending on the accuracy of underlying knowledge.
Cognitive component (unlike affective component) does
not have strongly pronounced emotional character. This
means it’s possible to change cognitive component via
rational evidence. For example, basic IS training can
lead to awareness and competence growth, which by-
turn reduces the probability of IS incidents caused by
the lack of basic knowledge.

Behavioral component defines the aptitude of in-
dividual to act in a certain way. This component con-
tributes the most, since its activity nature, and due to the
influence of the other components. For example, a nega-
tive experience of personal involvement in IS incident
can make an employee realize the importance of IS.
This also develops a new knowledge, which improves
awareness and makes employee perform their routines
in more secure manner.

Though employee awareness and competence
(cognitive component) are crucial in terms of IS re-
quirements compliance, it gives no guarantee of stability
in this behavior. An employee should possess an inten-

tion (behavioral component) apart from basic knowl-
edge to comply with IS requirements and perform daily
routines in secure manner [5]. The value of circulating
information is quite dissimilar for individual employee
or organization department. If employee behaves as
rational egoist, then they put as much effort to protect
information as is their subjective estimate of the value
of this information [6]. Thus both knowledge and cor-
rect behavioral choice equally affect the compliance of
IS requirements. IS policies, practices and procedures
can be considered effective only in case they are fol-
lowed in real-life, in operational dimension particularly.
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Fig. 1. The development of attitude
towards IS requirements

This problem raises an obvious question — which
factors influence the mentioned above components and
the intention to perform daily activities in secure man-
ner. Many researchers agree that even adequate IS pol-
icy is not enough to guarantee the absence of IS inci-
dents, caused by employees [5, 7]. Another survey of
organizations revealed that utmost correspondence be-
tween the formal IS policy and day-to-day activities
showed organizations, whose management addressed
the issues of ISC promotion [8]. The desired standards
of behavior were stated by management, so their regard
for such issues served as a straightforward signal of the
importance of ISC.

2. Information Security Culture

It is essential to note that no common definition of
Information Security Culture is used today. And a cer-
tain number of variations in the definition and interpre-
tations of the “Information Security Culture” term
among different researchers exist as well [3, 5, 7].
Summarizing different definitions we can say that ISC is
a set of values, human beliefs, opinions and behavioral
patterns, that provide a certain degree of compliance
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with IS requirements in an organization. According to
Organizational Behavior Theory each member of an
organization from CEO to average executive possess a
set of needs, expectations and desires, as well as beliefs,
principles and opinions towards some object [9]. So it is
fallacious to suggest the total absence of ISC in an or-
ganization. On the contrary, ISC is always present in
certain degree with inevitable positive or negative im-
pact on an organization. As an example, we can analyze
a hypothetical organization with IS requirements com-
pliance issues. In a rough approximation we can suggest
that such ISC is rather ineffective and impacts organiza-
tion in a negative way.

Drawing a line between acceptable and inadmissi-
ble behavior, ISC demarcates employee standards of
behavior. There is a straightforward relation between
behavioral choice and knowledge of an employee,
which is represented in Fig. 2.
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Fig. 2. Relation between
behavioral choice and knowledge

As mentioned above, neither basic knowledge, nor
behavioral choice can solely establish a high level of
ISC. Even an advanced repertoire of knowledge cannot
guarantee the possession of desire or intention to per-
form one’s duties in secure manner. By the same token,
it is a nontrivial task to change ISC using only behav-
ioral component without proper knowledge. As shown
in Fig. 2, a competent employee possesses a clear idea
of IS threats and vulnerabilities; understands a probable
consequence of IS incidents against himself, his col-
leagues and the whole organization. A repertoire of
knowledge can be developed via learning or in practice,
as a form of experience. A more sound understanding IS
functions and goals can affect behavioral component of
an employee, which facilitates the compliance of IS
requirements. At the same time the growth of knowl-

edge affects the subjective perception of risk. Without
adequate knowledge base an employee is unable of
objective risk assessment, which leads to negligence.
Performing certain actions an employee acquires ex-
perience and consolidates ISC as well, since typical
behavior transforms into standard, normal behavior over
time. There are some other factors that affect behavioral
choice, namely normative beliefs and established stan-
dards of behavior. The following fig. represents the
relation between these factors:
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Fig. 3. The influence of normative beliefs and standards
of behavior in behavioral choice

Normative belief is an individual’s perception
about the importance of the judgment by significant
other of his particular behavior. Standards of behavior
are established by typical behavior of colleagues, super-
visor and Service of Infosecurity staff, etc. In other
words, if there’s a rule that states the performance of
day-to-day activities in secure manner, it works as a
signal, that indicates the necessity of IS requirements
compliance.

The new employees find themselves in the phase
of adaptation and are guided by established standards of
behavior at first, gradually adopting the way that com-
munity behaves itself. Employees’ activity is thus regu-
lated through acceptance of organizational culture.
However a certain paradox should be mentioned: while
regulating activities, ISC itself can be considered as a
product of personnel activity. If the process of ISC
promotion is carried out spontaneously, this makes the
standards of behavior become more profound (without
conscious control). This fact means a negative effect in
case of low quality ISC. An employee develops an idea
of acceptable and improper behavior during the process
of socialization. The process mentioned helps an em-
ployee to adopt the established patterns of behavior,
values and standards of an organization (regardless of
their compliance to IS requirements). The socialization
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process in case of using a proper approach can be a
powerful tool of creating desirable compliance. This
process effectively facilitates enhancement of ISC in
case of superior management support. Fig. 4 represents
how superior management, employees and the present
ISC affect this process.
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Fig. 4. The process of socialization

3. A method of complex evaluation of ISC

In spite of a certain interest to this problem, there
has not yet been proposed a method of qualitative or
quantitative evaluation of ISC in whole.

We suggest applying one of the methods of com-
plex evaluation, which enables convolution of several
indicators to an integrated one for system description.

Let the final result of evaluation be an integrated
indicator “ISC level”, which in turn is defined by local
indicators of “Acceptance” and “Discipline”. The “Ac-
ceptance” indicator is defined by lower indicators of
“Depth” and “Scope”. The “Discipline” indicator is
similarly defined by lower level indicators of “Control-
lability” and “Stability”. Thus we get the goal tree pre-
sented in Fig. 5 a. In general, this tree-based structure
can be described by the block diagram presented in
Fig. 5, b.

The value of node q is defined by aggregating of
local indicators q; and q,. The nodes q; and q, rep-
resent the aggregated values of lower level indicators
(k;,kp) and (ks,k4) respectively. The mentioned

diagram is stated by the following dichotomous repre-
sentation of complex indicator:

ISClevel
Acceptance Discipline
Depth Scope Controllability Stability
a

b

Fig. 5. a—The goal tree of ISC; b — The block diagram of the goal tree

qo =1(q1,92) = o1[(@a(ky, k), @3(ks3,ky))]

This procedure is a step-by-step process of criteria
convolution; notice that only two of criteria are aggre-
gated in each step. The nature of dichotomous represen-
tation allows us to solve the problem of complex
evaluation involving n criteria by means of solving two
criteria problem. One of the unquestionable advantages
of this method is its simplicity, which facilitates an
effective evaluation process using an arbitrary scale.
Most experts in the field of Organizational Management
are confident, that decision maker is able to solve a
finite number of problems efficiently due to the limit of

his personal capabilities. Since we solve a problem
involving no more than two criteria, such evaluations
are much more efficient.

It is suggested to evaluate the extent of goal
achievement for qi,i=0,_2 and ki,izl,_4 using dis-
crete scale, consisting of four possible values: poor (1),
average (2), good (3) and excellent (4). Given matrix
A =|a(i, )|, where a(i,j) is a convolution of values i

and j. Fig. 6 illustrates an example with such matrices.

Assume we get the value of “Depth” and “Scope”
indicators equal (2) and (3) respectively, which in turn
convolutes to q; indicator, which equals (3). In much



76 ISSN 1814-4225. PAAIOEJIEKTPOHHI I KOMII’FOTEPHI CUCTEMM, 2012, Ne 5 (57)

the same way we calculate the value of q, indicator,

which equals (2). Acquiring values for q; and q, indi-
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cators allows us to calculate the desired integrated indi-
cator qq “ISC level”.
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Fig. 6. Convolution matrices

The process of indicator aggregation is relatively
simple, still there are two main difficulties: to generate
adequate convolution matrices and to obtain valid val-
ues for lower level indicators (ky,k,) and (ks.ky).

The responsibility for generation of convolution matri-
ces rests upon the decision maker (in our case the role
of decision maker can be granted to Chief Security
Officer).

It is suggested to follow monotonicity condition
while generating convolution matrices, i.e. the aggre-
gated value should not be less than the initial one. It is
essential to note, that one cannot fully abstract from
subjective judgments during this process, so this nuance
is required to be considered as well [10].

Conclusion

The problems of Information Security Culture
promotion are more and more recognized by researchers
working in the field of Information Security. ISC can be
considered as an essential component of Information
Security Management systems today.

The development of organizational culture is very
spontaneous in nature; therefore this process should be
managed. As the component of every organizational
system, ISC is always present somehow. As a matter of
fact, low quality ISC has negative influence over IS
policies and their execution in operative dimension. But
it is utterly difficult to obtain an unconstrained compli-
ance of IS requirements without it. From this point of
view, ISC can be considered as important entity within

the process of development of employee behavior, as
well as a powerful tool of facilitating IS policy compli-
ance.

Due to the immaturity of this concept a number of
issues exist: an issue of complex evaluation of ISC level
as well as evaluation of its degree of influence over IS
policies compliance in organizational environment. A
more detailed research on this subject appears to be a
promising direction.
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Penensent: 1-p TexH. Hayk, npod., 3aB. kad. 11./1. ['opbenko, XapbKOBCKUI1 HAIMOHAIBHBIH YHUBEPCUTET PAIHOdIICK-
TPOHUKH, XapbKOB, YKpanHa

NEPELYMOBHU ®OPMYBAHHS KYJIbTYPU IH®OPMAIIIMHOI BE3IEKH
TA METO/] KOMILJIEKCHOI'O OIITHFOBAHHHI ii PIBHS

O.B. Ilomin, /1.1O. Ilununenko, I.M. Peopii

[Ipobnemu mpocyBaHHs KyIbTypH iHGOpPMAIliHHOT O€3MeKH BCE YacCTillle PO3MIIAAAFOTHCSA TOCITITHUKAMH, IO
MPaIoTh y chepi indopmamiitoi 6e3nekn. ISC Moxe po3rIsaaTHCs SK ICTOTHUNH KOMIIOHEHT aaMiHICTPaTHBHOL
cucremu iH}popmaniiiHoi Oe3neku. B poboTi qocmimKyoThes nepeayMoBd (GpopMyBaHHS KyJAbTYpH iH(pOpMaIliiHOT
Oesrneku. Po3risiHyTO KITIO4OBI (hakTOpH, IO BIUIMBAIOTh Ha (pOpMYBaHHS KyNbTypH iHQOpMaIiiHOi Oe3neku, a
came: NICHXOJIOrYHa HACTaHOBA IO BiJHOLIEHHI A0 BUMOT iH(OpMAIiHOT Oe31eKH, HOPMH MTOBEAIHKH Ta HOpMaTH-
BHI TIEPEKOHAHHs. 3alpOIOHOBAHO KOMIUIEKCHUH METOJ SIKICHOTO OI[IHIOBAaHHS DiBHS KYJIbTYpH iH(pOpMaIiifHol
0e3IeKH 3a JOMOMOTOI0 MAaTPHIb 3TOPTKH.

KirouoBi ciroBa: kynbTypa iHbOpMaIiiHOi Oe31eKr, BUMOTH 1H(POPMAIIHHOT OS3IEeKH, OLIHIOBAHHS, MATPHIIS
3TOPTKH.

MPEANOCBHLIKA K ®OPMHUPOBAHMIO KYJIbTYPbl HHOOPMAIIMOHHOM BE30OITACHOCTH
N METOJ KOMIIVIEKCHOI'O OHEHUBAHUSA EE YPOBHSA

A.B. Homui, /1.YO. ITununenxo, U.H. Peopuii

[TpoGniemMbl TPOABMKEHUST KYJIBTYPhl MH(POPMAIIMOHHOM 0€30MacHOCTH BCe Yallle pacCMaTPHBAIOTCS UCCIIENO0-
BaTeJsIMH, paboTalomuMu B cdepe uHpopMalmoHHON Oe3omacHocTh. ISC MOkeT paccMaTpUBaThCS Kak CYIIECT-
BEHHBII KOMIIOHEHT aJIMUHHUCTPATUBHOM cHCTeMbl MH(OpMaMOHHOM Oe3omacHocTH. B padore mccnenyrores mpea-
TIOCBUTKH (POPMHUPOBaHHS KYJIBTYpbl HHpOpMaIMOHHOW Oe3onacHocTH. PaccMaTpuBaroTest KitoueBble (hakTopbl, OKasbl-
BarolIMe BIUSHUE HA (POPMHUPOBAHUE KYIBTYPbl HH()OPMAIIMOHHOH O€30MaCHOCTH, a IMEHHO: TICHXOJIOrH4YecKas ycTa-
HOBKa IT0 OTHOLIEHHIO K TpeOOBaHMSM MH(POPMALMOHHOI 0€30MacHOCTH, HOPMBI TIOBEACHHS U HOPMAaTUBHBIE YOSKIe-
Hust. [IpenyioskeH KOMIUIEKCHBI METOJ] KaueCTBEHHOT'O OLICHHBAHUS YPOBHS KYJIBTYpbl HH(pOpManmoHHON Oe3omacHo-
CTH Ha OCHOBE MaTpHII CBEPTKH.

KmioueBsbie ciioBa: kynbTypa nH(popMalmoHHON Oe30macHOCTH, TpeOoBaHMsI HHPOPMAIIMOHHOW 0€30IacHOCTH,
OLIEHUBAHUE, MAaTPUIIA CBEPTKH.
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