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A PSEUDORANDOM BIT GENERATOR
BASED ON ELLIPTIC CURVE TRANSFORMATIONS

New method of elliptic curve transformations which appear to require probabilistic exponential time of invert
have been constructed. New DRGB mechanism on elliptic curve transformations opens additional ways of de-
veloping of modern methods to generate cryptographically strong sequences of pseudorandom bits. The
method of generate random bit sequences based on isomorphic transformations of elliptic curve points. The ex-
isting method permits to increase a number of internal states is given. A complexity of invert generator to
enlarges from increase of internal states. One more result of this paper is obtaining lower bound period pseu-

dorandom bit sequences.
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Introduction

In recent years deterministic random bit generators
(DRBG) attracted much attention, especially determinis-
tic random bit generators base on elliptic curve (EC)
[1 —3]. Random bit generators is used in lot of applica-
tions for information security, such as digital signature,
message authentication codes, key generation systems
and others. The greatest actuality acquired cryptoprimi-
tives on elliptic curve [2 — 5]. Elliptic curves offer new
permutations that permit to obtain the boundary esti-
mates of the number of DRGB internal states. Another
disadvantage of Dual EC_DRBG is in conditions which
make the period random sequence less than order of the
cyclic group. There is use of full set of isomorphic
transformations curve points for increase cryptographi-
cally strength of DRBG.

1. Model DUAL_EC_DRBG

Let E an elliptic curve mod p is defined by a con-
gruence:

2 3
E:y =x +ax+bmodp, (1)

. . 3 2
where p is a prime, p>3, and 4a” +27b #Omodp .
(For p=2v3 the congruence takes a different form.)

The elements of the elliptic curve are the solutions
(x,y) to the congruence together with an identity ele-

ment O. Show DRBG mechanism (fig. 1) and model
Dual EC_DRBG (fig. 2) [1].

The instantiation of this DRBG mechanism re-
quires the selection of an appropriate elliptic curve and
curve points. The instantiation of this DRBG mecha-
nism requires the selection of an appropriate elliptic
curve and curve points.

The maximum security strength that can be sup-
ported by the Dual EC_DRBG is the security strength
of the curve used. Backtracking resistance is inherent
in the algorithm, even if the internal state is compro-
mised.

Personalization String Additional Input

Entropy Input
Nonce ‘
l i \ \ A
1 Instantiate Reseed
Function Function

A

Uninstantiate Generate
. Internal State .
Function Function
DRBG Mechanism PR Outpui

Fig. 1. Model RBG
seed

O(X[t*P])

4

o(X[s*Q])
add

input T T
0 P Q b,

Fig. 2. Model Dual EC_ DRBG

b, = extr(r)

© V.E. Chevardin



Ingpopmauiina 6eznexka ma 6e3neuHuil KOMH’IOMUHZ 49

Each arrow in the figure 2 represents an Elliptic
Curve scalar multiplication operation, followed by the
extraction of the X coordinate for the resulting point
and for the random output r., followed by truncation

to produce the output. Following a line in the direction
of the arrow is the normal operation; inverting the di-
rection implies the ability to solve the ECDLP for that
specific curve.

Backtracking resistance is built into the design, as
knowledge of s; does not allow an adversary to deter-
mine sy (and so forth) unless the adversary is able to
solve the ECDLP for that specific curve. In addition,
knowledge of r; does not allow an adversary to deter-
mine s; (and so forth) unless the adversary is able to
solve the ECDLP for that specific curve.

Show generated random bit sequence method
base used isomorphic transformations point that in-
creases number internal state (fig. 3).

2. New DRGB mechanism
on transformations of elliptic curve

Let two elliptic curves be defined as:

E:Y2=X3+aX+bmodp, 2)
2
E"Y =X3+a'X+b'm0dp, 3)

. . 3 2
where p is a prime, p>3, and 4a” +27b" #Omodp .
The elements of the elliptic curve are the solutions
(X,Y) to the congruence together with an identity

element O.
The elliptic curves E and E' are related isomor-
phism:

2 1
o(u,1,8,t) = X=u3X+r,2 “)
Y=uY'+su X'+t,
were 1=0,s=0,t=0,u=0.
The new algorithm Dual EC_DRBG (fig.1).
1. Begin.

2. Generated base parameters: E,Ey, point
P=(Xp,Yp) and Q n=#E,, gen{Z,}:0',
gen {Zp} T,

3. Generated secret value seed, (seed,n)=1.

4. Obtaining session value t = (o’seed modn .

5. Begin cycle:

a. Calculating u; = 0)2i modp;
b. Calculating transformation base point

Pl = {0 X0, V)
c. Calculating t; =t*t;_ymodn, t;eZ,;
d. Calculating P, =t; *P';;
e. Calculating s; = §(X[P,]);

o5 =0(X[s; *QD);

g. by =extr().
6. End cycle.
7. End.

The function of new DRBG based of isomorphic
transformation:
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Fig. 3. New model DRGB
based on transformations of elliptic curve

3. Additional calculation
for random bit generation

For obtaining of current point P, generator
gen{Zp} ;o and generator gen{Z }:®' will be use. A
gen{Z,}:® will be use for obtaining current value
@;(P) and A gen{Z,}: ' will be use for obtaining
current value t; .

Parameter u runs all residues in Fp.

Ny
u =0 lmodp. (6)
Number of isomorphic points for base point equals

1 . .
Ngc =5(p—l) .So u runs {l,..,Ngc}. Variable u; 1S

2 3
used for calculated value P'; = {u; Xp,u; Yp}.
For backtracking resistance value o' with secret
seed , (seed,n) =1 to used.

t See
=

d modn =gen{Z,}. @)

For obtaining of current value of scalar t;, gen-

erator gen{Z }:®' is used, when n — is an order of
cyclic group points (8).

t;=t*t,_;modn. ®)

Backtracking resistance of new generator is built

into the design, like original Dual EC DRBG and

number of internal state is increased in to

Nge =0,5-(p—1), which increases complexity of re-
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covery sy or s, with s; (and so forth) unless the ad-
versary is able to solve the ECDLP on isomorphic
curve.

Number of isomorphic transformation curve in ca-
nonical form equals Ngc =0,5-(p—1). So number of
internal states of new method equals:

N=0,5-(p-1-n, 9)
n — order of cyclic group of point; p — characteristic of
field.

Conclusion

New method permits to increase the number of in-
ternal states of DRGB in 0,5-(p—1) in comparison to
Dual EC DRBG and to increase a lower bound of pe-
riod random bit sequence of generator. New method of
elliptic curve transformations which appear to require
probabilistic exponential time of invert have been con-

for increase cryptographically strength. These algo-
rithms will be showed in the future.
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TEHEPATOP IICEBJIOBUIIA IKOBUX BIT
HA OCHOBI TPAHC®OPMALIHM EJIITUYHOI KPUBOI

B.E€. Yesapoin

3anpornoHoBaHUi HOBUH METO ENINTUYHHUX IIEPETBOPEHb KPUBOi, II0 BUMAarae iMOBIpHICHOTO €KCIIOHEHIIia-
JIBHOTO 4acy inBepTyBaHHs. HoBuit MexanisM DRGB Ha eninTHYHHX HepeTBOPEHHSIX KPUBOI BiIKPHBAE NONATKOBI
LUISIXH PO3BUTKY CYYaCHUX METOJIIB, 00 OTpUMYBATH KpHIITOrpadivyHuil CHIIbHI IICEBIOBUTIAIKOBI OITOBI ITOCIHiO-
BHOCTI. MeToz reHepaliii BUIiaJKoBux 0iTOBUX MOCIIIOBHOCTEH OCHOBaHHH Ha 130MOppHUX TpaHC(HOPMALIiX TOYOK
eJNTUYHOI KPUBOI. 3alpONOHOBaHUI METO BiIPi3HAETHCS BiJl ICHYIOUMX Mi/IBUIIEHHSM YHCIIa BHYTPILIHIX CTaHiB.
Le 103BONMITO TiIBUIIUTH CKJIAIHICTD BiITBOPEHHS 3aKOHY (DOPMYBaHHs BUINAAKOBOI MOCTiNOBHOCTI. OHUM 3 pe-
3yJbTATIB TAKOXK € OTPUMAHHSI HIDKHBOI IPaHMIII IIepioTy IICEBJIOBHUIAIKOBHUX MTOCHIJOBHOCTEH.

Karouosi ciioBa: kpunrorpadis, eninTu4HI KpUBI, TeHEPATOPH BUIIAJKOBUX TTOCIIIOBHOCTEH.

TEHEPATOP IICEBJIOCJIYYANHBIX BUT
HA OCHOBE TPAHC®OPMAILIU SJIVIMIITUYECKOM KPUBOM

B.E. Yeeapoun

[IpemiokeH HOBBIA METOJ JJUTMITHYCCKHX MPeoOpa3oBaHUM KPUBOM, TPEOYIOIIMHA BEPOATHOCTHOTO 3KCIIO-
HEHIIMAJIBHOTO BpeMeHH MHBepTUpoBaHus. HoBwlii Mexann3mM DRGB Ha smmunTryeckux mpeoOpa3oBaHUsIX KPUBOH
OTKPBIBAET JOIOJIHUTENLHBIC MYTH Pa3BUTHS COBPEMEHHBIX METOJOB, YTOOBI MOJydYaTh KPUNTOrPA(UUECKU CHIIb-
HBIC TICEBIOCTyJYaiiHbIC OUTOBBIC MOCIEIOBATEIBHOCTH. METO/ TeHEpAlliK CyYaiHbIX OMTOBBIX ITOCIEIOBATEIBHO-
CTel OCHOBAHHBIN Ha M30MOP(HBIX TPaHCGHOPMAIIUAX TOUESK SJUTHITHICCKON KpUBOM. [IpemiokeHHbIi METON OTITH-
YaeTcs OT CYIIECTBYIOUIMX YBEIMUYEHUEM UHCIA BHYTPEHHHUX COCTOSIHMM. DTO TMO3BOJWIIO MOBBICUTH CIOKHOCTH
BOCCTAHOBJICHUS 3aKOHA ()OPMUPOBAHUS CIYYaWHBIX MOCIEA0BATENbHOCTEH. OTHUM U3 PE3yIBTATOB TAKXKE SIBJISICT-
Csl IOJTyYeHUE HIDKHEH TpaHuIlbl IEpUo/Ia MCeBA0CTYIYalHBIX MOCIe0BaTEILHOCTEH.

KiroueBnle ciioBa: xpunrorpadus, SJUTHITHICCKUAE KPUBbIC, TCHEPATOPHI CIyYaiHBIX MOCIEI0BATSILHOCTEH.

Yepapaun Bnagucnap EBreHbeBHY — KaHI. TEXH. HAYK, JJOKTOPAHT BOEHHOr0 MHCTUTYTA TEJICKOMMYHHKA-
uuid 1 uapopmaruzauu HTYY (KIIN), Kues, Ykpanna, e-mail: chevardin_vlad@mail.ru.



