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A PSEUDORANDOM BIT GENERATOR  
BASED ON ELLIPTIC CURVE TRANSFORMATIONS 

 
New method of elliptic curve transformations which appear to require probabilistic exponential time of invert 
have been constructed. New DRGB mechanism on elliptic curve transformations opens additional ways of de-
veloping of modern methods to generate cryptographically strong sequences of pseudorandom bits. The 
method of generate random bit sequences based on isomorphic transformations of elliptic curve points. The ex-
isting method permits to increase a number of internal states is given. A complexity of invert generator to 
enlarges from increase of internal states. One more result of this paper is obtaining lower bound period pseu-
dorandom bit sequences. 
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Introduction 

 
In recent years deterministic random bit generators 

(DRBG) attracted much attention, especially determinis-
tic random bit generators base on elliptic curve (EC)  
[1 – 3]. Random bit generators is used in lot of applica-
tions for information security, such as digital signature, 
message authentication codes, key generation systems 
and others. The greatest actuality acquired cryptoprimi-
tives on elliptic curve [2 – 5]. Elliptic curves offer new 
permutations that permit  to obtain the boundary esti-
mates of the number of DRGB internal states. Another 
disadvantage of Dual_EC_DRBG is in conditions which 
make the period random sequence less than order of the 
cyclic group. There is use of full set of isomorphic 
transformations curve points for increase cryptographi-
cally strength of DRBG. 
 

1. Model DUAL_EC_DRBG 
 

Let E an elliptic curve mod p is defined by a con-
gruence: 

2 3E : y x ax b mod p   , (1) 

where p is a prime, p 3 , and 3 24a 27b 0 mod p  . 
(For p 2 3   the congruence takes a different form.) 
The elements of the elliptic curve are the solutions 
(x, y)  to the congruence together with an identity ele-
ment O. Show DRBG mechanism (fig. 1) and model 
Dual_EC_DRBG (fig. 2) [1]. 

The instantiation of this DRBG mechanism re-
quires the selection of an appropriate elliptic curve and 
curve points. The instantiation of this DRBG mecha-
nism requires the selection of an appropriate elliptic 
curve and curve points. 

The maximum security strength that can be sup-
ported by the Dual_EC_DRBG is the security strength 
of the curve used. Backtracking resistance is inherent 
in the algorithm, even if the internal state is compro-
mised. 
 

 
Fig. 1. Model RBG 
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Fig. 2. Model Dual_EC_DRBG  
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Each arrow in the figure 2 represents an Elliptic 
Curve scalar multiplication operation, followed by the 
extraction of the X coordinate for the resulting point 
and for the random output ir , followed by truncation 
to produce the output. Following a line in the direction 
of the arrow is the normal operation; inverting the di-
rection implies the ability to solve the ECDLP for that 
specific curve. 

Backtracking resistance is built into the design, as 
knowledge of s1 does not allow an adversary to deter-
mine s0 (and so forth) unless the adversary is able to 
solve the ECDLP for that specific curve. In addition, 
knowledge of r1 does not allow an adversary to deter-
mine s1 (and so forth) unless the adversary is able to 
solve the ECDLP for that specific curve. 

Show generated random bit sequence method 
base used isomorphic transformations point that in-
creases number internal state (fig. 3). 

 
2. New DRGB mechanism  

on transformations of elliptic curve 
 

Let two elliptic curves be defined as: 
2 3E : Y X aX b mod p   ,  (2) 
2 3E ' : Y X a 'X b 'mod p   , (3) 

where p is a prime, p 3 , and 3 24a 27b 0 mod p  . 
The elements of the elliptic curve are the solutions 
(X,Y)  to the congruence together with an identity  
element O. 

The elliptic curves E and E' are related isomor-
phism: 

2

3 2
X u X ' r,(u, r, s, t)
Y u Y ' su X ' t,

    
  

 (4) 

were r 0,s 0, t 0,u 0    . 
The new algorithm Dual_EC_DRBG (fig.1). 

1. Begin. 
2. Generated base parameters: pF , pE , point 

P PP (X ,Y )  and Q, pn #E , ngen{Z }: ' , 

pgen{Z }: . 

3. Generated secret value seed, (seed,n) 1 . 

4. Obtaining session value seed
t ' mod n  . 

5. Begin cycle: 

a. Calculating 2i
iu mod p  ; 

b. Calculating transformation base point 
2 3

i i P i PP ' {u X ,u Y } ; 
c. Calculating i i 1t t * t mod n , i nt Z ; 
d. Calculating i i iP t *P ' ; 
e. Calculating i is (X[P ])  ; 

f. i ir (X[s *Q])  ; 
g. i ib extr(r ) . 

6. End cycle. 
7. End. 

The function of new DRBG based of isomorphic 
transformation: 

i ir (X[ (X[P ])*Q])   ,    
i i ir (X[ (X[t * (P)])*Q])    .      (5) 
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Fig. 3. New model DRGB  

based on transformations of elliptic curve 
 

3. Additional calculation  
for random bit generation  

 
For obtaining of current point iP  generator 

pgen{Z }:  and generator ngen{Z }: '  will be use. A 

pgen{Z }:  will be use for obtaining current value 

i (P)  and A ngen{Z }: '  will be use for obtaining 
current value it . 

Parameter u  runs all residues in pF . 
2i

iu mod p  .          (6) 
Number of isomorphic points for base point equals 

EC
1N (p 1)
2

  . So u  runs EC{1,.., N }. Variable iu  is 

used for calculated value 2 3
i i P i PP ' {u X ,u Y } . 

For backtracking resistance value '  with secret 
seed , (seed, n) 1  to used. 

seed
nt ' mod n gen{Z }   . (7) 

For obtaining of current value of scalar it , gen-
erator ngen{Z }: '  is used, when n – is an order of 
cyclic group points (8). 

i i 1t t * t mod n .   (8) 
Backtracking resistance of new generator is built 

into the design, like original Dual_EC_DRBG and 
number of internal state is increased in to 

ECN 0,5 (p 1)   , which increases complexity of re-



ISSN 1814-4225. РАДІОЕЛЕКТРОННІ І КОМП’ЮТЕРНІ СИСТЕМИ, 2012, № 5 (57) 50 

covery 0s  or 2s  with 1s  (and so forth) unless the ad-
versary is able to solve the ECDLP on isomorphic 
curve.  

Number of isomorphic transformation curve in ca-
nonical form equals ECN 0,5 (p 1)   . So number of 
internal states of new method equals: 

N 0,5 (p 1) n    ,  (9) 
n  – order of cyclic group of point; p  – characteristic of 
field.  
 

Conclusion 
 

New method permits to increase the number of in-
ternal states of DRGB in 0,5 (p 1)   in comparison to 
Dual_EC_DRBG and to increase a lower bound of pe-
riod random bit sequence of generator. New method of 
elliptic curve transformations which appear to require 
probabilistic exponential time of invert have been con-
structed. New DRGB mechanism on elliptic curve trans-
formations opens additional ways of developing of 
modern methods to generate cryptographically strong 
sequences of pseudorandom bits. This method may will 
be modify for increase cryptographically strength. Pa-
rameter pgen{Z }:  must be obtain with secret seed 

for increase cryptographically strength. These algo-
rithms will be showed in the future. 
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ГЕНЕРАТОР ПСЕВДОВИПАДКОВИХ БІТ  
НА ОСНОВІ ТРАНСФОРМАЦІЙ ЕЛІПТИЧНОЇ КРИВОЇ 

В.Є. Чевардін 
Запропонований новий метод еліптичних перетворень кривої, що вимагає імовірнісного експоненціа-

льного часу інвертування. Новий механізм DRGB на еліптичних перетвореннях кривої відкриває додаткові 
шляхи розвитку сучасних методів, щоб отримувати криптографічний сильні псевдовипадкові бітові послідо-
вності. Метод генерації випадкових бітових послідовностей оснований на ізоморфних трансформаціях точок 
еліптичної кривої. Запропонований метод відрізняється від існуючих підвищенням числа внутрішніх станів. 
Це дозволило підвищити складність відтворення закону формування випадкової послідовності. Одним з ре-
зультатів також є отримання нижньої границі періоду псевдовипадкових послідовностей.  

Ключові слова: криптографія, еліптичні криві, генератори випадкових послідовностей. 
 

ГЕНЕРАТОР ПСЕВДОСЛУЧАЙНЫХ БИТ  
НА ОСНОВЕ ТРАНСФОРМАЦИЙ ЭЛЛИПТИЧЕСКОЙ КРИВОЙ 

В.Е. Чевардин 
Предложен новый метод эллиптических преобразований кривой, требующий вероятностного экспо-

ненциального времени инвертирования. Новый механизм DRGB на эллиптических преобразованиях кривой 
открывает дополнительные пути развития современных методов, чтобы получать криптографически силь-
ные псевдослучайные битовые последовательности. Метод генерации случайных битовых последовательно-
стей основанный на изоморфных трансформациях точек эллиптической кривой. Предложенный метод отли-
чается от существующих увеличением числа внутренних состояний. Это позволило повысить сложность 
восстановления закона формирования случайных последовательностей. Одним из результатов также являет-
ся получение нижней границы периода псевдослучайных последовательностей.  

Ключевые слова: криптография, эллиптические кривые, генераторы случайных последовательностей. 
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