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SAFETY CASE METHODOLOGY: ARCHITECTING PRINCIPLES

The paper presents a general Safety Case construction model, provides a description of its main blocks and their

functionality. It also introduces the concepts of Safety Case Cores and Safety Case Infrastructure, which
demonstrate a new approach to safety assessment and can serve as a basis for any complex system evaluation.
The basic criteria for decomposition are outlined,; general principles, implementation details and key features of
Safety Case Cores are described and illustrated by an example of OTS-component assessment module.
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Introduction

Safety plays a crucial role in modern society.
Assuring safe operation is one of the most vitally important
tasks faced by system developers and experts. The concept
of Safety Case has been evolving for over 20 years. World
famous scientists such as Peter Bishop, Tim Kelly, J
Gorski and others made a great impact on it through their
works [1-4]. The concept has improved, grown and
nowadays become a common and generally accepted
practice. However the future research is still needed to
develop the approach further on and make it even more
useful, accurate, efficient, and of course, more automated.

In this paper we present our view of improving
Safety Case methodology. Section 1 proposes the
overall Safety Case construction model as well as
provides a brief description of the main parts of this
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model. Section 2 introduces some new architecting
principles and ideas such as Safety Case Infrastructure
and Safety Case Cores with an example of a Safety Case
Core given in Section 3. The paper ends with
a summary, concluding remarks, and visions for the
future work.

1. General approach

The process of safety case creation involves and
depends on a number of documents (requirements,
standards, specification), assessment methods, source
code, documentation, testing results available to the
experts. Figure 1 presents the general Safety Case
construction model (fig. 1).

The main parts the model includes are:

1) Processing the requirements.
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Fig. 1. The generic Safety Case model
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System and safety requirements and standards are
usually written in natural language. Thus the text should
first should be processed and formalized. The resulting
requirement profile is passed onto the second part of the
model;

2) Data processing.

The data for each requirement is mined from the
documentation, code, results of the testing etc. After
that the information is processed and used to ensure
system compliance with each particular requirement.
The detailed description of this part will be provided
later in Section 3;

3) Safety Report construction.

The results obtained for each requirement are
integrated, convolved and used to construct the overall
safety report.

2. Principles of Architecture

At this stage, we want to bring in the conceptions
of Safety Case Core (SCC) and Safety Case
Infrastructure (SCI). Let us consider Safety Case Cores
as separate functional blocks that ensure safe operation
of system elements, and Safety Case Infrastructure as a
complex of interconnected SCCs ensuring safe
operation of the overall system.

To distinguish between different Safety Case Cores
we should view the entire system safety assessment
process from the standpoint of the independent tasks that
need to be performed, and decompose it into a set of units
that provide specific functionality. The resulting SCC units
should meet the criteria of being independent, with no
coupling, extensible, adaptable and potentially reusable in
other systems.

Each SCC should have the feature of
parameterization.  Parameters are the  safety
requirements established for a part of the system
assessed by a particular SCC. They are formalized and
serve as input for Safety Case Cores. This can be
presented by dividing the data processing block
vertically into several components with sockets for their
parameterization (fig.2).

System Requirements Profile

Fig. 2. Parameterized Safety Case Cores

The following processes are carried out for
component requirements inside the blocks:

— the data mining (from documentation, code,
testing reports etc.);

— analysis of the information to determine
whether the system is compliant with each particular
requirement.

The functionality of each SCC module can be
outlined as follows: there is a list of keywords and
phrases related to the functionality a module provides.
Based on this keywords, the relevant data is retrieved
from documentation, testing reports etc. using keyword
matching techniques. After that, an expert may need to
perform additional tasks of manually mining the content
and organizing the information retrieved. Whenever
possible, the data should be represented as precise
formal statements to be processed by an automated
theorem proving system. In that cases requirements are
considered hypotheses that are to be proved by
statements retrieved from the documentation and the
information contained in a particular SCC.

As a result of analysis, one or several metrics
measuring how well each requirement is met are
obtained. These metrics are passed on to the block that
performs convolution — an operation on metrics and
their weighting factors which involves multiplying each
metric by its respective factor and summing the results
of the multiplications. The weighting factors are defined
earlier by experts or derived from the statistics.

By using this technique, we ultimately obtain a
weighted sum that represents the total requirement
compliance rate of the entire system.

The quantity of SCCs is not fixed, it can increase
when new elements are added into the system, the
requirements are changed or when there is a
decomposition of the existing Safety Case Cores into
several blocks for more detailed analysis. Thus, we can
talk about infrastructure scalability. The whole system
Safety Case is obtained after combining the results of all
SCCs. The more detailed the fragmentation in SCC is,
and the more factors are taken into account, the more
accurate the result of the overall system safety
assessment will be.

On the basis of the principles described above we can
show how the parameterized model of safety Case
document may look like. Let’s conventionally divide the
system in 4 blocks of functionality that can pose a risk of
unsafe operation. These are software, hardware, systems of
human management (human element) and the structure and
machinery of the information and control systems
themselves. Software in its turn can be decomposed into
the custom modules and pre-developed OTS components.
We transfer the safety evaluation of each of these blocks to
the level of separate SCC. Then Safety Case infrastructure
of this system can be represented as the interconnection of
five SCCs and the means of their parameterization, as
shown on fig. 3.
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3. Safety Case Core for OTS
components assessment

In this section we describe the first SCC module to
clarify how the proposed method works. This SCC
returns the reliability characteristics of OTS software
used in the system. OTS components are pre-developed
software products, often with unreachable code and
minimum safety information available. However, there
are different third-party vulnerability recourses, groups
and databases that have been actively growing and
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developing in recent years. CVE, NVD, Secunia,
SecurityFocus, OVAL, CERT — it is not a complete list
of such vulnerability channels.

We can make use of them in our Safety Case Core
responsible for OTS components assessment. For
example, NVD's [5] wvulnerability information is
available for free to the public in a convenient xml
format. By parsing this xml file, we can obtain the
number of discovered vulnerabilities, their severity
rates, failure frequency, evaluate recovery time, i.e.
assess many of the OTS dependability characteristics.
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Fig. 4. IDEF/BPWin diagram of OTS module

Our Safety Case Core code searches the system
documentation for keywords (OTS component names)
and creates a list of OTS products used in the system.
These products are assessed by VAT [6] and similar

tools provided within the SCC. Experts are free to add
their own information or tools to SCC unit as it is
designed to be extensible. The resulting dependability
characteristics are convolved with the characteristics
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returned by Custom software SCC and compared with
software requirements received as an input to verify
whether the requirements are met or not. The reason we
delegated OTS components assessment responsibilities
to the level of a separate SCC is because this process is
basically independent, it utilizes specific methods, tools
and data that are obviously not needed for any other
SCCs, and it can be reused in many other systems
containing software components. IDEF/BPWin diagram of
OTS-component assessment module is presented on fig. 4.

Conclusion

In this paper, we introduced a Safety Case
construction model and a technique for architecting Safety
Cases. The latter was based on the idea of decomposing the
overall system safety assessment process and delegating
specific safety responsibilities to the level of separate
Safety Case Cores. The proposed approach was
demonstrated using OTS-components assessment module
as an example. Further effort should be directed toward
implementing other common Safety Case Core modules
that can be later reused for different systems.
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HanuoHanbHBIM  a3pOKOCMUYECKH YHUBEPCHUTET

METOJ0JOTI'UA OTYETOB IO BE3OITACHOCTHU: ITPUHIUIIBI TIPOEKTUPOBAHUA
E.U. Hemkauésa

B pabote mpencrapiieHa o0mas MOIEIb MOCTPOCHHS OTYETOB IO OE30MaCHOCTH, NMPUBEACHO OIMCAaHUE ¢
OCHOBHBIX OJIOKOB W MX (DYHKIIMOHAJIHHOCTH. BBEICHBI TMOHATUS MOAYIA U HH(YPACTPYKTYphl OTYETa IO
0€30IacCHOCTH, KOTOPBIC MOTYT CIYXHTh OCHOBOH OIEHKH O€30MAaCHOCTH CIIOKHBIX CHUCTEM, YTO JEMOHCTPHPYET
HOBBIM TOJXOM K OlleHKe Oe3omacHOCTH. OCHOBHBIC KPUTEPHU JCKOMITO3MIIMU, OOIIME MPHUHIIUIBI MOCTPOCHHUS
Y KJTFOUCBBIC XaPAKTCPUCTUKHA MOIYJISA OT4YeTa IO OE30MACHOCTH HW3JIOKCHBI M IIOKa3aHbl HA IPUMEpPE MOMYIS
onenku OTS KOMITOHEHTOB.

KiroueBble cj1oBa: oT4eT 1Mo OE30MACHOCTH, MOAY/IL OTYETa IO OE30MacHOCTH, MH(PPACTPYKTYpa OTYEeTa IO
0e30IacHOCTH.

METOJOJIOI'TA 3BITIB ITPO BE3IEKY: IPUHIUIIN ITPOEKTYBAHHSI
K.I. Hemkauosa

Y po0oTi peCTaBICHO 3arajJbHy MOJENb TOOYIOBH 3BITIB PO OC3MEKY, HAAETHCA OMMUC OCHOBHUX OJIOKIB Ta
iX QyHKUiIOHANBEHOCTI. BBEIEHO MOHATTS MOAYJIS Ta iHPPACTPYKTYPH 3BITIB PO OE3IEKY, SIKi JEMOHCTPYIOTh HOBUH
MiAX1A 10 OWiHKK Oe3NeKH 1 MOXKYTh OYTH OCHOBOIO JUISL OIIHKK OyIb-SIKMX CKIAAHUX cucteM. OCHOBHI KpuTepii
JIEKOMIIO3HIIi, 3araibHi MPUHIMUIIHA TOOYI0BU Ta KIIOYOBI XapaKTEPHUCTHKUA MOMAYJIS 3BITY Ipo Oe3neKy BUKIAAEH]
Ta MOSICHEeH1 Ha npuKiaai Moayis ouinkd OTS koMmoHeHTIB.

Kumrouosi ciioBa: 3BiT po 6e3rexy, MOAYIIb 3BITY PO Oe3nexy, iHdpacTpykTypa 3BiTy Ipo Oe3IeKy.
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