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WikiLeaks — Hauaio nepedopmaTupoBanust HHPOPMALMOHHOTO
o0mecrBa?

HayuyHo-uccredosamernbckul ueHmp rnpasoeol UHhopMamuKu
HauyuoHanbHoU akademuu rpasosbix HayK YKpauHsbl

lMpoaHanuanpoBaHHbl TEXHONOrMYeckMe acnekTbl peanusaumm npoekta Wikileaks n cteneHb
BIMSIHASL 3TOMO MPOEKTa Ha CHOXUBLUMECS MH(OPMALMOHHbIE OTHOLUEHMSI HA BCEX YPOBHSIX —
rno6anbHOM, permoHanbHOM, FoCyAapCTBEHHOM M KOPNOpPaTUBHOM.

Knoyeebie cnoea. WwWHdopmMaumoHHas  6e3onacHoCTb, MHGPOPMaUMOHHOE  OOLLEeCTBO,
NHOPMAaLIMOHHbIE OTHOLLIEHUS], MPOrHO3.

26 vonsa 2010 rog AamuHuctpauma CoeguHeHHbix LLTtatoB AMepukn 3asiBuna,
4yTo «0e30TBeTCTBEHHas» yTtedyka B CMW Tbicad pannoB ¢ CeKpeTHOM BOEHHOM
MHopmaumnen MoxeT NpeacTaBnaTb yrpo3dy Ans 6esonacHOCTU cTpaHbl. Peyb wna o
AOKyMeHTax, onybnukoBaHHbIXx Ha cante Wikileaks u nepeneyaTaHHbIX BeayLuMm
MUPOBbIMW M3gaHuaMuM — BputaHckon Guardian, amepukaHckor New York Times u
HeMeLKMM XypHanom Spiegel.

23 okTabpsa 2010 r. cant Wikileaks onybnukosan okono 400 TbiCSY JOKYMEHTOB,
noceBsiLleHHbIX BonHe B Mpake. Kak roBoputcs Ha cante, 391 Thicsaya 832 BOEHHbIX
oTyeTa, nonyymslune HasBaHue «l/pakckoe gocbe», OXBaTblBalOT nepuod ¢ 1 aHBaps
2004 ropa no 31 gekabpsi 2009 roga.

B koHue Hosbpsa 2010 roga Ha cante Wikileaks nosiBunocb 6onee 250 Tbicay
nucem gunnomatos CLUA.

Kputukn  Wikileaks — npeumyliectBeHHO, nNpeacTaBUTENU  BOEHHbIX U
rocydapCTBEHHbIX CTPYKTYp OOBWMHSAIOT cosgaTenen noprana B CO34aHWM  yrpos3bl
BOEHHbIX onepaunin U HapylweHun YacTHou XusHu. Ewe B 2008 rogy amepukaHckue
BOeHHble Ha3Banu WikiLeaks noTeHuUnanbHOW yrpo3on 6e3onacHoCTu.

Tak uyTto xe Takoe «noptan Wikileaks» (aHrn. Wiki — ykazatenb npyumeHsemMmon
TexHonormn, Hanp. Wikipedia, Wikimedia wn T1.n.,, mn leak— yTeyka)? Kakasn
HanpaBfieHHOCTb €ero uHdopmaumoHHoro pecypca? Kakume TexHonornyeckue
NPUHUMNbI ero opraHn3sauum n nHdopmaumoHHon nogaepxkkn? [lNoptan WikiLeaks
6b1n ocHoBaH B fekabpe 2006 roga n ¢ Tex nop 34ecb Obim onybnvkoBaHbl Bonee
MUIIIMOHA CEeKPETHbIX JOKYMEHTOB, B TOM YUCIIE O 3aXOPOHEHNN TOKCUYHbIX BELLECTB Y
adpukaHcKkoro nobepexps U MHCTPYKUMM ONS aMEePUKAHCKUX BOEHHbIX, paboTaBLunx B
TiopbMme ['yaHTaHamo Ha Kybe, a Takke NenaKuMHroBble COOOLLEHUS, OTNpaBfeHHbIe
nonb3osatensmu B Hblo-Mopke v BawuHrtoHe 11 cenTsbpsa 2001 roga. Mpu atom
nopTan He packpblBaeT MCTOYHUKM cBOen uHdopmMaumn. OgHako B nwobom criyyae,
onybnvkoBaHHaa Ha nopTane uHPOPMauus, KakK NpaBWUiIO, pacUeHUBAEeTCA Kak
HagexxHas.

MpoekT Wikileaks 6611 npeactaeneH B IHTepHeTe B kKoHUe aekabps 2006 roaa.
YXe Mo Ha3BaHWIO MOXHO MOHATb, YTO cauWT paboTaeT Ha TOM Xe [OBWXKKe, 4TO U
obweunssectHaa Wikipedia (Bukunegmnsa), xota 93TOoT BbIOOp ObIT 06ycnoBneH
NCKNIOYNTENBHO  MNPOCTOTOWM  pedakTUpoBaHMs, a He  MNOMbITKOW  MpuBrieYdb
nonb3oBaTesien K HarnonHeHno canta. ABTOpbl NPOeKTa n3HavanbHO NO3nLNMOHMpPOBanu
pecypc Kak caWT, Ha CcTpaHuuax KoTtoporo 6yayT nybnmkoBaTbCA pasHOro popa
pasobnavntenoHble JoKyMeHTbl. [TopTan WikiLeaks.org nsHavaneHo BXxogun B CUCTEMY
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wikipedia.org. Tenepb, o4eBUOHO, 3TO He Tak. HecmoTpsa Ha cBoe Ha3BaHue, Wikileaks
He SBNSEeTCA BWKM-CAaWTOM: u4uTaTenu, He obnagawowmne COOTBETCTBYHOLUM
paspeLleHneM, He MOryT MeHSATb ero cogepxaHue. [locne nepesanycka NnpoekTa B Mmae
2010 roga nonb3oBaTenu NULWUIUCL BO3MOXHOCTM Y4acTBOBaTb B 0OOCYXAEeHUU
nocpeacTtBoM doyHkuMoHana wiki Ha canTe npoekTa, a OonucaHuWe NpoekTa Ha canTte
6bino ucnpasneHo: ecnu B 2007 rogy Ha HeMm roBopunocb, 4To WikiLeaks sBnsetcs
"Bukuneanen” 6e3 ueHaypbl, To B 2010 rogy yxe coobwanock, yto WikiLeaks - He
"Bukuneans”, n yHkumMoHansHocTU "Buknneaun” y npoekta Her.

C TtexHnyeckon Toukm 3peHusi WikiLeaks no ngee ceomx cosgaTtenen AormkHa
6bina obecneunTs:

1) BO3MOXHOCTb peAaKkTUpOBaHUA MaTepuarioB U pasMelleHus ux Ha Beb-
pecypcax;

2) feueHTpanuM3npoBaHHOE XpaHeHWe OaHHbIX NPY COXPaHEHUM aHOHUMHOCTU UX
BnagenbLeB;

3) MHOrocTyneH4aTytd aHOHWMHYK nepefady uHdopmauum Takum obpasom,
4yTOObl NMPOMEXYTOYHbIE 3BEHbS B LENU nepegayn nHgopmauun He 3Hanu agpecos
oTnpasuTenen n agpecartos;

4) HagexHoe WngpoBaHue nHopmaumn.

Bonbwoe BHMMaHue npu co3gaHum WikiLeaks Obino yaeneHo 3awure pecypca
n obecneyeHnro aHOHMMHOCTM WCTOYHMKOB AaHHbiX. ObGecneyeHa BO3MOXHOCTb
nepenucku Mexagy pefakTtopoB Mexay cobon nepenucbiBaloTca No 3awmndpoBaHHbIM
KaHanam CBA3W NS 3aWwuTbl NepefaBaemblX AaHHbIX OT nepexsaTa. ABTOPbI NpOeKTa
Takke nobecnokounucb O nMpefoTBpaLEeHNN BO3MOXHOINO yAaneHus OaHHbIX,
pasmelleHHbix Ha pecypce. WikiLeaks noctpoeH Takum o6pasom, 4ToOblI nocne
nybnukauum KOHTEHT cpasy Xe oTobpaxanca Ha HEeCKONbKMX COTeH 3epkan, B
pesynbTaTe Yero yaanutb Matepuansl C canTa cTanio NPakTUYeCckn HEBO3MOXHO.

CootBeTcTtBeHHO, WikiLeaks 6a3mpyeTcs Ha UCNONb30BaHUN TaKMUX TEXHOMOMMN

(puc. 1.):

Puc. 1. OcHoBHble KOMMOHEHTLI TexHonorun WikiLeaks.org
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1) MediaWiki (ocHOBHasi cuctema ynpaBrneHus KOHTEHTOM BCEX BUKU-NPOEKTOB);

2) Freenet (neueHTpann3oBaHHOE AHOHWUMHOE XPaHUMULLE AaHHbIX, F4E HUKTO
He 3HaeT, YTO XPaHUT);

3) Tor (ceTb «nNyKoBOW» MapLUpyTU3aumn);

4) PGP (ot aHrn. abbpeBnaTypbl — JOBOSIBHO XOpoLlee WwngpoBaHue) — cnocob
LWwnppoBaHNA MHopMauuu.

KpaTkun 0630p Kagon M3 3TUX TEXHONOorMnh caenaH Hwxke. [Ona Hasuraumm
BO3MOXEH 3aLLUMLLEHHbIA OCTYN C UCnonb3oBaHueM 3awumweHHoro HTTPS-npoTokona
(NnpoToOKON Nepefaymn runepTekcTa ¢ WndpoBaHNEM).

BaxkHoe 3HauyeHue gns noboro coumanbHOro CeTEBOro NpoeKTa UMeeT KavyecTBo,
HaOQeXHOCTb W Oe3onacHoCcTb ero pasmelleHna B MHTepHeTe. [lepBbIM XOCTUHr-
npoBangepom ans WikiLeaks 6bina komnanma PRQ.se, koTopasd npegocTaBnsna
XOCTUHI C rapaHTUen TOro, YTO pas3MeLleHHbI CanT He ByaeT 3akpbIT no cygedbHomy
TpeboBaHuio. OTta xe KomnaHua pasmewana y cebs HebGe3bi3BECTHbIN
dannoobmeHHbI ToppeHT-noptan The Pirate Bay. B asrycte 2010 roga WikiLeaks
BblOpanu cebe HOBbLIN XOCTUHT B AaTa-ueHTpe Pionen, npuHaanexawem Bahnhof ISP,
N pacrnofioKeHHOM B MOA3EMHOM Si4epHOM OyHkepe BpemeH XOonogHOWM BOWHbI NoA
ueHTpoMm CtokronbmMa. OfHaKo elle HEeCKONbKO MecsueB 4acTb hansioB npoekTa
xpaHunacbk Ha PRQ, HO B HOs16pe 2010 roga npoBangep OTKNOYUIT cepBepa pecypca.

MediaWiki  (MeduaBuku) — 3TO nNpPOrpaMMHbIA  MEXaHU3M  ynpaBrieHus
KOHTEHTOM Beb-canToB, paboTatowmx no TexHonormm «Wiki», HanMcaHHbIA cneynanbHo
ana WikiPedia v ncnonb3yowmincsa Bo MHOrMX Apyrux npoektax gpoHga «WikiMedia»,
YacTHbIX W FOCYAapCTBEHHbIX  opraHm3aumsx. MediaWiki— a1to  cBobogHoe
nporpammHoe obecnedyeHne, pacnpocTpaHsaowasca Ha ycnosusax O6LecTBEHHOM
nmueH3unn GNU.

MediaWiki HanucaH Ha a3blke nporpaMmmupoBaHus PHP v ana xpaHeHna gaHHbIX
ncnonb3yeT pensaunoHHyo 6asy AaHHbIX (MOXHO mcnonb3oBaTb MySQL, PostgreSQL,
SQLite); nogaepxxmBaeT NCNOSb30BaHME NMPOrpamMMm KaLLIMPOBaHUS.

MediaWiki npegoctaBnsieT unHTepdenc padoTbl C MHOXECTBOM BeD-CTpaHuLu,
pasrpaHMyeHne npaeB [[ocTyna K agMUHUCTPUPOBAHUIO CUCTEMbI, BO3MOXHOCTb
0bpaboTkn TekcTa Kak B COOCTBEHHOM dhopmaTe, Tak n B popmatax HTML n TeX (gns
dopmMyn), BO3MOXHOCTb 3arpy3kv wusobpaxeHun wu gpyrmx dannos. [Mpn aTtom
Nnonb3oBaTenM UMEKT BO3MOXHOCTb A06aBNATb COOCTBEHHblE HOBblIE BO3MOXHOCTU
N NporpaMmMHble MHTEP(ENChI.

B MediaWiki npegycmoTpeH cneumanbHbli  UMHTEpPdENC  NpUKNagHoro
nporpaMmmupoBaHus, obecneymBalOWMii NpSAMOM  OOCTyn K WHdopmauum u3 6as
AaHHbIX. KnneHTCkMe nporpammbl MOryT ucnonb3oBaTb APl gna  aesTopusauuu,
NOMyYEeHMs [OaHHbIX W OTNpaBkM WU3MeHeHMA. B kayecTBe npumepa nporpamm,
ncnonb3ayowmx API, MoxHO HasBaTb 6ubnunoteky Pywikipedia ona cosgaHusa wiki-6ota
(nporpammbl ana maccoBon 3arpy3kum coobwieHnn B WikiPedia) n nporpammy ans
BHeECeHUs nonyasToMaTn4ecknx nsmeHeHun B Buknneguio AutoWikiBrowser.

Freenet (www.freenetproject.org) — aTo0 ogHOpaHroBasa ceTb, npeaHasHavyeHHasi
ANA AeUeHTpann3oBaHHOro pacnpenenieHHoro XxpaHeHnst JaHHbIX 6€3 BO3MOXHOCTU UX
LeH3ypbl, CO34aHHasi C Uenbio NpefoCTaBuTb MONb30BaTeNAM 3NEKTPOHHY cBoboay
cnoBa nytem obecneyeHns nx CTPOron aHOHMMHOCTU. Freenet paboTaeT Ha ocHOBe
obbeanHeHus B obwmin ooHA (NynuHra) npeaocTaBeHHOM Nosib3oBaTensaMmn (YneHamm
ceTn) CBOEN NOSOChl NPOMNYCKaHUSA 1 AUCKOBOrO MPOCTPAHCTBA CBOMX KOMMbIOTEPOB ANA
nyénukaumm wnu nonydeHna u3 Freenet pasHoro poga uHdopmaumn. Freenet
ncnonb3yeT  pasHOBMAHOCTb  MapwpyTu3auuMm  No  Kf4vaM,  MOXOXeW  Ha
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pacnpeneneHHyto xew-tabnuuy, ans onpegeneHus MeCTOHaxoXaeHus
NoNb30BaTENbCKUX AAHHbIX.

Freenet mMoxeT paccmaTpuBaTbCA KaK OFPOMHOE YCTPOWCTBO XpaHEeHUs
nHopmauuun. Korga Bbl coxpaHseTe dpann B 3TO YCTPOWMCTBO, Bbl MOfyvaeTe KoY, C
MOMOLLBIO KOTOPOrO Bbl MOXETe MNosydnuTb uHopmMauuio obpaTtHo. Korga Bbl
npegbsBnseTe Freenet knNio4y, oHa BO3BpallaeT BaM COXPaHEHHbIN ann (ecnn OH
cyulecTtByeT). OTO YCTPOMCTBO XPaHEHUS [aHHbIX pacnpegerneHo no BCEM Yy3nawm,
NoAKIo4YeHHbIM K Freenet.

CeTb Freenet xpaHUT JaHHbIE 1 NO3BONSET U3BNeKaTb X, MOAOOHO TOMY Kak 3TO
peanu3oBaHo B npotokone HTTP. CeTb paspaboTaHa Ans Toro, 4ToObl COXpaHATb
BbICOKYIO XMBYY€CTb MpW MOSTHOM aHOHUMHOCTU U AeLeHTpanM3aunm Bcex BHYTPEHHUX
npoueccos Mo Bcen ceTn. CuctemMa He MMeEeT LeHTparbHbIX CEPBEPOB M HE HAaXoaMTCA
noA KOHTpOMem Kakux-nnbo nepcoH unu opraHudauun. Jaxe cospaTtenu Freenet He
MMEKT HUKAKOro KOHTpona Hag Bcern cuctemon. CoxpaHeHHas WHgopmaums
WndpyeTCcs U pacnpoCTPaHAETCA MO BCEM KOMMNbOTEPaAM, Yy4acTBYHOLWMUM B CETU BO
BCEM MUPE, KOTOPblE aHOHUMHbI, B 6ONbLLUOM KONUYECTBE N NOCTOSSHHO OOMeEHMBatOTCA
nHgopmauunen. lNpu 3TOM OOCTATOYHO CMOXHO OnpefennTb, KakoW YYaCTHUK XPaHUT
OaHHbIA barn, Tak Kak coaepXumMoe Kaxaoro dpavina 3awmdpoBaHO U MOXeT 6biTb
pa3buto Ha 4acTu, KOTOpble pacnpefensiTcs Mexgy MHOXECTBOM pasfnyHbIX
KOMMNbIOTEPOB.

Tor (The Onion Router)— cBobogHoe nporpaMmmHoe obecneyeHne ans
peanu3auun TakK Ha3blBAEMOW «JIYKOBOW MapLupyTuM3aumm» — rubpuaHon aHOHUMHOM
ceTn. ATO cuctema, No3BonsgLLas ycTaHaBNMBaTb aHOHUMHOE CEeTEBOE COeaUHEHue,
3almueHHoe oT npocnywuBaHusa. Tor — 3TO aHOHUMMHasA ceTb, NpeaocTaBnsoLwas
nepegavy AaHHbIX B 3aIMppoBaHHOM BUAE.

Cuctema Tor Obina cosgaHa B uccnegoBaTenbckon nabopatopum BoeHHo-
mopckux cun CLUA no cdegepanbHomMy 3akasdy. B 2002 rogy aTy pa3paboTky peLumnm
paccekpeTuTb, a WUCXOAHble KoAabl ObINM nepegaHbl He3aBUCHMMbIM paspaboTymkam,
KOTOpble co3ganu KNMeHTCKoe nporpammHoe obecreyeHne n onybnukoBany UCXOOHbIV
kog nog cBoBoAHOWM nuueH3nen, 4Tobbl BCe >Xenawwme MOrnu nNpoBepuTb ero Ha
OTCYTCTBME OLLUMOOK U NPOrpamMMHbIX 3aKrazok.

C nomouwbio Tor nonb3oBaTesivi MOryT COXPaHATb @aHOHUMHOCTbL MPU NMOCeLLEHUN
Beb-canToB, Nybnvkaunm matepmanos, oTnpaBke coobLlieHnn n npu paboTte ¢ gpyrumm
NPUNOXEHNAMM, UCMNONb3YKLWMMN NPOTOKONbl WMHTepHeTa. BbesonacHocTb Tpadmka
obecneuynBaeTca 3a CYeT MCMNOMNb30OBaHWA pacnpeferneHHon ceTn cepBepoB (Tak
Ha3blBaeMblX HOAOB) — «MHOTOCMIONHbIX MapLupyTusaTopoB» (onion routers).
TexHonorna Tor Takke obecneymBaeT 3aWuUTy OT MEXaHM3MOB aHanuaa Tpadwuka,
KOTOpble CTaBAT MOA Yrpo3y He TOMbKO AHOHWMMHOCTb MOMb3oBaTeNs, HO TaKke
KOH(MAEHUMAaNbHOCTb BU3HEC-AaHHbIX, AENOBbIX KOHTAKTOB U Ap.

O nopoepxke npoekta o6bsBUNA W3BECTHAs oOpraHMsaums no 3awuTe
rpaxgaHckux csobop Electronic Frontier Foundation, koTopas Hadana akTUBHO
nponaraHaMpoBaTb HOBYK CUCTEMY W nMpunaratb 3HayuTenbHble Yycunua Ans
MaKCUMarnbHOro paclUMpeHns ceTu CBOUX Y3roB (HOOOoB). [NaBHbLIN cepBep MNpoekTa
CyLLeCTBYeT Npu nogaepxke gaHHou opraHusauuu. 1o coctosHuo Ha mapTt 2010 roga
ceTb BKMtoyaeT 6onee 2100 HOAOB.

O6nactb npumeHeHna Tor: YacTHble nvua wcnonb3ylT Tor Ang 3awWwuThbl
HEMNPUKOCHOBEHHOCTU YaCTHOM XWU3HW W MOMNyyYeHUs [Joctyna K WHpopmaumn,
3abnoKnMpoBaHHOM WHTEPHET-LEeH3Ypon. NMpaBoOXpaHUTENbHbIE OpraHbl MCMNOMb3YHT
Tor ons CKpbITOro noceuleHus Beb-cantos, YTOObl HE OCTaBNATL Npu 3ToM |IP-agpeca
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CBOMX YyYpexXaeHun B Jfiorax COOTBETCTBYWOLWMNX Beb-cepBepoB, a Takke Ans
obecneyeHnsa 6e30nacHOCTN COTPYAHMKOB Mpu NpoBeAeHun cneuonepaunin. BoeHHble
ncnonb3yoT Tor ana cbopa cBeaeHUN U3 OTKPbITbIX MCTOYHUKOB.

Monb3oBatenu cetu Tor 3anyckarT ONION-Proxy Ha CBOEW MaluvHe, faHHOoe
nporpaMmmHoe obecnedyeHne nogkn4vaeTcs K cepBepam Tor, nepuoandeckun obpasys
gupmyarsbHyrO UEeroYyKy CKBO3b CeTb Tor, KoTopas wucnonb3yeT Kpuntorpaduro
MHOrOypOBHEBbIM CMOCOOOM (MfIM MHOrOCIIOMHbLIM: a@Hanorna C JIyKOM WS PYCCKOWM
«MaTpelukom»). Kaxabln nakeT, nonajawowui B CUCTEMY, MPOXOOAUT 4epe3 Tpu
pasnnMyHbIX MNpPOKcu-cepeepa (yana), KoTopble BblbuparoTCca crydamHbiM 0bBpasom.
lMepen oTnpaBneHnMeM nakeT nocrnegoBaTenbHO WKUpPyeTcs TpeMs KniyYamu: cHadvana
Ans TpeTbero yana, NoToMm And BTOPOro, W, B KOHUE KOHLOB, Ans nepsoro. Koraga
nepBbl y3esi noriydaet MakeT, OH paclWn@poBbIBAET «BEPXHUW» Cron wudpa
(aHanorus ¢ TeM, Kak YMCTAT JfyKOBWUUY) W Y3HaAeT, Kyaa OTnpaBUTb NakeT Aarnbluie.
BTopon n TpeTtunin cepsep NocTynatT aHanorm4yHbIM obpasom.

BHyTpn cetn Tor Tpadmk nepeHanpaBnseTcd OT OAHOr0 MapLupyTudaTtopa K
OPYroMy W OKOHYaTenbHO [AOCTUraeT moYyku 8bixoda, W3 KOTOPOM YMCTbIN
(HewmndpoBaHHbLIM) NaKeT YyXe [A0XOAUT A0 W3Ha4vanbHOro agpeca nonydvartens
(cepBepa). Tpaduk oT nony4vartens (cepsepa) obpaTHO HanNpaBnseTCa B MOYKY 8bixoda
cetn Tor.

ObecneumBass aHOHMMHOCTb KINMEHTOB, Tor Takke MoXeT obecneunBaTtb
aHOHMMHOCTb Ansa cepBepoB. Mcnonb3ys ceTb Tor, BO3MOXHO MCNOSb3oBaTb cepBep
Takum obpasom, YTO ero MecToHaxoxaeHue B cetn byaeTt Hem3BecTHO. KoHeyHo, ons
AoCcTyna K CKpbITbIM criy>kbam Tor [OfKeH Takke WCNoNb30BaTbCA M Ha CTOPOHE
KnueHTa.

Takum obpa3om, aHOHMMHas NykoBasi MapLlupyTu3aumsa — 3TO Koraa 3BeHbS
LenoYkn nepefayun OaHHbIX He 3HAT, KTO MHULMUPYET nepeaadvy MHpopmMaumm, n KTo
ee npumeT B utore. Takum o6pasom 3Tu 3BEHbSA CHUMAIOT C cebsi OTBETCTBEHHOCTL 3a
BblAa4y KOHEYHbIX Y3r10B, MOTOMY YTO caenaTb 3TO OHM MPOCTO HE MOrYT.

Wikipedia 6nokupyeT co3gaHve ydeTHbIX 3anucen nonb3oBaTenen, a Takke
pefjakTMpoBaHWe cTated npu  ucrnonb3oBaHun Tor. bBbonblMHCTBO y3noB Tor,
paboTalWmMX KakK peTpaHCnAaTopbl, 3aHeceHbl B YepHblM Cnucok IP-agpecoB C
dOpPMYNNPOBKON «OTKPbITbIM MPOKCU». CaoenaHo 3TO C UeSibio BOCMNPEensaTCTBOBaHUSA
BaHOanM3mMy — aHOHUMHOMY paspyLUEHUIO CTPaHUL.

PGP (Pretty Good Privacy) — KkoMnbloTEpHasa nporpamma, Tak e omubnuorteka
YHKUMA, NO3BOMIAKOWAS BbINOMHATL onepaumn wudpoBaHna (KoaMpoBaHud) U
LUndpoBon Nognucu coobLueHnn, annos U apyron MHopmMmauumn, npeactaBneHHoOn B
9NeKTpoHHOM Buae. [lepBoHavanbHO paspaboTaHa dununnom LiummepmaHHOM B
1991 ropgy.

PGP nmeeT MHOXeCTBO peanu3auui, COBMECTMMbIX Mexay cobonm u psagom
apyrmx nporpamm (GnuPG, FileCrypt n gp.) 6narogapsa crangapty OpenPGP (RFC
4880), HO NMerLNX pa3HbIi HABop PYHKUMOHAMNBHBIX BO3MOXHOCTEMN.

Ha paHHbI MOMEHT He M3BECTHO HM OAHOro cnocoba B3nomaTb LMppoBaHME
PGP npu nomowwm nomnHoro nepebopa unu ys3BUMOCTM Kpuntoanroputma. Kpome
3aWwuTbl  AaHHbIX, nepegaBaemMmblx Mo cetn, PGP nossonder wudpoBaTtb
3anoMuHaroume yCTpomucTBa, Hanpumep, XXecTkue ANCKU.

Kpuntorpaduyeckass ctonmkoctbe PGP ocHoBaHa Ha npeanonioXeHun, 4To
ncrnonb3yemble  anropuTMbl  YCTOWMYMBBI K KpUMNTOAHanM3y Ha COBPEMEHHOM
obopynoBaHun. Hanpumep, B opurmHanbHon Bepcun PGP ansa wudpoBaHna Kroyen
ceccum  ucnonb3oBancad anroputm  RSA, OCHOBaHHbIW Ha  UCMNOSIb30BaHUK
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OAHOCTOPOHHEN doyHKUMK (hakTopusaumsi). B PGP Bepcun 2 Takke mcnonb3oBarncs
anroput™m |IDEA, B cnegylowux Bepcuax 6binv  gobaeneHbl  AONOMHUTENbHbIE
anropuTMbl WNMPOBaHNA. HU y OOHOro MCMonb3yemoro anroputMa HeT WU3BECTHbIX
YySI3BUMOCTEWN.

WundgposaHne PGP ocywecTBnseTca MnocrnefoBaTefsibHO — XelnpoBaHUEM,
cKaTMeM  [OaHHblX, WUPPOBaAHMEM C CUMMETPUYHBLIM  KIHOYOM, W, HaKOHel,
WNdpoBaHNEM C OTKPbITbIM KMKOYOM, NMPUYEM KaxObl 3Tan MOXET OCYyLeCTBIIATbLCA
O[HNM U3 HECKOJSTbKMX NoAdepXMBaeMbIX anropuTMoB.

PGP nopgpepxuBaet ayTeHTUUKALUIO U NPOBEPKY LENOCTHOCTU NOCpPeacTBOM
undgposon nognucu. Mo ymonyaHuoo oHa UCMOMb3YeTCs COBMECTHO C LUMGPOBaAHUEM,
HO Takke MOXeT ObiTb NMPMMEHeHa U K OTKpbITOMY TekcTy. OTnpaBuTenb UCMNONb3yeT
PGP pgns cosgaHua noanucu anroputMamu  Co3faHusa  OneKTPOHHOW  umdpoBom
nognucn RSA unu DSA. Npun 3TOM CHavyana co3faeTtcs Xew OTKPbITOro TekcTa (Takke
N3BECTHbIN KakK JanpKecT), 3aTeM — umdpoBas NoAnNMChb XeLla npu NoMoLLM 3aKpbITOro
KnoYya oTnpaBuTenNs.

B uenax ymeHbweHusa obbema coobuweHuni n annoB u, BO3MOXHO, AN
3aTpyaHeHus kpuntoaHanusa PGP npou3BoauT cxatue AaHHbIX nepe WwnudpoBaHneM.

PGP un3HavanbHO paspabaTtbiBanacb Ang WMPOBaHUS INEKTPOHHOW MOYThI Ha
CTOpPOHE KnneHTa, HO ¢ 2002 roga BKMOYaeT Takke LWMdpOBaHME XECTKUX OMUCKOB
NEePEHOCHbIX KOMMNbIOTEPOB, hannoB 1 Nanok, CECCUi NporpammMm MrHOBEHHOro obmMmeHa
coobLeHnamM, nakeTHon nepedadn annos, 3awmTy ¢annoB U Nanok Ha CeTeBblX
XpaHunuwax, wngpoBaHna HTTP 3anpocoB M OTBETOB Ha CTOPOHe cepsepa U
KNueHTa.

N3 aToro, aaxe kpaTkoro, 063opa TEXHONOMMYECKOro NOCTPOEHNS 1 peanu3aumm
npoekta Wikileaks MOXXHO caenaTb HEKOTOpPbIE BbIBOAbI:

1. MoxHO KOHCmMamupoeamb, 4YMO MepeoHayvasibHble Uesiu, Komopsble
6bi1u 3adeknapupoeaHbl Ha Hada/lbHOM 3mane pa3pabomku u peanusauuu
npoexkma Wikileaks, — docmuaHymbil.

bonee mwunnunoHa yxe onybnukoBaHHbIX Ha noptane Wikileaks cekpeTHbIX
mMaTepuanoB (Ckonbko 6OygeTr ewe onybnuMKkoBaHO — HWKOMY He W3BECTHO, Aaxe
«pPOANTENSMUN») NpUBMeKnn camoe npucraneHoe BHMMaHne MNPOBOM
06LLEeCTBEHHOCTH, B NEPBYIO 04Mepeab, APYrMX MHTEPHET-PECYPCOB.

B kayecTBe npumepa Bo3pacTatoLlero nHTepeca K KoHTeHTy noptana Wikileaks n
B3aMMOCBSI3M 3TOrO0 MHTEpPEca C HOBLIMM «yTeYKaMum» MHOpPMaLMM MOXHO NMPUBECTU
AOMHaMuKy nybnukaumin ¢ ccbinkamm Ha Wikileaks Ha Beb-cTpaHmMuax RUNet n UANet
(pyc. 2 n 3), koTopble G6biNM nony4eHbl C nomouwlblo paspabotaHHon B WL ElVisti
CUCTEMBI KOHTEHT-MOHUTOPUHra HoBocTen InfoStream [1]. OuHamuka paccunTbiBanach
HaynHasa ¢ 1 aHBapsa 2007 r., npakTU4ecKn ¢ TOro MOMEHTA, Korga rnosABUIIMCb NepBble
nybnukauumn o geatenbHocTn Wikileaks, oo cepeauHbl aekabpa 2010 .

HeobxoanmMo OTMETUTb, YTO C LENbl BU3yanusauum M aHanmsa BpPEMEHHbIX
pSOoB, CBS3a@HHbIX C nNybnukaumamu B  WMH(OPMALNMOHHOM MNPOCTPaAHCTBE CETU
MHTepHeT nsBecteH MeTo AUCNEePCUOHHOIO aHanusa, npegHas3Ha4YeHHbIn Ana aHanusa
N BU3yanusaumm COCTOSHUS BPEMEHHbIX PSAOOB WMHTEHCUMBHOCTM nybnukaumn no
onpeneneHHon temaTtuke — AL -aHanu3 [2]. AL -meToa npumeHsieTcs Ans pearnbHbIX
BPEMEHHbIX PAOOB, HanpuMep TeX, KOTOpble OTpaXaktT MHTEHCMBHOCTb Nybnukauui
JaHHoM Tematukm B KHTepHeTe. Ha puc. 3 npuBepgeHa AL -guarpamma ans
PacCMOTPEHHOIO Bbille BPEMEHHOIO psida U3 Komnuyectsa nybnukaumi coobuieHun 3a
CYTKM Ha NpOTSKEHUM YykasaHHoOro nepuopa. Ceetnble obnactm Ha Anarpamme
COOTBETCTBYIOT MakCMMyMaM KomnudectBa nybnukaumn. lMpu aTOM «penbedHOCTb»
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anarpammMbl  NO3BONSAET OUEHWBATb YPOBEHb 3JTOr0 3HA4YeHUs, YCPEeOHEHHbIM Mo
pPasfiMyHbIM  3HAYEHUAM «OKOH U3MepeHusi». [laHHbIn MeTod Bu3yanusaumm
abContoTHbIX OTKNOHeHWn AL, kak M M3BECTHbIM MeTon BenBneT-npeodbpasoBaHui,
No3BONSAEeT OBHapyXMBaTb €OUHUYHbIE U HEeperynsapHble «BCMMEeCKU», NepuoanyHOCTb,
pe3kMe WU3MEHEHUS 3HAYEeHUN KONNYECTBEHHbIX MoKa3aTernen B pasHble nepuoabl
BPEMEHM.

WikiLeaks Dynamic

2.8 =

\I}IIJ '
T
1 80 159 238 317 396 475 554 633 712 791 870 949 1028 1107 1186 1265 1344 1423
Puc. 2. QnHamuka nybnukaumn B RUNet 1 UANet nHdopmaLmm ¢ KOHTEHT-pecypca
Wikileaks. Nopn3oHTanbHas ocb — NOPSAAKOBLIA HOMEP OHA, BepTuKarnbHasi OCb —

3HayeHue log(N+1), rae N — konuyecTBo nybnukauumn 3a cyTku (QaHHble NOMyYeHbl C
NMOMOLLbKO CUCTEMbI KOHTEHT-MOHUTOpPUHra InfoStream)

;Ili' p.'I

800 300 1000 1100 1200 1300 1400

Puc. 3. AL -anarpamma BpeMeHHOro psiia UHTEHCUBHOCTW NyGnukauuin o
peatenbHocTn Wikileaks (ocb abcumcce - oHM roga, oCb OpavHaT - BENMYMHA OKHa
N3MepeHNn)
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Ewe oanH coBpeMeHHbI MeTo4 aHanu3a BpeMeHHbIX psagoB — R/S-aHanus [3],
NO3BOMWMA BbIYUCIIUTL MNapameTp XepcTa paccMaTpMBaeMOro BPEMEHHOro psaa.
3HayeHne 3Toro napameTpa, paBHoe npmbnuamtensHo 0,65 cBMOETENBCTBYET O TAKOM
CBOMCTBE, KaK NEPCUCTEHTHOCTb, T.€. KOPPENALNOHHON 3aBUCUMOCTW MOCNEAYOLWMX n
npeablaywmnx  3HayeHun. ITO [aeT  BO3MOXHOCTb  MPOrHo3upoBatb  (4UCTO
mMaTemMaTtmnyeckun, 6e3 yyeTta peanbHbIX COObITUIA, HANpPUMep, apecta NN BO3MOXHOIO
ncyesHoBeHUs AccaHxa) TO, 4YTO TeHOeHUUW MoBedeHUss BPEMEHHOro psaa
WHTEHCUBHOCTM Nybnukaunn 6ygyT COXpaHATLCS.

2. BeposimHo enepebie 3a 8CH0O UCMOPUIO cyujecmeosaHusi yesoeeyecmea,
3a cpasHUMEJZIbHO KOPOMKuUU rnepuod 6peMeHu, rpousow’sia Cmosb
MaccupoeaHHasi <yme4ka» u onybnukoeaHue e obuiedocmynHbIX UCMOYHUKaxX
UHghopMayuu «3akpbimou» U KOHghuGeHyuarbHOU UHhopMauuu.

3. YcnewmHass peanusauyusi npoekma Wikileaks, 8 memodosiocu4eckomMm u
npakmu4YeckomMm acrnekmax, 6ydem umems Oasieko udywue nocsedcmeusi 8 cuny
docmamoy4yHO HadeXHo20 (Ha ce200HsIWHUU OeHb) obecrne4YyeHusi aHOHUMHOCMU
UCmMo4YHUKO8 UHhopMayuu.

Kak Bblwwe 6bino yxe ckasaHo, WikiLeaks — BykeT TexHOMOMmn:

. Freenet — peueHTpann3oBaHHOE AHOHMMHOE XpaHunuuie AaHHbIX, rae
HWKTO HE 3HaeT, YTO XPaHWuT.

. PGP (oT aHrn. 4oBONbHO xopollee wngpoBaHue) — cnocob wmndposaHus
nHopmauun.

. Tor — ceTb NyKOBOW MapLipyTusauumn (korga 3BeHbs LEenoyvku nepegayv
AAaHHbIX HEe 3HalOT, KTO MHULMMPYET nepeaadvy MHopmauuu, 1 KTo ee NpumeT B UTore).
Wtak, nvku Yepes nykosyto ceTb Ha Look At Me!

OyeHb BaxHbIM £BMSeTCS M TO, YTO aBTOPbl MpPOEKTa C CcaMoro Havana
nobecnokomnncb 0 BO3MOXHOM yaaneHuum AaHHbix ¢ canta. Cosgatenn WikiLeaks
nocTapanucb ero NOCTpouTb Taknm obpasom, 4Tobbl nocne nyénukauum KOHTEHT cpasy
Xe oTobpaxarnca Ha HEeCKOSbKMX COTEH KOMWn-3epkar, B pesynbTaTe 4Yero yganutb
MaTtepuarnbl C calTa CTano npakTUyeckn HEBO3MOXHO (B HacTtosulee Bpems WikiLeaks
3epkanupyetcd Ha 2174 canTax).

4. Ha cez2odHsi noka omcymcmeyrom 3¢hgheKmueHble mexHu4YyeckKue u
mexHoJsio2u4yeckue cpedcmea npomueobopcmea ¢ nopmasiom Wikileaks.

[Moka OCHOBHbIMW CcpeAcTBaMu MPOTMBOBOPCTBA ABMAITCA aAMUHUCTPATUBHbIE
n cyaebHble MeponpuaTUs, a Takke opraHm3aumsa n oCyLLEeCTBIIEHNE XaKepCKNX aTak Ha
noptan Wikileaks.

Bnactu pasHbix rocygapctB B pasHOe BpeMs npegnarany 3abnokvposaTb
pestenbHocTb WikiLeaks nnun xoTta 6bl 3akpbITb 4OCTYN K CanuTy ANg nonb3osaTenei. B
2007 ropy cant 6bin 3abnokupoBaH B KHP, a B 2010 rogy - B Taunange. Takke
nnaHuMpoBanu 3anpeTuTb JOCTYN K CanuTy aBCcTpanunckue snactu: npexae Ha WikiLeaks
6bIn onybnukoBaH CMUCOK WHTEPHET-pecypcos, NpenmyLLecTBEeHHO,
nopHorpadnMyeckoro  copepxaHus, KOTopble  NpaBUTENbCTBO  noTpebosano
3abnokmpoBaTb AnNs Bcex nonb3oBaTenen ctpaHbl. O HamepeHusix Aodbutbes
6nokuposkn WikiLeaks rosopunu n B [leHTaroHe.

Mo peweHuto cyna KanudopHun, B noHepenbHuk 18 cespans 2008 roga, no
coobuieHmto BBC News, 6bin 3akpbIT cant Wikileaks.org, Ha koTopom ny6nmkoBanucb
NpaBUTENbCTBEHHbIE M KOPMOpaTuBHbIE [OOKYMEHTbl. TakoW BepAMKT Oblfl BblHECEH
CyOoOM B pesynbTaTte pacCMOTpeHus ucka wweenuyapckoro 6aHka Julius Baer. UckoBoe
3asBneHne 6bio nogaHo Julius Baer nocne Toro, kak Ha camte Wikileaks.org
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NosIBUNNCL "HECKONbKO COTEH" OOKYMEHTOB, Kacawowmxcsa oppLIOPHON AeATenNbHOCTH
GaHka.

B mapte 2008 roga aBcTpanuuckas KoOMUCCUS MO CcpeactBamM  MacCcoBOW
nHpopmauun n kommyHukaunam (ACMA), no coobuieHnsm coobuwaeT The Sydney
Morning Herald, Bknto4Mna B YepHbIM CAMCOK CanWTOB, LOCTYM Ha KOTOPble OOSKHbI
ByayT 6noknpoBaTtb NpoBanaepbl CTpaHbl, HECKONBKO cTpaHuy, pecypca WikiLeaks.

Mocne onybnukoBaHMa KOHMAEHUMAmNbHbLIX aMepUKaHCKMX [OOKyMeHTOoB, 28
Hos6ps 2010 roga camt WikiLeaks nogBeprca xakepckon artake. CanT HekoTopoe
BpeMsa Obl1 HedocTyneH nonb3oBatenam. Copepxatenu cavta HasBanuv nNpuYmHy
Henonagok DDoS-aTakown.

Cpasy nocne o6HapogoBaHusi kabnorpamm, KOTOPbIMUW  MPaBUTENbCTBO
obmeHmBanocb ¢ noconbctBamu CLIA B agpyrux cTpaHax Amazon nepecrtan
npenoctaBnATb XOCTUHr camty WikiLeaks. 4 pgekabpsa nnatexHasa cuctema PayPal
3amopo3una ydveTHyto 3anucb WikiLeaks BnocneactBumn 6binv  3abrnokMpoBaHbl
nepesoapbl Yepes cuctembl VISA n MasterCard.

N aTOT NnepeyeHb MOXHO npogoskaTb. Ho, 4To nHTEpecHo, Te xe CoeanHEHHbIe
WTaTtel AMepukKn, KoTopble ononymMnucb Ha AccaHxa, nodYemMy-to MosfyaT, Nno Kakum
KaHanam ero cauT nonyyun uHdgopmauuio. Ecnn emy nomornu xakepbl, NpoAaxHble
KNEepKu Unu nnoxve COTPYAHWKM KOMMNbIOTEPHbIX NogpasfeneHui, KoTopble OCTaBunu
ysi3BUMOCTM B 6a3ax AaHHbIX, TaK U HAOO UCKaTb U NPUBREKaTb ATUX NIOAEN, a He TOoro,
KTO onybnukoBan JokyMeHTbl [1a, Mo foruke TOT, KTO AOCTaBun MHAOpMaLMIo, TOT U
BMHOBAT.

Ho npobnema B TOM, u4TO cerogHs ys3Buma nwbas uHbopMmaumsa Ha
SNEKTPOHHbLIX HOCUTENSAX, BKOYAs CEKPEeTHble CepBepbl N NriaTeXHble KapTOYkn. ITo
cneactBMe  ckauykoobpasHoro passutus  uMHdOpMauuoHHOW cdepbl.  3alnTHbIE
TexHonornm cunbHo otctanu. O603bl K aBaHrapay NoOATArMBAOTCS 3HAYUTENBHO NO3XKeE.

5. C nosieneHuem nopmana Wikileaks 3Ha4YumesnibHO yeenuU4YuUNOChH
eflusiHUe  Internet- npocmpaHcmea Ha  NMpakKmu4yecku  8ce€  CMOPOHbI
JKu3HedessmeslbHOCMU Kak omoeJsibHO 83simOolU cmpaHbl, maK 8ce20 Mupoe8o20
coobujecmea.

CnpasegnuBoctn pagu, HeobxogMmMoO OTMeTUTb, YTO C CamMoro Havana
peanusauun npoekta Wikileaks ero cosgaTtenu crtaBunu 3agady pasMeLlleHns He
TONMbKO  pa3HOOOpa3HOM  MOMUTUYECKOW UMM 3aKPbITOW  NPaBUTENIbCTBEHHOM
nHpopmauumn, Ho u nMbbiXx APYrMX AaHHbIX, KOTOPble MO KaKUM-TO MpUYMHaM
CKPbIBAKOTCH, HO AOSMKHbI BbITb AOCTYMNHBI 06LLECTBEHHOCTU. N 3TO UM yaanocs.

Cnenyet oxuagaTb CTPEMUTENbHOrO MOSABMEHUS «MocnefoBaTenen» 3Toro
Internet-pecypca n, B nepByto oyepenb, Ha perMoHanbHbIX YPOBHSX, TeM Bonee, 4To
Wikileaks - He nepBbIi OHNAMHOBBLIN NPOEKT NogobHoro poaa. JoBonbHO aaBHo B CeTu
cywiecTBytoT noxoxue cantbl Cryptome n The Smoking Gun. 6 gekabps 2010 roga
Mupatckas naptma Poccum 3anyctuna poaCcTBEHHbIM NPOEKT B 30HE .pd. M 3TO TONbLKO
Ha4yano. EOMHCTBEHHOe, 4YTO MOXeT caepxmBaTb 3TOT Mpouecc — (UHaAHCOBOE
obecneyeHue.

Ho 310 «ycuneHne» wuMeeT KakK MonoXuTernbHble, Tak W oTpuuaTtenbHble
CcTOpOHbl. C OAHOW CTOPOHbI, cAernaH o4YeHb CepPbE3HbIN LWar B HanpasrneHUn KOHTPons
OeATenbHOCTU  MONUTUKOB, MNpeacTaBUTENen CUMOBLIX CTPYKTYP, (OUHAHCOBbIX
MarHaToB OOLEeCTBEHHOCTbI, 06OLEeCcTBOM. A C APYroM CTOPOHbI, KTO MOPYYUTCS, YTO
Bcnep 3a cnmBoM ¢ Wikileaks nnm emy nogobHbix Be6-pecypcoB He nocnenyeT yepena
aHanornmyHblx nNpaBAonofobHbIX, HO YXe LuerneHanpasneHHbiX cjabprKoBaHHbIX
notokoB? Hwukto. MogobHbiM cnocobom BRonHe MoxeT ObiTb BOpowweHa nbas
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MHpopmauus, B TOM YMCHE N «OOIMKHbIM 0O6pa3om HanpaBneHHas n BbiBEpeHHas». U
MHOrMe noeepsT. A 3a danbLlbCMBOM MOMyT MOCNEAOBaTb U KOHKPETHbIE AEACTBUS B
reononinTuke, pPervMoHanbHOM W TOCygapCTBEHHOW MNOMUTUKE WNWM  OTAENbHbIX WX
acrnekTax.

6. Cnedyem oxuldamb YCKOPeHUsI Ka4eCmeeHHO HO08020 pa3eumus
UHGhOPMayUOHHbIX MexHosio2ull, npexde ece20 0 obslacmsix obecnevyeHus
obwedocmynHocmu uHgopMayuu, Hee3upasi Ha BCsIKO20 pooda «2pughbl»,
obecneyvyeHusi 3aujumbl «3aKpbimol» U KOHguleHyuanbHOU UHgopmMayuu om
803MOXXHbIX <yme4eK» U, mem 6osiee, Maccoeo20 pacrnpocmpaHeHUs.

Ota «bOopbba» OygeT OCywecTBNATLCA Ha 3aKoHOA4ATENIbHOM, TEXHMKO-
TEXHONOrMYeCKOM N aAMUHUCTPATUBHbBIX YPOBHSIX.

7. W, noxanyn, cambii rMaBHbIA BbIBOA: MUpoeoe coobujecmeo 8rnjiomHyH
npubnu3usiocb K MNOCMPOEHU KayeCmeeHHO HO0B8020 UHMOPMayUOHHO20
npocmpaHcmea, UHGhOpPMayUOHHbIX 83aUMOOMHOWEHUl 8 KOMOpbIX 2paHuUubl
«3aKpblmocmu», «CeKpemHocmu», «KOHghudeHyuanbHocmu» UHghopmMauyuu
cyw,ecmeeHHO CyXXaromcsi.
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MocTtynuna B pegakumio 05.01.11

Wiki Leaks — mouarok nepedopmaryBanns inpopmaniiHoro
cycmijibcTBa?

[MpoaHanizoBaHO TexHomorivyHi acnektn pearnisadii npoekty Wikileaks bl cTyneHb
BMAIMBY LbOro NpPOekKkTy Ha iHpOopMaUinHi BIQHOCIEHHSA, AKi CKIanucd, Ha BCiX PIBHAX —
rno6anbHOMY, perioHanbHOMYy, Aep>KaBHOMY Ta KOPNopaTUBHOMY,

Knroyoei cnoea: iHdopmauinHa 6e3neka, iHGoOpMauiiHe  CycninbCTBO,
iHbopMaUiHi BIAHOCUMHU, MPOrHO3yBaHHS.

The beginning of an information society reformattirg?

Technological aspects of realization of project Wikileaks and degree of influence of
this project on developed information relations at all levels — global, regional, state and
corporate are analyzed.

Keywords: information security, informationsociety, information relations, the
forecast.
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