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AN IMPROVED FAULT-TOLERANT ALGORITHM
FOR A GYROSCOPIC SENSORS UNIT

An improved fault tolerant algorithm is presented. Its mathematical models as well as its implementation are
discussed in this work. The algorithm’s effectiveness has been proved by means of computer program and ap-
plied to a gyroscopic sensors unit (GSU). The improved fault-tolerant algorithm has the ability to perform a
complete diagnosis of the GSU, constantly monitoring its state by means of several mathematical models, de-
termining the possible existence of a fault in the unit. Once a fault in the unit has occurred, the algorithm is
able to find where the fault is located; allowing us to define what kind of fault has appeared in the unit and this
diagnosis can lead us to perform the proper corrective actions to recover the optimal performance in the GSU.
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Introduction

Building reliable systems is one of the main chal-
lenges that is faced by software developers and they
have been concerned with dependability issues since the
first day a system was built and deployed [1]. Many
changes in this matter have been occurred, including the
nature of faults and failures, the complexity of systems,
the services that they deliver, the way society uses them
and obviously, in theory, approaches, and technology
[2]. But the need to deal with various threats such as
failed components, deteriorating environments, human
mistakes, intrusions, components mismatches or soft-
ware bugs; is in the core of software, research, and de-
velopment. Errors always happen in spite of all the ef-
forts to eliminate faults that might cause them, so sev-
eral fault tolerant mechanisms and approaches have
been investigated by researchers and used in various
fields of technology and applied industrial solutions [3-
5]. Unfortunately, these solutions are more focused on
the implementation, ignoring other development phases
as a fault tolerant support system. This creates a danger-
ous gap between the implementation and the reliability
of a system. As consequence of this, there is an increas-
ing number of situations in which fault tolerant support
has been undermined, decreasing gravely the systems’
reliability.

Fault tolerant support needs to be explicitly in-
cluded into every design but especially where any mal-
function in the system could lead to seriously have eco-
nomical lost but even worst to have lost of human lives.

As current software engineering practices tend to
think only about normal behavior, assuming that all
faults can be removed during development phase, im-
proved algorithms or methods must be developed to
support explicit handling of abnormal situation. Fur-

thermore, every developed system should be enriched
with a fault tolerant support means.

Looking forward to meet this challenge, this work
presents an improved fault tolerant algorithm support
with the specific task to increase the reliability of a gy-
roscopic sensors unit (GSU).

1. Diagnostic model for the GSU

The GSU is built by three gyroscopic sensors, two
angular velocity sensors, angular velocity sensor 1
(AVS)) and angular velocity sensor 2 (AVS,), and one
angle sensor (AS) in order to guaranty a diagnosis in the
GSU, as it is shown in Fig. 1.

o(t) Uoa(t)
p| AVS; |

Uaa(t)
| AVS, — »

w(t) Uy (t)
p AS | »

Fig. 1. Structural scheme of GSU

The sensors’ characteristic equations are repre-
sented in (1):

wl (t):f(ml '(D(t)+U§)01 ’ (l)

where U, (t) — AVS, output;
U, (t) — AVS, output;
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U, (t)— AS output;
K., K, » K, ,—sensors’ transfer—coefficient;
o(t) — angular velocity;
y(t) — angle position;
Uy, Uy', UY — drift values from zero.

The fact of detecting the existence of a fault in the
GSU leads to find its place (which sensor is the faulty
one), class and kind of the fault, in Fig. 2 is shown the
general scheme for the implemented methodology.

Fault Detection
v
| Seeking Place of Fault |

v
Determining Class of Fault

v
Identifying Kind of Fault

Fig. 2. Methodology’s general scheme

2

The fault tolerant algorithm can identify 32 kinds
of faults, classified in 4 classes. According to the study
and analysis of the GSU in [6], there are very specific
faults in the unit, leading us to understand the behavior
of the system or even better, the sensors’ behavior and
improve and extend the algorithm shown in [7]. The
kinds of faults are determined by the letter “d” and are
following defined:

d1 —positive power supply cable broken;

d2 —negative power supply cable broken;

d3 —signal cable broken;

d4 — irremovable positive voltage drift;

d5 —removable positive voltage drift;

d6 —removable negative voltage drift;

d7 — irremovable negative voltage drift;

d8 —removable decreased transfer coefficient;

d9 — irremovable decreased transfer coefficient;

d10 —reoriented transfer coefficient;

d11 —reoriented and removable decreased transfer
coefficient;

d12 — reoriented and irremovable decreased trans-
fer coefficient;

d13 — removable decreased transfer coefficient
with irremovable positive voltage drift;

d14 — removable decreased transfer coefficient
with removable positive voltage drift;

d15 — irremovable decreased transfer coefficient
with irremovable positive voltage drift;

d16 — irremovable decreased transfer coefficient
with removable positive voltage drift;

d17 — reoriented transfer coefficient with irremov-
able positive voltage drift;

d18 — reoriented transfer coefficient with remov-
able positive voltage drift;

d19 —reoriented and removable decreased transfer
coefficient with irremovable positive voltage drift;

d20 — reoriented and removable decreased transfer
coefficient with removable positive voltage drift;

d21 — reoriented and irremovable decreased trans-
fer coefficient with irremovable positive voltage drift;

d22 — reoriented and irremovable decreased trans-
fer coefficient with removable positive voltage drift;

d23 — removable decreased transfer coefficient
with irremovable negative voltage drift;

d24 — removable decreased transfer coefficient
with removable negative voltage drift;

d25 — irremovable decreased transfer coefficient
with irremovable negative voltage drift;

d26 — irremovable decreased transfer coefficient
with removable negative voltage drift;

d27 — reoriented transfer coefficient with irremov-
able negative voltage drift;

d28 — reoriented transfer coefficient with remov-
able negative voltage drift;

d29 — reoriented and removable decreased transfer
coefficient with irremovable negative voltage drift;

d30 — reoriented and removable decreased transfer
coefficient with removable negative voltage drift;

d31 — reoriented and irremovable decreased trans-
fer coefficient with irremovable negative voltage drift;

d32 — reoriented and irremovable decreased trans-
fer coefficient with removable negative voltage drift.

The following hypothesizes have been defined in
developing the diagnostic process for the GSU.

1. Only can be one faulty sensor at the moment of
diagnose.

2. Each sensor could present one or two kind of
faults at a time.

3. Only “Shift” and “Coefficient” fault type can
occur at a time in one sensor.

4. The input signal must be of the kind to deter-
mine the types of faults above described.

5. A kind of fault can independently appear from
each others.

2. Algorithm’s Mathematical Model

2.1. Fault and Place Detection

The GSU is constantly monitored. The mathemati-
cal model for this monitoring is following discussed.
Fig. 3 shows the block diagram for the monitoring pro-
cedure and its specific stages to detect a fault and its
place.

Diagram application is ahead explained.
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Fig. 3. Fault and place detection diagram

The errors in Fig. 3 are represented by (2).

g1(t)= Uy (1)U, (1),

&2 (t) = U2 ()= Uy (1), )
e3(t)=Uyy (t)- Uy (1),

where g (t) — error between AVS, and AS;

(t) — error between AVS, and AS;

(t) — error between AVS,; and AVS;;

2 (t) —AVS; output;

o (1) = AVS; output;

» (t) — derived AS output.

Threshold Device (TD) is in charge to determine
the existence of a fault in the GSU, monitoring the er-

€

el =N

c

rors and a threshold value dg, represented in (3).

Si[K] = {| O [K]- Uy [K]| > 81 »
S [K]={| a2 [K] - Uy, [K]| > 852

- - 3)
S5 [K] = {|Ue [K]= Ut [K]| > 853
where S, [k] — indicator of presence of fault;
U, [k]. U,,[k]. U, [k] - sensor’s output;
d; — threshold value.
Table 1
Indicator of faults’ place
UU)Z Uml ]
S 0 1 1
S 1 0 1
Ss 1 1 0

The subscript i refers to each sensor according to
S1, S, and S;. In order to find the place of fault, we use
the S; indicators; the Table 1 shows the possible combi-
nations of the indicators when a fault has occurred.

FAULT DETECTED

| Unknown | | AS |

Fig. 4. Dichotomic tree to find the place of fault

The dichotomic tree for this procedure is shown in
Fig. 4. According to Table 1 three statements are de-
fined for determining the faults’ place.

If S; = 0 THEN fault is in AVS,,
If S, = 0 THEN fault is in AVS,,
If S; = 0 THEN fault is in AS.

2.2. Determining the Class of Fault

The fault tolerant algorithm can identify 32 kinds
of faults for each sensor, classified into four classes fol-
lowing explained.

Class “Broken”

This class is characterized by constants voltages at
the output of the faulty sensor, the mathematical model
for determining this class is shown in (4) and (5).

k

Zgi(n)= {ZUBi (n+1)-Ug; (n) > 8 } )
n=l

where Z; (n)— indicator of class “Broken”;

[NJBi (n) — output sample of the faulty sensor;
dp; — threshold value for class “Broken”.

Zpi ={N>pg}, )

where Z,; — indicator of reliability for class “Broken”;

N — counter of truly results of Z,;
pp — threshold of reliability for class “Broken”.

Class “Drift”

This class is defined by a constant voltage drift in
the output of the faulty sensor. First it is calculated the
mean value of the error signals with (6).

Ep1 t+€
Acp, = D1 . D2

(6)

2
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where Agp — average value of the error out of tolerance;
ep; — first error signal out of tolerance;
epp — second error signal out of tolerance.
Then, we apply (7) in order to know if the drift
voltage is constant.

k
Zpi(n) = {Z |A£D (n + 1)—A8D (n)| > 8p; } , (D

n=l

where Zp;(n) — indicator of class “Drift”;

Agp — sample of the average value of the two errors
out of tolerance;

dp; — threshold value for class “Drift”.

After that, we use (8) as indicator of reliability for
this class.

1

ZDi ={N>pD} , (8)

where Z,, — indicator of reliability for class “Drift”;

N — counter of truly results of Z, ;
pp — threshold of reliability for class “Drift”.

Classes “Coefficient” and “Drift—Coefficient”

These classes are characterized by a constant or
variable difference value between the right transfer co-

efficient and that one that is wrong. For obtaining INJC
we apply (9).

UC =M, 9)
2
where U, — average value of the two sensors that do

work well;
U, — value of the first sensor that works well,;
U, — value of the second sensor that works well.
It is necessary to obtain the average change in the
transfer coefficient by means of (10).

_Gim) e

K(n) Oy’ l...k,

(10
where K(n) — change in transfer coefficient values;
INJC(n) — average values of the two sensors that do
work well;
Ui (n) — values of the faulty sensor.
The average of K(n) is obtained by (11), besides

obtaining the indicators for each class of fault by (12)
and (13).

1 k
AK:E;K(n), (a1

where AK — average value of changed coefficient;
K(n) — changed transfer coefficient values.

Zci(n)={-8ci <[K(n)-AK| <3¢;f.nel.. .k (12)

where Z, (n)— indicator of class “Coefficient”;

d¢; — threshold value for class “Coefficient”.

Zyii (n) = {-8pg <[K(n)—AK| <8y f.nel.. k (13)

where Z,; (n)— indicator of class “Drift-Coefficient”;
Oy — threshold value for class “Drift-Coefficient”.
Finally, indicators of reliability for these classes
are applied, represented by (14) and (15).

1

ZCi ={N>pc}, (14)

where Z, — indicator of reliability for “Coefficient”;

N — counter of truly results of Z, ;
pc — threshold of reliability for class “Coefficient”.

Zy={N>py}, (15)

where Z,, — indicator of reliability for “Drift-Coeffi—
cient”;
N — counter of truly results of Z,, ;
py — threshold of reliability for class “Drifi—-Coeffi—
cient”.
The dichotomic tree for defining the class of fault
is depicted in Fig. 5.

SENSOR;

0
@ Class
0 1 Coefficient
Undefined Class
Class Drift-Coefficient

Fig. 5. Dichotomic tree to determine fault’s class

2.3. Defining the Kind of Fault

According to the general scheme shown in Fig. 2,
identification of the kind of fault should carry out after
defining the class of fault.

Type of fault “Broken”

In this kind of fault, we have three different types
(d1, d2 and d3) and they are represented by the state-
ments in (16) which define the corresponding kind of
fault. We use a tolerance value called 6.
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Zl+ _{ min +8tb >U5 > Umm _Stb} s
Z. ={Umax +8tb > U6 > Umax _atb}f (16)
Zys =18y > Us >3 »

where Z,. — indicator for positive power supply fault;

Z,_ — indicator for negative power supply fault;

Z,s — indicator for signal power supply fault;

Us — faulty sensor output voltage value;

Unmax — maximum voltage value;

Unin — minimum voltage value;

&y, — threshold value for this kind of fault.

The Fig. 6 shows the dichotomic tree to define

what kind of fault “Broken” is. This kind of fault is un-
recoverable.

Class Broken

Unknown

Fig. 6. Dichotomic Tree for faults in class “Broken”
Type of fault “Drift”

This kind of fault has four different types (d4—d7)
as it is depicted in the dichotomic tree for this kind of
fault in Fig. 7.

Class Drift

Fig. 7. Dichotomic Tree for faults in class “Drift”

The statements in (17) represent each case and
their indicators for determining this kind of fault.
Zy, ={Ae>0},
ZZb = {AS > SD} ,
ch = {AS < _SD} ,

(17)

where Z,, — positive drift indicator;
75, — irremovable positive drift indicator;
Z,. — irremovable negative drift indicator;
Op — threshold value for irremovable drift;
Ag —average value of €; and &,.

Type of fault “Change in Transfer Coefficient”

In this kind of fault, there are five different cases
defined by d8 — d12.

Their corresponding statements are shown in (18).

Z3, = {-K; +1%K;*AK*>-K; |,
Zy, ={0<AK <K; -1%K;},
Z3. ={AK <10%K;},

Z3q ={AK > -10%K;},

(18)

where Z;, — reorientation of transfer coeff. indicator;

75, — decreased transfer coefficient indicator;

Z;. — removable decreased coefficient indicator;

734 —reoriented and removable decreased transfer
coefficient indicator;

K — coefficient value of the faulty sensor in normal
state.

The dichotomic tree for this process is shown in

Fig. 8.

Class Coefficient

Fig. 8. Dichotomic Tree for faults in class “Coefficient”

Type of fault “Drift-Coefficient”

Class
Drift-Coefficient

o (w)

1 ()

10 10 01 01

Fig. 9. Dichotomic Tree for faults
in class “Drift-Coefficient”

(22
01

Dichotomic tree for determining these kinds of
faults is depicted in Fig.9. A test for the algorithm can
be seen in Fig. 10, it was used the platform in [3].
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Fig. 10. Fault tolerant algorithm in a working situation

Drift-Coefficient faults are the union of these two
classes of faults; therefore, twenty faults can be deter-
mined (d13-d32). In order to identify which kind of
fault has occurred, it must be applied (19) and then ap-
ply statements in (20).

AU; = (19)

=~ | —

Z:Ui (n),

where U, (n)- values of the signal in the faulty sensor;

AU; - average value of Uj (n).
Z4a {= AU] > O} s

AK
Zyp = Zgx ={7>0}’
AK
Z4C =Z4l <{10% 5 },
Zye =Zyq =Zyg =Z4j=Z4; >{Sy}
AK
Z4f = Z40 ={'SMmin ZTZ 'SMmax}a

AK
Zayw =24, <3-10%- ,
4h 4q { o > }
Zam =Zan = Zap = Zay = Zys > { -3} ,

where Z4, — positive drift indicator;

Z4, Zg — positive changed coefficient indicators;

Z4., Z41 — recoverable positive decreased coefficient
indicators;

Zse, Lag, Zag, Z4j, Zsi — recoverable positive drift in-
dicators;

(20)

Zss, 74, — reoriented coefficient indicators;

Z4h, Z4q — recoverable negative decreased coefficient
indicators;

Zims Zan, LZap, Zar, Z4s — recoverable negative drift in-
dicators;

O — threshold value for unrecoverable drift;

OMmax,min — threshold values for reoriented coeffi-
cient.

Conclusions

An extended fault tolerant algorithm has been pre-
sented. The algorithm brings up a diagnostic model for
different king of possible faults that can occur in the
gyroscopic sensors unit. The algorithm has been jointly
tested by a developed computer program and a gyro-
scopic sensors unit, obtaining the expected results and
diagnosing a total of 96 kinds of faults for a gyroscopic
sensors unit compounded by two angular velocity sen-
sors and one angle sensor.

The fault tolerant algorithm can recover the system
when the kind of fault diagnosed permitted it.
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PeuenseHnT: n-p TexH. Hayk, npodeccop, 3aBeayronuii kapenpoit nupopmatrku A.FO. Cokonos, HarmoHanbHbIN
aspokocmuueckuil yausepcureT uM. H.E. XKykoBckoro «XAW», XaprkoB, YkpauHa.

YCOBEPIHIEHCTOBAHHBIN AJITOPUTM OTKA30YCTOMYUBOCTH
JJIA BJIOKA THPOCKOIIMYECKUX JATYUKOB

A.C. Kynuk, X.11. Mapmunec-bacmuoa

B naHHOH craThe HpenCTaBieH YCOBEPIIEHCTBOBAHHBIN aJrOPUTM OTKAa30yCTOHYMBOCTH. Y COBEPIIEHCTBOBA-
HHE JaHHOTO aJrOPUTMa, TAKXKe KaK U €ro NpUMEHEHHE, PACCMOTPEHBI B JaHHOU padore. DPPEeKTUBHOCTL JaHHOTO
anropuTMa ObUTa MPOBEPEHA ¢ MOMOIIBI0 KOMITBIOTEPHOM MPOrpaMMbl U IMPUMEHEHa Ha OJIOKE TMPOCKOITHYECKHX
natunkoB (BI'MT). YcoBepIIeHCTBOBAHHBIN aNTOPUTM TMPOCKOIMMYECKUX TaTYUKOB MOYKET OCYIIECTBISATH JAMATHO-
ctuky BI'Jl, TOCTOSIHHO OTCIIEKUBAsi €r0 COCTOSHHUE C IOMOIIBI0 HECKOJIBKMX MaTEMAaTHYEeCKUX MOJIEIEH, omnpese-
JIsi1 BO3SMOYKHOCTB CYIIECTBOBaHMs OMMOKU B Ojoke. Kak Tompko ormmOka Obula oOHapyKeHa B OJIOKE, aJlfOPUTM
MOYKET HAUTH MECTO OIIUOKH, ITO3BOJISISI HAM OIPEIETUTh, THIT OIIMOKK B OJIOKE, a JaHHAs AMArHOCTHKA MOXET I10-
MOYb HaM OCYIIECTBHUTH MPABUIIbHBIE JEUCTBUS TSI BOCCTAHOBJIEHHS ONTUMaIbHOrO (pyHKInonuposanus BI'I.

KarwueBbie ¢jIoBa: crcTeMa OTKa30yCTONYUBOCTH, aJiTOPUTM OTKAa30yCTONYUBOCTH, OJIOK THPOCKOMUYECKUX
JTATYHKOB.

YJIOCKOHAJEHHMM AJITOPUTM BIIMOBOCTIMKOCTI
JJIA BJIOKY I'TPOCKOIIIYHUX JATYUKIB

A.C. Kynix, X.I1. Mapminec-bacmioa

V wiit craTTi NpeACTaBIeHO YAOCKOHAJIEHUH aJrOPUTM BiIMOBOCTIHKOCTI. Y IOCKOHAJIEHHS I[bOTO aJITOPUTMY,
SIK 1 IOr0 3aCTOCYBaHHSI IIPEJICTABIICHO Y il poOoTi. EQekTHBHICTh IFOro anropurMy Oyla nepeBipeHa 3a J0ImoMo-
TOI0 KOMIT'IOTEpHOT ITpOorpaMu Ta 3acTocoBaHa Ha Ouowli ripockomiynux AatunkiB (BI']). Y nockoHaneHwuit anroputm
TipPOCKOIYHUX NaTYMKIB MOXKe 3JiiicHIOBaTH HiarHocTuky BI'/l, mocTiiiHO BifcTe)Xyl04M HOro cTaH 3a JOMOMOTO0
JIEKITBKOX MaTeMaTHYHUX MOJIeJel, BU3HAYAIOUM MOMIIMBICTh ICHYBaHHS MOMHJIKH y Onomi. SIK TiJbKH MOMMIIKA
Oyna BHsIBJIEHA y OJIOI aNrOpPUTM MOXKE 3HAWTH MicIle MOMWJIKH, 1al041 HaM MOXKJIMBICTh BU3HAYUTH THI TIOMUJIKH
y OJI011i, a 18 IIarHOCTHKA MOKE JTIOTTOMOI'TH HaM 3JIIHICHUTH MPaBIBHI Jii JJ1s1 BITHOBJIEHHS HAMIIMIIIOTO (yHKITiO-
HyBaHHs BI'/l.

Karou4ogi ciioBa: cucrema BiIMOBOCTIMKOCTI, aJlTOPUTM BiJIMOBOCTIHKOCTI, OJIOK TipOCKOIMIYHHUX JaTYHKIB.
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