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A TEACHING PLATFORM FOR FAULT-TOLERANT SYSTEMS DEVELOPERS

In this paper the hardware-software complex is presented. It has been developed to teach developers of techni-
cal systems to effective fault-tolerant approach, applied to a gyroscopic sensors unit (GSU). The fault-tolerant
method used on the complex has the ability to perform a complete diagnosis of the GSU, constantly monitoring
its state by means of several comparisons, determining the possible existence of a fault in the unit. Once a fault
in the unit has occurred, the method is able to find where the fault is located; allowing us to define what kind
of fault has appeared in the unit and this diagnosis can lead us to perform the proper corrective actions to re-

cover the optimal performance of the GSU.
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Introduction

In the last decades many advances in the field of
control systems have been developed [1-3], having a
great impact in all kind of control disciplines. New the-
ory, actuators, sensors, industrial process, computing
methods, approaches or philosophies to improve in dif-
ferent aspects the control systems have been imple-
mented. Actually the control systems are a medullar
block in many spheres [4], looking forward to meet the
autonomy in fields of aerial, land and maritime vehicles.
In any of these spheres it is necessary to use stabilization
and guidance systems [5, 6]. For example, unmanned
aerial vehicles (UAVs) where an autonomous control
system is used instead of a human operator, because the
task of this vehicle could be hazardous or routine.

The UAV can realize searches, inspects long dis-
tance power lines, oil or gas pipelines and other recog-
nition and monitoring environmental or meteorological
variables, and many other tasks. The technological
field of the UAVs demands the designing, testing of
fault-tolerant control and guidance systems, then, the
necessity of control and guidance systems able to keep
working even under influences of noise, faults or other
conditions that can alter the proper work of the system
leading to a malfunction of the vehicle or a total crash
of the unit.

The heart of many control and guidance system is
the Gyroscopic Sensors Unit (GSU). And its effective-
ness relies on how effective the system can response to
constant or random faults that can occur during its func-
tion. The problem in practical scheme is that some sen-
sor can fail or give a wrong sensed value, so the vehi-
cle’s performance is deteriorated and an immediate ac-
tion to recover the lost performance must be applied to
avoid mistakes on the control and guidance of the vehi-
cle that can result in a wrong action or even the com-

plete lost of the vehicle, either both, resulting in eco-
nomical lost or even worst in lost of human lives.

Therefore, since many years ago the importance of
developing a stabilization and guidance system has been
relied on its reliability.

The workability of this kind of systems must be
assured, especially when the accurate and correct re-
sponse from the system is required; this is the case for
the UAV, due to the navigation and control of the vehi-
cle relies on this system, it is very important to give
these systems the ability and “intelligence” to recovery
itself in case of some possible fault.

So, the necessity to develop a platform for apply-
ing, studying and testing a fault-tolerant methodology
that it will be used later. This is the aim of this work.
The complex is built by software where the method is
computed and it is in charge to emulate the faults in the
system as well, a data acquisition block and the GSU.
The GSU is constituted by two angular velocity sensors,
angular velocity sensor 1 (AVS;) and angular velocity
sensor 2 (AVS,) and one angle sensor (AS) [2-4].

The hardware-software platform has the ability to
emulate faults in the GSU by software and applies the
fault-tolerant method, showing the sensors’ signals in
real time.

The sensors are mounted on a moving platform
that can emulate a real work situation for them.

The fault-tolerant method is based in hierarchical
modules that are in change to carry on the proper and
right detection of a fault, obtains a type of fault in the
gyroscopic unit, passing through a phase of seeking the
place where the fault has occurred in the unit. The
method takes advantage of different techniques and ap-
proaches in order to realize the complete tasks to obtain
a correct diagnose of the gyroscopic sensors unit and
determine the suitable following action in case of the
existence of a fault in the unit.

© A.S. Kulik, A.G. Chukhray, J.P. Martinez-Bastida



A3poounamuxa, OuHamMuKa, GANTUCHMUKA U YRPAIeHUe HOTENOM 1eMaAmelbHbIX ARNapamos 53

1. The teaching platform
A block diagram of the complete complex is de-

picted in Fig. 1, where it is shown the main blocks that
form it.

GSU

CONTROL INTERFACE
MODULE  [* MODULE
USB Port ﬁ
PERSONAL COMPUTER |

Fig. 1.Block diagram of the platform

The GSU is interconnected to a Personal Computer
(PC) through an interface module. The PC is in charge
to process and apply the support algorithm to the gyro-
scopic system and emulate the faults.

The analog signals from the sensors are digitalized
by the interface module and are sent to a USB port in
order to be shown in the computer’s screen in real time.
The Control Module is in charge of turning on and off
the GSU’s motor and change the direction of the plat-
form. The graphic interface where the signals are de-
picted is show in Fig. 2 as well as the signals from the
sensors.
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Fig. 2. Graphic interface

The graphic interface is designed for the study of
the fault-tolerant algorithm applied to gyro-sensors and

it has different controls to emulate faults in the system
and apply the diagnostic and the algorithm for recover-
ing the system performance. In the interface the signals
from the three sensors are depicted, from the top to
down, the first on the top is the signal of Angular Veloc-
ity Sensor 1, following down; the signal of the Angular
Velocity Sensor 2 signal and the next one in order is the
signal from the angle sensor. Each signal has on its right
side the corresponding transformation for the necessary
operations that the method for recovering the system’s
performance needs.

In order to perform the method it is necessary to
integrate the signals from the angular velocity sensors
and derivate the signal from the angle sensor as it was
explained above. The complete platform and its inter-
connection are shown in Fig. 3.

Fig. 3. The complete platform

The program is able to emulate different kind of
faults as well as different faults can be inserted into the
system at a time and in different sensors too. The Fig. 4
shows and example of this possibilities, in this figure we
can appreciate how there is a fault in the sensor 1, shift-
ing the voltage of the signal and in the sensor 2 the sig-
nal is inverted, proving an inversion of the transfer coef-
ficient.

The Fig. 4 shows the principles of the platform.
The platform can emulate faults in the system and watch
how it responses to certain faults. This helps to explain
the processes in the fault-tolerant system and to devel-
opers to understand how fault-tolerant concepts are ap-
plied to recover the system’s performance in case that
the faults permit it.
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Fig. 4. Faults in AVS, and AVS,

2. Diagnostic model for the GSU

The GSU is able to measure the angular velocity
and the position angle due to the sensors on it. It is nec-
essary to state one angle sensor and two angular veloc-
ity sensors as minimum to guaranty a diagnosis in the
GSU, as it is shown in Fig. 5.

oft) Uga(t)
» AVS, —mm>»
Unalt)
»  AVS,
w(t) Uy (1)
» AS

Fig. 5. Functional Scheme of GSU
The characteristic equations of the sensors are
shown in (1):
~ = 2
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U, (t)— AS output;

K.,,K K. , — transfer-Coefficient of the

®2> ™ol A

SE€NSOrs;

o(t) — angular velocity;
y(t) — angle position;
Ug?, Ug!, Uy —valuesof drift from zero.

In order to develop a reliable method for detecting
and diagnosing faults in the GSU, it is necessary to
build a methodology in base of the analysis of the input-
output signals of the three sensors above described. We
must use diagnostic signs of the system as well as pa-
rameters of faults. The fact of determining the existence
of a fault in the GSU leads to find the place, class and
kind of the fault, in Fig. 6 is shown the general scheme
of the method. Once, that a fault has presented in the
GSU and the complete process has been performed to
obtain the diagnosis (a complete characterization and
behavior of the system according to the current fault),
we will be able to go on into the next and very impor-
tant step, this step consists to determine the possibility
of recovering the system reliability and its functional

status.

Fault Detection
v
| Seeking Place of Fault |
v
Determining Class of Fault

v
Identifying Kind of Fault

Fig. 6. Scheme of the method

According to the study and analysis of the GSU,
there are very specific faults in the unit, leading us to
understand the behavior of the system or even better, the
sensors’ behavior. The kinds of faults are determined by
the letter “d” and are following defined:

d1 —positive power supply cable broken;

d2 —negative power supply cable broken;

d3 —signal cable broken;

d4 — irremovable positive voltage shift;

d5 —removable positive voltage shift;

d6 —removable negative voltage shift;

d7 — irremovable negative voltage shift;

d8 — change of the transfer coefficient;

d9 —reorientation of the transfer coefficient.

The following hypothesizes have been defined in
developing the diagnostic process for the gyroscopic
sensors.

1. Only can be one faulty sensor at the moment of
diagnose.

2. Each sensor can present one or two kind of
faults at a time.
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3. Only “Shift” and “Coefficient” fault type can
occur at a time in one sensor.

4. The input signal must be of the kind to deter-
mine the type of fault above described.

5. A kind of fault can independently appear from
each others.

3. Recovering Method for the GSU

3.1. Fault Detection

First we must supervise the state of the GSU and
identify the existence of a fault in the system. In the Fig.
7 is depicted the general scheme. The comparison be-
tween the three sensors Angular Sensor (AS), AVS; and
AVS,, is carried on by differences between their output
values.

o(t) W(t) o(t)
AVS, AS AVS,
U (D) d Uua(0
dt
y — . UqJ(t) -
€1 (t)‘ — .52 ()
i g3(t)
61 A 4 63 62 A 4
— TD —» TD —» TD
S;(b) S3(t) S, (1)

Fig. 7. Comparison diagram between the three sensors

The errors in Fig. 7 are represented by the follow-
ing equations (2).

e1(t)=Uu ()= Uy (1),
& (t)=Uga (t)-Uy (1),
3(t)=Uy (t)-Uya (1),

)

(1)
&3 (t)—error between AVS; and AVS,;
U, (t)—AVS, output;

U,y (t)-AVS; output;

U, (t)—derivedASoutput.

After the calculation of the errors between the sen-
sors, it is applied a Threshold Device (TD) that is in
charge to determine the existence of a fault in the GSU
in case that some error value is over the threshold value

ds, we obtain with this, the value of the indicator S;.
This process is represented by the equations (3).

Si[K] = {| O [K]- Uy [K]| > 8 »
S [K]={| a2 [K] - Uy, [K]| > 852

S5 [K] = {| Ut [K] - Uz [K]| > 853 .

where S; [k]-indicator of presence of fault;

€)

Ui [k]. U [k],UW [k]—sampled output sensors;
O —threshold value.

Therefore, if one of the indicators S; has a value
equal to 1, so there is a fault in the GSU, but if the result
is 0, then the GSU properly works. If there is a fault in
the GSU so we go on to the next stage of the process.

3.2. Seeking for Place of Fault

Once a fault in the GSU has been determined, we
proceed to find the place where the fault has occurred,
this means, which of the three sensors is not properly
working.

Table 1
Indicator of faults’ place
ﬁmz ﬁu)l Ull»'

s, | o 1 1
S, | 1 0 1
S, | 1 1 0

In order to find the place of fault, we use the S; in-
dicators; the Table 1 shows the three possible combina-
tions of the indicators when a fault has occurred, help-
ing us how to determine the place of fault or which sen-
sor is wrongly working.

FAULT DETECTED

Unknown Uy

Fig. 8. Flow Tree for Seeking the Place of Fault

The flow tree for this procedure is shown in Fig.8.
According to Table 1, it is possible to develop the three
following statements for determining the place of fault.
Once the place where the fault is found, the next step; it
is to determine the class of fault.
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If S; =0 THEN fault in AVS,,
If S, =0 THEN fault in AVS,,
If S; =0 THEN fault in AS.

3.3. Determining the Class of Fault

In this stage of the method we will work with the
signal of the faulty sensor, comparing its signal with the
signals of the others sensors that are working well. This
stage is based in the fact that only one or two classes of
fault can occur in the faulty sensor at a time of the de-
tection.

Class “Broken”

This class is characterized by constants voltages at
the output of the faulty sensor, the mathematical model
for determining this class is shown in (4).

k
Zp; ={Z[~Jvi (n+1)-Uy; (n)>5Bi}’ @
n=0

where Zg; —indicator of class "Broken";

U,; (n)—outputsample of the faulty sensor;

8p; (n)—threshold value for class "Broken".
Every truly result of this statement is counted (N)
times, and at the end of the process, it is compared to
another threshold of reliability pg, as is shown in state-
ment (5).
Zpi ={N>pg}, )

where ZBi —indicator of reliability for class "Broken";

N —counter of truly result of ZBi ;
pp —threshold of reliability for class "Broken".

If N is bigger than pg, so the class of fault is de-
termined as “Broken”.

Class “Shift”

This class is defined by a constant shift of the out-
put voltage in the faulty sensor. Then, in the method we
applied a comparison between the three sensors, taking
samples during a period of time, these values were
saved into variables defined by g, which ones we are
going to use to determine this class of fault.

As faulty sensor is defined, so we will use the val-
ues of the errors that do not work properly, and calcu-
late a mean of them by (6).

A, = &s1 T &5 ’ (6)
2
where Ag; — average value of the error out of tolerance;
&g —first error signal out of tolerance;

€4, —second error signal out of tolerance.

Then, we apply the mathematical model presented
in (7) in order to check if the class of fault is “Shift”.

k
Zgi = { > [Aeg (n+1) - deg ()] > ; }’
n=0

where Zg; —Indicator of class "Shift";
Agg(n)—Sampleof the average value )
of the two errorsoutof tolerance;
8g; (n)— Threshold value for class "Shift".

And counting every result above the threshold val-
ue Jg;, this statement indicates if the voltage shift is con-
stant as in this class of fault must behave; in that case
the indicator for this class will be applied, as it is shown
in (8).

Zgi ={N>pgl, (®)

where ZISi — Indicator of reliability for class "Shift";

N — Counter of truly result of ZISi ;
pg — Threshold of reliability for class "Shift".

Class “Coefficient”

This class has a constant difference value from the
right coefficient value when the sensor is properly work-
ing. We will use the average result of the output of the
two sensors that work well, represented by equation (9).

g, =Dt ©)
2
where U, — average value of the two sensors that do
work well;
U, —value of the first sensor that work well;
U, —valueof thesecond sensor that work well.
It is necessary to obtain the average value of the
change of the transfer coefficient by equation (10).

1 & 0. (n)
AK =—Y =
ZUi(n)

m
n=l

where AK — average values of change of transfer coeffi-

cient well,

(10)

U, (n)—average values of the twosensors thatdo
work well;
U; (n) —values of the faultysensor.

And apply a threshold value to determine if there
is a change in transfer coefficient. Moreover, we can
obtain and index of change in the transfer coefficient by
means of the errors that can be obtained by (11) and
(12).

ASC — €1 T8
2
where Ag, — average value of the errors out of tolerance;

(11)

9

€. —firsterror out of tolerance;

€.7 — seconderror out of tolerance.
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K
Zgi = {Z | A (n+1) - Mg (n)] > SCi}’ (12)

n=0
where Zc; —indicatorof class "Coefficient";
Ag,, (n)—sampleof theaverage value of the two
errors out of tolerance;
8¢ (n)—threshold value for class "Coefficient".

We need counting (N) as well as every result
above, the threshold value &¢;. Then, if a change in the
transfer coefficient has occurred, so the difference be-
tween the values in Z¢; will not be constant. Now, con-
sidering both results we can define the following state-
ment:

If AK =1 & N >p, THEN class of fault is “Coefficient”.

The decision tree for defining the class of fault is
depicted in Fig. 9.

SENSOR;

Class
Broken

Class
Coefficient

Undefined
Class

Fig. 9. Decision Tree
to determine the Class of Fault

3.4.Defining the Kind of Fault

Now it is necessary to define the kind of fault that
has occurred in the GSU. In order to define the kind of
fault, we will support on different sort of conditionals
and indicators to define the fault respectively.

Type of fault “Broken”

In this kind of fault, we have three different types:
Positive power supply broken, negative power supply
broken and signal cable broken. The statements (13)
define the corresponding kind of fault. We use a toler-
ance value called &y. The Fig. 10 shows the decision
tree to define what kind of fault “*Broken" is in the sys-
tem.

Ziy ={Upin +8 > Us > Upyin =8y }»

(13)
Z_= {Umax + 8tb >Us > Upax — 8tb} >

where Z,, —indicator for positive power supply fault;

Z,_ —indicator for negative power supply fault;

Z, —indicator forsignal supply fault;

U
U i, —minimum voltage value;
Oy, —threshold value for this kind of fault.

The class “Broken” has been defined, then; the
method starts looking for what kind of “Broken” fault
is. The method uses the statements in (13) and follows
the process defined in Fig. 10.

max —Maximum voltage value;

Class
Broken

Fig. 10. Decision Tree
to define type of fault Broken

In Fig. 11, an example of this type of fault for a
positive power supply fault has been performed in the
signal of the AVS,.

Angakar YWekooity Seasor 1

lpagic
)

Fig. 11. Positive power supply fault in AVS,

Unfortunately the method cannot recover from this
type of faults due to one of the three cables is damaged.
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Type of fault “Shift”

This kind of fault has four different types: Irre-
movable positive voltage shift, removable positive volt-
age shift, removable negative voltage shift and irremov-
able negative voltage shift.

The statements in (14) represent each case for de-
fining this kind of fault.

Class
Shift

Unknown

Fig. 12. Decision Tree
to define type of fault “Shift”

The decision tree depicted in Fig. 12 shows the
procedure to define what type of shift fault is in the sys-
tem.

Zy, = {Ae > 8max+},

Zyp = {Bmins > A€ > Brnas | (14
Zoe ={8min. > Ae>8 .},

Zyq ={Ae > By | »

where Z,, —irremovablepositive voltageshift;
Z,,, —removablepositive voltageshift;
Z,. —removable negative voltagesshift;
7,4 —irremovable negative voltage shift;
O max,min — threshold values for this kind of fault;

Ag —average valueof g and g,.

When the method has defined that this fault is re-
movable, the method takesAe value and added to the
wrong sensor's signal rightly to recover the system’s
performance.

An example of this kind of fault is shown in
Fig. 13.

This example shows the case of an irremovable
negative voltage shift fault in the second sensor of angu-
lar velocity.

Angular Velocity Sensor 1t

fpagic

papic

Tpag

Fig. 13. Irremovable negative voltage
shift fault in AVS,

Type of fault “Change in Transfer Coefficient”

In this kind of fault, there are two different defini-
tions: Transfer coefficient decreased and reorientation
of transfer coefficient. Their corresponding statements
are shown in (15).

Z3, ={0>AK >K;},

(15)
Z3, ={-K > AK >0},

where Z;, —transfer coefficient decreasedindicator;

Z5}, —reorientation of transfer coefficient indicator;

AK — average value of the affected transfer coeffi-
cient;

K, —coefficient value of the faulty sensor

in normal state.

The decision tree for this process is shown in
Fig. 14, where it is depicted how the method proceeds in
the different cases that can be presented.

Once, the type of coefficient fault is defined, we
proceed to compensate the wrong coefficient with the

value of AK, accordingly and only if AK is less than the
10% of the correct value of the coefficient.
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Class Coefficient

Fig. 14.Flow Tree to define type
of fault “Coefficient”

In Fig. 15, we can appreciate a reorientation of the
transfer coefficient in sensor one, AVS,. It is possible to
see how the signal has inverted according to the signals
of the others sensors.

Conclusions

In the present work a complete complex for the
study of a fault-tolerant system is presented. The com-
plex works with real sensors, permits us to understand
the behavior of this kind of system and how a method to
recover or keep the system’s performance is applied.
The complex brings up a diagnostic model to different
king of possible faults that can occur in the unit of gyro-
scopic sensors and dynamically emulates these faults.
These faults are reflected on their signals; these signals
are monitored in real time and depicted on the screen of
a graphic interface in a computer.

A fault-tolerant method is proposed and developed
and a complete complex has built to study the method-
ology of the diagnostic process.
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Fig. 15. Reorientation of transfer coefficient in AVS,

The signals from the three sensors are dynamically
depicted the graphic interface in a personal computer
program. This interface let us study the behavior of the
unit and shows dynamically the current state of the sen-
sors. This entire complex permits us to understand a
reliable way to test and develops a fault-tolerant process
applied to a gyroscopic sensors unit or even another
kind of systems.

This complex is a useful tool in the comprehension
of the concepts and processes that a fault tolerant meth-
od is involved and provides a feasible and graphics way
to do it, everything in a dynamic and real interface.
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IVIAT®OPMA 1151 HABYAHHS PO3POBHUKIB
CUCTEMMH BIIMOBOCTIMKOCTI

A.C. Kynik, A.I. Qyxpait, X.1I1. Mapminec-bacmioa

VY 1iif cTaTTi NpencTaBiIeHO MPOrpaMHO-anapaTHUil KoMmIuieke. JlaHuii KoMIuieke Oyino po3poOieHo st Ha-
BYaHHS PO3POOHUKIB TEXHIYHUM CHUCTEMaM JJIsl TOTO, 100 BJOCKOHAJIMTH MiJIXiJ BiIMOBOCTIHKOCTI, SIKMI 3aCTOCO-
ByeThbest y Onomi ripockomiyHux aatumkiB (BI'J]). Meron BiAMOBOCTIMKOCTI, KUl 3aCTOCOBYETHCS Y KOMILIEKCI,
MOXe 3[IifiCHIOBaTH MOBHY AiarHocTuKy BI'Jl, criocrepiratoun 3a HOro cTaHoM 3a JIONIOMOT'OF0 JIEKITBKOX TTOPiBHSHb,
BH3HAYAIOYM MOXKJIMBE iCHYBaHHS BiiMOBU y Ousomi. SIK TijbKM BigMoBa Oysa BHSBJIEHA y CHCTEMi JaHUN METO[
MOXKE 3HANTH MicIe BiZ]MOBH, JO3BOJISIIOYHA HAM BU3HAYWTH BUJI BIIMOBH, BUSBJICHOI y OJIOLI, Ta [ie [iarHOCTYBaHHS
BeJIe 10 BUKOHAHHS MPABWIBHUX JiH U ONTUMAJIBHOTO BifHOBIIeHHs pobotu BI'/I.

Karou4osi cioBa: cucrteMa BiZIMOBOCTIMKOCTI, CHCTEMa YIpaBIliHHS, BiIMOBOCTIHMKICTh, OJIOK TipOCKOMIYHHX
JIATYHKIB.

KOMILVIEKCJIA OBYUYEHUSA PABPABOTYUKOB
CUCTEM OTKA30YCTOMYHUBOCTH

A.C. Kynuk, A.I'. Qyxpai, X.I1. Mapmunec-bacmuoa

B nmaHHO# cTaThe HpeicTaBlIeH MPOTpaMMHO-aNNapaTHEId KOMIUIEKC. JlaHHBIH KOMIUIeKC ObUT pa3zpaboTaH
Uil 00y4eHus! pa3padOTUYNKOB TEXHUYECKUM CHCTEMaM JUIs YCOBEPIIEHCTBOBAHMsSI MOAXO0/A OTKa30yCTOHYUBO-
CTH, TIPUMEHsIEMOro B OJ0ke rupockonnieckux aaraukoB (bBI'/). Meron oTka30ycTOHYMBOCTH, IPUMEHSIEMBIN B
KOMIUIEKCE, MOKET OCYLIECTBJIATH MOJHYI0 AuarfHoctuky BI'Jl, HaGmionas 3a ero COCTOSHHE C IIOMOIIBIO He-
CKOJIbKHX CPaBHEHUIl, ompenenss BO3MOXHOE CYIIECTBOBaHHE OTKa3a B Onoke. Kak Toibko oTka3 Obul 0OHapy-
)KEH B CUCTEMeE, JaHHBIH METOJ MOXKET HaWTH MECTO OTKa3a, O3BOJISS HAM OIPENeNuTh BUJ 0TKa3a, OOHApYKeH-
HOTO B OJIOKE, ¥ JaHHOE AMArHOCTUPOBAHHE BEJET K OCYIIECTBICHUIO MPABWIBHBIX ACUCTBUH LISl ONTHMAIBHOTO
BoccTaHOBiIeHUs paboTs! BI'/I.

KnroudeBble c1oBa: cucreMa OTKa30yCTOMYMBOCTH, CHCTEMa YIIPABJICHUs, OTKa30yCTOHYUBOCTh, OJIOK THUPO-
CKONMUYECKUX JaTYUKOB.
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